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Verizon Data Breach Investigations Report 2021.
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& OnuTyBaHHSA LWOAO NOLITOBUX 3arpo3
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B nonepenHix cepiax

Heunemo Tpoxn noBTopnMo nonepeaHin sebiHap wob byTn «Ha ogHin XBUni»
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CueHapii nobynoBn

PoKycyeMOCb Ha 3axXUCTi NOLUTH
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https://www.fortinet.com/products/next-generation-firewall
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortiddos.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiADC.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiWeb.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiAuthenticator.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortitoken.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortigslb.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiMail.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiSandbox.pdf
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https://www.fortinet.com/products/next-generation-firewall
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiADC.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiWeb.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiAuthenticator.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortitoken.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortigslb.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiMail.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiSandbox.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortianalyzer.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortimanager.pdf
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https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortitoken.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiMail.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiSandbox.pdf

FortiMalil

Yum BiH ocoonusmuimn?




Frost Radar™:
3BIT rNobarbHOro pUHKY 3aXUCTy €JIeKTPOHHOI MOLUTHU

“Fortinet’s broader company vision places
emphasis on the value of the Fortinet
Security Fabric that integrates its extensive
portfolio of security solutions.”

L]
® Agari

) Sophes “Fortinet FortiMail is integrated into the
= Fortinet Security Fabric to enable
advanced security outcomes in email
(such as Sandbox, browser isolation,
Eikoite e EDR), as well as contribute to the sharing
) of IOCs across security infrastructure in
use by customers.”

Broadcom @

Trend Micro ©

GROWTH INDEX

INNOVATION INDEX —™
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PX] BucokKi OLiHKM He3aneXxHux TecTiB

99.9%

BusiBneHHs 3arpos3 B
€NeKTPOHHMX nacTax.

94%

BusiBneHHs 3arpos

91%

PiBeHb 3axucTy Ta
wBuakoail

90%

TouyHicTb

SPAM

99.90%

Cnamy 3a6rokoBaHo

100

VIRUS

100%

3apaxeHux cannis

© Fortinet Inc. All Rights Reserved.
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PX] FortiMail

©

A

KomnnekcHu nigxig,

[NepeBipeHa wBmnakoaid

YacTtuHa Security Fabric

BnacHi HanpautoBaHHS Bifg
FortiGuard Labs

Jioep iHOyCTpIT B KaTeropii «ujiHa-
LUBNOKOAIA»

KomMmnnekcHuu 3axucr

Bifi BCbOro CrneKkTpy
NMOLUTOBUX 3arpo3

N\
N

LN ’

l6puaHa S R4 MNowTa B

noLuToBa Sso o «KINACU4HOMY»
N~ ’f

cuctema N =—" AL
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PX] FortiMail

baraTtopiBHeBa 6e3neka
BiAa:

= Bigomux 3arpos

= [1igo3pinux nucris

= Zero-days

= BupaBaHHs 3a iHWYy ocoby

= KomnpomeTauia BMICTy nucTta

i AHani3 nigpobku nucTiB
i AHanis JOMEHIB Nepecuriku

AHTUKIIK

3axucT Big NOBHOI 3YMWHKN NOLUTK
AHani3 nosefiHku

HewTtpanisauisi KOHTEHTY

. SPF, DMARC, DKIM
i BloneTeHb, «cipa» nowTa

. FortiGuard URL Filtering
i FortiGuard Anti-Spam
! FortiGuard Antivirus

© Fortinet Inc. All Rights Reserved. 18



PX] FortiMail

Npuknag #1

3axXUCT KOHTEHTY.

= Cnam, (hiwmHr & nigospina nowTa

PiweHHA:

i AHani3 nigpobku nucTiB
i AHanis JOMEHIB Nepecuriku

= lIBnako Ta epeKTMBHO BUPILLITL
npobnemy o6'eMHOro cnamy

AHTUKIIK

3axucT Big NOBHOI 3YMWHKN NOLUTK
AHani3 nosefiHku

HewTtpanisauisi KOHTEHTY

{ SPF, DMARC, DKIM
BtoneTteHb, «cipa» nowTa

FortiGuard URL Filtering
FortiGuard Anti-Spam
FortiGuard Antivirus

= © Fortinet Inc. All Rights Reserved. 19



PX] FortiMail

Npuknag #2

3axucT Big wkiganueux dannis.

= ®arnn Ta QiWmnHr

PiweHHA:

i AHani3 nigpobku nucTiB
i AHanis JOMEHIB Nepecuriku

= PO3LIMpeHi MOXIMBOCTI, TaKi SIK
nicOYHNLA, aHani3yoTb Nigo3pini
BK1aAEeHHS

AHTUKIIK

3axucT Big NOBHOI 3YMWHKN NOLUTK
AHani3 nosefiHku

HewTtpanisauisi KOHTEHTY

. SPF, DMARC, DKIM
i BroneTeHb, «cipa» nowTa

i FortiGuard URL Filtering
i FortiGuard Anti-Spam
FortiGuard Antivirus

- © Fortinet Inc. All Rights Reserved. | 20



PX] FortiMail

Npuknag #3

3axucT Big wkianmeux URL:
= Cantun nigpobkun & itunHr

= [HTEPHET 5K O)Keperio 3arposu

i AHani3 nigpobku nucTiB
i AHanis JOMEHIB Nepecuriku

PiweHHS:

AHTUKIIK

3axucT Big NOBHOI 3YMWHKM MOLUTK
AHani3 noeefjiHkn

! HeiTpanisaLjs kOHTEHTY

= [HTerpauia 3 3axuctom URL-agpec,
003Bonisie brokyeaTu 3arposm 6e3

BNNnBY Ha bi3Hec. :
. SPF, DMARC, DKIM
i BloneTeHb, «cipa» nowTa

. FortiGuard URL Filtering
i FortiGuard Anti-Spam
! FortiGuard Antivirus

© Fortinet Inc. All Rights Reserved. 21



PX] FortiMail

Npuknapg #4

Business Email
Compromise Prevention:

= CNOTBOPEHHS NUCTIB Ta agpecarTis

= LlinboBi aTtakm

i AHani3 nigpobku nucTiB
i AHanis JOMEHIB Nepecuriku

AHTUKRIK

3axucT Big NOBHOI 3YMWHKM MOLUTK
AHani3 noBeaiHkn

{ HeltTpanisaLjisi KOHTEHTY

PiweHHS:

= [logaTKoBi METOOVKM 3aXUCTY Big,

NigpobHNX Ta CNOTBOPEHUX NUCTIB
i SPF, DMARC, DKIM

i BloneTeHb, «cipa» nowTa

. FortiGuard URL Filtering
i FortiGuard Anti-Spam
! FortiGuard Antivirus

o= © Fortinet Inc. All Rights Reserved. 22



PX] FortiMail

BaraTtopiBHeBMM 3aXUCT BiA.
= PO3rosioc KoOHigeHUiINnHMX OaHNX

= Butik gaHux

= Man-in-the-Middle Attacks

. SIEM
i SOAR
i Sandbox

3 NiATPUMKOIO
aBTomaTtu3auii

i Ouuamiynuin katarnor cannis Ta
i pmanok

ApxiB

AyTeHTuikauis
LLndppyBaHHSA

AHTUBIpYC

AHani3 KOHTEHTY
BHELKOMKEHHSA KOHTEHTY

© Fortinet Inc. All Rights Reserved. 23



KoMnnekcHuUun 3axucT

3axucT BXiaHOT NOLwWTH 3axucT BUXigHOT NOLUTU KomMnoHeHTH

®iwmHr/Spear/Whale Phishing BriokyBaHHs Bignosigei Ha
3apaxeHi N1cTu ONR'

[MinpoOka BionpaBHUKA . . .
AP Anp _ LLUkipnnBum BmicT
3axucT Big BUTOKY AaHUX

3MiHa BMiCTY
LlinboBi aTakm LUncbpyBaHHs “a

' ' LUkignuei dpannm
Ransomware 3a fonomoroto email Man-in-the-middle attacks

KOHTEHT «ansa gopocnmnx»

CMAM Lkiannei URLs

Appliance VM FortiMail Cloud Gateway Transparent Server 0365 API

m = © Fortinet Inc. All Rights Reserved.
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BapiaHTu pilleHHA Ta Cau3uHr

BnacHun npuctpin [locnyra 3axucty

AnapaTtHi npucTpoi BipTyanbHi malunHu SaaS/API*
« 5 mogenem * 6 mogeneu « KepyeTtbces Fortinet
« [Jo 3.2M » JliueHsysaHHga no CPU a6bo . Gateway abo Server pexnmmn
NAUCTIB Ha roonHy nogomMmeHHO
. o . « Standard abo Premium cepsic
« T[ligtpumka 10GE * [locTinHa niyeHsia abo
nanvcka » * JliueH3yBaHHSA MO KifbKOCTI
Pl | REVNAY
citrix == "YP

XenServer »KVM

MamR 5 g
© Fortinet Inc. All Rights Reserved. 25



Pexxumun pobotu

Gateway Mode (Cloud and Appliance)

MowTa goctaenseTbes B FortiMail yepes MX, nepeBipaeTbes |
nepecunaeTbCa Ha NOLITOBUI CepBep NPU3HAYEHHS.

Microsoft 365 API Clawback (Cloud and Appliance)

FortiMail npautoe no3a mepexero, CKaHye | Bugansie sarposm
BesnocepenHbo B Microsoft 365 3a gonomoroto Graph API.
TakoXX MOXHa BUKOPUCTOBYBATU B PEXUMI LUITHO3Y.

Server Mode (Cloud and Appliance)

FortiMail po3ropHyTO ik MOBHOLIHHUW MOLLITOBUN cepBep, L0
3abes3neuvye POP3, IMAP, BeG-nowTy Ta KaneHgap Ha gogady ao
dyHKLUIN Besneku.

Transparent Mode (Appliance)

BctaHoBnoeTbes Ha wnsxy SMTP Tpadiky. He noTpibHi 3miHn
KOHQpirypauii ToXX 3a3Bmyan BUKOPUCTOBYETHCS B CEpPeSoBULL
Ae Hemae JOCTyny 40 aAMiHICTPYyBaHHS NOLITOBOI CUCTEMM

& &

&g




FortiMall

99.7% Spam detection rate

Advanced multi-layer malware detection
Inbound and outbound filtering

Integration with customer LDAP

Secure message delivery (TLS and DANE)
Message tracking

Virus Outbreak Service

Identity-Based Encryption (IBE)

Reporting

Email Data Loss Prevention

Content Disarm and Reconstruction

Feature Eeen EmlE Enterprise Advanced Threat
Protection Bundle
°

S

Ent. ATP with Microsoft 0365 API
Support Bundle

URL Click Protection

Impersonation Analysis

Cloud Sandboxing

Real-time scanning of Microsoft 365 mailboxes
Scheduled scanning of Microsoft 365 mailboxes

Post-delivery clawback of newly discovered email threats




FortiMail Cloud

Managed Service (infrastructure)

99.999% Service availability

99.7% Spam detection rate

Advanced multi-layer malware detection
Inbound and outbound filtering

Integration with customer LDAP

Secure message delivery (TLS and DANE)
Message tracking

Virus Outbreak Service

Reporting

Content Disarm and Reconstruction

Nocnyra 3axucty
: Cloud Gateway Premium with

URL Click Protection

Impersonation Analysis

Cloud Sandboxing

Identity-Based Encryption (IBE)

Email Data Loss Prevention

Real-time scanning of Microsoft 365 mailboxes
Scheduled scanning of Microsoft 365 mailboxes

Post-delivery clawback of newly discovered email threats



BeanepepBHicTb nowTtHn 3 FortiMail Cloud

PyHKUISA Be3nepepBHOCTI ENEKTPOHHOI NOLUTU NMPpU3HadeHa a1 3aXUCTy KPUTUYHOI iIHdbopMmaLil
HadaruM NOCyrn eKCTPEeHOl NOLWTOBOI CKPUHBLKKM B pasi NnafgiHHA OCHOBHOI MOLUTOBOI CUCTEMM.

KopucTtyBadi oTpuMyoTb 4OCTYN 00
. Ckopodye 4ac BigHOBMEHHA Manxe .
€NEKTPOHHOI NOLWTH B 36epexeHHa nowTn go 30 aHi..

O Hyn4.
6e3nocepenHbo Ha FortiMail. Ao Ry

- 29



@ Be3nepepBHIicTL nowTtn 3 FortiMail Cloud

2 e ApxiB —
o =0 o
S&ZI Outage XmavavuZ .
— [3) 6 MOLUTOBMIA CEPBIC
NT+—
o @ S %

FortiMall N

X X

Cepsep
BignpaBHMKa

New Enhancements

MOHITOpUHT

CUHXpOoHi3aUis KOHTaKTIB

\ 4
36epexeHHs nowTun
CuHXpOHi3aLis 3a anomMororo Bl L/ e I

Al 5 .
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Fortilsolator — be3ane4yHe BigoOpaXeHHA KOHTEHTY

Mpamun goctyn 3 Chrome

Market Latest Watchlist Markets Investing Personal Finance Economy Retirement More v SUBSCRIBENOW'

[1o3BONsie KOpUCTyBavam repernagatv Beo-CTOpiHKM B i305IbOBAHOMY CEPEAOBMULL, LLO
pobuTb 6e3nevYHnin BMICT y BigdaneHOMY KOHTEUHEDI.

HocTtyn yepe3 Fortilsolator 3 Chrome

Market Latest Watchlist Markets Investing Personal Finance Economy Retirement More v SUBSCRIBENOW'

LATESTNEWS  MarketSnapshot Need toKnow Economic calendar  Inflation ia i Jkrait Volatility  Ce i P i Facebook Wheretoretire TaxWatch

‘The housing market is in the

early stages of a substantial

downshift’: Home sales may
0,

drop 25 A) by the end Of Coult}l oilhit$300(.1bc|rrel?.Why Sponsored Video

summer, analyst warns Eussias apusty peime minigr —

@) LeamMore

seems to think so

* Oil prices post highest finish in almost 2 weeks
as EU considers ban on Russian oil

BREAKING White House says companies,
sectors given classified briefings about
potential for Russian cyberattacks
DJIA-058% v

Apple suffers widespread outage, services
down for some users

Kremlin summons U.S. ambassador amid
threat of ‘breach’ in bilateral relations

Husband-wife ‘crypto couple’ discussing plea
deal with prosecutors in $4.5 billion bitcoin
heist: court filing

« Wantto buy a home? Here's the No. 1 strategy for winning a bidding war

® Picks: ‘Reduced competition. 5 predictions for the housing market in 2022, from economists and real
estate pros

« Picks: Getting a mortgage if you have bad credit: Is it possible and should you doit?

AFTERHOURS $851 $4.15 $7.20 $2.33
Higher volume than normal. 6.64% 053 0.00% 0.00 0.00% 0.00 0.00% 0.00

Trending Tickers

LATESTNEWS ~ MarketSnapshot NeedtoKnow Economiccalendar Inflation Russiainvades Ukraine Volatility CoronavirusUpdate Moneyist on Facebook Where toretire TaxWatch

‘The housing market is in the
early stages of a substantial
downshift’: Home sales may
drop 25% by the end of
summer, analyst warns

Could oil hit $300 a barrel? Why Sponsored Video
Russia’s de|.3uty prime minister et iearGe
seems to think so

* Oil prices post highest finish in almost 2 weeks
as EU considers ban on Russian oil

BREAKING White House says companies,
sectors given classified briefings about
potential for Russian cyberattacks
DJIA-058% v

Apple suffers widespread outage, services
down for some users

Kremlin summons U.S. ambassador amid
threat of ‘breach’ in bilateral relations

Husband-wife ‘crypto couple’ discussing plea
deal with prosecutors in $4.5 billion bitcoin
heist: court filing

« Want to buy 2 home? Here's the No. 1 strategy for winning a bidding war

« Picks: ‘Reduced competition 5 predictions for the housing market in 2022, from economists and real
estate pros

o Picks: Gettinga mortgage if you have bad credit: Is it possible and should you doit?

R $4.15 $7.20 . $3.95

o AFTERHOURS
Trending Tickers | cter volume than normal 3 0.00% 000 0.00% 0.00 0.51% 002

© Fortinet Inc. All Rights Reserved.
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CepBic aHani3y 3o06paxeHb

3axuLiae mepexy Big 300pakeHb
CeKCyaJibHOro BMICTY

» BwusHavae nigospini BknageHi 300paxxeHHs

* |H(popmye KOpUCTyBadiB NPO NOMITUKY KOMNaHii Npu
BUABMEHHI CYMHIBHOIO BMICTY

» Bigctexye Ta peecTtpye/apxiBye eneKTPOHHI NIUCTH,
o0 3abe3neynTn BUAMMICTb Noain

« 3abesneyye JOTPUMAHHS NONITUKM KOMMAHIT,
BXXMBAKO4M BiONOBIAHNX 3aX04iB WOoA0 eNeKTPOHHUX
NACTIB, WO MICTATb BiABEPTUN BMICT

© Fortinet Inc. All Rights Reserved. 32



3axuct Office365

OcobnuBocTi




X

Be3neka xmapHOI NOLWTH

[JonoBHeHHA 6e3neKu eNneKTPOHHOI NOoLWTn
Microsoft 365 3a gonomororo Fortinet:

= Out of band BnpoBapkeHHSA
= [TpocTe HanawTyBaHHA 6e3 3MiHNM MX
= [1pocte gemo 6e3 BNNmBY Ha MoLITY
= PoboTa B peanbHOMy Yaci

= CKaHyBaHs1 BHYTPILLHIX NUCTIB
» MOXXNuMBICTb BIOKIUMKAHHA nucTa

Microsoft 365, FortiMail npautoe
3 Microsoft 365 B pexxumi APl abo Gateway.

Google Workspace, Tinbku B pexxumi Gateway

IHTerpauia 3 Office365

Click Protection/
Outbreak Protection

FortiMail
Cloud
> )

API

V4

|
Post-Delivery /1 E
Clawback %i:%l'
|
1
v

R T

v 9 9

FortiGuard SPF, DMARC, Behavioral
URL Filtering DKIM nalysis
Impersonation
El

Analy

; == %. Analysis

= Cousin
Domain
FortiGuard  FortiGuard Newsletter CDR Detection

Antivirus  Anti-Spam Greymail
KNOWN SUSPICIOUS  UNKNOWN BEC

=5
S

*«----- Internet

KopucTyBaui

Statistics from Verizon Data Breach nvestigations Repart 2021
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FortiMail: Microsoft 365

= BpaxoBaHa crnieumndika Microsoft 365

= CkaHyBaHHS B peanbHOMY 4yaci abo «3a
PO3Knagom»

= [ToLyK NUCTIB Ta KapaHTUH

= [TpnxoBye/Bnganae noBigoMIIeHHs nig vyac
aoctaBku abo y poOHOBOMY peXxmnmi

= [locTynHe sk Ha SaaS FortiMail Tak i Ha
Knacu4Hnx npucTtposix/VM

= MoXXnmBICTb BUBIPKOBOro 3axXmnCTy

= = FortiMailVM04 FML_CLO

@ Dashboard

| FortiView >
@ Monitor >
£ System >
IR, Policy v

Real-time Scan
Scheduled Scan & Search

= Profile >

A

Simple View

n__ | |
1 0000/0

»
> 2 /0

‘@ ‘@

Advanced View
+ Microsoft 365 View

Bj Log & Report| New Account

Tenant 1D

Application ID

Application Secret

Description

‘@ ‘@
L1 |@40derr

@40demr

@eighttc

PV T —

Cancel

© Fortinet Inc. All Rights Reserved.
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=. A fiK wono BOyaoBaHOro 3axmcrty?

DATA SHEET | FortiMail™

SPECIFICATIONS

TECHNICAL SPECIFICATIONS FOR

FORTIMAIL VIRTUAL APPLIANCES

Recommended Deployment Scenarios *

Small businesses, Small to midsized Mid ta large Large enterprise Large enterprise Large enterprise
branch offices, and organizations enterprise
arganizations

Technical Specifications

Hypervisors Supported WhiWare ESX/ESXKi 6.0/6.7/7.0 and later, Citrix XenServer v5.6 SP2/6.0 and later, Microsoft Hyper-V Server 2008 R2/2012/2012
R2/2016/2019, KVM gemu 2121 and later, AWS (Amazon Web Services), Mutanix AHV** Microsoft Azure, Google Cloud Platform,
Oracle Cloud Infrastructure*=* M H

Microsoft Defender for Office 365

Maximum Virtual CPUs Supported 1 2 4 a2 16 32
----- B il B B—.,.P (Plan 2)

Virtual NICs Required (Minimum/Maximum) 1/4 1/4 1/6 1/6 116 1/6

Virtual Machine Storage Required 250 GBf1TB Z30GBfZTB 250GB/4TEB Z50GB/BTEB 2530 GB /12 TB Z50GE /24 TB $5 00 h

(Minimum/Maximum) **=* . user/mont

Virtual Machine Memory Required 2GB/ 4GB 2GB/8GE 4 GE /16 GB 4 GE /64 GB 4GB /128 GB 4GB /128 GB Defender for Office 365 Plan 2 offers everything in Plan 1 plus

(Minimum/Maximum) advanced threat hunting, automation, attack simulation

Performance (Messages/Hour) [Without queuing based on 100 KB message size] ***** training, and cross-domain XDR capabilities.

Email Routing 34 K &7 K 306 K B/5 K 8753 K 1.2M

FortiGuard Antispam 30 K 54 K 279K B30 K BITK 11 M Contact Sales

FortiGuard Antispam + Antivirus 26K 52K 225K 585K 758 K 10M

System Specifications v Protection against advanced attacks, such as phishing,

Protected Email Domains ****** 20 70 500 1000 1500 2000 malware, spam, and business email compromise

RecipienF—Ba sed Pulir::ies [Durnain;f System} 60 300 400 {1500 BOOQ / 3000 200 f 3000 1500 / 7500 1500 f 7500 v Protection beyond email (Microsoﬂ: Teamsl Sharepomt

= Incoming or Qutgoing . .
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- OneDrive, and Office apps)

Server Mode Mailboxes 150 400 1500 2000 3000 3000 o

Antispam, Antivirus, Authentication, and 50/ 60 50/ 200 50/ 400 50/ 400 50/ 600 50/ 500 Internal email protection

Content Profiles (per Domain / per System) % . .
---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------- Detailed reporting

Data Loss Prevention Mo fes Yes Yes Yes Yes o

Centralized Quarantine Mo Yes Yes Yes Yes Yes Advanced threat hunting

Microsoft 365 AP Integration Optional Optional Optional Optional Optional v Automated investigation and response
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Executive Summary

Product Tested Protection Accuracy Legitimate Accuracy Total Accuracy Total Accuracy
Rating Rating Rating Rating (%)

Perception-Point

Fortinet FortiMail Cloud Email Security

Microsoft Defender for Office 365

Google Workspace Enterprise

Email Security Services Enterprise and Small Business
Jane 2022 (selabs.uk)

© Fortinet Inc. All Rights Reserved. ‘


https://selabs.uk/wp-content/uploads/2022/06/email-security-services-ess-enterprise-small-business-2022-06.pdf
https://selabs.uk/wp-content/uploads/2022/06/email-security-services-ess-enterprise-small-business-2022-06.pdf
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# Google setup

r@ ﬂj 275 Add FortiMail as mail route host % = = - 9

& O () https://docs.fortinet.com/document/fortimail/7.2.0/cookbook/666636/add-fortimail-as-mail-.. A Q@ ¥ i3 {3 o V= % :
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7204 | & Copy Link | & Download PDF

© Configuring and viewing FortiMail log

messages

Add FortiMail as mail route host in Google Workspace
© Real-time scanning of Microsoft 365

email in FortiMail This topic describes how to add FortiMail/FortiMail Cloud as the malil route host.

Integrating FortiSandb ith FortiMail
© Integrating FortiSandbox with FortiMai 1. Loginto Go

Workspace using your administrative credentials.

© Remote logging in FortiMail using ) ) ) ) )
FortiAnalyzer 2. From the Admin Console dashboard, click the expandable Main menu and click Apps > Google Workspace.

@ Securing outbound email from Google Google Admin Search for users, groups of settings
Workspace <
. . . nsoke homepage! You'll find easier navigetion and guick access to common user, billing, and domain tasks. Siay tuned for more enhancements! Learn more
O Add FortiMail as mail route Ly Lmo ' - - N - N
host in Google Workspace Bp Dechboerd
. = illin g [Comains ~
O Route all outbound mail from 2 oirsctory y o E
Google WOI kspace thT’DUg h [0 Devices » Manapge subscriplions Manage domains
FOITIMaIl s Add & domain
O Configure access control rule o s s Change your prmary demain
o i . ) ["', Security b ditional Google sericas
and recipient policy on FortiMail b ki s
. . . . . . m Reporting »
O Using SMTP authentication in FortiMail Google Workspacs Markotplacs apos
. . oo . B sling 4 SAML apps
© Upgrading FortiMail firmware in .
@ o Apps Jovicos
HA mode & Azcount > = PP Desvice: .
1nd aaphying policles Manage wek and moblle app access and setings manage devices and secure your organizations deta
4l R - Rules
- m O Change Log ®
-mw )
B send Tesdhank Security

ma  Jrganizational units
s & Contioure security settinas, and view alers and



m  Office 365 setup

F@ im} 5. How to integrate FortiMail into

<~ O (3  https://docs.fortinet.com/document/fortimail/7.2.0/cookbook/803860/how-to-integrate-forti...
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@ How to integrate FortiMail into
Microsoft 365

O Configuring domain and DNS
settings in Office 365

O Configuring FortiMail to accept
Office 365

O Configuring Office 365 to accept
FortiMail

O Configuring outbound settings
in FortiMail

O Configuring outbound settings
in Office 365
© Installing FortiMail firmware using the
CLl

© Configuring and viewing FortiMail log
messages

© Real-time scanning of Microsoft 365
email in FortiMail

© |Integrating FortiSandbox with FortiMail

© Remote logging in FortiMail using
- m FortiAnalyzer

6 Securina outhound email from Gooale

+

Product Pillars Best Practices

120

How to integrate FortiMail into Microsoft 365

Hardware Guides

& Copy Link

| & Download PDF

Product A-Z

This recipe describes how to integrate FortiMail unit with Microsoft 365 to protect your incoming and outgoing email. For

information about FortiMail Cloud integration, see FortiMall Cloud Integration With Microsoft 365 Deployment Guide.

€ Previous

Next =
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FortiMall

KomMmnnekcHun 3axmucrt

YacTtuHa KkomMnrekcy 3axucTty Security
Fabric

BukopucTtaHHa BnacHoro ueHTpy FortiGuard
Labs.

[lepeBipeHa NpoaYyKTUBHICTL Ta
ePEeKTUBHICTb

Pi3Hi dpopm gpakTopm Ta niLeH3yBaHHS
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