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TapaH €BreHin

15 pokiB B IT

OoCTaHHi 8 pokiB  Oyayw/mogepHisyro T
iHppacTpykTypn Ta 3Mmywyto BebO cepsicu
npautoBaTn «sIK Mae bytn» ©

IT cuctemn MiKHapogHMX 3axodiB (CrMOPTUBHI
3MaraHHs, Bnbopu ToLlo)

[ocsig poboTtu B 10 KpaiHax perioHy
Fortinet NSE 7

P.S. Lle mosa gpyra kibepBinHa...
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Ponb FortiAnalyzer B IT
IHPpPaCTPYKTYPI




iopunaHi mepexi

KopuctyBaui

Cloud ready

Cepsicu

Bumoru

YHidbikoBaHUN 3aXUCT
YHihikoBaHa BUONUMICTb

Ol (xmapwn Ta Knacu4Hi)
Ta SaaS

BignosigHe
niueH3yBaHHA Ta
doopmakTopu pilleHb

* Perpetual

« BYOL

« Subscription

« PAYG
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iopunaHi mepexi

Xmapu Internet OLl

® ®
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G < >
SaaS Edge Compute
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on Q8
B 08

Beaneka kopucTyBadis i NpucTpois MepexeBa 6e3neka Besneka B xmapi BuaumicTb Ta KepyBaHHs
[ ] o o L
Oim Mopopoxi Campus dinianu BupoGHuuTBa
amn KopuctyBaui
L

Cyu4acHi

peanii

[opaTtkn pisHUX Tnnis
CniBpOBITHMNKK
npautoTb 3BiOYCiNb
HenigkOHTpONbHI BriacHi
NPUCTPOI CNiBPOBITHUKIB
Bce GinbLie pisHux
NpPUCTPOIB
ABTOMAaTK30BaHi atakum
Barato BUpo6HuKiB

bpak cneuianicTis
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KopoTko npo nopTtdonio Fortinet

bydb ski cueHapii

KoHTponb Ta 3aXUCT KOXHOro

KOpMCTyBayva Ta NPUCTPOIO y BaLlin

Mepexi Ta No3u ii Mmexxamu

Lo
oy
Employees
O
]

Contractors

Branch

Campus

oT

&

FortiClient ZTNA

FortiSASE

FortiAuthenticator

u 384629

FortiToken

Remote
Access/VPN

KopucTtyBaui Ta
NpPUCTPOI

LLiBuaka peakuisi 3a 4ONOMOroo
LUTYYHOrO iHTENeKTy

NOC

IE-I FortiManager

X

FortiAP/
FortiSwitch

FortiGate
Cloud

FortiAlOps

FortiMonitor

FortiPolicy

[m]
(| -

FortiGate

SOC

SD-WAN

FortiAnalyzer

FortiSIEM /
FortiSOAR

FortiGuard
SoCaaS /IR

FortiEDR /
FortiMDR

FortiDeceptor
FortiRecon
FortiNDR

FortiExtender

Mepexa

MpoTuain 3arpo3sam i
KoopAuHaLis 3axucTy

FortiGuard

Web
Security

Fortiweb

=] 0|
o0

FortiGate VM

X

FortiMail

Content
SN Y

Device
Security

Application
Security

SOC
Services

_/\/_

FortiDDoS

&

FortiCASB

©)

FortiNAC

FortiProxy

II
S
‘\

FortiADC

3axucT byab AAKOro cepsBicy y
OyAb siKin xmapi

D

Public Cloud

@

Internet

Data Center

8

SaaS

Edge

CepsBicu

bydb ski cepsicu
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Fortinet Security Fabric
* Ir N
\/\]\’ n Ijl Beaneka G Iii' @) lgl L-ﬂ@-i g

AlIOPs Cloud Manager

Manager f .,

’ e : ».Q Dac . @ A~
D

y Email AF CASB DDoS

KopucTyBayva Ta
npucTpoto

e =my

Mobile Identity = Token Endpoint ZTNA .

FortiGuard
Threat
Intelligence

5 f-:‘j‘ Fabric Connectors
- 0 N

. . . : Q;Q Fabric APIs

Biakputa

—~ ; . 3;’:;;:";:2‘ @ o ekocucTema I
A — . abric DevOps
@ EH @ X T @ o0
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Proxy SASE NAC  Switch 5G Aﬁ%ﬁﬁts: . . Extended Ecosystem
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OcHOBHa cKnagHicTb

30+ BUpOOHUKIB 10 BUpOOHMKIB 2-3 nnatdopmu

MepexeBa pyTnHa BeanekoBa pyTunHa

5 ® aw
Y- &3

Besneka kopucTtyBauis Besneka B xmapi
JLIgNG = BRIy

o & 0o & @

MepexeBa 6e3neka Ekocuctema

=] * oCe

w < 8 . @

&l "/\]\" A IHTerpauis

© Fortinet Inc. All Rights Reserved. ‘ 8

Cepsicu

Mpuctpoi Cepsicu




HaniTuka Ta aBTomarusauiqa 3 FortiAnalyzer

HopmanizoBaHa aHaniTuka gaHnx 3
BUKOpUCTaHHAM Al ans BUABNEHHS IHUMOEHTIB

AlFortiGate v @ Last 1 Hour v 2022-12-19 14:15:00 - 2022-12-19 15:15:00

Top Virus/Botnet & Action +

233 analytics
Antivirus
monitored
Intrusion Prevention
Smokeloader blocked
Application Control
844s passthrough
Web Filter
Riskware/Agent blocked
DNs

Data Leak Prevention passthrosgh

M W:hF\rta'

Top Category &
Information Technology
Personal

Advertising

Shopping

Business

Information

passthrough
passthrough
passthrough
passthrough
passthrough

passthrough

Ermail Filter
VolP

0% 11

SSL

Event

B FortiClient hetion =

* . e

Top Category =

B FortiMail resign-as-untrusted
@ Fortieh
FortiAnalyzer
& FortiNAC
& FortiNDR
B Log Browse

B Log Group

DN query message
Domain is monit
DNS resolution error

FortiGuard rating error waming

Domain belongs to:3 denied category i policy

Buaumictb noain

1

mwmﬁm&m

ABTOMaTU4YHa peakuis | o

Network Service:

Social Media

Web.Client

[leTekTyBaHHA BigOMMUX aTak

KomnoHeHT nobyaoBu SOC

x n Intrusion Prevention

Top Attack &
Cerber.Botnet
HTTPUnknown Tunnelling

Chanitor.Botnet

© Fortinet Inc. All Rights Reserved.
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OCHOBHI MOXXIMTUBOCTI




FortiAnalyzer

[lornan 3 iHWOI CTOPOHM

MepexeBi npucTpoi
Firewall & IPS
Router & Switch
Wireless LAN
NetFlow

Cepsicu Ta cepBepu
Windows & Linux
Database

DHCP & DNS

AAA, RADIUS & AD
Database

Web Application

...i baraTo iHworo

)

Kopensuin

3BiTHICTb

&

FortiAnalyzer

AHaniTuka

=) L

CnoBileHHA

N

Besneka
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MOHITOPUHI B peanbHOM

FortiView

« [lo3Bonse WBMOKO 3p03yMITH
«LWOo BiobyBaeTbCA»

* Hapgae noBHY BUOUMICTb Bif,
KrieHTa Oo cepBepa goaartky

* Busaensae ocHOBHI 3arpos3u Ta
aHanisye X aKTUBHICTb

= FortiView

+ Add Widget

Threat Map

Top Threats

y yaci

Monitors

[# Edit Layout

3 Top: 10 « ul @ & }

B Al Devices - © Last 1 Week - Nov 08 2022 - Nov 15 2022

Top Threat Destinations

Map  Satellite

Canada

Mexico
Guatemala

Google

Top Virus Incidents over Time

SortBy: Threatlevel — ~

Venazuela

Greenland
Iceland

{ Finland/
Norway b2

United|  Denmark
“.. Kingdom

Ireland

Paftugal

Source:
Destination:

Threat Level
2

Puerto Rico. Threat Scoref  Blocked! M Allowed): 150

Incidents( " Blocked/ M Allowec): 3

Guvana

20180608
Wa2/KryptikGHPKT

/ Nigeria /<" }

>. @~ (A admin v

DarkMode @ &

Kazakhstan

Saudi Arabia
oman:

Yemen

N % Eohi
.} Keyboard shertouts | Map dsie 82022 Google. INEGI | Terms of Use.

Sort By:

20221115
Smoke Loader

3 Top: 10 «

MostRecent  ~ Auto Play: Il

W32/Kryptik GHAR!tr
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MOHITOPUHI cepBiciB Ta IX 0e3neku

Kopensuis xxypHanis (logs)

Test 16 - Web Usage Summary Report

Data Range: 2022-01-18 00:00:00

Web Browsing
Top 10 Online Users by

User

lkong -
172.18.49.113
root -
snadella |
brazz -

1
172.18.49.230 14.65

diaor - 14.50

fwang - 14.36

watson _13.13

2022-02-16 23:59:59PST (F

Browsing Time

36.71

125.48

22.46

2218

20.91

0 10 20

30 40 50
Browsing Time (hrs)

AZ local)

Top 10 Online Users by Categories

Information and Computer YRR
R L agines S Pordals
Information Technology

information and Computer Security
Search Engines and Portals

Instant Messaging

Information Technology
Business

Web Hosting
Search Engines and Portals

information and Computer Security

Information Technology
172, Aa 230

Information Technology 5

Web-based Email &
snadella

Web Hosting

Information and Computer Security

Information Technology

Search Engines and Portals
Information and Computer Security
PUE! Veb Tidsting

Information Technology

F::RTINET

information Technology

Education
Information and Computer Security
Search Engines and Portals
Web Hosting

Information Technology

§ information and Computer Secrt

Ikong

Web Hosting
Education

1 12-.1‘&49.11’3

Information Technolo
root 4
Search Engines and Portals

Information and Computer Security
W Vieb Hosting

Information Technology
Search Engines and Portals

MoHiTopuHr Beb Tpadiky,
cepBiciB, KOPUCTYyBayiB Ta
3arpos

3aHypeHHA 00 NOBEAIHKM
IHJpikOBaHMX MaLUMH

3BIT «be3neka 360»

BuasneHi 3arpo3u 1a npotunais
HUM

© Fortinet Inc. All Rights Reserved.
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3BIT B napy KnikiB

COTHIi roToBUX 3BITIB

oTOBI 3BiTH

* 3BiTW B KOMMNNEKTI 9Ki MOXXHa
3MiHIOBaTK «nig cede»

« ABTOMaTM3aALis BUNMpPaBIEHHSA
HeoniKiB 3rigHO Ta YCYHEHHS
NOMWSIOK HanawTyBaHb

e PCI/SAR 3BiTHK

<

FZERATINET

FRTINET

Network Inventory Summary

32po= Date: Moverier &, 2019 06:83
D3 Range: 20031007 D200 23131105 2353 EST (FAZ ocal]

PCI-DSS Compliance Review

FIRTINET

Total number of Rougue and Registered
Endpoint

Report Date: November 6, 2019 06:27
Data Range: 2019-10-07 00:00 2019-11-05 2359 EST (FAZ local)

F:RTINET

360-Degree Security Review

T (FAZ ocal)

© Fortinet Inc. All Rights Reserved.
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[lowykK 3arpo3 y peanbHOMY 4aci

Kopenauia noris

@D Dark M

NMpoakTnBHUN NipXxia

[lontoBaHHSA Ha 3arposu

* 16 KPUTUYHO BaXXNTIMBUX ENEMEHTIB
ana SOC,

* [HYy4YKMWN NOLUYK

* [MobanbHuM dinkTp 4NN
LUBMOKOIO MOLUYKY iHOUKaTOpPY
komnpomeTadii (I0C)

* IHTepakTMBHMI XypHan Tpagiky

© Fortinet Inc. All Rights Reserved. 15



BuaBneHHA 3arpos

lHOMKaTopm KOMMNpoMeTaUil & B3fIloMy gornomMarae 3akput nuTaHHsS 6e3nekn KomnaHii

» 3 3M+ ceHcopiB Fortinet
pO3TallOBaHMX MO CBITY
O03BONAKTb paHille pearysatu
Ha 3arposu

« FortiAnalyzer oHoBntOE
MeXaHi3aMu/curHaTypu WogeHHO
3 BpaxyBaHHSAM IiCTOPIl MUHYNUX
cnpautoBaHb A58 NOCTIMHOIO
KOHTPOMIO PiBHI 3aXUCTYy

G

Jlorn po FortiAnalyzer

'--

J_'

FortiClient

IOC nignucka ans

FortiAnalyzer

sypra A7 B! I !
npod” . "%
HHA
1a cTap! o" 9
. Y ne
\OC nocT® rpo®
ABTO
MaTM3O
Bay
Al gng MiTreq Q p
(0] 3H
z“‘w\
«o®
o
a?
PAM
R\
o«
02°
?&

[loctaBka Ransomware

© Fortinet Inc. Rarlsomware
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[oTOBI 4O aBTOMaTU3aUil

LLIabnoHwu

«3 KOpobKM» HagaHi wabnoHu
LLIO [O3BOMAKTL Ccrieuiasnicry
SOC cTBOpPUTHK BNACHI

* Po3cnigyBaHHSA iHUMAEHTIB Woao
NPUCTPOIO B MePEXi abo X BTOPrHEHHS

» 36ip mogaTkoBOl iHbopMmaLil B XoAi
po3criigyBaHH4A

* LLlabnoHun npotnaii (brnokysaHHs IP,
TOLLO)

€53 Dashboards
% Playbooks
& Incidents
B Events

< Automation

w Connectors

L Playbook Monitor
(3 Event Monitor

€3 All Events

18 By Endpoint

® By Threat

& System Events

2 Custom View

== Handlers

@ Incidents

=+ CreateNew (& Run

O0O0OO0OO0O0O0OO0OO0O00O0

Name

Demo Playbook- Update Assets and Identities
Demo Playbook- Compromised Host Incident
Demo Playbook: EMS Quarantine Endpoint
Demo Playbook: Activate Strict IPS

Demo Playbook- Get Software Inventory
Demo Playbook- Get Process List

Demo Playbook- Run AV Scan on demand
Demo Playbook: EMS Unquarantine Endpoint
Demo Playbook- Critical Intrusion Incident
Demo Playbook- Run Vuln Scan

Demo Playbook: Add CnC IP to Blacklist

[# Edit T Delete 1% Column Settings ~

Description
Playbook to Update Asset and Identity |

Custom build playbook to get started
Custom build playbook to get started
Custom build playbook to get started
Demo playbook to unquarantine endpo

Custom build playbook to get started
Demo playbook to add CnC IP to Edge |

ADOM:root [ @ >_ ‘ linglu »
Choose from Playbook Templates
New Playbook created from scratch

Custom build playbook to get started

Playbook Critical_Intrusion_Incident
Playbook to report and contain critical intrusion incident

Playbook EMS Run_AV_Scan
Playbook to run AV scan on endpoint

Playbook EMS Quarantine_Endpoint
Playbook to quarantine endpoint

Playbook FAZ Run_Report
Playbook to run FortiAnalyzer report

Playbook Activate_Strict_IPS
Playbook to activate strict IPS profile on Firewall policies

Playbook Compromised_Host_Containment
Playbook to report and contain compromised host incident

Playbook EMS Get_Endpoint_Processes
Playbook to get process list from endpoint

Playbook Add_CnC_To_Blacklist
Playbook to add CnC IP to blacklist on edge Firewalls

U @ © @ @ @ @ @ @

Playbook EMS Run_Vulnerability_Scan

© Fortinet Inc. All Rights Reserved. 17



ABTOoMaTu3auisi




ABTOMaTu3aLis BUPIWEHHA IHUMOEHTIB

ABTOMAaTUYHI peakuil Ha IHUMAOEHTU

» Eckanauis

« 36ip cnosiLeHb

* 3BiTH

» KomeHTapi

« 36ip iHpopMaLyi

« [liT Wwoao crpumyBaHHA

* [1lpn3HaveHHa BignoBiganbHOro
 CnosiLeHHsA

» BunpaeneHHs

Hght INO0002422

Affected Endpoint/User

© Fortinet Inc. All Rights Reserved.
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KepyBaHHSA IHUMOEHTaAMWU

KoMNoOHEeHT go3Bonde KoMaHai 3 6e3neku
KepyBaTu XUTTEBUM LIMKINOM iHLUWAEHTY 3
€JMHOro NoAaHHS:

* [lepernsag getanen iHUMOEHTY

*  YpaxeHun K Ta kopucTtysau
XpOHosoria iHUMOEHTY
[leTani BUKOHaHHA aBTOMaTU3aLil
[Mokasatn/CxoBaTtu icTOpito ayauTy
[opatkn o iHumMaeHTis (nogail, 38iTK TOLWO)

« KomeHTapi woao cninbHoi poboTtun
* [lpn3HayeHHAs BIANOBIAANLHOIO 3a IHUMOEHT

« CnoBilleHHA

Edit Incident

Incident Date /
Time

Incident Category
Severity

Status

Affected Endpoint

Description

Assigned To

2020-03-24 20:11:22

Uncategorized
High

Analysis
Alder

loC incident created for endpoint

z
33/8192

© Fortinet Inc. All Rights Reserved.
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ABTOMaTMU3auUis

BidyanbHe CTBOpPEHHSA anropnutmy Ain

I[HTYITUBHUW Ta 3PO3yMiNumn iHTepdrenc
003BOJIFE 3pYyHHO CTBOPHOBATU peakLil Ha
noAil Ta aBToMaTm3yBaTtu IX.

» PegaryBaHHs/konis BOygoBaHMX cueHapiiB um
CTBOPEHHS BNTACHUX

» [liarpama cTBOpEHOro cueHapito Ain

* YMOBa 4na CTapTy CLeHapito
* [Nopnia
e [HUMOEeHT
» 3a posknagom
* Py4Huin 3anyck

New Playbook created from scratch - 2020-03-24722:26:27.070Z

SSSSSSSSSSSS

sssssssssssssssss

Create Incident

© Fortinet Inc. All Rights Reserved.
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BOoyaoBaHi LLabnoHu aBToMaTu3auil

Playbooks

[‘oTOBI WAbnoHM fatTb 3MOory
aHanitTmkam SOC wBnako
HanawiTysaTu IX BignoBigHO 0
CBOIX BUMAaaKIiB BUKOPUCTAHHA

 Playbooks poacrigyBaHHA 3apakeHHs
 Playbooks gna 36opy gaHux

 Playbooks npoTtuaii Ta 6nokyBaHHs
3arposu

€53 Dashboards
% Playbooks
& Incidents
B Events

< Automation

w Connectors

L Playbook Monitor
(3 Event Monitor

€3 All Events

18 By Endpoint

® By Threat

& System Events

2 Custom View

=+ CreateNew () Run [# Edit Tl Delete ¥ Column Settings ~

O0O0OO0OO0O0O0OO0OO0O00O0

Name

Demo Playbook- Update Assets and Identities
Demo Playbook- Compromised Host Incident
Demo Playbook: EMS Quarantine Endpoint
Demo Playbook: Activate Strict IPS

Demo Playbook- Get Software Inventory
Demo Playbook- Get Process List

Demo Playbook- Run AV Scan on demand
Demo Playbook: EMS Unquarantine Endpoint
Demo Playbook- Critical Intrusion Incident
Demo Playbook- Run Vuln Scan

Demo Playbook: Add CnC IP to Blacklist

Description
Playbook to Update Asset and Identity |

Custom build playbook to get started
Custom build playbook to get started
Custom build playbook to get started
Demo playbook to unquarantine endpo

Custom build playbook to get started
Demo playbook to add CnC IP to Edge |

ADOM:root [ @ >_ ‘ linglu »
Choose from Playbook Templates
New Playbook created from scratch

Custom build playbook to get started

Playbook Critical_Intrusion_Incident
Playbook to report and contain critical intrusion incident

Playbook EMS Run_AV_Scan
Playbook to run AV scan on endpoint

Playbook EMS Quarantine_Endpoint
Playbook to quarantine endpoint

Playbook FAZ Run_Report
Playbook to run FortiAnalyzer report

Playbook Activate_Strict_IPS
Playbook to activate strict IPS profile on Firewall policies

Playbook Compromised_Host_Containment
Playbook to report and contain compromised host incident

Playbook EMS Get_Endpoint_Processes
Playbook to get process list from endpoint

Playbook Add_CnC_To_Blacklist
Playbook to add CnC IP to blacklist on edge Firewalls

U @ © @ @ @ @ @ @

Playbook EMS Run_Vulnerability_Scan

© Fortinet Inc. All Rights Reserved. 22



NMpuknaa aBTromaTu3sauil

FortiGate FortiSwitch
I[HTepHeT
IP 6aH /
CMOBILLEHHA
A
OTtpumaHa
TIDB noais 3anyckae Logs
Updates aBTOMaTUYHY
peakuito
v
FortiAnalyzer
I[HUMOEHT
besneku

3axuweHi

CNiBPOBITHMKN

3abnokoBaHi
CNiBPOBITHMKN

© Fortinet Inc. All Rights Reserved.
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AHani3 Ta aBToMaTU4Ha peakuis

CTtBoOptonTe CBOI NnoAail
Ta peakuil Ha HUX

€23 Dashboards
2 Playbooks

= Incidents
B Events
% Autormnation ~
% Connectors
2% Playbook
2 Playbook Monitor

C& Event Maonitor
€23 All Events
18 By Endpoint

@ By Threat >
¥ System Events >
2o Custom View >

= Event Handler List

#= FortiGate Event Handlers

& Subnet List
&l Incidents

Status oM

Name Botnet Communication detected
Description For FGT Automation Stitch
Devices @Al Devices  OSpecify
Subnets @®All Subnets (O Specify

Filter 1 m

Log Device Type [ FortiGate °]
Log Type [ 1PS fips) -
Group By [ Attack Name (attack) v ] +

[ Destination Endpoint (dstendpoint) - ] i

Logs match OAll @Any of the following conditions

Log Field Match Criteria Value

Level (pri) - ] [ Equal To - ] [

Emergency -] =+

Generic Text Filter @

Generate alert when at least| 1 matches occurred over a period of | 30

Event Message @ Traffic from Botnet C&C to $groupby?2 detected

Event Status

(Blank)

DO Allow FortiAnalyzer to choose

Event Severity Medium

Tags

Additional Info
(DUse system default

(®Use custom message @

Traffic from Botnet C&C $[attack]. Reference: $ref]. Traffic path: PolicylD
Slnelicyidl $fsrcintf] ${srcip):$ismcoort]

attack ~ Botnet and direction=outgoing and (action=="detected' or action=="pass session’)

minutes

© Fortinet Inc. All Rights Reserved.
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ABTOMaTM3oBaHa peakuis Ha IHUMAEHT

Custom Playbook

LOCALHOST_ATTACH_DATA_TO_INCIDENT

Name ATTACH_DATA_TO_INCIDENT
Description Attach report to incident
EVENT_TRIGGER
STARTER
& Connector Local Connector J
Action Attach Data to Incident v
Incident ID & CREATE_INCIDENT (id_243_e8... « | incident_id < 1T
Y Attachment @ RUN_REPORT (id_a52_af3_c%a... + | report_uuid v | T
- LOCALHOST_CREATE_INCIDENT - LOCALHOST_RUMN_REPORT
CREATE_INCIDENT RUM_REPORT
FN
LOCALHOST_ATTACH_DATA_TO_I
] F—

ATTACH_DATA_TO_INCIDENT

Save Playbook Cancel

© Fortinet Inc. All Rights Reserved. 25



OcHoBUY poboTn aBTOMaTUYHUX cueHapiiB (playbook)

* Device type
 Endpoint ID
 Endpoint IP
* Endpoint MAC
* Endpoint name
 EnduserID
 End user name

Event ID
Event status
Event time
Event type
Severity

Tag

Threat type




OcCHOBHI BapiaHTU Ain aBTOMaTU4YHUX cueHapiiB (playbook)

EPEU is a JSON data structure with all related endpoint
and enduser info in it: epid, epname, epip, epmac, fluid,
etc.

Run report

Attach data to incident

Create/Update incident

Get events matching filter conditions

Threat intelligence indicators

Get sender reputation statistics for a given email address
Add sender to blocklist (system and domain level)
Webhook call towards FortiOS

Send message in Microsoft Teams

Threat intelligence indicators

Tag endpoints

Retrieve list of vulnerabilities on an
endpoint

Retrieve list of running processes on
an endpoint

Retrieve software list installed on an
endpoint

Request AV full scan on an endpoint
Request AV quick scan on an endpoint
Request vulnerability scan on an
endpoint

Request to unquarantine an endpoint
Request to quarantine an endpoint
Untag endpoints



IHTerpauia 3 IHWMMU NPUCTPOAMU

Playbook koHekTOpwH

BOynoBaHi 3acobu B3aemogisi 403BONSOTb

Create New Fabric Connector

I':/. r— \'-I Security Fabric
A, --g/.- FortiClient EMS

3HAYHO CNPOCTUTK POBOTY 3 IHUMAEHTaMMU
Ta CUNbHO PO3LIMPUTU MOXIUBI 3aX0au —
napOﬂ,IT | Enabled

Enabled

[MiaTpnMyoThCS:

Enabled

* EMS (Enterprise Management Server) KOHEKTOP _: Enabled

* FortiOS koHekTOop Enabled
- FortiMail koHekTop e
« FCASB KkoHekTop
« FAZ built-in Connectors o
 FortiGuard Connector

Configuration

Name
GET_EMDPOINTS

QUARANTINE

UNQUARANTINE

GET_SOFTWARE_INVENTOR

Y

VULN_SCAN

AV_QUICK_SCAN

AV_FULL_SCAN

GET_PROCESSES

Description

S |

Filters/Parameters

retrieve list of endpoints and all filterip:

of the related information to
enrich fortianalyzer asset and

guarantines endpoints

unguarantines endpoints

retrieve list of software and
apps installed on endpoint to
enrich fortianalyzer asset view
run vulnerability scan on
endpoints

run quick av scan on endpoints

run full av scan on endpoints

retrieve list of running process
on endpoints os

filter.group:

id:
cmad:

id:
cmad:

id:
cmad:

id:
cmd: vuln_scan

id:
cmid: av_quick_scan

id:
cmd: av_full_scan

id:
cmad:

© Fortinet Inc. All Rights Reserved. 28



KomnnekcHa pobdoTa 3 3arpo3amu

Behavior Detection Engine detects "ELF/Zerobot.Altr" as High Risk

£

FortiSandbox

~

'd N\
vd.0+
Exploitation
Find and correlate important information to identify an outbreak
IPS updates are available to raise alert and generate reports:

Detect and block Zerobot related attack

n & & :

FortiGate FortiSASE Forti RES PON D

DB 22.464 DB 22.464 DE 24 O )}& @
Develop containment techniques to mitigate impacts of securi
FortiAnalyzer FortiSIEM FortiSOCaas Automated Response

DE 1.002442 DB 1.002442 DE 1.002442 Services that can automaticlly respond to thi

: RECOVER
N =

. Improve security posture and processes by implementing sec
FortiXDR : and training, in preparation for (and recovery from) security in

InfoSec SO IDENTIFY
L -

Security readiness and awareness

Identify processes and assets that need protection:

employees. :
@ i Attack Surface Monitoring (Inside & Outside)
© Fortinet Inc. All Rights Reserved. Proprietary and Confidential. Response | Security reconnaissance and penetration testing services, coverin,
Readiness 1 external attack vectors, including those introduced internally via s
| hain.
amn L ! chain
- . !
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KomnnekcHa poboTta 3 3arpo3amu

Find and correlate important information to identify an outbreak, the following
updates are available to raise alert and generate reports:

v ETECT

? [o]e}
FortiAnalyzer FortiSIEM FortiSOCaaS

QOutbreak Detection

FortiAnalyzer

DB 2.00012

Threat Hunting

FortiAnalyzer

© Fortinet Inc. All Rights Reserved. Proprietary and Confidential.

® ¥ @

BuasneHHsA

Threat Hunting
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IHTerpauis

YactuHa Security Fabric




Security Fabric Management. Ponb FortiAnalyzer

FortiManager

* Bungnmictb BCbOro Lo BigdyBaeTbCA

* FortiGate
* OpHe 3 npiopuTeTHUX mxepen iHgpopmauii
» FortiAnalyzer oTpumye nNoBHi xXypHanu 6esneku, Tpadiky Ta
300poB's
* FortiGate 36upae Ta 3anucye XXypHanu Big iHLNX NPUCTPOIB B
pamkax cBoei Security Fabric

FortiClient
Desktop

@ FortiClient
Laptop

FortiAnalyzer

FortiClient

* FortiSwitch Tta FortiAP :
Mobile

* FortiAnalyzer oTpumae crnoBilleHHs Woao Tpadiky SKUM BOHU
0bpobunu Ta 3anucaHi B xxypHanu FortiGate logs

* FortiClient

» FortiAnalyzer oTpumae cnoBilleHHs iHOMBIAYyanbHO Big KOXXHOIro
KrnieHTa FortiDDoS

* FortiMail, FortiSandbox, FortiWeb, FortiAuthenticator,
FortiDDoS

 FortiAnalyzer oTpumye croBilLeHHs1 6e3neku Ta ctaTycy npsiMo Bif
LIMX KOMMOHEHTIB

FortiAP

+ FortiManager

* FortiAnalyzer moxe 6yTn kepoBaHum 3a gonomorotFortiManager
Ta HagasaTtu KoMy AaHi ana poboTtu. e e

© Fortinet Inc. All Rights Reserved. 32



IHTerpaudia FortiAnalyzer

de
Jo ]o Jo
10

FortiGate

FortiSOAR

Fortilnsight

FortiNAC

FortiEDR

FortiDeceptor

FortiAuthenticator

FortiClient

FortiwLC

FortiSIEM

P <

v

—_—

M =

N

)

FortiAnalyzer

FortiDDoS

FortiSandbox

FortiADC

FortiMail

FortiTester

—

© Fortinet Inc. All Rights Reserved.




AK ue Burnagaro, Ha npuknaai ADC

2.2 FortiADC FortiADC-VM HA: Standalone V7.21Buildo220~ Q >~ ® @ & demo-~
@ Dashboard > | New Fabric Connector
| ¥X Security Fabric v

Core Network Security
Automation

Fabric Connectors

External Connectors

e FortiView >
& System 5 FortiClient
EMS

*$ Shared Resources ’ Other Fortinet Products
4 Network >

Server Load Balance >

% Link Load Balance >

@ Global Load Balance >

FortiSIEM FortiAnalyzer
& Web Application Firewall >

U Network Security >
Return
&5 DoS Protection >
& User Authentication >
Al | og & Report >
amn . .
-mw © Fortinet Inc. All Rights Reserved. 34



IHTerpauia & ABTomMmaTusauin

BOynooBaHi cueHapii

NMpocToTa Ta WBUAKICTb

3MEHLUYEMO Yac iHTerpauil 3 HaaBHUMU
piLLEHHAMW 4N MiIHIMAnNbHOIo BMNMBY Ha

HasABHY iHPaCTPYKTYypy
[oTOoBa iHTerpauis 3

SIEM, Hanpuknag, Splunk
ITSM, Hanpuknag, ServiceNow

Devops iHCcTpymeHTU (Ansible,
Terraform).

REST API (fndn.fortinet.com)

KoHekTopu

REST API

35



JliueH3yBaHHA

YacTtnHa Security Fabric




BapiaHTu pilleHHA Ta Cau3uHr

BrniacHun npuctpin [Tocnyra B xmapi

AnapaTHi npucTpol BipTyanbHi maluvHu SaaS
* 8 mMopgenen * 6 rpagauin wo KoMBiHyTbCH « Kepyetbcesa Fortinet
+ [Jo 20 TB/poby * JliueH3yBaHHSA Ha OCHOBI 3 ﬂiueH3yBaHH;| No NPUCTPOAX
Tb/poby
* Ho300kLPS L _ «  Becb dyHKUiOHan B oaHilA
* [locTinHa niyeHsis 4m nignmucka . g
nignucui (6es gooaTtkoBux
aWs vmware MozyniB)
]

= HyperV

A

~KVM Azure

MamR 5 g
© Fortinet Inc. All Rights Reserved. 37



TunoBa cneuundikauis
CtaHgapT

FortiAnalyzer-VM Upgrade license for adding 1
FAZ-VM-GB1 GB/Day of Logs.

FortiAnalyzer-VM FortiCare Premium Support 1

FC1-10-LVOVM- Year FortiCare Premium Support (for 1-6 GB/Day of
248-02-12 Logs)

© Fortinet Inc. All Rights Reserved.
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JliueH3ia aBTOMaTuM3auil

BaxnnBe fONOBHEHHA

FortiAnalyzer-VM Security Automation
Service 1 Year FortiAnalyzer Security
Automation Service including premium
reports, event handlers, SIEM correlation
rules for advanced threat detection and
SOAR playbooks. (1-6 GB/Day of Logs)

FC1-10-LVOVM-335-02-12

== © Fortinet Inc. All Rights Reserved. 39




Mianuckn 6esneku

BaxnnBe fONOBHEHHA

FortiAnalyzer-VM |OC and Outbreak
Detection Service 1 Year FortiGuard IOC
and Outbreak Detection Service for
FAZVM Perpetual (1-6 GB/Day of Logs)
FortiAnalyzer-VM Surface Security Rating
and Compliance Service 1 Year
FC1-10-LVOVM-175-02-12 FortiAnalyzer Attack Surface Security
Rating and Compliance (for 1-6 GB/Day
of Logs)

FC1-10-LVOVM-661-02-12

© Fortinet Inc. All Rights Reserved. 40



[TfpoMucnoBi NPOTOKONU

BaxnnBe fONOBHEHHA

FortiAnalyzer-VM OT Security Service 1
Year OT Security Service including
advanced OT analytics, risk and
compliance reports, event handlers, and
use-case correlation rules (for 1-6
GB/Day of Logs)

FC1-10-LVOVM-159-02-12

= © Fortinet Inc. All Rights Reserved. 41



CniBcTtaBneHHs pyHKUiIN Ha npuknaai FortiGate 90G

Subscriptions

Service Category

FortiGuard Security
Services

SD-WAN and SASE
Services

NOC and SOC
Services

Service Offering
IPS Service

Anti-Malware Protection (AMP) — Antivirus, Mobile Malware, Botnet,
CDR, Virus Outbreak Protection and FortiSandbox Cloud Service

URL, DNS & Video Filtering Service
Anti-Spam

Al-based Inline Malware Prevention Service

Data Loss Prevention Service '

A-la-carte

Bundles
Enterprise Unified Threat Advanced Threat
Protection Protection Protection

OT Security Service (OT Detection, OT Vulnerability correlation, Virtual
Patching, OT Signature / Protocol Decoders) !

Application Control
CASB SaaS Control
SD-WAN Underlay Bandwidth and Quality Monitoring Service

SD-WAN Overlay-as-a-Service for SaaS-based overlay network
provisioning
SD-WAN Connector for FortiSASE Secure Private Access

FortiSASE subscription including cloud management and 10Mbps
bandwidth license *

included with FortiCare Subscription

included with FortiCare Subscription

FortiGuard Attack Surface Security Service (loT Detection, loT
Vulnerability Correlation, and Security Rating Updates)’

FortiConverter Service
Managed FortiGate Service
FortiGate Cloud (SMB Logging + Cloud Management)

FortiAnalyzer Cloud
FortiAnalyzer Cloud with SOCaaS

FortiGuard SOCaaS

eserved. 42



FortiAnalyzer Cloud

FortiGate-90G 1 Year FortiAnalyzer
Cloud: cloud-Based central logging &
analytics. Include All FortiGate log types,
|OC Service, Security Automation Service
and FortiGuard Outbreak Detection
Service.

FC-10-0090G-585-02-12

© Fortinet Inc. All Rights Reserved. 43



Bbe3kowToBHUUN FAZ-VM

LLiBngknm ctapt

» 1 ['6/goby noris

* 3 NpUCTpOI

« 3ADOM

* Hemae niaTpumMKu

 OQHa akTuUBHAa NiueH3ia Ha 00NIKOBUN 3anuc
* [lepeBunmncyBaTn MOXHa



LlikaBUHKW

Ha necept




TpapguuinHe BuKkopuctaHHsa FortiAnalyzer

€anHun FortiAnalyzer

FortiAnalyzer
(Pexum Analyzer)

o

\

Mpuctpoi

© Fortinet Inc. All Rights Reserved.
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KopucHa onuia FortiAnalyzer

3 BukopuctaHHam Collector

[onoBHUI
Analyzer

7 B

[Mepecwnka noris

PerioHanbHun"
Collector2

ObnacTtb 2

PerioHanbHun
Collectorl

ObnacTtb 1

- © Fortinet Inc. All Rights Reserved. 47



OomexeHHSA Collector

OcobnueocTi doyHKUioHany

Feature Analyzer Mode Collector Mode
Device Manager Yes Yes
FortiView Yes No
Log View Yes Raw archive logs only
Incidents & Events Yes No
Monitoring devices Yes No
Reporting Yes No
System Settings Yes Yes
Log Forwarding Yes Yes

© Fortinet Inc. All Rights Reserved. 48



FortiAnalyzer
Knactepusaduisa (HA)

* [lepeMunKaHHSA B pexumi peanbHOro
yacy

* |P failover
» [lepecurka Ta CMHXPOHI3aLis noris

* [1o0 4-x npucTpoiB B Kractepi (1
rosIOBHUN + 3 OPYropsagHuX)

* BUKOpPUCTOBYUTE MOXITMBOCTI
pe3epBHUX FortiAnalyzer (3BiTu,
FortiView ToLL0)

OpHopaHroBa mepexa
(CurHxpoHisauis)

&,

FortiAnalyzer ronosHwui FortiAnalyzer pesepBHuii

1

<
X

XX X




FortiAnalyzer

[eoPo3nogineHnn knacrep

* Real-Time failover
» [lepecunka xxypHanis
» CUHXpPOHI3aLuia gaHnx

 OanH ronoBHUX Ta oOuH
apyropagHnn

* [liaTpnumyetbea FortiGate

CuHXpoHi3aLis XypHanis

& &

FortiAnalyzer ronosHwui FortiAnalyzer pesepBHuii
Master < Slave
/
/
/
/
OCHOBHI XXypHanu / AnbTepHaTUBHUW OTPUMYBaY XypHanis
/
/
/

© Fortinet Inc. All Rights Reserved. 50



SQL report

3BIT MOXXHa 3pobuUTN camomy

Generaled Reports
Report Definitions
& Al Reports Test guery with spedified devicoes and bme pevicd
B Tenplates
Il Churt Libeary i
B By by
i Dt ts i
D Achvarssieed o $H111 Test R

[T I

E-ﬂu'.m_'! Prosils

B Repowt Cabinadar .
Wariak E T o D oripthon

https://docs.fortinet.com/document/fortianalyzer/7.4.0/sql-log-database-query-technote/861740/introduction
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SIEM konektop. lonoBHeHHA A0 FortiAnalyzer
MEA (Management Extensions)

WORKER
& KEEPER

| ¥ EVENT | %
SUPERVISOR @}: STORAGE F ‘ fﬁ;\l‘
|

COLLECTOR m \ COLLECTORS m \ m \

f T

LOGS LOGS

SUPERVISOR

All-in-One Deployment Small Distributed Deployment

== © Fortinet Inc. All Rights Reserved. 52




SOAR. lonoBHeHHSA oo FortiAnalyzer
MEA (Management Extensions)

SKU

FortiSOAR Enterprise Subscription plus
FC-10-SRVMS-389-02 24x7 FortiCare and FortiCare Best
Practice Service - 2 User Logins included

© Fortinet Inc. All Rights Reserved. 53



BUCHOBKMU

BuaumicTtb

Bce B oaHin
KOHcoOnI
EkoHOMiga yacy HeobxigHoro

0N BUSIBMIEHHSA Ta
po3scnigyBaHHA npobnemu

Be3neka

1957

ABTOMaTM3aUisA

Mowyk npobnem 6e3neku

ABTOMaTM4yHa Ta
LEeHTpanisoBaHa NpoTunais

KomaHgHa pobota

BianoBigHICTb
BUMOram

AyaunT

3BiTW BigNoBIiAHOCTI CBITOBUM
cTaHOapTam

© Fortinet Inc. All Rights Reserved.
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Im FortiAnalyzer Demo x

& G B www.fortinet.com o= @R InPrivate (2)

FortiAnalyzer
Free Product Demo

This full working demo lets you explore the many features of FortiAnalyzer.

FortiAnalyzer offers centralized network security logging and reporting for the Get Started
Fortinet Security Fabric. FortiAnalyzer accepts inbound logs from multiple

downstream Fortinet devices such as FortiGate, FortiMail, and FortiWeb devices

etc. Functions such as viewing/filtering individual event logs, generating security

reports, alerting based on behaviors, and investigating activity via drill-downs are First Name * Last Name *
all key features of FortiAnalyzer. In this demo, see how it presents the visibility of
your networks such as an aggregate view of applications, web usage, and
potentially malicious behavior affect your network.

Inh Fiinctinn * ~ Inh | aual * ~

Al 5 .
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