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TapaH €BreHin

15+ pokiB B IT

e OCTaHHi 9 pokiB  Oyaywo/mogepHisyto  IT
iHppacTpykTypn Ta 3Mmywyto BebO cepsicu
npautoBaTn «sIK Mae bytn» ©

 IT cuctemn MiKHapogHuX 3axodiB (CHOPTUBHI
3MaraHHs, Bnbopu ToLlo)

« [ocsig pobotn B 10 KpaiHax perioHy

 Fortinet NSE 7 i baraTo iHWOoro

P.S. Lle mosa gpyra kibepBinHa...
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MosBa SASE piweHb Ta IX CYTHICTb




CyyJacHI TeHAeHUIl cepBICIB Ta IX KOPUCTYyBaJiB

Po6oTa 3Bigycinb CepBicu Bcroaun KoHconipgauia IT

125+ 5%
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https://www.gartner.com/document/4017782?ref=solrAll&refval=372523211&
https://www.toriihq.com/info/2022-gartner-market-guide-for-saas-management-platforms
https://www.toriihq.com/info/2022-gartner-market-guide-for-saas-management-platforms

OcHoBa Zero Trust

Hikonn He goBipanTe - 3aBXau NepeBipsnTe

[ocTtyn oo HeobXiaHMX cepBiciB Ha
OCHOBI aBTOpU3aLlil

IHCcnekuia Tpadiky Ta K

[TOCTINHNA MOHITOPUHT 3
KOpUryBaHHSM OOCTYNy/nepesipok
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CyyvacHi peanil

Xmapu Internet
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Besneka kopucTyBayis i npUcTpoiBs MepexeBa Gesneka
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Oim Mogopoxi
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SaaS Edge Compute
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Besneka B xmapi BuaumicTb Ta KepyBaHHs
o °
dinianu BupobHuuTea
KopuctyBaui

Cyu4acHi

peanii

[opaTtkn pisHUX Tnnis
CniBpOBITHMNKK
npautoTb 3BiOYCiNb
HenigkOHTpONbHI BriacHi
NPUCTPOI CNiBPOBITHUKIB
Bce GinbLie pisHux
NpPUCTPOIB
ABTOMAaTK30BaHi atakum
Barato BUpo6HuKiB

bpak cneuianicTis
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Fortinet Security Fabric
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ETan 1. Knacu4yHa iIH(ppacTpyKkTypa

Internet SaaS Public Cloud Data Center Edge Compute
CermeHTOBaHa
- (3 — N — .. — @
3 3axuLLEHNMM cepBicaMmu @
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Poswmndpposka Tpadiky
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O O O O O
— — [ ] ]
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ETtan 2: Jopaemo moxnuBocTti SD-WAN

[nHamivHe KepyBaHHA Tpadikom
[NpiopiTe3auist Ha OCHOBI cepBicy
Bucoka gocTynHicTb

[MiogTpMKa 6e34pOoTOBMX KaHanis
3B'A3KY B AKOCTI pesepBy

KOHTpOnb LWBMAKOCTI Ta AKOCTI

Internet

Travel

o

()

SaaS

Home

Public Cloud Data Center Edge Compute
®— @ —O——&
290 /6 =l

oo oo oo

Campus Branch Factory
O O O
[ — —
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ETtan 3. KopucrtyBaui Wwo npauooTb BigaaneHo

BigoaneHi kopuctysaui

nepexooaTts Ha SASE Cloud . — @

« FWaaS
« SWGaaS

- CASB

Services

©) ®)
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Public Cloud Data Center Edge Compute
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ETan 4: BigpmoBa Big nokanbHoro ALl

. Internet SaaS Public Cloud
Becb Tpadik 06pobnsieTbcs Ta
TEPMiIHYETLCSA B XMapi @ s @ — . Q
Besneka 3abesnevyeTbca SASE ks oop
XMapom Y 3B'A3Li 3 HA3eMHUM - O30
obnagHaHHS LWo nuwnnach
Secure
Services
ﬂﬂ —
< EE = oxon
Travel Campus Branch Factory
O O O O
[ [ (] (]
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OcHoBHI 3aaavi gna SASE

—s Internet 3axmcr /-
/“( [0 CepBiCIBB T4, - ———--- > LY A
./ SaaS

TpaguuinHum Proxy

MopgepHi3auin
Mepexi

MapwpyTusartop

CE HdocTtyn po
cepBiciB @ "7 77C > by

o

ZTNA N
\\
\
\

D 65%

" » MnaHyoTb PO3rNAHYTH
SWG, CASB / SASE npoTtarom poky

Secure SD-WAN
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SASE sik ocHOBa Ana 6e3ne4yHoOro AocTyn

OcHoBHa ipest « ,,,,,,

ApxiTekTypa

MoxnuBocTi

Pesynbrart

€auHa
Mepexa

‘ Zero Trust gns BCix ‘ ,,,,,, »

Secure Access Service Edge (SASE)

(o) SWG/Firewall
ZTNA
(< é (<
CASB
(<
SD-WAN SSE

3py4yHUM Ta 6e3neYHMn JOCTYN 3 KOHTPOSIeM AKOCTI Ta 6e3neKkoro
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KomnoHeHT SASE




Fortinet Universal SASE

[lepeBipeHa be3neka Ta 3B’s30K ycroaun

Flexible Connectivity

A

HT
& 2@ HJ’/;
%
c??v
49
& )
Q 5
2 S
>
g
9 L &
2 FortiClient ,g
K &

S0n.. O
Crj gomns®

FortiAp

(@)

Bionaneni
KopucTyBadi

BipaaneHi ocicn

o

o

[1BOCTOPOHHI
NFGW

%

Besneka 3 HyNbOBOI A0BIPOIO

CASB/DLP

Beb

..............o..............

)
SD-WAN
FortiGate

KoHTponb
SaaS pgocTtyny

3axuLieHnin
iHTepHeT

OpkecTpauis
aoctyny

3axuLieHnin
KaHan 3B'A3ky Ta
cepsicu
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YHicbikoBaHuM areHT - FortiClient

OauH areHT Anga BCboro*

 €ONHUN areHT ang.

« Noctyny (ZTNA, VPN)
3axucty MK (EPP)

SASE

Digital Experience (DEM)

Fabric Integration

User Telemetry &
~ Vulnerability
sessment

Anti-Exploit

Fabric Support (PAM, NAC, FortiWeb)
FortiClient

IHTerpauis
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TOYKMN NPUCYTHOCTI

Mob6anbHO

Be3neka sik cepBic

Chicago Ottawa
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Spain
San Jose Dallas f L .
us US =5 (O] Valbonne ! | Delhi
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Sputh Africq
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lowa Turin Warsaw Bﬁrr?&:nam
Dallas Milan Frankfurt
Columbus Madrid Zurich
N Virginia
S Carolina
r 11
- -

Pune

Hong Kong
Taiwan
Seoul

India

o

Bangalore
India

-
Kuala Lumpur | CDI
Malaysia

Singapore
Singapore

Singapore
Jakarta

Hong Kong

Hu3bKi 3aTpuMKu 3
BUCOKMUM SLA

Taipei
Taiwan

Tokyo (x2)
Japan
Sydney
Australia
-
9,
Tokyo
Osaka
Japan
Sydney
Melbourne
@ Operational Deployment @ Planned
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KoMmnnekcHumM nigxig oo 6e3neku

MITRE Pre-ATT&CK

MITRE ATT&CK

A 4

A
\4
A

S

Delivery Exploit

FortiGate

FortiGate

Installation

Action

FortiGate

FortiGate FortiAnalyzer

(HW/VM/CN/SASE) (HW/VM/CN/SASE) (HW/VMICN/SASE) (HW/VMICN/SASE) Event handlers & reports
g FortiDeceptor ) FortiProxy FortiProxy (8] FortiClient FortiClient FortiSIEM
— Rules Engine & Threat Hunting
FortiClient FortiClient FortiEDR /a) FortiSOAR
Defuse exploit Defuse compromised —" Playbooks
@ FortiEDR o e @ endpoint o0
€ US? compromise F r |D r .
i ) endpoint N ortiDecepto % FortiNDR Threat hunting
MpoaykTn Ta & FortiADC {&s FortiADC Defuse Lateral
pilleHHs @ Web v A Movement Y& FortiSIEM Outbreak
. i UEBA atacti
Fortiwe @ FortiWeb {73 FortiCWP D on
i Web applicati .
@& FortiNDR e eppleaton FortiSIEM ZTNA
. uto taggin
g FortiDeceptor vERA .gg.g
M FortiMail Threat detection, analysis, and response EFrgggiglslsa?cth
; FortiSIEM
@ FortiCASB 3@& UEBA
&> ForticwpP (@ FortiDeceptor
[aia} Threat intelligence, & attack
isolation
Cepaicu Credential Stuffing Anti-malware, AV pre-Filter, SBX, IPS, Application, FW, URL, AV Botnet, C2, DNS

Endpoint Vulnerability Protection, 10T, OT

App Control, IL CASB, Credentials

FortiGuard Ta Al Prevention Service

SOC 3HalTe CBOI pM3MKN Ta BPa3nIMBOCTI HasyaHHsa SOC KepynTe nowykom Ta 3HELUKOIKEHHSM
Security Assessments IRR, Playbooks, Training MDR
r 11
L

LLiBnaka Ta edpekTBHa BignoBiab
Incident Response

[MokpaweHHa SOC
SOC as a Service
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Kinbka npuknagiB BUKOPUCTaHHSA




be3ne4yHun IHTepHeT AnNA cNiBPOOITHUKIB

[na odiciB Ta BigaaneHux crniBpobiTHUKIB

be3neyHuu IHTepHeT

3axucT Big Malware & ransomware
MocTiHa ouiHKa BpasnMBoOCTEN Ta NpoTUaiA

CASB/DLP

Muboka nepeBipka Tpadiky e
Bi-directional

MocTinHa nepesipka Be6 canTiB HaBiTb KON Firewall
BUKopuctoByetbca HTTPS

e MNMepeBipeHe pilleHHSA
FortiGuard Labs nepeBipeHUi sik TeCTaMm TaKk i

PUHKOM

NETFLIX

7

5 "5 p The

Retgs Weather
S Channel
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e3ne4vyHunu IHTepHeT — 3axmucT

& m
ﬂ AntiVirus ©
Configuration
© Threats Count  Inspected Protocols
HTTP []
SMTP L]
POP3 o
No Data IMAP )
FTP []
CIFS ]
iewAll B View Logs A Customize
n File Filter ©
© Threats Count  File Types
| il | 48
ive-tile-xm ® Block 2
update2 10 @ Monitor 54
hfnkpimlhhgieaddgfemjhof... 1
hfnkpimlhhgieaddgfemjhef... |
ebclc50b923d3dadddbl3... 1
ViewAll B View Logs & Customize
m Application Control With Inline-CASB ©
© Threats Count  Application Filters
[V][e
4.Q 24 @ Allow
@® Block
@ Monitor 19
B view Logs # Customize

F RTINET

Web Filter

© Threats Count
dns.google 214
clientservices.googleapis.com 48
spclientwg.spotify.com 48
safebrowsing.googleapis.com 48
173.243.138.98 39
i= ViewAl B View Logs
n Data Leak Prevention
© Threats Count
data leak by filter: SSN Info 2
= viewAl B View Logs
u SSL Inspection
© Threats Count
ssl-anomaly (4]
i= view Al B View Logs

[ o]
Filters
@ Allow 1
® Block 23
@ Exempt 0
@ Monitor 73
A\ Warning 0
© Disable 0

¥ Customize

©
Content Filters
@ Allow (o]
@ Block 0
@ Monitor 2

A Customize

SSL Inspection

Deep Inspection

@ SSL connections are decrypted
to allow for inspection of the

contents.
I Exempt Hosts 1
= Exempt URL Categories 2

& Customize

Intrusion Prevention

© Threats Count

No Data

= View All

DNS Filter

© Threats Count

.!| View Logs

No Data

= Viewall B View Logs

[ o
Intrusion Prevention
Recommended
@ Scanning traffic for all known
threats and applying the
recommended action.
# Customize
©
DNS Filters
@ Allow &5
@® Block 9
@ Monitor 17

Be3neka 3 ogHoro
MYHKTY

['oToBI Npodini «3
KOpPOBKM»

Bugumictb nyGnivyHnx
Ta NpUBaTHUX
cepsiciB

KacTtomizauisa 6eaneku
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\ 4

be3ne4yHun goctyn oo SaasS .

Buanmictb Ta KOHTPOJSIb

servicenow

Be3sneyHun goctyn fo cepsiciB Ta ¢pannis 22D 1] Office 365

A KoHTponb Aoctyny Ao XMapHUX cepBiciB
@“g BeaneuHnii gocTyn Ao SaaS cepsiciB 3a s
S,

ponomoroto CASB 3 BukopuctaHHam ZTNA

API-CASB

KoHTponb Ta nepernsag BMicTy i eton
KoHTponb KoHTeHTY Ta ¢annis 3 CASB API Firewal
Ans getanisauii 0esneku

=

YHichikoBaHMN areHT

@ FortiClient cnpaBnsieTbca K 3
SASE TaK i iHWwnmM (Zero-trust, SaaS 6esneka,

3axucT K kopucTyBa4a)

MamR 5 .
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MoxxnusocTti CASB

89 Fortisase = O Services -
& [i]
() SCanning trarmc Tor critical
threats and blacking them
No Data
Policies = viewall || B View Logs & Customize
Security
n Data Leak Prevention L o]
© Threats Count Content Filters
@ Allow 0
© Block 0
@ Monitor 2
No Data
= ViewAll || B View Logs & Customize
E Application Control With Inline-CASB [ o]
© Threats Count | Application Filters
@ Allow 1
® Block 9
@ Monitor 17
No Data

= viewall || B View Logs

F RTINET

A 110 Cloud Applications can be
monitored & controlled by
Inline-CASE when 551
inspection is enabled

A Customize

38 [3UOUU_UCEDZZ44YCYD.. L
36130717_03f92738das7.. 1
38132480 f62c6747847ce... 1
38133273 23d9063e2a07. 1

= viewAll | B View Logs

[l DNS Filter
© Threats Count
technitium.tmlab.network 25

= ViewAll | B View Logs

ﬂ SSL Inspection

O Threats Count

No Data

= viewall | B View Logs

o G @- A5~ 8 imeforti@gmailcom

Profile Group:| Default v | @ Bl =dun=a £o: Private Access
@ Monitor 56

& Customize
[ o]

DNS Filters
@ Allow 0
® Block 10
@ Monitor 81

& Customize
SSL Inspection

Certificate Inspection

@ SSLcertificates are inspected to
categorize traffic. No decryption
of trafficis performed

& Customize

CTtartyc cepsicy
|lcTOpIA aKTUBHOCTI
CTtatuctuka pmsukis

HanpunankoBaHiLli KOpuUCTyBaui,
doannun, NoniTUKN Ta KpalHW

TpeHan pusnkiB Ta BUKOPUCTAHHSA
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Odic 365 3a octaHHI 90 gHIB

&) FortiCloud

Q Forti
ion233a

@ O
B DataProtection

O s

1) Office 365

hboard

5:45:13 PMHistory

Document Overview

High Risk

uments

Top 5 High Risk Documents
DLP1MTextdoc

H1Violation

H1Viola

[JoKyMeHTH BigMiYeHi
pU3NKoBaHMMM

Alert Overview

Alerts by Severity

® Warning

User Overview

High Risk User

Top 5 High Risk User

hang

naexternal

KopucTtyBaui BigmiveHi
pU3MKOBaHUMM

CnoBilleHHs &
TpeHaun

Alert Trend

Activity Overview

Login Success

Rename

PusnkoBaHi gii kopuctysayis

CnpauroBaHHA
noniTmk

fenpdemo@gmail com W

¢ B = e

Policy Overview

Violated Policy

Top 5 Violated Policy

office 365 _custo

zed_policy

P

Privileged Account Activity

Restricted User

Sensitive File

Suspicious Time

tv- 20,954

Activity Trend
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HaBeaeHHs nopagky napky M3

®inbLTP Ha OCHOBI pM3UKiB abo cepaicy Banu pusuky

fenpdemo@gmail.com v

¢ FortiCloud % sery

¢ 8

]

Overview / ShadowIT / Application List

Shadow IT Application List Q | Lastgod

Score:
Application Category Risk Score Number of Clients Sessions (Blocked/w Allowed)

»  Harris Media

b Hosting

N
c
]

»  Hostingindiato Web Hosting
Categories:
» Moo Customer Management 1 3(0/3
All
s FixusHost Hosting 1 8(0/8)
Marketing Software
» osting 1 3(0/3
off Cloud Hosting
»  Engage 1
Box Collaborative Software
»  GalaxyHostPlus 1 2(0/2
Dropbox
Web Tools
» Farmlogs 1 3(0/3)

Online Backup

»  Hostag

inancial

Accounting &

Project Management Tools

»  httpi/host ted Hosting 1 3(0/3)

Human Resources » DigitalOcean Cloud Hosting 1
Customer Management »  BaiduCloud Cloud Ho: 1 3
Dedicated Hosting [ 5 | v box Online Backup 1 10/1)
GitHub
. AWS oud Hosting 2 269{0/269
Busine: elligence Tools AWS Cloud Hosti 69{0/269)
Jira
+  Bizible Marketing Software 1 1(0/1
SAPIAS Web Hosting [ ¢ ] 1
» CloudFlare 1 1(0/1

SAP Suc

Inventory & SCM

» Datacom Operations Managem

Operations Management
»  Digital Global Hosting Web Hosting 1 6(0/6)

» Do

t Management Tools 2 13(0
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i6punaHa iHppacTpykTypa. HactynHmumn piBeH.b.
Pa3om 3 ZTNA ta SD-WAN

A 4

Zero Trust

7 3

JocTyn oo BHYTPILWHIX cepBiciB

3axuLleHnn JOCTyn OO CepBicCiB CASB/DLP

E 3 Be3neyHnin goctyn B xmapy/LIO[1

HdeTanbHUN KOHTpONb AOCTyNYy Slieisied
0.0 Peanisauia zero-trust Ha ocHOBI cepBicCiB 3
BUKOpUCTaHHAM Al/ML

* [HTerpauif 3 icHyrounm SD-WAN
‘é' BiaMmiHHi Bigrykn kopuctyBadiB 3a paxyHoK iHTerpadil

® 3 HagsHow Fortinet SD-WAN .

Al 5 .
= © Fortinet Inc. All Rights Reserved. 26
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FOortiSASE SPA

[Tpo3ope Ta besnevyHe NigknovYeHHs KOPUCTyBaYiB 40 1X CEPBICIB

B© FortisASE { jice: ® chenai v
% Network v =
B AssctMan Regina ') Resetmap | Q Search this area : %2 Primary Hub @
winnipeg X
Thin-Edge ) Location &5 United States
Priva €ss Statu @ Hub successfully configured 2
LES NORTH SD-W/ \N LlOD.
b User DAKOTA Québec City & Redundant Hub 9
C edU =
[ sration > Location B United States
a Ciat S 3
a fars 3 Minneoapolis 4 /Mor;:t,real.f sl tatu @ Hub successfully configured @2
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DAKOTA . ] § & &
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] P 5
BA CiudadJudrez e i ¢ Canada East (Ottawa) 1
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2l o : /
SONORA o n & + Status @ Operational @
CHIHUAHUA o '
\ San Antonio Orlando’ -— Conne 0
Go gle % \ 2
9 % : COAHUILA N Kéyboard shorteuts | Map data ©2022 Google, INEGI  Terms of Use
inbound User + | [ All » @ tsaldivar@fortinet.com %]

" M Canada East (Ottawa) o 0 i United States -
E Canada West (Burna... Sent/Received 110.19 MB/ 15.33 MB KOpMCTyBaL”
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Zero Trust 6e3neka ana cepsiciB

AyteHTuUikauia | LleHTpanizoBaHe keyBaHHSA | [OCTiMHI nepeBipku

0 ZTNA npokci

e Operating System  INIRETEN msc05 | Linux | 105 | Android
Fule Typ= [ Anitivinus -r]
e | Userin AD Group | 9 ZTNA Term
- Certificate
Domain
EMS Management
| Creste ZTHA Connection Rule File
o |P Range [MoniTnkn Ha
Rulz Meme 05 Version 9 i
Registry Key ocHoBi ZTNA
Diastinstion Host ) Running Process .
Sandboe TeriB
ZTHA Avcess Proy | Severity Level
User |dentity
an @ Windows Security
n-Fabric Status
M8l NOWWEST TOF a0 L sUrns
QG @+ &0+ 2 tmeforti@gmailcom =
t W ‘CO.\ _Q. [ QI QUSRI B private Access.
e Profile Group Source Hit Count Status
432790 @ Enabled
Pal Mabil A @ Enabl
PA Traf Defal ANIVPN Users Al Private v 67 W & Enabl
== i Il Righ d
- m
== i — . oen © Fortinet Inc. All Rights Reserved. 28
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FOortiSASE niueH3il

SWG
FWaa$S
FortiClient & EPP
ZTNA
CASB (Inline and API)

Data Loss Prevention (DLP)

Sandbox
Digital Experience Monitoring (DEM)
SOCaaS Integration
Endpoint Forensics

Dedicated IPs Add-on

Assisted On-boarding

3 NpUCTPOT ANA KOXHOIO KopucTyBaya

4 1O[ B kOMNMeKTi (MOXXHa PO3LLMPUTK)

FortiCare Premiun 24/7 B KOMNNEKTi

[Onsa nigknioyeHHs FortiGate noTpibHa gogaTkoBa nilueHsis

OoOmMeXeHHSA
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FOrtiISASE

niueHsil

Sacure Internet Access (SIA)

STANDARD

REMOTE USERS
ADVANCED

COMPREHENSIVE

SSL Inspection @ @ )
Inline Anti-virus (AV) and Sandbox &) ® )
Intrusion Prevention @ @ @
Web and DNS Filtering @ @ )
Botnet C&C Filtering @ @ )
Secure SaaS Access (SSA)

Inline CASB @ @ )
inline DLP ) & ©
Cloud API CASE & DLP License Included License Included License Included
Sacure Private Access (SPA)

FortiGate Private Access @ @@ @
Zero Trust Network Access (ZTNA) &) ® )
License Includes

Devices per User Uptoa@ Uptoa@ Uptoa @
Dedicated Public IPs Add-on © &
Endpoint Security &

Vulnerability Management @ @ @
Endpoint Protection Platform =) ) &

05 Support Windows, MacOS, Linux, i0S5, Android Windows, MacOS, Linux, i0S5, Android Windows, MacOS, Linwe, i05, Android
MOC [ SOC Integration

SASE Cloud Management ) )

REST API © @

Digital Experience Monitoring

S50C-as-aService Integration

FortiGuard Forensics (Response) Service

Locations Fortinet Cloud Locations Fortinet Cloud Locations

Customer Support Services

24x7 Premium Support @ @ @
Assisted On-boarding =) )
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OPTION QUANTITY

Bandwidth Add-on 25 Mbps

Dedicated Public IP Address 4 x Public IP Addresses
FortiGate SPA License required per FortiGate

Fortinet Location Add-on 1 Location

Public Cloud Location Add-on 1 Location

© Fortinet Inc. All Rights Reserved. 32
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FortiGate

Service Category

FortiGuard Security
Services

SD-WAN and SASE
Services

NOC and SOC
Services

Hardware and
Software Support

Base Services

Service Offering
IPS Service

Anti-Malware Protection (AMP) — Antivirus, Mobile Malware, Botnet,
CDR, Virus Outbreak Protection and FortiSandbox Cloud Service

URL, DNS & Video Filtering Service
Anti-Spam

Al-based Inline Malware Prevention Service
Data Loss Prevention Service '

OT Security Service (OT Detection, OT Vulnerability correlation, Virtual
Patching, OT Signature [ Protocol Decoders)’

Application Control

CASE SaaS Control

SD-WAN Underlay Bandwidth and Quality Monitoring Service

SD-WAN Overlay-as-a-Service for SaaS-based overlay network
provisioning

SD-WAN Connector for FortiSASE Secure Private Access

FortiSASE subscription including cloud management and 10Mbps
bandwidth license *

FortiGuard Attack Surface Security Service (loT Detection, loT
Vulnerability Correlation, and Security Rating Updates)

FortiConverter Service
Managed FortiGate Service

FortiGate Cloud (SMB Logging + Cloud Management)
FortiManager Cloud

FortiAnalyzer Cloud

FortiAnalyzer Cloud with SOCaaS
FortiGuard SOCaas

FortiCare Essentials *

FortiCare Premium

FortiCare Elite

Internet Service (SaaS) DB Updates
GeolP DB Updates

Device/OS Detection Signatures
Trusted Certificate DB Updates
DDMNS (v4/vE) Service

A-la-carte

Bundles

Enterprise Unified Threat
Protection Protection

included with FortiCare Subscription

included with FartiCare Subscription

included with FartiCare Subscription

Advanced Threat
Protection
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&< O () https://support.fortinet.com/asset/#/dashboard A Iy = L D = %
. a
C’:,-B ForﬂCIOUd £ Services ¥ @ Support ¥ Q g ytaran@fortinet.com ¥
-~
ASSET MANAGEMENT
) Dashboard é\ Asset Management 1AM @ FortiMail
@g FortiFlex @ S0OCaas
©» FortiRecon @ FortiWeb Cloud
@ Products -
@ FortiConverter @ FortiZTP (Beta)
& Marketplace Show More
@ FortiClient EMS Cloud @Y FortiGate Cloud
Account Services @ FortiAnalyzer Cloud @ FortiManager Cloud
G FortiLAN Cloud
Registering more Fortinet products with Asset
Management
You must register your products to receive FortiGuard Py
Corporate How to Buy Products Services & Support Legal Privacy Terms of Use v
4 »
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< O
i FortiSASE

() https://portal.prod.fortisase.com

ENVICES

-

© sy pport ~

Cloud-based policy enforcement
powered by FortiOS

Advanced analytics powered by

FortiAnalyzer

Zero-Trust Network Access

Entitlements

Endpoint Protection & Cloud Sandbox: O

A B 3

Welcome to FortiSASE

S50-integration via SAML for VPN and
SWG

Endpoint management powered by EMS
and FortiClient

Built-in FortiSandbox

FortiSASE User Based Agents: 50

You will need to select data centers close to your end-users during provisioning.

Provisioning generally takes around 10 minutes but FortiSASE saves your provision progress if you are interrupted.

Start Onboarding

M = @ %

9 ytaran@fortinet.com ~
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FortiSASE offers a global network of Tier 3+ data centers to secure remote user traffic and retain

associated security logs.

Points of Presence (0/4) ©

Please select 4 data centers to host PoPs. Remote users are routed to available PoPs that are geographically closest to them.
Recommended Data Centers

Ashburn - Virginia - USA Dallas - Texas - USA Dubai - United Arab Emirates

London - United Kingdom Miami - Florida - USA Paris - France

Singapore - Singapore Sydney - Australia Tokyo - Japan
Vancouver - Canada

» Alternative Data Centers

Frankfurt - Germany
San Jose - California - USA

Toronto - Canada

© Fortinet Inc. All Rights Reserved.
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Logging

Please select one data center to host the logging service. Once provisioned, the data center cannot be changed.

Ashburn - Virginia - USA Dazllas - Texas - USA Dubai - United Arab Emirates Frankfurt - Germany
London - United Kingdom Miami - Florida - USA Paris - France San Jose - California - USA
Singapore - Singapore Sydney - Australia Tokyo - Japan Toronto - Canada

ancouver - Canada

FortiClient Endpoint Management

Endpoints will connect to this location through FortiClient to retrieve endpoint configuration and to validate licenses. Once provisioned, the location cannot be changed.

Frankfurt - Germany London - United Kingdom Oregon - USA Sydney - Australia
Tokyo - Japan

== © Fortinet Inc. All Rights Reserved. 38
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W FortiSASE Onboarding (1)

\ = cACTE ol : 4 e
= ¢ FortiSASE Onboarding videos are designed to streamline initia
o onfigurations. The information presented may not apply if you have
Preparation existing configurations.

arify
D, a

FIERTINET

Preparation

Video
VIdeo

FortiSASE

{ Step-by-Step

()

B OnBoarding - Secure Internet Access

Video part 10of 3 - Authentication
02:41

> | DR

amn
. 89
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Q:@ FortiSASE = O Service (&) FortiSASE Onboarding o @ @~ Ao~ &yt.—van@for-'.irelcom -

& Dashboards +

& Health & Remote Users =v ® Managed Endpoints =
L ] —
1 = Entitlement
T TR T e - Management
Component & Status FortiSASE ‘ 50 s
Connection

FortiSASE Network (AS... @& Operational FortiCASB users 4 50

B3 Fortinet Cloud Locations & Operational License expiry 2024/05/11 0
FortiSASE Services & Operational Current Usage Tota

Edge Devices () User Connection Monitor

Status ~ =~ Duration « =~
Status Duration
B Not Supported
Total
o Bandwidth Monitor nbound 1 Hour * - = 1 "

F RTINET ..,
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ﬁ@ FortiSASE O Services (B FortiSASE Onboarding O @ @ Ao~ &ymmn@fortir‘olcorv -
@ Dashboards Onboard Users X

Endpoints managed by FortiClient connect to FortiSASE using VPN. Endpoints not managed by FortiClient connect using Secure
Web Gateway

||

Managed Endpoint Users

1 FortiClient Version 7.0.11

| FortiClient Installer &8 Sendlink tousers

. Preconfigured Installer

1 0% &8 Windows (x64) -

£3

Manual Installer ©
Invitation Code 1 iR
Generic FortiClient Installers @ A (A

|

B

41
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Yevhenii.Taran

NX ZERO TRUST TELEMETRY

5

FortiClient -- Zero Trust Fabric Agent

FortiClient - Connected

Zero Trust Fabric Agent

Managed by FortiClient Cloud

Status: @ Connected =

inet Inc. All Rights Reserved.
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N

FortiSASE

Dashboards

F RTINET

Inboarding

Q ®- &0~ QL yuan@lortinetcom ~

Profile Group: Default v @ BGOSR EESE = ~

© Internet Access Security Status

@ Vulr €

A¥

AntiVirus

ntrusion Prevention

Application Control With

rability Summary @

Toar
Total

0
Third Party App

Inline-CASB

1
Operating System

0

Service

&

Web Filter With Inline-CASB

A,
wwWw
o g

DNS Filter

2

SSL Inspection

0 0
Web Client Microsoft Office
0 0
Other

User Config
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ﬂc FortiSASE

&

F RTINET

Dashboards

SETVICE

Operating System Vulnerabilities (High)
[ View Affected Endpoints

Vulnerability &

shN

-~

Security Vulnerabilities fixed in macOS Son...

& @ ®- &0« & ytaan@fortinetcom =

Category = Severity CVES FortiGuard & Endpoint Count ¢

Operating System RN CVE-2024-... 7859%¢ 1
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FOrtiSASE

lNMpauroe AK EAUHUN OpraHi3m

U\dpoi.nt Protectiq n

gabric Integratiop,

FortiClient

SS820y 81n23S

Web Filtering
fay
Sandbox

PAM NAC
Agent Agent

Fabric support

YHichikoBaHUWN areHT

Content

lNMepeBipeHi Al cepBicu Ta curHaTypm

© Fortinet Inc. All Rights Reserved.

46




KnrovyoBe

KoMnneKkcHumn BVIKOpI/ICTa.HHFI Al mexaHi3miB Mirpauis 3 VPN = \ OpKeETpa_L"m poctyny | |
Besneka Big Ransomware o MMoCTiNHNIN MOHITOPWHT BiAMNOBIAHOCTI
no ZTNA (Mo

3axucT BeanedHnin IHTepHeT MoHiTOpuHr 3arpo3

OnTumisauis MopepHisauis mepexi CnpolueHHs Bugumictb kopucTyBauis, 13 Ta 6e3neku
KoHTpornb JocBigy kopuctyBaya KepyBaHHA Ta KoHconigauist mepexi Ta 6e3sneku
LenAkoAl [puckopeHHsa Tpadiky 3BIiTHOCTI OpHa KoHcornb Ta OAuH areHT
I : MoHiTOpWHr cepBiciB KoHdpiaeHUinHicTb 3axnCT KPUTUYHMX OaHNX
HBeHTapu3auis OLiHKa DU3MKIB B .
.. n3 LiHKa p OaHUX Ta MKOHaHHSA BUMOT perynsatopis
NPUCTpOIB Ta [MNoniTnku compliance — 3axucT nepcoHanbHol iHpopmalLlii

© Fortinet Inc. All Rights Reserved. 47



Fortinet — esonouisa IT

30+ BUpOOHUKIB 10 BUpOOHMKIB 2-3 nnatdopmu

MepexeBa pyTuHa BeanekoBa pyTunHa

5 ® aw

Y- &3
Besneka kopucTtyBauis Besneka B xmapi
JLIgNG = BRIy
o & 0o & @
MepexeBa 6e3neka Ekocuctema

=] * oCe

W BB < &8 @

&l "/\]\" A IHTerpauis
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