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Software & reverse engineering (Threat Analysis) background
20 years experience in IT
15 years experience at Fortinet (FortiGuard)

Visionary role — threat forecasting and roadmap

Chief liaison for threat intelligence partnerships & industry
« Sit on steering committee of Cyber Threat Alliance
« Pioneered founding efforts, bylaws

Designed, Created & Lead Cyber SEAL Team (FortiGuard)
« Seasoned, global threat expertise team
* |Incident response to breaking events
« Proactive threat research & intelligence
e Consult to C-Suite worldwide including Fortune 500
« Train talent & capacity
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FortiGuard Labs

Fortinet’'s Threat Intelligence & Research
Organization




FortiGuard Labs Overview
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Partnerships

Sharing Intelligence / Collaborating on Research & Investigations
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Actionable Threat Intelligence —

Q2 2020
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FortiGuard Labs & Bl.Zone Sharing Stats
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Monthly tracked sharing for
Intelligence relationship

Bidirectional feedback
capabilities

Heatmap creation based off
fabric integrations from
Intelligence
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Actionable Threat Intelligence
Red & Blue Playbooks






Evolving Threat Landgcape
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Traditional Challenges

Pyramid of Pain
FortiGuard Labs

: : TTPs
Next Generation Intelligence

Platform adoption Tools Challenging

Other Vendors Majority
Threat Research, Intel

Real time collaboration

o Network/Host
False positives Artifacts

Skills gap
BIInEMRNEIES

IP Addresses

Hash Values



Fortinet & INTERPOL: Project Knightrider

$61M of funds stolen in {} $100k - $10M+ USD

3 month period through transactions through

Business Email Compromise n payment diversion
61 days 35-50% payment to money laundering
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Adversarial Playbooks

The complete collection of tools,
technigues, and steps that
adversaries goes through to
complete their cyber mission.

THREAT RESEARCH

CTA Adversary Playbook:
Goblin Panda

THREAT RESEARCH
Zegost from Within — New
Campaign Targeting Internal
Interests

THREAT RESEARCH

Silence Group Playbook

w
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THREAT RESEARCH
Emotet — Jack of All Trades

_AYBOOK VIEWER

May 2016 to December 2018

December 2017 to April 2018

Dacember 201 to June 2017
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» Determine if candidates meet
minimum baseline for inclusion.

Operationalizing MITRE ATT&CK

Playbook Creation Process

N -

« Stage internal playbook 5 * Fortinet research
viewer via STIX * Hunting via yara rules

* Early partner sharing » Samples in ST3/VT/OSINT

* Public release

Dissemination

» Reversing for baseline discovery

+ Maltego analysis
+ OSINT of network IOC's and hashes to

» Understand the motives &
cluster families

distribution of the threat actors
* Analysis and research against -
Investigation

MITRE ATT&CK
14



Silence Group

Intrusion Set

= 5 Campaigns

= 436 Indicators

= 15 Vulnerabilities
= 86 Attack Patterns

Targets

= Banks & Banking Infrastructure

4 Modules

= Main Module

= Proxy Module

= Monitor Module
=  ATM Module

May 2018 to December 2018
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Silence Group

Intrusion Set

= 5 Campaigns

= 436 Indicators

= 15 Vulnerabilities
= 86 Attack Patterns

Targets

= Banks & Banking Infrastructure

4 Modules

= Main Module

= Proxy Module

= Monitor Module
=  ATM Module
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May 2018 to December 2018
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FO rtiGuard La bs News / Research Services Threat Lookup Resources Search FortiGuard Lo

PLAYBOOK VIEWER

.
Silence Group

SILENCE GROUP &

Silence Group haos been known to utilize its own custom tools aos well as utilizing publicly avoiloble tools which is coined
in the industry as living off the land. whaot this means essentially is to operate os long os possible using preexisting July 2017 to November 2017
tools or commaonds built into the operoting system of the torget. Suspected Attribution: Unknown. Targets: Silence
Group is a threot octor thot focuses primarily on ottocking banks ond banking infrostructure to embezzle funds vio December 2016 to June 2017
various technological meons. Synonims:Silence Banker

June 2016 to December 2016

Intrusion Set: Silence Group Campaigns: S Indicators: 436 Attack Patterns: 86
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Fo rtiGuard La bs News / Research Services Threat Lookup Resources Search FortiGuard o
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SILENCE GROUP &

Technigue: Disobling Security Tools

bin_ks
[utlizes anti-emulation techniques against AV emulation engines]

[file:hashes.sha256 = *75E@8B9C98CB8898OC2F17257BDIDAFOOF851D4210FCD611DA3RE283A7974C99" ]

WinDefendersAPP.exe
[utlizes anti-emulation techniques against AV emulation engines]

[file:hashes.sha256 = *30B6D84F4A683165891F2D8372B80583177EB953DACIDBC22777FB4CA81DEC64™ AND file:file_extension ='exe']

DefendApplicationSystem.exe_
[utlizes anti-emulation techniques against AV emulation engines]

[file:hashes.sha256 = *6B7B4DAAEBFI6C73B522D47CDOE4FFACEESB239ETF4AF5A2B8412D9BD2BDCSBA" AND file:file_extension =‘exe_']

DefenderApplication.exe

[utlizes anti-emulation techniques against AV emulation engines]

[file:hashes.sha256 = *@E@729B51709325688F2741E2D5C6B3F547901837D89C203CB8AA2985B5F0018" AND file:file extension ='exe"]
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Orangeworm Attack—Mitre Attack
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{ @ Date range

2020-04-01
MITRE ATT&CK Matrix™ (Enter

B1|2020-

06-10 [m]

prise) for duration 2020-04-01 -> 2020-06-10

MITRE ATT&CK Implemented Heatmap on Live Sightings (Fortinet)
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