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@SofyaStrunskaya

- YuacTHuk Cisco Sales Program B
[Mpare

- CUCTEMHBIN MHXEHEP MO paboTe C
3aka3umkamu 1 naptHepamn B EMEAR

- CUCTEMHBIN MHXEHEP MO paboTe C
3aKa3uMKaMy B CETMEHTE Marnoro u
cpenHero 6usHeca B Poccumn
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February 15 - 19, 2016 - BerlingGermany

How it all began...
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[Tonyumnnocb

- Kak HE npoBanuTbcH How I feel going somewhere
that has no wifi

- ITHgbopMaTMBHOM

XORANGEXSM@KEX

 IHTepaKkTUBHOM

- He 3aHygHOM®
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Cnocob #1

HekoppekTHOEe NCMNonb30BaHME
KaHanoBs
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o > All Networks > Q

ULTS Network Name BSSID Vendor Signal v Avg Noise SNR Avg SNR Channel Width Band Streams Stations Channel Utilization Mode Max Rate Security

2 Band 0 00:20:A6... Proxim Wireless -48 -92 44 dB 40 dB 1 20 MHz 2.4 GHz 1 g 54 Mbps 3
< Service Set 1 00:20:A6... Proxim Wireless -52 -83 31dB 35 dB 10 20MHz 2.4 GHz 1 g 54 Mbps 3
= Mode 4 00:20:A6... Proxim Wireless -64 -92 28 dB 28 dB 8 20 MHz 2.4 GHz 1 g 54 Mbps 3
© Radio 10 00:20:A6... Proxim Wireless -65 -84 19 dB 15 dB 11 20MHz 2.4 GHz 1 g 54 Mbps 3
* vendor 1 00:20:A6 Proxim Wireless -65 -84 19 dB 19 dB 4 20 MHz 2.4 GHz 1 g 54 Mbps 3
1] Proxim Wi. 00:20:A6... Proxim Wireless -66 -92 26 dB 24 dB 2 20 MHz 2.4 GHz 1 ] 54 Mbps 3
00:20:A6... Proxim Wireless -68 -84 16 dB 11dB 11 20 MHz 2.4 GHz 1 g 54 Mbps 3

00:20:A6... Proxim Wireless -70 -84 14 dB 13 dB 4 20 MHz 2.4 GHz 1 g 54 Mbps 3

00:20:A6... Proxim Wireless -78 -83 5dB 3dB 9 20 MHz 2.4 GHz 1 g 54 Mbps 3

00:20:A6... Proxim Wireless -82 -92 10 dB 13 dB 1 20 MHz 2.4 GHz 1 a 54 Mbps 3

UNII-1 UNII-2 Ext

L e I A R | e R
36 40 44 48 52 56 60 64 100 108 116 124 132 140 149 157

Group networks by radio

[1[=] Networks Found: 10, Displayed: 10 (100%)




» All ks S C

RESULTS Network Name BSSID Vendor Signa! v~ Avg Noise SNR Avg SNR  Channel Width Band Channel Utilization Mode Max Rate Security
* Band Wifi 00:02:8F... Senac International... -69 -83 14 dB 8 dB 1,41 40 MHz 2.4 GHz 1 b/g/n 150 Mbps
< Service Set 2 I Wifi 00:02:6F Senao International... -72 -81 9dB 11 dB 6,-1 40MHz 2.4 GHz 1 b/g/n 150 Mbps
© Mode . I Wifi 00:02:6F... Senac International... -73 -83 10 dB 11 dB 1,41 40MHz 2.4 GHz 1 bfg/n 150 Mbps
2 Radio 9 Wifi 00:02:6F... Senac International... -75 -83 8dB 10 dB 1,41 40 MHz 2.4 GHz 1 b/g/n 150 Mbps
< Vendor 2 I Wifi 00:02:6F... Senac International... -76 -83 7dB 6 dB 2,41 40 MHz 2.4 GHz 1 bfg/n 150 Mbps
. 11 Huawei Te... Wifi 00:02:6F... Senac International... -81 -83 2dB 2dB 11,-1 40MHz 2.4 GHz 1 bfg/n 150 Mbps
?% Senao Int... I Wifi 00:02:6F... Senac International... -81 -83 2dB 0dB 11,-1 40 MHz 2.4 GHz 1 b/g/n 150 Mbps
o Wifi 00:02:6F... Senao International... -82 -83 1dB 3dB 11,-1 40 MHz 2.4 GHz 1 b/g/n 150 Mbps
Wifi 00:02:6F... Senao International... -83 -83 -1dB 0dB 11,-1 40 MHz 2.4 GHz 1 bfg/n 150 Mbps
Wifi 00:02:6F... Senac International... -84 -83 -1dB -1dB 11,-1 40 MHz 2.4 GHz 1 b/g/n 150 Mbps
Wifi 00:02:6F... Senac International... -85 -81 -4 dB -4 dB 6,41 40 MHz 2.4 GHz 1 b/gin 150 Mbps
Wifi 00:02:6F... Senao International... -86 -83 -3 dB -1dB 11,-1 40 MHz 2.4 GHz 1 b/g/n 150 Mbps

l bne_0EAGB 0C:96:BF... Huawei Technologi... -92 -83 -9 dB -9 dB 11,-1 40 MHz 2.4 GHz 2 bfg/n 300 Mbps WPA

UNI-1 UNII-2 Ext

LI S B R B B | LI s s B N A R R
36 40 44 48 52 56 60 64 100 108 116 124 132 140 149 157

Group netwerks by radio

[J[=] Networks Found: 13, Displayed: 13 (100%)



[ ] > All N 5 & C
RESULTS Network Name BSSID Vendor Signal ~  Avg Noise SNR Avg SNR  Channel Width Band Streams Stations Channel Utilization Mode Max Rate Security
= Band 00:1D:46... Cisco Systems Inc. -45 -92 47 dB 46 dB 5 20 MHz 2.4 GHz 1 4 b/g 54 Mbps
7 Service Set 4 00:1D:46... Cisco Systems Inc. -46 -92 46 dB 46 dB 5 20 MHz 2.4 GHz 1 4 b/g 54 Mbps
é Mode 5 00:1D:46... Cisco Systems Inc. -48 -92 44 dB 45 dB 5 20 MHz 2.4 GHz 1 0 b/g 54 Mbps
é Radio 38 00:1D:46... Cisco Systems Inc. -49 -92 43 dB 45 dB 5 20 MHz 2.4 GHz 1 0 b/g 54 Mbps
© Vendor 3 00:11:93:... Cisco Systems Inc. 50 -92 42 dB 40 dB 1 20MHz 24 GHz 1 6 b/g 54 Mbps
. 71 Cisco Sys. 00:1C:F6... Cisco Systems Inc. -51 -92 41 dB 40 dB 4 20 MHz 2.4 GHz 1 1 bfg 54 Mbps
71 Linksys 00:1C:F6... Cisco Systems Inc. -51 -92 41 dB 40 dB 4 20 MHz 2.4 GHz 1 1 b/g 54 Mbps
°-% Sierra Wir. 00:11:93:... Cisco Systems Inc 52 -92 40 dB 35dB 1 20 MHz 2.4 GHz 1 6 b/g 54 Mbps
o 00:1D:46... Cisco Systems Inc -53 -92 39 dB 38 dB 8 20 MHz 2.4 GHz 1 1 b/g 54 Mbps
00:1D:46... Cisco Systems Inc. 54 -92 38 dB 38 dB 8 20 MHz 2.4 GHz 1 1 b/g 54 Mbps
00:1D:46... Cisco Systems Inc. 55 -92 37 dB 36 dB 4 20 MHz 2.4 GHz 1 0 blg 54 Mbps
00:1D:46... Cisco Systems Inc. 55 -92 37 dB 36 dB 4 20 MHz 2.4 GHz 1 0 b/g 54 Mbps
00:0F:8F... Cisco Systems Inc. -55 -92 37 dB 36 dB 1 20 MHz 2.4 GHz 1 1 b 11 Mbps

Network Details Signal Strength Channels

UNII-4 UNII-2 Ext

(N R N A L I B R A B SO B B R |
36 40 44 48 52 56 60 64 100 108 116 124 132 140 148 157

Group networks by radio

[][=] Networks Found: 68, Displayed: 68 (100%)







[Hoctyn k cpene: EDCA & CSMA/CA

1

4AIFS[i]
The station can gain immediate P
access when the medium is free AIFSTi
after the DIFS/AIFS[i] interval. - e
DIFS Contention Window
DIFS/AIFS -
PIFS
i — —
IFS
- ed - : . Next Frame
I — ——
> Slot Time
Select the slot and
Defer Access o decrement the Backoff
timer as long as the
medium is idle.




Bbibop KaHanos

CocegHue T gomkHbl paboTatb Ha pa3HbIX KaHanax 4Tobbl u3bexarb
NHTEepdepeHLnn

B ananasone 2.4 Ty Taknx KaHanoB Bcero 3

Touka
aocTtyna

cisco W- #Ciscolive DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



[TnaHnpoBaHue B anana3oHe 2.4 [Ty

= [lpoekTnpynTe HebonbLUNe COTbl C HEMEPECEKALWMMUCS KaHanamm

The radius The separation of
of the cell - - o same channel cells
should be: Y should be: 19 dBm
-67 dBm /

: Channel 1-Yellow |

[ R4 ”
| Channel 11-Green | 4" 2nd Floor ‘
67 dBm | ’
I\
I PO,

l ~
\ Yellow Voo
\ / \‘15t Floor

-------
.. S £ = =

332P_109

2.402 GHz | 22MHz 2.483 GHz
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Bbibop kaHanos B 5 GHz - 3aBUCUT OT LUMPUHbI KaHana
) Existing Channel 88 SRD

: 'oo N O O 0N O
O I~ 00 06 &

20 MAASAS /S A
40 [ AR AR | 20 @ 20 MHz
80 [/ | 12 @ 40 MHz
' 6 @ 80 MHz

19 @ 20 MHz
9 @ 40 MHz
4 @ 80 MHz

17 @ 20 MHz
8 @ 40 MHz
4 @ 80 MHz
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[TnaHnpoBaHue B anana3oHe 5Ty

350121
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PekomMmeHOaumy no BbIbOpy KaHanos

vTonbko 1,6 1 11 B gnana3doHe 2.4 [Ty

v[lpnoputer 3a 5 Ty
v Bkntouatb DCA

v lcnonb3oBaTtb anroputmbl RRM

v He ncnonbsosatb ‘MakcrMmMarnbHy MOLLHOCTb ...

cisco W./ #Ciscolive DIGEWN-2809  © 2020 Cisco an

d/or its affiliates. All rights reserved. Cisco Public
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VI
[IpocTOE NpaBMno m
pacnpegeneHns no KaHanam 0

[lpoaymbiBaThb MmnaH

&



Cnocob #2

MoLHOCTb Ha MakCcumym!

cisco M- DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights



A ncnonb3yr MakCuMarnbHyH MOLLHOCTb, MOTOMY
uTo...

5 6
v OKOHOMI/IHO Ha KOM-Be Touek A Vo .
N\ /
v MeHs nHTepecyeT TOMbKO NMOKPbITUE , .
v OTUeT o0 pagnoobcrnegoBaHuUn
NOKa3blBAET BCE «3eneHoen 2 — —9
v OTO HaACTPOMKa NO YMOMUAHUIO - \ /'~
/ \
0 "
VOLUME

cisco L‘V&. #Ciscolive BRKEWN-2439  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



MakcrmanbHaa moLlHoCcTb T]1 rybuTtenbHa
nna Wi-Fi

- COBCTBEHHbIE TOUKM OOCTYNA
CTaHOBATCS rMaBHbIM UCTOYHUKOM
nHTEpdepeHunmn

- HecooTBeTCcTBME MOLLHOCTH
KIMEHTCKMX YCTPOWUCTB

#Ciscolive BRKEWN-2439  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



n

VOLUME




CoKaHanbHas MHTepPMEPEHLMSA N UHTEPDEPEHLMSA HA
CMEXHbIX KaHanax
CObOCTBEHHbIE TOUKM AO0CTYyMNa CTaHOBATCA NMaBHbIM MCTOUHUKOM

MHTEPdepeHLUnmn




KnneHTbl He Ha MakCUManbHOW MOLLHOCTU
HecooTBeTcTBME MOLUHOCTU KITMEHTCKUX yCTpOVICTB

#Ciscolive



Hn3kas 0TKa30yCTONMUMBOCTb

Radio Resource Management mor obl
OTPEerynmpoBaTb MOLLUHOCTb B CnyJvae
OOHapy)XeHUA «Oblp» B MOKPbITUM

HO €CJI1M TOUKN Ha MaXxX MOLWHOCTMN...

pacTu Hekyja...



Radio Resource Management

YUto Takoe RRM
« DCA—Dynamic Channel Assignment
 TPC—Transmit Power Control
« CHDM—-Coverage Hole Detection and Mitigation

For more info: http://www.cisco.com/en/US/tech/tk722/tk809/technologies tech note09186a008072¢c759.shtml

cisco L‘V&~ #CiscolLive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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http://www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a008072c759.shtml

PekomMmeHgaumnm

 HE ncnonb3dynte 100% MOLWHOCTb TOUKM OOCTYMNa

* [lpoekTupymnte HeGONbLLUME COThI

* Mcnonb3ymnte RRM ¢ max = 14dBm v min = 5bdBm

* Wcnonbaynte RRM auto, kpome HD Wi-Fi

- Bxntounte Event Driven RRM (EDRRM) with Rogue Contribution

BaxHo! RRM He 3aMeHsaeT paanoobcrnenoBaHme

cisco M- #Ciscolive BRKEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



VIES
[IpocTOE NpaBMno m
MaKCUMarnbHYK MOLLHOCTb 0

He ncnonb3oBaTb

&



Cnocob #3

[lonaraTtb, uTo AManal3oH 2.4 [Tu
Hanbonee akTyarnbHbln

#IWTF

cisco M- DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 33
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[TpoekTupymnTe cetn ona amanasoHa o [Ty

Bce coBpeMeHHble TOUKM OBYyaMana3oHHbIe

OHun 6yayT nogaep>xmBatb 2.4 [T KNMEHTOB TOXE
Bbl aBTOMaTHUyecku nnanmpyete u ona 2.4 [Ty Toxe
Bce npenmyLlecTsa pa3BuUTUA BCe paBHO 3a 5 [Ty

icnonb3ymnte TOUKKM OOCTyna ¢ nogaepXXkon FRA -
«[mekoro Pagno»

He ona 2.4 Ty (Mano kaHanoB, MHOIO NOMex)



PekomMmeHgaumm

v' MowHocTb T B 2.4 [TL, KAK MUHUMYM,
Ha OBa YPOBHA MeHbLLE MOLLHOCTU TOW
xe T B gnanasoHe 5ITy (T.e. 5IMTu->
ypoBeHb 3, 2.41 T -> ypOBEHbL 5)

v' Ecnun BO3MOXHO, oTKkaxuteck o1 2.4 [Ty
COBCEM

v" OueHuTe BO3MOXKHOCTb MUrpaLmn co
CTapbIX KNMMEHTCKNX YCTPOWCTB

v" He nokynante ogHogmana3oHHble T[]

v' He nokynante ogHooamMana3oHHbIX
KINMMEHTOB

Cisco M/ #CiscoLive

DIGEWN-2809 © 2020 C

isco and/or its affiliates. All rights reserved. Cisco Public
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VIE
[IpocTOE NpaBMno m
[TpoekTunpymnte ona 5 [y, 0
0/19 BCEro OCTanbHOro ecTb

RRM

&



Cnocob # 4

HekoppekTHasa ycTaHOBKa TOUEK
gocTtyna

cisco M- DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



YcTaHoOBKaA?

NcTouHunk: www.bad-fi.com OHa Ha L’I-I-C)_-I-C) BnMﬂeTfP

cisco W. #Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 39


http://www.bad-fi.com/

Elie BapuaHT....,

2TO KAKAn.ro'
=

\
Snnp¥n k™
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Kak Hago?
[Tpumep:

cisco W. #Ciscolive BRKEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Kak He Ha[Jo...

cisco M. #Ciscolive BRKEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



AXTYHTr!

hdn oné.

> P(?; aré beﬁe\’

NcTouHuk: www.bad-fi.com
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http://www.bad-fi.com/

AHTEHHDI... &2

Yo AL & decisior

Gormeone needs

Source: www.bad-fi.com
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http://www.bad-fi.com/

PekomeHgaumum no paamellerHuno T -"@

v'TopuaoHTanbHblM MoHTaxX (OHA, nongpusauns) h i
v'Hwxe nperpag (He 3a NnogBECHbBIM NMOTONKOM)
v MUHUMYM TM OT KPYMHbIX OTPaXXatoLWwmX 06 bEKTOB

v/ AHTEHHbI ogHoro Tuna (kpome cnyuaes ¢ FRA), ognHakoBo
OPUEHTUPOBAHHbIE

v MuHmumyMm 3M mexay cocegHumm T

v'He moHTMpoBaTb T[] BbICOKO

v'He pasmewatb T[] 3a MeTannMueckumm nperpagaMmu
v Ilcnonb3oBaTb yNuuHble T onsg ynnuHom ceTu

cisco M- #Ciscolive © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 45
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[IpocTOE NpaBMno m
MOHTaXX UMEeEeT 3HaueHune 0
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IN CASE OF
CYBERATTACK

BREAK GLASS
AND PULL CABLES

Cnocob #5

[IpeHebperatb MHPOPMaALMOHHON
6e30MNacHOCTbHO

cisco M- DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



cisco W/

YESTERDAY | CHANGED
THE NAME OF MY WIFI
TO "HACK IF YOU CAN"

TODAY IT WAS CALLED
"CHALLENGE ACCEPTED"

#HCiscolLive DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 48




Cl

Statistics

| Personal | | Groups | Android | | SSID/Manufacturers | | Octet/Channel/File | | Geographic |

Unique WiFi networks in DB: 228,657,368 WiFi Networks Over Time 2 O 1 6

Unique networks w/ location: 226,196,720

Unique WiFi locations in DB:

057,847 400K 209.36N

Unique Cell towers in DB: 5,946,883
Unique Cells w/ location: 5,916,700 200K
Registered Users 176,695

104.68N

IIIHII

Networks with default SSID: 8,262,679 | (3.61%) 0
16,268
16,247

135,596

0
[Full-screen Graphl]

2010

New unigue networks today:

New today with location:

New yesterday with location:

ol Flesparses: |
Files uploaded today processed:
Files 1 day ago / 2 days ago: 470 / 505

Files queued to process:

50

2|8

Wireless Encryption 2010

[Full-screen Graph] [2 Years only Graph]

Mouse-over graphs to interact with data. Select a range to zoom in, double click to zoom
back out. Modify the number in the corner to smooth over multiple days. Full-screen
graphs available!

48,46% Source: wigle.net

DIGEWN-2809 49

WPA2: 117,848,480 (51.54%)
WPA: 20,969,968 (9.17%)
WEP: 27,815,788 (12.16%)
7777: 43,297,442 (18.94%)
19,132,440 (8.37%)

O]



&« C ® © & https://wigle.net/stats# B (90% | s+ & ¢ | Q search Y INn @O ® =

£} Most Visited @ Getting Started [ Buinonken umnopt @ aer01-vfiler01a-web... Concur Expense @ Cisco DNA Center T... ::; Microsoft Word - de...

/é Q View @ Uploads @ Info Q Stats Q Tools Login -

\

Statistics 2 O 2

m Personal Groups Android SSID/Manufacturers Octet/Channel/File Geographic

Unique WIF ’ 657,808,896 WiFi Networks Over Time
Uniqu < 650,726,817 600K _1660.67N
Unique WiF ations in DB 9,376,921,852 1
Unique E s in DB: 276,128,982 400K
Uniqu 270,630,681

14,348,437 200K

14,274,758

280,562 o1 T i L_AL‘RAL e 1| PR .
! 2010 2020
15,572,708 (2.37%) [Full-screen Graph]
WiFi Encryption Over Time
today. 260,166
8() R L —
258,855 ) ——
260,547 6ol
3,368,809 -
40, =
Files uploaded today processed: 1,483 | . e e
Files 1 day ago / 2 days ago: 1,117 /1,172 20
ed to 0
oL1

2010 2020

[Full-screen Graph)] [2 Yaars only Graph]

Wireless Encryp*-—

WPAS: 30 (0.00%) Mouse-over graphs to Interact with dsta. Select a range to zoom in, double ciick to zoom back out. Medlfy the number in the comer fo smooth over multiple days. Ful-screen graphs
WPA2: 444,060,669 (67.65%) avallabie!

WPA: 32,727,373 (4.96%) \

WEP: 34,327,102 (5.22%) 3 2 3 5 O/

7777: 124,378,988 (18.91%)_ ’ 0
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Admin
Admin
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PekomMmeHgaumm

WPA?2 kak muHumym (CCMP. He ncnonb3osaTb TKIP)
WPA2 Personal (PSK) gns... goMallHero ncnonb3oBaHus

WPA?2 Enterprise (802.1X) ona 6éusHeca
WPA3 nonyuaet Bce 60nbliuee pacnpocTpaHeHne

KoHTponb goctyna ( k npumepy Cisco ISE)

KOHTpONb 1 NpegoTBpaLleHNE BTOPXKEHUN

XN X X X X X

icnonb3oBaThb MNP NOAKNKUEHNN K I'Iy6l'll/IL|HbIM
XOTCMNoTam

cisco M- #Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



VIE
[IpocTOE NpaBmMno m
be3onacHOCTb 3TO MPoOLEcCC, 0
HE MPOoAOYKT
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Cnocob # 6

OxxnpgaHue vs PeanbHOCTb

cisco M- DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights



OxXnpgaHue - peanbHOCTb

UTo obellaeT MapKeTUHr Y10 ecTb Ha camom gene

#Ciscolive BRKEWN-2439  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 55



Ikocuctema Wi-Fi pacnpegeneHa mexay Tpems
3MeMEeHTaMu

T T

ApanTtayms B
MHOYCTPUN

[Mtobumbin BeHAop ©



okocuctema Wi-Fi

Standards I EEE
group 802

OnpepnensieT CrnoxHoble,
GoraTble PyHKUMOHANbLHO
TEXHNYECKNE CTaHaapThl

TexHUKa

“@yHKUMOHaNbHoOe
HanonHeHue”
cisco M/

Industry
association

<

Onpepnenset
noaMHOXeCTBa CTaHAapToB

O6ecne4nBaeT 6a3oByto
COBMECTUMOCTb

MopoaepxnBaeT eanHbIn
GpeHa

MapkeTuHr| TexHuka

“MuHumMmanbHas

(pYHKUNOHANBHOCTL "’

#Ciscolive

DIGEWN-2809

CISCO

© Cospaet n peanuayet
S AnddpepeHumpytoLve
% NPOAYKT TEXHONOrMn
|—

Ii

S PacnpocTtpaHeHue n
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NMocmoTpum Ha 802.11ac (Wi-Fi b) ===

affl] Wireless Network Connection Status @

General

Connection
IPv4 Connectivity:
IPv6 Connectivity:

No Internet access
No network access

Media State: Enabled
SSID: le
| Speed: 1.3 Gbps

Signal Quality: 5
Activity
Sent — %! ——  Received
Bytes: 740 | 1,830

[@'Properﬁes ][ [ Disable ][ Diagnose ]

Close

IV ww:

802.11ac (80MHz-wide)
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S 2000w
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Camitcllation

1 chanped
Pata

High Signal at the client for 256 QAM




160 MHz kaHanbl
> 4 Spatial Streams
Multi-User-MIMO (MU-MIMO)

b
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802.1Tax

Efficiency

3X

1024 QAM, Resource

8ss Scheduling Coloring
Support
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C nHHoBaumsamm Cisco OoCTyrnHO 6onbLue

Wireless Ecosystem

Innovation Beyond
the Standard

BT Microsoft

Spectrum intelligence Multilingual (inteD _End point ’
& Interference/Rogue Access Points Persuncd interoperability
Detection

Google 1 Billion Users

Layer 1 with Google
RF Snapshot ﬁ and Facebook

OpenRoaming
Consortium

Wireless intelligence:
Device analytics
RF Analytics Location

analytics
loT segmentation

@07
X

Powered by Next Generation Cisco Catalyst Wireless Access




CneumannavpoBaHHOe annapaTHoe obecrneueHme

» CleanAir
MpoussoguTenbHocTs ° FRA
I » Zero Wait DFS
; « Off Channel RRM

BesonacHocTb  ° RF Signature
! Capture

! - aWIPS

AHaJ'IVITVIKa O Rogue M|t|gat|0n
» Location Services
Available on the 9120 and 9130 AP » FastLocate

-
-
.
-
-
-
-
-
-
-
-
-
-
-
-
-
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OTCyTCTBME pPaanoobCcrneqoBaHus
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T™n PeLwlaeT BONpPoOChHI

TeopeTnuyeckoe (MoaenmpoBaHue) Ckonbko TA? [oe pacnonoxmts? MoLHOCTL?
KaHanbl? AHTEHHbI?

Kak Bbirnaant RF nokpbiTve npu oTcyTCTBMA

MaccueHoe aCcCoLMMPOBAHHbIX KITMEHTOB?
Kak pabotaeT ceTb, Korga KIMEHTCKMe YCTPonCTBa
AKTUBHOE nepegaroT TECTOBbIN TpaduK?

Kak paboTtaeT cnpoekTupoBaHHasi CETb Npu
B pa6boTrtarouien cetun eXXe[HEeBHOWN Harpys3ke?
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Card: | Proxim Wireless 8494 802.11a/b/a/n USB Adapter #5

Enable automatic configuration of 40 MHz channels
Enable All 20 MHz

Clear All 20 MHz
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PekomMeHgaumm

- B upgeane npoBoauTb BCe 4 Tuna obcnenoBaHns (TeopeTuueckoe, nacCcmuBHoOE,

aKTMBHOE, B pabouen ceTu)
» [lpoBoguTe aHann3 adompa o 1 nocne MHcTannAauum 6ecrnpoBOOgHON CETH

* Ecnun BOOOLLE HET NnaHa, TO Ons OIOMKETHOM OLEHKM ncxoamTte ns3 pacueta 111

Ha 230 KB.M.
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Cnocob # 8

3aMeHa OuH K OfJHOMY
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[Tpuwino spems obHoBUTL Wi-Fi...

KOHEUHO e 3TO He denn!

! W / iscoLi
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® ) File: All Networks s Q

RESULTS BSSID Signal v Noise Noise Avg Vendor SNR SNR Avg Channel Width Band Streams Stations Channel... Mode Fast...
v ¥ Band A:70:9C:1C:72 -54 -86 -92 Cisco Systems Inc. 32dB 39dB 1 20 MHz 2.4 GHz 1 0 g
- ;ég:z A:70:9C:1C:73  -55 -86 -92 Cisco Systems Inc. 31dB 38dB 1 20 MHz 2.4 GHz 1 0 g
ve Ne\work e 8 A:70:9C:1C:70 -55 -86 -92 Cisco Systems Inc. 31dB 38 dB 1 20 MHz 2.4 GHz 1 0 g
A:70:9C:1C:74  -56 -96 -93 Cisco Systems Inc. 40 dB 39dB 1 20 MHz 2.4 GHz 1 0 g
6:A7:46:B4:63 -57 -96 -96 Cisco Systems Inc. 39dB 39dB 6 20 MHz 2.4 GHz 1 2 g
6:A7:46:B4:62 -57 -96 -96 Cisco Systems Inc. 39 dB 39dB 6 20 MHz 2.4 GHz 1 2 [¢]
6:A7:46:B4:60 -57 -96 -96 Cisco Systems Inc. 39dB 39dB 6 20 MHz 2.4 GHz 1 2 g
6:A7:15:A4:B2 -64 -96 -96 Cisco Systems Inc. 32dB 31dB 40 20 MHz 5 GHz 1 2 a
6:A7:15:A4:B1 -65 -96 -96 Cisco Systems Inc. 31dB 31dB 40 20 MHz 5 GHz 1 2 a
6:A7:15:A4:B0 -65 -96 -96 Cisco Systems Inc. 31dB 31dB 40 20 MHz 5 GHz 1 2 a
v 9 Mode 5 8:30:8F:50:44 -66 -86 -93 Cisco Systems Inc. 20 dB 25dB " 20 MHz 2.4 GHz 1 9 g
802.11a 8:30:8F:50:43 -66 -86 -92 Cisco Systems Inc. 20 dB 25dB 1" 20 MHz 2.4 GHz 1 9 o]
2 802.11b/g 8:30:8F:50:42 -66 -86 -92 Cisco Systems Inc. 20 dB 24 dB 1 20 MHz 2.4 GHz 1 9 g
2 802.11b/g/n 6:A7:46:BD:C3 -67 -86 -92 Cisco Systems Inc. 19 dB 24 dB " 20MHz 2.4 GHz 1 0 g
2 802.11g 6:A7:46:BD:C2 -67 -96 -94 Cisco Systems Inc. 29 dB 26 dB 1 20 MHz 2.4 GHz 1 0 [¢]
o 802.11g/n 6:A7:46:B8:A3 -68 -92 -92 Cisco Systems Inc. 24 dB 25 dB 1 20MHz 2.4GHz 1 2 g
¥ ¥ Security 3 | 6:A7:46:B8:A0 -68 -86 -93 Cisco Systems Inc. 18 dB 25 dB 1 20MHz 2.4 GHz 1 2 g
WPA/WPA2 (802.1X) 8:30:8F:50:40 -68 -96 -94 Cisco Systems Inc. 28 dB 26 dB 1 20 MHz 2.4 GHz 1 8 g
WPA/WPA2 (PSK)
2 WPA2 (PSK)
¥ 7 Access Point 40

0 Cisco:15:A4:B# Network Details Signal Strength m Advanced Details

o Cisco:15:A8:F#
D Cisco:15:AE:2# UNII-1 UNII-2 UNII-2 Ext
Cisco:31:F1iE#
Cisco:45:2F:93
Cisco:46:B4:6#
Cisco:46:B8:A#
> Cisco:46:BD:C#
Cisco:58:BC:A2
Cisco:58:BD:8#

Cisco:58:BF:6#
O Cisco:58:C8:5#
Cisco:58:C8:E#
O Cisco:58:CE:3# -60
> Cisco:58:D1:70
D Cisco:58:D1:9# -70
> Cisco:58:D1:E#
O Cisco:58:D2:63
Cisco:58:DD:B0
D Cisco:58:E0:F#
1 1 T
2 3

(

0 Cisco:58:F0:72
Cisco:58:F4:12
Cisco:58:F4:E#
Cisco:59:1R:R3

E |;| Networks Found: 94, Displayed: 91 (96%)

149 157 165




@ WiFiExplorer File Edit View Window Help = 0O QU G % .1 -68dBm|5GHz|Ch64|585Mbps YO % @D = [ o) 100% @@ Do 00:46 StevenHeinsius Q @ =
@ | 3 F w all New APs... on same channel All Networks C o}
vY Balzuj1 o BSSID Signal Noise Noise Avg Vendor SNR SNR Avg Band Streams Stations  Channel.. Mode ~ Fast Transitiol
j 5.GHz ‘ 70:F3:5A:99:1B:6F -60 -98 -98 Cisco Systems Inc. 38dB 37dB 5 GHz 2 2 35% ac
¥ ¥ Network Name 8 70:F3:5A:99:1B:6E -60 -98 -98 Cisco Systems Inc. 38dB 37 dB 5 GHz 2 2 35% ac
sons mmeees 70:F3:5A:99:1B:6D -60 -98 -98 Cisco Systems Inc. 38dB 37dB 5 GHz 2 2 35% ac
I 70:F3:5A:99:1B:6C -61 -98 -98 Cisco Systems Inc. 37 dB 37 dB 5 GHz 2 2 35% ac
I 70:F3:5A:9D:E4:CF -84 -98 -98 Cisco Systems Inc. 14 dB 12 dB 5 GHz 2 0 33% ac
70:F3:5A:9D:E4:CE -85 -98 -98 Cisco Systems Inc. 13 dB 12 dB 5 GHz 2 0 33% ac
I 70:F3:5A:9D:E4:CD -85 -98 -98 Cisco Systems Inc. 13 dB 12 dB 5 GHz 2 0 33% ac
70:F3:5A:9D:E4:CC -85 -98 -98 Cisco Systems Inc. 13 dB 12 dB 5 GHz 2 0 33% ac
I 70:F3:5A:9D:DD:EF -83 -98 -98 Cisco Systems Inc. 15dB 16 dB 5 GHz 2 0 38% ac
¥ 7 Mode 4 I 70:F3:5A:9D:DD:EE -83 -98 -98 Cisco Systems Inc. 15 dB 16 dB 5 GHz 2 0 38% ac
0 802.11ac 70:F3:5A:9D:DD:ED -83 -98 -98 Cisco Systems Inc. 15 dB 16 dB 5 GHz 2 0 38% ac
2 802.11b/g/n 70:F3:5A:9D:DD:EC -82 -98 -98 Cisco Systems Inc. 16 dB 16 dB 5 GHz 2 0 38% ac
0 802.11g 70:F3:5A:9B:94:AF -83 -98 -98 Cisco Systems Inc. 15dB 12 dB 5 GHz 2 0 26% ac
802.11g/n | 70:F3:5A:98:94:AE -83 -98 -98 Cisco Systems Inc. 15 dB 1dB 5 GHz 2 0 26% ac
AY: Se\;“;:/ywpﬂ o 3 70:F3:5A:0B:94:AD -83 98 .08 Cisco Systems Inc. 15 dB 12 dB 5 GHz 2 0 26% ac
- WPA/WPA2 (PSK) I 70:F3:5A:9B:94:AC -83 -98 -98 Cisco Systems Inc. 15 dB 11dB 5 GHz 2 0 26% ac
> WPA2 (PSK) 70:D3:79:26:FC:AF -90 -98 -98 Cisco Systems Inc. 8dB 7dB 5 GHz 2 0 31% ac
¥ ¥ Access Point 21 70:D3:79:26:FC:AE -89 -98 -98 Cisco Systems Inc. 9dB 7dB 5 GHz 2 0 31% ac
Cisco:26:F9:6#
Cisco:26:FA:C#
Cisco:26:FC:A# Network Details Signal Strength m Advanced Details
0 Cisco:46:B4:6#
O Cisco:53:03:F4
0 Cisco:98:7C:6#
O Cisco:99:1B:6#
Cisco:9B:94:A#
Cisco:9B:9A:E#
» Cisco:9B:A0:C#
O Cisco:9C:09:A#
0 Cisco:9D:DD:2#
D Cisco:9D:DD:E#
Cisco:9D:DF:8#
Cisco:9D:E4:C#
Cisco:C6:21:7#
o Cisco:C6:43:6#
O Cisco:FD:QE:C#
> DrayTek:9D:BB:C4
> Netgear:F4:50:57
Wi2Wi:52:86:F3
V¥ 7 Vendor 4
O DrayTek Corp.
> Netgear Inc.
2 Wi2Wi, Inc

[T [=2] Networks Found: 89, Displayed: 86 (96%)



1142’s He Takme e kak 2802’s '\6
a11

N 2802e otnnuarotcs oT 2802

9120 Takke nmeeT pasHuuy c 2602...

cisco L‘V&- #Ciscolive DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 79



PekomMmeHgaumnm

- 3agaun OOHOBMEHHOM CETU MOTYT OTNIMUATbLCA OT TEX, KOTOPbIE
pelwanucb 5-7 neT Hasapg (ronoc, BMOeo, BbICOKasa NMOTHOCTD)

- [loTpebyeTcd npoBegeHme HOBOro pagmMoobCcneqoBaHns C YyUETOM
HOBbIX TPEOOBAHUM
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Bce cnbiwanu o...

BYOD
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Bce 60ornblue KOMMNaHWUA NOOOEPXKMBAKOT

BYOD
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bring your own dog
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Bring your own AP...
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eessee 404-91 3G 9:25 p

¢ Settings Personal Hotspot

Personal Hotspot

Wi-Fi Password

? TO CONNECT USING WI-FI

* TO CONNECT USING BLUETOOTH

TO CONNECT USING USB
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be30nacHOCTb...

- OTcyTCTBME KOPNOPATUBHOIO NOrnMHa/naporns
- 802.1x7?
- Tx power?

- NHTepdepeHumnsa?

- HeynpaBnsemasa MHPPaCcTPyKTypPa...
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BbigBneHne CTOPOHHUX YCTPOMUCTB

~ . P

Rogue Management

Busyanusaums

Knaccundomkaums

+

BoigsneHune
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bezonacHada ceTtb - Software Defined Access

Iden_tlty _ DNA Center
Services -~
<« @ -

S

VXLAN
Data plane
Fabric Enabled
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Access Points \~¢~~
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S SD-Access
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TpeboBaHUA KIMEHTCKUX YCTPONCTB ."@

Tun KNMeHToB? [TonnoxeHna? EMKOCTB?

2. ]

cisco W. #Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 99



PekomeHgaumm

- CuutaTtb yCTapeBLLIMMM OOHOAMANAa30HHbIE ycTponcTea 802.11b, g

- [lpoekTupoBaTb 1 Bbigenatb SSID Tonbko ana 5 [Ty gna Bcex COBPEMEHHbIX
YCTPOMUCTB. Bce ycTapeBlumMe yCcTponcTBa — nogkntouaTb K otaensHomy SSID.

- YnpaBnaTb data rates
- HacTtpoutb 802.11k ona o6baABNEHUS CMMCKA COCEOHUX TOUEK OOCTYna

- KcnonbzosaTb 802.11v BSS Transition management ons 6anaHCUpPOBKN KITMEHTOB
MeXOy TOUuKaMmn OoCTyna

- [lpoBOoanTb MOHUTOPUHI 3arpy>keHHocTn kaHanoB DNAC Assurance Issues, Prime
Infrastructure nnn WLC Ha npegmeT yTunnsaumm n T, KOTOPbIE UaCTO MEHSIOT
KaHan.

. Cisco & Apple best practices. [locTtyneH here:
cisco M/
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https://www.cisco.com/c/dam/en/us/td/docs/wireless/controller/technotes/8-6/Enterprise_Best_Practices_for_iOS_devices_and_Mac_computers_on_Cisco_Wireless_LAN.pdf
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Dynamic Rate Shifting (DRS) & Modulation

(given 2 spatial streams, 20 MHz channels & 400 NS GlI)

64-QAM 5/6 64-QAM 2/3 16-QAM 1/2 QPSK 1/2

\

144.4 Mbps 130.3 Mbps 115.6 Mbps  86.7 Mbps | 57.8 Mbps  143:3 Mbps L XL Yo
(MCS 15) (MCS 14) | (MCS13)  (MCS12) | (MCS11)  A(MCS10) M(YeX:)!

64-QAM 3/4 16-QAM 3/4 QPSK 3/4
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Moaynauus

Amplitude +1

-1

Quadrature

4 8

) OQ”‘ : o‘“
1.€%

256-QAM constellation
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Moaynauus

64-QAM Q, bobbsbs babs
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Modulation

L+ BJF;SEJDEDD

Quadrature -1

0110

Amplitude -1

16-QAM constellation

cisco W/ HCiscolLive DIGEWN-2809

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 107



OCHOBHas pekoMmeHaauus

OTKNrUnTE HU3KMe data rates

cisco Lp/&/

Operational Rates

6 Mbps | Disabled v
9 Mbps | Disabled v
< 12 Mbps | Mandatory ‘—‘. |
18 Mbps | Supported v
24 Mbps | Supported v
36 Mbps | Supported v |
48 Mbps | Supported vl
54 Mbps | Supported v |
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1 Mbps

OTKNruUnTE HMU3KKME data rates
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1 Mbps

OTKNUNTE HMU3KMEe data rate




J:I,pyraﬂ rlpo6ne|v|a... «3anunwue» KIneHTbl
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POYMUHI

| support 54,48,36.24 mbps basic
rates. My beacons will be sent at

24mbps
() V7
beacons é
b
S 6@60 €acons
'b(po O
o ,,
RSSI = -65dBm~

Lowest mandatory rate = Broadcast
Highest mandatory rate = Multicast

/

)
%

]
T

(1)

N

| can decode 24mbps
just fine at this RSSI!

cisco Lg/&/

#Ciscolive

0"}
o
beacons \ /
RSSI = -75dBm Z\\ RSS! = .B5dB1
> (2) >
(3)
I I
| can decode 24mbps Oops, I'm struggling to
just fine at this RSSI! decode 24mbps at this
RSSI - | need to find a
new AP!

DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 112



Hebonblumne coTbl = nyylle npomn3BOOUTENbHOCTb

HE pnsg Toro utobbl NpoaaTb NOH6OMbLLE TOUEK

[Tockonbky Bbl 3acnyxuaete rnyuilinm Wi-Fi

cisco L‘V&- #HCiscolLive DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 113



VIE
[IpocTOE NpaBMno m
Hebonblune coThbl = 0
[lyulle Nnpon3BOONTENBHOCTb

&



Cnocob #12

«IcnopueHHbIn» BO3OyX

cisco M- DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights



Kak »e BbIrnaguT «MCNOPUYEHHbIN» BO3OYX

2.4 GHz Frequency Spectrum
254 No Wi-Fi APs ¢ Max Density $ Real-Time Sweep ¢
-30 ]
-35 |
-40 |
-45 |

_ -50 |

é -55 |

3 o)

g

-85
-90 ]
2.4 GHz Frequency Spectrum

=g No Wi-Fi APs $ MaxDensity & Real-Time Sweep ¢
-30
=35
-40 |
-45 |

3

g

2

2

cisco W./ #Ciscolive DIGEWN-2809
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v\\(R(NAVE OVEN

MEET YOUR (OMPETITION

‘b\\lETOOTI/ \\\DIO TBANSHI”EH

ekahau

BEAT THE COMPETITION WITH EKAHAU SIDERICK™  cxnuav.com/siverick



cisco W / scoll _ N
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[lepBbl OPOH KOMOM

cisco W/

#Ciscolive

Session ID

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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bblno 6bl 30OPOBO
NPOaKTUBHO 3HATb
O CIIOXXHOCTSX B
CEeTu

cisco M/



AHann3 cnekTpa B peanbHOM BpemeHn ¢ DNAC

- [locTossHHO FFT

|

I

|

- Pa3BepHyTbIN CMNEKTP

|

||

- [lomexu n yacToTbl, Ha
KOTOPbIE OHW BIUSAOT

cisco M . #HCiscolLive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 121



(Y-becnpoBofHble CEHCOPbI MPOAKTUBHO
NPOBEPAIOT NMPOU3BOOAUTENBHOCTb

Test your network with existing APs at any time

* On-boarding tests

+ 802.11 Association

+ 802.11 Authentication and key exchange 9,0,0.09.9;

» |P Addressing DHCP Access point
* Network tests s .

- DNS ensors act as

clients
« RADIUS

» First hop router/default gateway

» Application tests
 Email: POP3, IMAP, Outlook Web Access

* File transfer: FTP Dedicated Sensor AP1800
e Web: HTTP and HTTPS

cisco M-/ #Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 122



[IpocTOE npaBuno a m
3a Clean Air! 0
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Cnocob #13

[TocnywaTb aM3anHepa

cisco M- DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights



OOHa 13 Hanboree yacTbiX NPobnem...

[MouxoamnTCca NPUCNYLLUMBATBCA K OU3anHepy...

Cisco L‘V&~ #CiscolLive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 125



YacTo roBop4r...

Toukn gocTyna
CTPaLUHbIE....

cisco M/ ol
- #Ciscolive DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 126



YTo genaTtb CcO CTpalUHbIMM BELLAMU?

6.09/0
’00°:g,1.000000 00 G
800 466600600 60600

5
%,
Lsooo

#Ciscolive DIGEWN-2809
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[na xopowero Wi-Fi...

Toukn gocTyna OOMKHbl 6biTb YCTAHOBMEHDI
TaM Xe rge HaxoOaTcsa KIUEeHTbI

cisco L‘V&- #Ciscolive DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 128



TRANSMITTER RECEIVER
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4db 5db 5db 6db 8db 10-15db
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-3dB

TRANSMITTER RECEIVER

cisco L‘V& #Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 131



-3dB -3 dB

TRANSMITTER RECEIVER

cisco L‘V& #Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 132



RF maTemaTuka

[TpaBunno 10-T1 n 3-x

nerd

[nurd] noun.

- 3 dB ycunenuna = mW * 2
- 3dB notepb = mW / 2

An intellectual
badass.

- 10 dB ycunenma = mW * 10
- 10 dB notepb = mW / 10

cisco M- #Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 133



/0% KNUNeHTCKUX
ycTponcTtB B Wi-Fi7?



IX MakCcMarnbHag MOLLUHOCTb
25 mW = 14 dBm




RF maTemaTtumka

Max ETSI transmission is 100 mW.

that is 20 dBm

20 dBm 100 mW
17 dBm 50 mW
11 dBm 12.5 mW
8 dBm 6.25 mW
5 dBm 3.12 mW
2 dBm 1.6 mW
0 dBm 1 mW

Cisco M/ #CiscoLive

X Y

(1N

DIGEWN-2809 © 2020 Cisco and/or its

=

affiliates. All rights reserved. Cisco Public
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TRANSMITTER RECEIVER
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TRANSMITTHRECEIVER TRANSMITTHRECEIVER
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-3dB

RECEIVER TRANSMITTER
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Kak HacueT 3TuxX yCTPOMUCTB?

cisco W / ool
&~ #CiscolLive DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 140



[Touemy 6bl X HE cnpdaTaTb?

“Torga oHW He paboTatoT...”

Cisco Lt/&/ #CiscoLive
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#Ciscolive
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Embed WikFI into your solutions

Cisco ESW6300

Embedded Services
Access Point

Purpose-built for reliably integrating
Wi-Fi into challenging use cases

Deliver more value with more options for
enhanced connectivity

Wireless without the worries with Cisco DNA
Assurance to proactively and predictively
resolve issues

#Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 145



Kak BapuaHT ...

#Ciscolive

DIGEWN-2809

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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VIE
[IpocTOE NpaBMno m

MoyxeTe npounTaTb NOroTUm
TOUKU?
Bbl Ha npaBubHOM MyTKH!




Cnocob # 14

MoOHTaXKHMK BCerga npas

cisco M- DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights



MHxxeHep noarotosun npoekt Wi-Fi ceTu:

- CnpoeKkTupoBaHHOM A1 EMKOCTMU
He ong nokpbitus...

- [n4

. ApgekBaTHoe nepekpbitve coT (20%, -67 dBm Ha rpaHuue coTbl)
- C yyeToM BbICOKOW MMOTHOCTM C TEXHOMOTMEN «rMOKOro» pagmo
- KaHanbl 40 MHz 1 20 MHz ong HeKOTOpbIX 30H

- Mcnonb3yoTca Toukn gocTtyna ¢ nogaep»xkon Clean Air

cisco M- #HCiscolLive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 149



C NPOEKT NOMyyaeT HOBYIO MHTEPMNPETALMIO
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VK
[IpocTOE NpaBMno m
[Tpupep>xxmBamnTech nnaHa 0
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Yto ectb Wi-Fi 6 (unn 802.11ax)?
< IEEE

o0 © Vil
1997 1999 1999 2003 2009 2014 2019 @

Wi-Fi 1 Wi-Fi 2 Wi-Fi 3 Wi-Fi 4 Wi-Fi 5 Wi-Fi 6 YeLians®

cisco W / scoli . R
- #Ciscolive DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 154



[Touemy Wi-Fi 6 nyuwe, uem Wi-Fi 5

Hosbi macwutad gng loT
VCTPOUCTB

BblCOKME CKOPOCTH
nepenaym OaHHbIX

Support new
applications &
outcomes

Enable next generation
applications such as 4K/8K
& AR/VR Video

Bbicokasg eMKOCTb ceTu

Support new Support new

applications & applications &
outcomes outcomes
3-4x more throughput than Reduced latency and greater
802.11ac reliability with hundreds of

devices per AP

O DHEKTUBHOCTD
PaboTbl VCTODOWUCTB

Support new
applications &
outcomes

Up to 3x more power
efficient at conserving
battery life

802.11ax/Wi-Fi 6 - 6onblue, UeM NPOCTO CKOPOCTb




[Touemy Wi-Fi 6 nyuwe, uem Wi-Fi 5

BblcokMe CKOPOCTH ( w (
nepefauv OaHHbIX

Gigabit
Ethernet

Wi-Fi 2 Wi-Fi 3 Wi-Fi 4 Wi-Fi 5 Wi-Fi 6
cisco L{V@/

#Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 156



[Touemy Wi-Fi 6 nyuwe, uem Wi-Fi 5

( \ Bbicokasi EMKOCTb ( \ ( \
ceTu

User 1
] [ Creates
%E —— (Web page) —
E “ (Streaming)
Efﬁmency

User 1
(Instant msg)

_

. Overhead - Amortized between users

. Efficient use of Resources
. Scales resources for different traffic mix

. Increases overall Efficiency

#Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 157



[Touemy Wi-Fi 6 nyuwe, uem Wi-Fi 5

Bbicokne ckopocTu Bbicokasi eMKOCTb Hosbln macwTab ans O PEKTUBHOCTD
nenenaum naHHhkIX ceTu loT veTnoncTr NahOThl VATNDOUCTR

MU-MIMO

4x4 AP

4x4 AP

1

Hello|mom

’ and||dad

s
@
g
3 :3
e
=
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[Touemy Wi-Fi 6 nyuwe, uem Wi-Fi 5

Bbicokne ckopocTu Bbicokasi eMKOCTb Hosbln macwTab ans O PEKTUBHOCTD
nenenaum naHHhkIX ceTu loT veTnoncTs NahOThl VATNDOUCTR

MIMO MU-MIMO

f

4x4 AP
wherl|es th

Hellomom
He mom 7—
and||dad e pa

Cisco L‘V&- #CiscolLive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 159
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[Touemy Wi-Fi 6 nyuwe, uem Wi-Fi 5
[ ) (@ ) [ )
G5 as i

YCTponcTBa MOryT crnafaTb B «CMSAUKY» Bes BSS Coloring

COXPaHSA CPOK XM3HWU aKKyMYrATOpa, Bbicokas BEpPOATHOCTb COKaHanbHOM MHTEpdepeHLmn
npuv Heo6X0aNMOCTH nepenayn gaHHbIX
Agaxke B cpefax C ©0MbLUMM KOIM-BOM

KIIMeHTOB Npon3BoauUTENbHOCTb HE
npocenaeT

C BSS Coloring
KnneHTbl paboTatoT Kak 6yOTO Ha PasdHblX KaHanax, HeT
gerpagaumm npu nepegaye gaHHbIX

cisco W. #Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 160



[Touemy Wi-Fi 6 nyuwe, uem Wi-Fi 5
f

\ ODDHEKTUBHOCTD
nabOThl VCTNDOUCTR

Most battery
consumption is
from transmitting

Earlier
VEersions

cisco W. #Ciscolive DIGEWN-2809  © 2020 Cis s. All rights ved. Cisco Public 161
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Ecnn cpaBHuTtb ¢ Wi-Fi 5 B TakoM cueHapun

More info Communicate Each signal 64 QAM, Battery efficiency
in each signal more efficiently divided across 256 QAM and
multiple devices  even 1024 QAM

f
%

l Uﬂm
4
]

#Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 163
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Cnocob # 15

Hy Tenepb-To VIHTEPHET 3apaboTaeT
obicTpee!

CiIsco M_/ DIGEWN-2809



= Fixed Broadband

Rank .| Download @ Upload @ Latency

w60l 7284 13

Mbps Mbps

cisco M/



Power

Latency Density Efficiency

3X

1024 QAM, Resource

8ss Scheduling Coloring
Support

Cisco L‘V&- #CiscolLive DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 173



[Touemy Wi-Fi 6 nyuwe, uem Wi-Fi 5

Hosbi macwutad gng loT
VCTPOUCTB

BblCOKME CKOPOCTH
nepenaym OaHHbIX

Support new
applications &
outcomes

Enable next generation
applications such as 4K/8K
& AR/VR Video

Bbicokag eMKOCTb CETU

Support new Support new

applications & applications &
outcomes outcomes
3-4x more throughput than Reduced latency and greater
802.11ac reliability with hundreds of

devices per AP

O DHEKTUBHOCTD
PaboTbl VCTODOWUCTB

Support new
applications &
outcomes

Up to 3x more power
efficient at conserving
battery life

802.11ax/Wi-Fi 6 - 6onblue, UeM NPOCTO CKOPOCTb




@ ©
[IpocTOE NpaBmMno m
CyTb He B KONMMUECTBE, a B 0
KauecTBe

&



Cnocob #16

[TlpenmyLlecTBa HOBOro CTaHagapTa
NPUMEHNMbI KO BCEM KITMEHTAM

#IWTF

cisco M- DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 176



OnuH
pa3mep
He
nooxoauT
BCEM




Bbicokasi nponyckHasi cCmoCO6HOCTb
(3a cueT noanepxkm 8x8)
upstream and downstream

Bbicokasi Hage>xHoCTb
(3a cueT noanep)xkm 8x8)
upstream and downstream

SpgpekTnBHOE UCMONMBL30BaHNE
3¢hUPHOro BPpEMEHU N €EMKOCTb
OFDMA

bornbluee BpeMsi XU3HU OT
aKKyMyrnsitopa
TWT

SpgpekTnBHOE UCMONMBL30BaHNE
pagnopecypca
BSS Color

borbLuas npornyckHasi CriloCObHOCTb U
EMKOCTb

cisco Laye/  MUTMIMO

* *

*

XX X X <<

* KocBeHHOe BnuaHue
#CiscolLive

QL <L«

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

178



VIE
[IpocTOE NpaBMno m

KocBeHHO Wi-Fi 6 paboTaeT
Ha O6LLUYHO MOMNbay,

B YACTHOCTMU — 019 HOBbIX
YCTPOWCTB




Cnocob # 17

Knaccunueckune pekomeHgaumm no

NPOEKTUPOBAHUIO HE NMPUMEHUMbI K
Wi-Fi 6

#IWTF

cisco W 4
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UTO BaXKHO yuecTb?

- OTBEUaeT N1 pekoMeHayemMas NMnoTHOCTb TOUekK
pPacTyLMM TPEBOBaAHUAM MPUNOXEHUA HOBOTO
nokonexusa (8K sngeo, AR/VR) pacTymm TpeboBaHUAM?

- [MpopomkaeT nn paboTatb pekomeHgauua T Ha 230 m?2
B YCNMOBUAX BO3POCLLUMX TPEOOBAHUN MO EMKOCTU U
NPOMNYyCKHOM CrOCOBHOCTN?

 [lnoTHOCTb T[] gOMKHa 6bITb BbILLE?

« [lpmeHnma nn Bbicokas nNIoTHOCTL T[] B odoncHOM
cpene?




Korga nnoTHOCTb 6yAeT CMMULLKOM BblCOKa?

- Richfield, OH. 30Ha
nadopatopmm 1400 m? Area1 (15700ft) |-

- Tectbl gnga 20,40,80 MHz
KaHanoB NMpu 3X BapuaHTax
NIOTHOCTM:

- 93 Mm2=1T[Okaxagble 11T m
- 111 M2=1TOkaxagbin 12 m
- 130 M2 =1 T kaxxgble 13.5 m

- OueHKa 3arpy>KeHHOCTW KaHarosB

bonblue coT (TA) = bonblue nponyckHasa CnocoOBHOCTb Ha KIUEHTa




YoaneHHocTb T, nNOTHOCTb U
NPOU3BOONTENBHOCTb

- Ecnn 2 T[] paboTatoT Ha OQHOM KaHane, TO OHU
OEendaT MPOonyCKHYK CNOCOOHOCTb Nononam

- 3 T[] Ha ogHOM KaHane: Kaxxgas nonyyaet 1/3

- 4ATO - YanT.a. & .
- Ecnu kananoB 6onbuwe, uem T, TOo BCe T : '

N30MMPOBaHbI
- Pecypc cnekTpa HMXKe C LUMPOKUMKU KaHanamm KonnMuecTBo

pecype OOCTYMHbIX KaHanoB B
+ FRA ¢ Dual 5 GHz MOXeT nomoub C NOKPbITUEM B PO

2X KaHanax c ogHown T[] 50 MHz 17
« T OomkHbl crbllaTbh Opyr gpyra Ha ypoBHE -82

dBm u Bbilwe (-78 dBm Bo3MoxxHO ¢ RX-SOP) 40 MHz 8

UTO6bl HE CKa3blBanacb MHTEPMEPEHLMS 80 MHz 4

160 MHz 1




BW  |80MHz |40MHz [40MHz | 40MHz |
s/l | @ | O | O | @ |

SUITE 200
Area (1459m)

OFFICE - 6,773 SF 2
WAREHOUSE- 0 SF

VACANT

ITE 100

OFFICE - 9,000 SF
WAREHOUSE- 0 SF

SUITE 400

OFFICE - 7,283 SF
WAREHOUSE- 0 SF
NEXON TIRE

cisco L‘V&- © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



https://1drv.ms/b/s!AuivaWueEVoTpqxRDEmu9ps9uQRUuQ?e=HqZvxx

PekomMmeHgaumm

OTcnexunBaHue yTunmsauum kaHana - Hmwke 40%
Signal-to-noise ratio (SNR) min 25 dB

802.11 retransmissions HMWxe 15%

Packet loss HMXke 1%

Jitter meHbLe 100 ms

MowHocTb T no camomy crnabomy yCTPOMUCTBY

cisco W. #Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 185
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0 .
[IpocTOE NpaBMno m
OCHOBHbIE MPUHLKMDbI
npoektTnupoBaHua Wi-Fi ceten 0

coxpaHsaroTca un gnd Wi-Fi 6
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Cnocob # 18

[IpeHebpeeHne YPOBHEM LLUYMa

cisco L{Vp/_/
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Knopg LLleHHOH
(‘1_91 6—2001")

“..4 nanoykm He gocTtartoyHo....”

#Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 189



Teopema LLleHHoOHa-XapTnu

C:Blogz 1+

. [ponyckHasa cnocobHocTb kaHana (C) (buT/c) 3aBUCUT OT :

- [Monocbl NponyckaHusa kaHana (B)

- MowHocT npuHMMaemoro curHana (S)
- U mowHocTM npuHmumaemoro wyma (N)

- OTHOLLEHME MOLLUHOCTU curHana (Toro, Yto XoTMM CrbILLaTh) K MOLHOCTM
LLIyMa power (To, UTO He XOTHUM C/ibiluaTb) uMmeeT 3HaueHne = (SNR -
Signal to Noise Ratio)

cisco L‘V&. #Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 190



CwurHanbl gnga acT
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- BbICOKMIN YPOBEHDb LLIYyMa
- BbICOKME 3aepP>XKKU

- HU3Kas CKOPOCTb
nepenaum gaHHbIX

DIGEWN-2809 © 2020 Cisco an its ¢ i . All'rights reserved. Cisco Public 193



* HN3KMN YPOBEHDb LLyMa

- BbicOkas nponyckHas
CNOCOBHOCTb

- OborauleHue
MHJPOPMaLIMEN




Ynyuwasa SNR, ynyuaeTcsa KauecTBO CUrHana...
A

Received Signal
—

SNR (dB) <

Power (dBm)

Time (seconds)

cisco M N #Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserv



802.11ac Receiver Sensitivity by Channel Width

®mMCSO 1 spsk
160 MHz 20 MHz ®MCS1 |
srdom [ - QPSK
88 dBen r_’—-—-__-_v y . MCS 2 i
85 dém '-.—:_‘ . & MCS 3 -
"::LLT |7 L 16-0AM
67 dom |—f——— MCS 4 |
MCS 5
B MCS 6 F64-QAM
x ®MCS7
(& -
e (s 3
80 MHz 40 L

\5.

cisco L{V@/ @RevolutionWi-Fi
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802.11ac Receiver Sensitivity by Channel Width
(Down to -82 dBm)

BMCSO | Bpsk
160 MHz 20MHz ®MCS1 |
- QPSK
MCS 2
2000 [ -
MCS 3
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VIE:
[IpocTOE NpaBMno m
He 3abbiBaTtb 06 SNR 0
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Cnocob #19

AHTEHHbI NEPEOLEHEHDI
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AHTEHHa - nHTEpPenc
MeXXay pagnoBONMHaMM B
adbmnpe 1 3NEKTPUUYECKUM
CUrHarNoM TOUKM OOCTYNa

Cisco Lt/&/ #CiscoLive

DIGEWN-2809 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 200



OnTnyeckn NpmMobopbl MOMOratoT CPOKYCMPOBATL CBET
AHTEHHbI MOMOratoT C... RF

PasHblM CLEHapU MCMOMb30BaHUA onpenenseT
noaxoaaLnm MHCTPYMEHT
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[narpamma HanpaBneHHOCTH
(OH) BCceHanpaBneHHOM

AHTEHHbI «OHOPM/ISHOT» CUrHan B dHTEHHDI
NpOCTpaHCTBE

AHTEHHbI HE OUEHb YMHbIE!
O6paLlatoTcs C LUYMOM U CUTHANOM
OOMHAKOBO

(a) 5.8 dBi Omni 3D Pattern

BceHanpaBneHHble aHTEeHHbl 06pa3yroT

npakTnueckn cpepunueckyto [H, ecnum
CMOTPETb CBEPXY

HanpaeneHHble aHTeHHbl QOKYCUPYHOT
3HEpPruo B onpeaeneHHoMm

HanpasneHun (panel, patch, yagi)
uscoL{Vg/

(c) 5.8 dBi Omni Elevation Plane Pattern
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Patch aHTeHHbI

bonbLiue HanoMuHaOT POHapPb...

cisco Lz/&/

4x4 Patch Array Antenna
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4x4 Patch Array Azimuth Plane Pattern 4x4 Patch Array Elevation Plane Pattern
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A TOYHO HV)XHA aHTEeHHa?!
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A TOUHO Hy)KHbI Koneca A/ MaLLMHbI?!

Hy, paboTaTb 6ygeT TOuHO nyuwe®

cisco L‘V&. #Ciscolive DIGEWN-2809  © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 205



8X8 BHelWwHne aHTEeHHbI
3 HoBbIX aHTeHHbI Ans Cisco Catalyst c9130AXE 8X8

C-ANT9101= Ceiling Mount omni, similar to AIR-ANT2524V4C-R=
C-ANT9102= Wall/pole mount omni, similar to AIR-ANT2544V4M-R=
C-ANT9103= Wall/pole mount patch, similar to AIR-ANT2566D4M-R=

C-ANT9101= C-ANT9102= C-ANT9103=

NOTE: Catalyst models C-ANT9101, C-ANT9102, C-ANT9103 support 8x8 mode operations only. Tri-Radio requires dual 4x4 Array antennas



PekomMmeHgaumm

[TpaBUNbHbLIM BbIGOP @aHTEHHbBI MOMOXET...
« YNYULLINTB YPOBEHb CUITHaNna B HEO6XOOMMbIX 30HaAX

« YMEHbLUNTb YPOBEHb LUyMa, TeM cambiM yBenuuns SNR (Cwm.
cnoco6 N°18)

« YMEHbLUNTb YPOBEHb NMOMEX OT COCEAHUX CETEN

. OI'ITVIMVIC%VIDOBaTb MNOKPbITME B CNOXHbIX ob6beKTax (ﬂeKLI,VIOHHbIe
3alibl, CTadNOHDbI, BbICOKHUE MOTOJNIKHA, MPOMbIWEHHDbIE sanaum...)

- [103BOMbTE MOMNYUMTb MAaKCUMarbHYO 3PIEKTUBHOCTb OT

nogaep)XmBaemMoro pagmo (np. 4x4, 8x8, n np.) gna MIMO, MRC,
Be mfprming...
(A4
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@ ©
[IpocTOE NpaBMno m
BK/TFOUAET ONMTUManbHbIN 0

OnTuManbHbi OU3avH
BbIOOP aHTEHH

&



Cnocob #20

A nogoxxgy cnegyroLero 0bHOBNEHUS

CiIsco M_/ DIGEWN-2809



Wi-FiI 6 pacTeT 3KCnNoHeHUManbHO C KOHEYHbIMU
YCTPOUCTBaMMU
(\ 11% new devices

100%
90%
80%
70%
60%
50% In 2022, over 56%
40% Cj .
30% new aevices
20%
10%
0%

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022

W 802.11n & older m™W802.11ac MW 802.11ax

Ka)xOblt HOBbIWM CTaHOAPT adanTUupyeTcs ObiCTpee npenbiayLero
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35

[IpocToE |'||an31/|1100 m.

He oTknagbiBan Ha 3aBTPa
TO, UTO MOXEelllb caenaTb
cerogHs

&



B 3aBepLueHune
MHoroe namenunoco B Wi-Fi 3a nocnegHue roabl

MNoaymaiiTe BnnanHune
YcTponcTaa ARGERRET N o
[TpnnoxxeHus TIRHAO LA
C BromxeT
LeHapun UCMNOb30BaHUS

be3onacHOCTb
MecTa paboThl

Halwe oTHoLweHue K
Xo[ paboThl...

TEXHOMOMMMN...
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t Radio Shack * * **

ICA'S TECHNOLOGY STORE"

| 3-DAY SPECIALS ABOVE GOOD SATURDAY THRU MONUAY ONLY!
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He Bce OOmKHO 6biTb 6eCcnpoBOAHbBIM

[ think 1t wae
a mlst.ake to

BlzmoCowc &oesmrmm

—i! : - \ l L 3
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I He Bcerga suHoBaT Wi-Fi...

cisco W/ #CiscoLive
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MOYXHO nabexatb 60nbLLUNX OLLMOOK!

[TocBATMB HEMHOIO BPEMEHU N3YUYEHULID
Wi-FI n npuHumunam ero paboTbl
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B ntore noCcTpouTb HageXXHYy CUCTEMY...

Transmission (Tx)
Power

KaHanbl

Pacnonoxenue T n nnOTHOCTb
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3anomMHuTe...

I YOUT

- THINK - - -

HIRING A

PROFFESIONAL

IS

EXPENSIVE

WwWALL 111

- YOU HIRE -
AN AMATEUR—




I.f?mwmd/o i cheqper ..
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Ho ecnn NnonckaTb...
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THERE IS ALWAYS SOMEONE
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