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YHichbikoBaHa onepalinHa cuctema FortioS —
ocHoBa Fortinet Security Fabric

Makcum [Nopuubknm
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* Features availability may varied by models
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SECURITY

IPS & DOS

JKcnnoMTL _ Awowanmn

A3BeCTHbIe aTakn Ha ya3BMMOCTU CUCTEMDbI HeunsBecTHble ataku Ha ya3sumocTtn cuctemsol (OC, INO u
(OC, MO n 1.4.) c n3BeCTHbIMK LWAbNOHaMK T.4.) U HECTaHO4apPTHOe noBeaeHne (YpesmepHas
3arpyska CPU, ceteBou Tpaduk n 1.4.)
OB6HapyXunBarTCA Ha OCHOBE CUIHaTYpPHbIX O6HapyxunBarTCa Ha OCHOBE NoBedeHYeCcKoro aHanmaa
LLabnoHoB
MoryT 6bITb BbIIBNEHBI [omkHbl ObITb 0OHapPYXeHbI/BbISBIEHbI, 3a0TOKMPOBaHbI
v’ Signature-based IPS v' Rate-based IPS
v  WAF v' DOS nonutumkm
v AV v' CpeactBaMu NPOBEPKUN KOPPEKTHOCTM NPOTOKOIIOB
v' Sandbox
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SECURITY

IPS & DOS

IPS cocTouT:

v" Protocol decoder — onpegeneHne npoTokona, NpoBepKa NpoTOKONia Ha COOTBETCTBUE CTaHOapTam

v" IPS Engine (IPS Sensor) — curHatypHasa npoBepka Tpaduvka onpeaeneHHoro Aekogepom npoTokona

v" IPS DB — 6a3a curHaTtyp M3BECTHbIX YS3BMMOCTEN, Nepeoandeckoe obHoBneHne u3 FortiGuard, Tpebyet
NOAMNNCKY

Name

3Com.3CDaemon.FTP.Server.Buffer.Overflow

AntiVirus & IPS Updates

Accept push updates @ (@ )

Scheduled Updates O Every w||2 Hours
Improve IPS quality € [ ®]

Use extended IPS signature package (B

=~ Update AV & IPS Definitions

FE:E HT‘ Update Server Location
US only EEESAEE TVl leler14(e]y

Intrusion Prevention
|PS Definitions

IPS Engine
Malicious URLs

Severity

Target 0s
Server Windows
Client Windows
Server Windows
Server Linux

@ Licensed - expires on 2020/02/27

® Version 14.00588

Action
@ Block
@ Block
@ Block
@ Block

© Upgrade Database



Add Signatures

SECURITY

| © AddFilter

Total Se

IPS & DOS https://fortiguard.com/updates/ips ame coverlly £ | ereet =
3Com.3CDaemon.FfP.Server.Buffer.Overflow EEEEE Server Windows

3Com.3CDaemon.ET Name 3Com.3CDaemon.FTP.Server.Buffer.Overflow

Sl g n atu re_baS ed IPS p rotectlo n 3Comlnteligent Mar Summary This indicates an attack attempt to exploit a Buffer Overflow

................... vulnerability in 3CDaemon FTP server.

CcbInku Ha onucaHue Ha FortiGuard IPS encyclopedia |77 7 Severity e

n CVE-ID (Common Vulnerabilities and Exposures) systems

---------------------- The vulnerability is due to insufficient sanitizing of user supplied

,ﬂeTan bHOEé onncaHuwe CurH aTyp B G U I 3ivx.MPEGA4.File.Prod inputs in the application. As a result, aremote attacker can exploit this

to execute arbitrary code within the context of the application.

427BB.Cookie.Based| Impact System Compromise: Remote attackers can gain control of vulnerable

Recommendation Currently we are not aware of any vendor supplied patch for this

Co3pgaHue COOTBETCTBYIOLMX BalLEN MHAPACTPYKType £1323Botnet
IPS ceHCOpOB C COOTBETCTBYHOLLMM HABOPOM curHatyp

FortiGuard Labs News / Research Services Threat Lookup Resources Search FortiGuard  © [iXsls S'Ignatures

At aglance; o x ‘ |

Co3paHve nonb3oBaTesibCKUX CU rHatyp

@ Intrusion Prevention

D 10174 s  Action
v

= n°6a BJliIeHne UCKJITKIo4YeHmn (,EI,J'IFl on pe,El,eJ'IeHHbIX IP) ﬂnﬂ Created AN 25,2005 3Com.3CDaemon.FTP.Server.Information.Disclosure s Application

Description Jul 20,2016
KOHKPETHbIX CUrHaTyp (Npu NOXHbIX cpabaTbiBaHMsX) Ny ¢ Name
Severity Y 7@ Description
o Eouerage g;s (Regular Itindicates a possible exploit of information disclosure vulnerability in 3Com 3CDaemon. « 05
= Onp p ( ) yp
I-I eﬂl en e H M e ea K u M M ne M CT B M ﬂ an ﬂ C M r H aT 3;5 {Extended 3CDaemon is a free TFTP, FTP, and Syslog daemon for Microsoft Windows platforms. A vulnerability is reported in it . PrOtOCOI
that allow an attacker retrieve information from server such as installation path A remote attackers to may sensitive

Default Action  drop information via a cd command that contains an MS-DOS device name, which reveals the installation path in an error ™ Sever ity

" nOTVIpOBaHVIe KON naketoB il . e N E—
Affected OS Windows @ Affected Products arge
Affected App  Other

3Com 3CDaemon 2.0 revision 10.
Name Exempt IPs  Severity Target Service 0s Action Packet Logging S NVD
3Com.3CDaemon.FTPServerBufferOverflow 1 EEEET  Server TCRFTP  Windows W Default @ Pass \ i
& Monitor Commen Vulnerabilities an: Exposures Advanced s
IPS Filters N
&) Block Search CVE List Download CVE Data Feeds Request CVE IDs Update a CVE Entry
+ AddFilter = ¢ EditFilter @ Delete & Reset TOTAL CVE Entries: 115158
s . . HOME > CVE > CVE-2005-0278
Filter Details Action Packet Lo W Default
Severity: [ERET), [HENT, EEEEE & Default o # Quarantine Printer-Friendly View
@ Enable
Disable | PacketLogging, » | CVE-2005-0278 Learn more at National Vulnerability Database (NVD)

* CVSS Severity Rating + Fix Information s Vulnerable Software Versions « SCAP Mappings + CPE Information

F:RTINET

which reveals the installation path in an error message.

The FTP service in 3Com 3CDaemon 2.0 revision 10 allows remote attackers to gain sensitive information via a cd command that contains an MS-DOS device name,
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SECURITY

IPS & DOS

Rate-based IPS protection (application based DoS and brute force attacks)

= 3awmTa oT yrpo3, Ha OCHOBE AOCTUXXEHMUM NOPOroBOro 3Ha4YeHUsA 3a onpeaerieHHbIN MHTepBan BpeMeHU
(rate based)

30 Rate-based IPS curHatyp

= Onpenenenne NPoAoCIMKUTENbBHOCTN BIIOKMPOBKN

Rate Based Signatures

Enable Signature Threshold Duration (seconds) Track By Action Block Duraf
@ Digium.Asterisk.File.Descriptor.DoS 20 1 Any @ Block Expires 1 Da
© Digium.Asterisk.|IAX2.Call.Number.DoS 275 1 Any &/ Block None
@© DotNetNuke.Padding Oracle Attack 1000 5 Any @/ Block None
&€ FTPlogin.Brute.Force 200 10 Block  w |  Expires2Da
© FreeBSD.ICPReassembly.DoS 10 2 Source IP @l Block None
© IMAPLoginBrute Force 60 10 DestinationIP | 1 gjock None
© MSActive.Directory.. DAP.Packet.Handling.DoS 100 1 Any &/ Block None

=RTINET 8



SECURITY

IPS & DOS

Malicious (malware and exploit) URL database

= Munu Web-dunbtp ;) B ctoumocTun IPS nognuckm

= FortiGate cogepxuT fokanbHyto DB BpeaoHOCHbIX canTtoB (4o 1M)
= Ha FG61E u Bblwe (C BHYTPEHHUM Storage)

= AKTUBHbIE BpeAoOHOCHbIe CanTbl — 3a nocneaHmn 1 mecsu,

= 3BecTHbIe canTbl C IKCNIIONUTaMn — 3a nocnegHue 3 mecsdua

= [lepeoanyeckoe obHoBneHune n3 FortiGuard

Edit IP5 Sensor

Mame

Comments Prevent critical attacks. | 250285

Block malicious URLs @O

=RTINET



SECURITY

IPS & DOS

Botnet protection

= OOHapyXeHMe MonbITOK obpaLleHns K N3BeCTHbIM botnet
command and control yanam

= Bknovaetcsa B IPS ceHcope ¢ COOTBETCTBYIOLLIEN peaKkunen

= [lepeoanyeckoe obHoBRneHune botnet command and control
database n3 FortiGuard

Intrusion Prevention @ Licensed - expires on 2020/02/26
IPS Definitions @ Version 14.00597
IPS Engine © Version4.00219
Malicious URLs © Version 2.00188
Botnet IPs © Version 4.00461
Botnet Domains @ Version 2.00226

=RTINET

Edit IPS Sensor

Name

Comments Prevent critical attacks. | 250255

Block malicious URLs (I
IPS Signatures

+ Add Signatures | W Delete  # Edit |P Exemptions

Name Exempt IPs
No matching entries found

IPS Filters

+ AddFilter | ¢ EditFilter [ Delete

Filter Details
Severity: EEEDD), MEREE],

Botnet C&C

Scan Outgeing Connections to Botnet Sites Disable Maonitor

Severity

10



SECURITY

IPS & DOS

DoS protection

= OOHapyxumnBaeT 1 NpoTuBoaenCcTBmne Tpaduky, KOTOPbIN
saBnsaeTca YacTtbto DoS aTaku (L3/L4 OSI)

= Ha ocHOBe 4acTOTbl MOBTOPEHUA (B MUHYTY), 3a4at0TCH
noporoBble 3Ha4YeHUA, NPUBbILLEHNE KOTOPbLIX BEAET K
onpenerieHHou peakunm

= [IpumeHseTcs K Bxoaawemy Tpaduky
= BO3MOXXHO BECTU NTOrMpoBaHusa (BHE 3aBUCMMOCTU OT action)

= DoS policy npumeHsitoTcsa o Security Policy

=RTINET

Mew DoS Policy

ncoming Interface

Source Address

Destination Address | &3 all

Services

L3 Anomalies

Mame

ip_src_session

ip_dst_session

L4 Anomalies
Mame

tep_syn_flood
tcp_port_scan
tcp_src_session
tcp_dst_session
udp_flood
udp_scan
udp_src_session
udp_dst_session
icmp_flood

icmp_sweep

¥ port1 -
Qal x
+
o
+
[ x
+
(B Status | O Logging E Block
> > | pass [EIRES
(e ] [® ] E Block
(B Status | O Logging @ Block
> o } [ pass [EEE
(e ] [® ] @ Block
> > @ Block
> > @ Block
> o } [ pass [EEE
(e ] [® ] @ Block
> > @ Block
> > @ Block
> > [ pass [T
(e ] [® ] @ Block

Action

Action

5000

5000

2000

1000

5000

5000

2000

2000

5000

5000

100

Threshold

Threshold

11
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SECURITY

APPLICATION CONTROL

=  IInsa yero:

= OOHapyxeHne n ngeHTndukauus NpUNoXeHnn, NPUMeHEHNe COOTBETCTBYHOLMX MOMUTUK 6e30nacHOCTU
n/vnn yHKUMA KadectBa obcnyxusHn (QoS)

= CywecTtBylOLME CNOXHOCTMU:
= Kon-Bo npunoxeHun BodpacTtaert, Client-Server - Peer-to-Peer npunoxxeHums
= MHorme npunoxXeHna He NCMNOoNb3YIT CTaTUYeCKne NOPTbI/NPOTOKOSIbI, YTO YCITOXKHSET UX KOHTPONb FW

= ECTb HEOBXO0OMMOCTb B rpaHynsipHOM O0CTYyrne K PYHKUUSAM MPUIOXKEHNN

=RTINET



SECURITY

APPLICATION CONTROL

AC cocToumT:

v" Protocol decoder + IPS Engine - onpeaeneHne Tpadmka KOHKPETHbIX NPUMNOXKEHUI (C y4ETOM

MCNONb30BaHNEe HECTaHOAPTHbIX NOPTOB/MPOTOKOIOB)

v" AC DB — 6a3a curHatyp n3BecTHbIX NpUoXxeHun, nepeoanyeckoe obHosneHue ns FortiGuard,

noctatodHo FortiCare KOHTpakTa

FortiCare Support @ Registered - cadet225@gmail.com (' Launch Portal
Enhanced Support @ 8x5 support - expires on 2020/02/27
Application Control Signatures © Version 14.00588 © Upgrade Database
AntiVirus .
Categories
Web Filter
> All Categories
DNS Filter
@ Business (140, )
Intrusion Prevention @~ Email (78, & 12)
FortiClient Compliance @~ Mobile (3)
SSL/SSH Inspection @~ Proxy (165)
Web Rating Overrides @~ | StorageBackup (162, & 17)

F:RTINET i

|@4d| Cloud.IT

@ Monitor
© Allow
@ Block
2" Quarantine

(49)

i= View Signatures (45)

@~ |Collaboration (252, & 10)



SECURITY http://fortiguard.com/appcontrol

A I I L I CA I I O N CO N I I a O L FortiGuard Labs News/Research  Services  Threat Lookup Resources Search FortiGuard __ O

» Home = Application Control

= 20 kaTeropuu (>4000 NpuNoxXeHUn) @ Application Control
e pplication Lontro
= FortiASIC CP gna curHatypHoro aHanusa -

Filter by Risk Level:
@Al Browse the Fortiguard Labs extensive encyclopedia of applications. Click any title to view more details of the
application. Can't find what you are looking for? Try using the search bar above to find a specific application
description.

= CcCblIflKM Ha onucaHue curHaTtyp Ha FortiGuard

(13 L1} ~ i DMSniff.Botnet (Botnet)
u AC D B B K_rl I'OL‘I a eT Ta K)Ke c M rH aTyp bl o 6“ a q H b I x n p M n o)l(e H M M y This indicates that a system might be infected by DMSniff Botnet.DMSniff is a Point-of-sale malware that infects in
Filter by Popularity: breaches of...
QAll

MPUINOXEHNS KOTOPbIE UCMONb3YIOT WndpoBaHHUEe TpebytoT SSL oriianns WSKeeeee FOMMANTY ks

O4 % % % % + (380)

H H O3% % % (537) WINNTI.Botnet (Botnet)
d e e p I n S p e C t I O n O2% % (1,224) This indicates that a system might be infected by WINNTI Botnet or undergoing a scanning attempt by WINNTI
O1x (1,560) nmap script.

Apri0,2019 RISK @ @@ @ POPULARITY: % *

= 3anpoc Ha gob6aBneHue curHaTyp nosa cneumguyHsie
nosfib3oBaTenbCKkme npunoxeHna Ha FortiGuard

FortiGuard Labs News/Research  Services  Threatlookup  Resources  SearchFortiGuard .0

» Home / FAQ / Application Control Submission Form

C T -
At a glance; ) 3

Application Control Submission Form

If you would like Fortinet to
categorize your application, submit - . .
this form. Fortinet operators will Application Details

review your request and respond ina Application Name Version(s)
timely manner

Language Location (URL)
o 97 Cloud Applications require deep inspection.
O policies are using this profile. Your Contact Information
Name Email
Please enter your name Please enter a contact email address
Company Name

Additional Information/Configuration

F:RTINET
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SECURITY

APPLICATION CONTROL

CosgaHue COOTBETCTBYHOLLMX Ballen NHQPACTPYKType
AC ceHCOpoB C COOTBETCTBYIOLLMM HABOpOM curHatyp
NPUNOXEHUN U peakunamm (action)

Ho6aBneHune ncknoyeHun (Application overrides + filter
overrides) — Heobxoaumas pekuma (action) gns
KOHKPETHbIX MPUMOXEHUN UK UX TPYMM, OTNINYHAsA OT
npeaKkoHpurypeHHom

[obGaeneHne nHayctpmanbHbix curHaTtyp (CLI)
CospaHve nonb3oBaTesIbCKMX CUrHaTyp

Bo3MOXHbI rpaHynsipHble NOSIMTUKU NO PErynmpoBaHunto
OOCTyna K afieMeHTaM NpunoXxeHum

[MpumeHeHne AC ceHcopoB K security policy

FGVMBATM19000624 # config ips global

FGVM@ATM19000624 (global) # set exclude-signatures
none No signatures excluded.
industrial Exclude industrial signatures.

FGVMOATM19000624 (global) # set exclude-signatures none

F:RTINET

Edit Application Sensor

> All Categories

@~ Business (140, & 6)
@~ Email (78, & 12)
@~ Mobile (3)

@~ Proxy (165)

@

@> \olP (24)

Application Overrides

Cloud.IT (45)
Game (84)
Network.Service (329)

¢ 94

Remote.Access (82)

Storage.Backup (162, & 17) @~ Update (49)

@~ Web.Client (23)

Collaboration (252, & 10)
General.Interest (224, &3 7)
P2P (59)

Social.Media (118, & 31)
Video/Audio (150, &5 14)

¢ ¢ ¢¢¢

Unknown Applications

+ Add Signatures W Delete
Application Signature Category
No matching entries found
Filter Overrides
+ Add Filter W Delete
+ Create New x Ver@or: Cisco x m Cloud
Ci
Name # Categor, =co rewrmelOgy Popularity Risk

# Cisco.Spark Collaboration Browser-Based, Client-Server (1]

iz CiscoVPN.Client Proxy Client-Server

1 Meraki.Cloud.Controller Clond.l

12 Skinny @& Monitor « ol [T}

A WCCPV1 Q Allow col (1]

A WCCPV2 col [T

Q WebEx @ Block Client-Server [T]

Q WebEx_Chat .I Quarantine ,Client-Server L1

( WebEx_Desktop.Sharing , Client-Server (L1

@ WebEx_File.Download = View Signatures (118) [T

@ WebEx_File.Sharing . i , Client-Server (1]

Q WebEx_File.Upload M@m =

Q WebEx_Login Collaboration Browser-Based (1]

Q WebEx_Remote.Control Collaboration Browser-Based, Client-Server (1]

Q WebEx_WhiteBoard Collaboration Browser-Based, Client-Server (1]
Facebook Post& @ Social.Media @ Allow ~
Facebook_Search @ Social.Media @ Monitor ¥
Facebook_Video.Play Social.Media @ Block ¥




SECURITY

APPLICATION CONTROL

= Traffic shaping - kadecTBo 06CcnyxmMBaHusa Tpaduka ona pasHbIX NPUNOXEHU C KOHUrypaumsae rapaHTUpPoOBaHHOW U
MakKcMMarnbHOM MPonyckHOW cnocobHoCTbIo (Maximum or guaranteed bandwidth)

= User notification - oTobpaxkeHne coobLueHna o 6roknposke NpuroxeHus (tonbko ana HTTP/HTTPS app), ans non-
HTTP/HTTPS npunoxenuin = drop the packets or reset the TCP connection

= Deep inspection for cloud applications — aHanu3 paboTbl NonbL3oBaTenien ¢ NONynApPHLIMU 0BNaYHBLIMU
npunoxeHnsamm n comnkcaums (FortiView and logs) oencTsum, cBA3aHHbIX C 3TUMW NPUMOXKEHUAMUN (MOEHTUGMKATOPDI
nonb3oBaTeneun, oencTema B obnake, umeHa dannos, pasMmepbl dannos)

= SSL inspection for encrypted traffic — nHcnekuma npunoxeHnn B pacumdpoBaHHOM Tpaduke

= Monitoring, logging, and reporting — npeactaBneHne B geTanbHOM rpaduyeckomMm Buae MHopmauum o NPUOXKEHUSX
(top, users...), apxuBmpoBaHune 4Yepes syslog

config application list
edit <name of the sensor>
set app-replacemsg {enable | disable}
end

F:RTINET 17
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SECURITY

ANTIVIRUS / ANTIMALWARE

= LUenb: | Order of scan |
= 3a CcYeT MHTErpmMpoBaHHbIX TEXHOSOMMN NPeaoTBPaTUTb NPOHNKHOBEHM @  Antvirus Sean
pa3HoOOpa3sHbLIX BpeAOHOCHbIX nporpamMmm (malware) B BaLly CeTb Y
v" MN3BecTHble malware (oo T e e oir ]
v HeusBecTHble malware €  Heuristcs Scan

= [poBepka channoB nepegaBaembix rno npotokonam - HTTP, FTP, IMAP, POP3,
SMTP, NNTP, HTTPS, IMAPS, POP3S, SMTPS, FTPS.

Antivirus scan - obHapyeHne N3BeCTHbIX BUPYCOB Ha OCHOBE COMOCTOBIIEHUS cUrHaTyp (antivirus signature)

Grayware scan - obHapyXeHune “HexxenaTernbHbIX” NporpamMm Ha OCHOBE COMOCTOBIIEHUA curHatyp (grayware
signature)

Heuristics scan - ckaHMPOBaHUSI OCHOBaHbIE HA BEPOSATHOCTM MAEHTUUKALUN HEN3BECTHbIX Yrpo3 -
noao3puTenbHbIX dhannos (suspicious dann)

=RTINET 19



SECURITY

ANTIVIRUS / ANTIMALWARE

UHTEIMPALIUA C SANDBOX

= [Ins sbigBneHna yrpo3 0-aHA UCNonb3yeTcs MHTerpaumsa ¢
FortiSandbox / FortiSandbox Cloud (aktusmnpoBaTts FortiCloud

account)

= BbigBreHue nponcxoanTtT Ha oCHOBE nNoBeaeH4YeCKoro aHasnim3a

dainna B nsonuposaHHou cpege (VM)

= FortiSandbox Bo3pawjaeTt BepauKT no daumny + new antivirus u

web-filtering signatures
FortiSandbox
Quarantine

SECURED BY
FORTIGUARD.

el Real-time engine anc R

e o f,‘ ‘;
&7 intelligence u tes : . RN .
iClient Q

FortiGate F T
D ControlHost Querantios 4

3c Enforce Network
Quarantine

B

Query
0 File submission for analysis

e Respective analysis results
are returned

Remediation

@ Auto File Quarantine on host
with option to hold file until result

@ Manual Host Quarantine
by administrator

@ Manual Source IP Quarantine
using firewall

Protection

o Proactive dynamic Threat DB
update to gateway and host

FortiCloud (Europe) iv

Status @ Activated

Log Retention

Storage Used 0B

FortiSandbox Cloud @ Licensed

Files Uploaded Today

Security Fabric Settings

FortiSandbox type FortiSandbox Appliance Wgelgistlylslaley g @ o1ils]

FortiCloud account cadet225@gmail.com

Applied Threat Intelligence

Dynamic Malware Detection version | 2.663841 (signatures: not loaded)

URL Threat Detection version 2.1121868 (entries: 448)

FortiSandbox Statistics (last 7 days)

File type Detected
Total submitted

Critical (Malicious)

Medium Risk

0]

0

High Risk 0
0

Low Risk 0
0

Clean



SECURITY

ANTIVIRUS / ANTIMALWARE _

UHTEIMPALIUA C SANDBOX

Comments Write a comment... 4| orss
o Scan Mode Quick
MoxHo onpeaennTb Kakue pannbl NocbinaTbk Ha aHanus3 B Detect Viruses Monitor
FortiSandbox
Inspected Protocols
v OnpeaerneHHbIX TUMOB HTTP ©
SMTP O
v" lNopo3spuTenbHble (suspicious) - Ha OCHoBe “kKnumara e
yrpo3” ot FortiGuard MAPI ©
FTP @©
YcuneHue 6e30nacHOCTM 3a CHET UCMOSIb30BaHNA arrs [©]
FortiSandbox database B codetanmn ¢ FortiGuard AV F

Treat Windows Executables in Email Attachments as Viruses @O

d at ab aS e Content Disarm and Reconstruction O
O | Original File Destination FortiSandbox | File Quarantine

%1. Suspicious file received——
A

A Send Files to FortiSandbox Cloud for Inspection m Suspicious Files Only | All Supported Files
5. Updates from Use FortiSandbox Database @ O
FortiSandbox . .
pushed to clients 6. Windows PCs running Include Mobile Malware Protection [ o)

FortiClient receive updates
and the PC that attempted to i .
download the threat is Virus Outbreak Prevention €

quarantined

Internet

Use FortiGuard Outbreak Prevention Database @

4. New AV signature  / Use External Malware Block List @ ©
& URL to block

2. File sent for
sandbox
inspection

'

F:=RTINET 21
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SECURITY

ANTIVIRUS /ANTIMALWARE

OBHOBJIEHUA ANTIVIRUS DB

O6HoeneHus FortiGuard AV database gocTynHbi:
v" ABTOMAaTM4YECKM NO pacrnmcaHunto

v Accept push-ob6HoBReHUs (cpa3sy npu Bbinycke
OOHOBIIEHNI)

V" B py4HOM pexunme

Mobile Malware nognucka aBnatTCAa YacTblo
FortiGuard AntiVirus license

=RTINET

AntiVirus & IPS Updates

Accept push updates €@ O
Use override push @
Scheduled Updates © Every = || 2 Hours
Improve IPS quality € »

Use extended IPS signature package (B
< Update AV &IPS Definitions

AntiVirus @ Licensed - expires on 2020/02/26
AV Definitions © Version 67.00985
AV Engine © Version 6.00127
Maobile Malware @ Version 67.00985

22



SECURITY
ANTIVIRUS / ANTIMALWARE o
BbIBOP ANTIVIRUS DB pasect
t--:- 7 Extended
N
= AV engine wucnonb3dyeTt ogHy u3 DB curHatyp, 3a4actyto ato Normal, Ho Ha €222 ) Extreme
HEKOTOPbIX MOAENSAX MOXHO BbIGpaTh 1 OPYryIo S

Normal DB akTyanbHbIXx malware, UCnonb3yeTcs No yMosyaHuto
Extended | Normal + DB npaktuyeckun ncdesHysLinx malware
Extreme Extended + DB 6e3gencTBYyOLLNX UK ycTapeBLuMX malware (K ctapblM cuctemam)

config antivirus settings

gse2t default-db {normal | extended extremes]

compact DB (MeHbLle curHatyp, B IPS Engine) — tonbko anga Quick scan mode
23
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SECURITY

ANTIVIRUS / ANTIMALWARE

Virus Outbreak Protection Service (VOS)

AOoNOoriHNUTEerIbHasd 3alliuTa OT aTaK HyrneBoro AHA

CepBunc obHapyXeHne HEN3BECTHbLIX Yrpo3 B Nepmnos
MeXAy BbIMNYCKOM HOBbIX curHatyp ana AV DB

[ononHaeT gyHKumoHan Sandbox (BKroYeH B
Enterprise nognucky)

Ecnu AV He obHapyxun malware, oTnpaBnsaeTcs
3anpoc Ha VOS

AHanus ocylecTBnaeTcd Ha ocHoBe xewa dpauna
(real-time hash lookup to the Global Threat
Intelligence DB)

3anpocbkl obpabaTbiBalOTCA B peXxume peanbHOro
BpeMeHu

=RTINET

Global Threat
Intelligence DB

sult is returned
Immediately for the
Submitted hash

FortiCloud ‘§.§
Submit samples to R

Sandbox cluster (backend)

DataCenter

Headquarters —
o

FortiCloud returns
Sandbox scan results
back to FGT/FML

Average Delays of 1 minute

wi.forticloud.eom
Seaau?

Sandbox cluster feedbacks

B
scanning results to FortiCloud *\-..,

Branches

FortiGate/FortiMail



SECURITY

ANTIVIRUS / ANTIMALWARE

Content Disarm and Reconstruction (CDR)
CepBUC yaarieHMA aKTMBHbIX 3fIeMeHTOB U3 chanrnos

= BeCcb aKTUBHbIU KOHTEHT (KOTOPbIN MOXET HECTU Yrpoasy) _«‘»
paccMmaTpmBaeTCs Kak Nnogo3puUTeribHbIU N U3BMNEKaeTcs
n3 cpansna nepen oTnpaBKon NOfb30BaTESHO

= CDR poctyneH aonsa PDF n MS Office dannos (HTTP,
SMTP, IMAP, POP3)

= OnuuoHanbHO OpUrnHanbHbIU (pann MOXHO NocnaTb Ha
npoBepky B FortiSandbox

AV Engine

= OpuruHanbHbIn pann (B criydae Clean) moxeT ObITb
poctyneH u3 FortiSandbox

F:RTINET



SECURITY

ANTIVIRUS / ANTIMALWARE

rPaHUYHbIe NapamMmeTpbl

Block Oversized files and emails (10MB) - rpaHn4HbIN pasmep
3arpyxaembix dpannos, KoTopble 0yayT npoBepaTbes. [pu
NPUBLILLIEHUN, MOXXHO 3adaTb OfTOKMPOBKY

Log Oversized files — nornposaHune o Takux caunax

Uncompressed-oversize (10MB) - rpaHn4HbIN pa3mep danna
nocrie pasapxmBmMpoBaHusl, Kotopble byayT npoBepsaTbes (CLI)

CkaHnpoBaHue apxmBoB — nest-limit - (def =12, max = 100)

config firewall profile-protocol-options
edit "new”
config http
set ports 8@

unset options

unset post-lang

set uncompressed-oversize-limit 20
RTINET set uncompressed-nest-limit 2@

New Protocol Options

Mame

Comments Write a comment...

Log Oversized Files @O
RPC over HTTP »

Protocol Port Mapping

HTTP © any [Eoaend | 80
SMTP @© | any [Boacnd | 25
PoP3 © | any [ELaend | 110
MAP © | any [Eead
FIP © any [Bonend | 21
NNTP @ | any
MAPI @© | 135

DNS @ |53

CIFS @ | 445

Common Options

Comfort Clients [ @]
Interval (seconds) 10
Amount (bytes) 1

Block Oversized File/Email @
Threshold (MB) 10



Edit Policy

SECURITY

ANTIVIRUS / ANTIMALWARE ,

Incoming Interface

+
A Outgoing Interface porté x
CkaHupoBaHue haunos https .
Source = all x
+
Destination & all x
-+
Schedule fo zlways -
Service Il Al x

5 Action @ DENY | O IPsec
= [1na npoBepku doannos, nepegaBaemMbix 3alMdpoBaHHbIMU
npoTokonamMmm Heobxoamma nx SSL deep inspection inspection Mode - [RERIREES Proxybased

Firewall / Network Options

MAT O

IP Paol Confizuration Use Outgoing Interface Address [ G IT 200

Preserve Source Port O

Protocol Cptions default - &

Security Profiles

Antivirus © | A setault i 4
Web Filter »
DINS Filter »
Application Control »
IPS »
VaolP »
SSL Inspection IE deep-inspection - | &

F::RTINET Mirrar S5L Traffic to Interfaces (B



ABTomMatusauua (Automation)



ABTomMaTM3auma (Automation)

0006

System Threat IOC Config
Status Events Detection Change

_>3 2606

e : API
Notification Quarantine
Q Call

TRIGGERS

AUTOI\/IATION ENGINE

CnocobHocTb  FortiOS  aBTOoMartu4yeckn pearmpoBatb Ha  COOLITUSA
npeaBapuUTesibHO 3anporpaMmmMmnpoBaHHbIM criocobom (stitches)

 ADMWUHUCTPATOPOM CO34aloTCA aBTOMaTU3NpPOBaHHble AOencTBua (actions)
Npn HaCcTynneHun onpeaereHHbIX ycrnosuu (triggers)

MHTerpaunsa c anemeHtamm Security Fabric

F:RTINET



ABTOMamM3auus - wizard

Wizard, nomoratowuin agMUHUCTPATOPY NEerko HacTPOUTb aBTOMAaTU3aLMIO C MOMOLLIbIO CYLLECTBYIOLLIMX

=-= FortiGate VM64 FGVMO4TM 19000624
@ Dashboard > New Automation Stitch
I>Z\‘ Security Fabric v
Name
Physical Topology
Status E+NEEVEN O Disabled
Logical Topology
Security Rating e

Settings
Fabric Connectors é
e FortiView >

@ . Low-memory (CLI)
High-cpu (CLI)

& Network 5 Compromised Security Rating Configuration Reboot License Expiry ~ HA Failover AV&IPSDB  FortiOSEvent FortiAnalyzer Schedule
Host Summary Change Update Log Event Handler
## System >
B Policy & Objects > | Action
& Security Profiles >
O VPN >
& User & Device >
= WiFi & Switch Controller b . . . )
CLI Script Email FortiExplorer AWS Lambda Azure Google Cloud AliCloud Webhook
Wil Log & Report b Notification Function Function Function

€ Monitor >
Minimum interval (seconds) 0

F:RTINET



ABTOMaTM3aUMA - peakLums Ha COObITUSA
Ha npuMepe: “KOMMPOMEHTaUMA = KapaHTVH + yBeaomMrieHue”

Name :
This field is reg _,OE :?Sﬁ': r(]‘:.glit):/c-tgg :?Ir(‘).:ﬁz}tjs) by FortiAnalyzer

ABTOMaTN4YeCKU N30NMPOBaTb s KCTRRIED © ol T o
ckoMnpomeTunpoBaHHbIN XocT (Threat/lOC ot FAZ Ha | Tisser @3 v —
FG) O é2:£25 DELL (10.1.13.13) by FortiAnalyzer I0C
OtnpasuTb yBeaomneHue no email n yepes o S -
FortiExplorer Host - . &

hreat level threshold edium =]
SaHaTb MHTepBan nOBTopeHMﬂ (KO”'BO r . Messages Music FortiToken FortiExplorer
cpabaTtbiBaHUN) petor

& Login to FortiCare on our i0S App to receive notifications.

OnunoHanbHO caenartb 3T0 BO3MOXHO, Yepe3 EMS

(ana FortiClient) Q Q O/\ /\ /\ /\
NTANY, \/ \/

FortiExplorer Access Layer QJarantlrr: FEan AWS Lambda  Webhook
Motification  Quarantine FortiClient via
EMS

Minimum interval (seconds)

Email
Email subject

To email@example.com

=RTINET



ABTOMaTU3aLUA - peakums Ha CoObITUS
Ha npumMepe “‘event log = yBegomrieHne”

¥ 802 1x authentication succeeded
i Action performed

B Admin disconnected

& Admin login disabled

MName ¥8 Admin login failed
Thizfield is required ¥& Admin login successful
Status g Enabled E+Enrt: I8 Admin logout successful

¥8 Admin monitor disconnected

B8 Admin monitor login successful
Triggr:r ¥8 Admin monitor logout successful
§8 Admin overrade VDOM
I8 Admin password expired
¥8 Admin performed an action from GL

= ABTOMATU4YeCKU OTNpaBUTb yBeaOMIEHUe
yepes FortiExplorer npu cpabartbiBaHUN
oaHoro n3 cobsitnn (Event Log)

& Admin user set the current device a0
¥8 Admin user unset the current device
B Alarm acknowledzed

Event Log ¥ Alarm created

I slertemail resent

. SaHaTb MHTepBan rIOBTopeHMH (KO”'BO = B8 Alert email send status failed

Event IE Admin logout successful x B all FortiClient endpoint quarantine:

Cpa6aT bl Ba H |7| ) §2 AMC card entered bypass mode
B8 AMC card exited bypass mode
8 AntiVirus profile not found
& Application crashed
B Attribute configured
2 Attribute configured by maintainer
I8 Authentication error
¥8 Authentication failed
/’ \ a /-— \\ /-— \ & Authentication IPv4 logon flush
¥8 Authentication IPvé logon flush
\\\ / \\\ / \\ -/ B8 Authentication lockout
I8 Authentication logon
Ernail FortiExplorer AWS Lambda  Webhook I& Authentication logout
Maotification & Authentication success
§8 Authentication timed out
¥ Auto IPsec status

Action

& | ogin to FortiCare on our i0S App to receive notifications.

inimum interval (seconds) [0

Close

F:RTINET
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Security Fabric Rating
ApanmMBHbIVM aHaNU3 3aLUULLIEHHOCTU

~= FortiGate VM64-KVM  Enterprise Core Accelerate2018~ [\~ (D~ >_ [ admin~

-
=
-
@ Dashboard > Security Rating

X Security Fabric v "
I . e € View Results > @) Easy Apply [ Al FortiGates ~ BT AlResuis @B | & prine | [ETETT

Physical Topology
i Security Rating: 15th P tile Security Rating Score: -271.1 Ran: 22 hours 29 minutes 46 second:
u 3a I-IyCKa eTCﬂ n o paCH M caH M I'O Mn M n O Tpe60 Ba H M I'O N R::c:lf\;ijsltﬁjlficgions ande;ﬁr?c:sl:icesir;:éllr 21.‘:?:1:;::[5) " s
o I

= AHanu3 6e3o0nacHOCTU NHPACTPYKTYPbI

Security Rating w

Automation

) @D Passed Medium € High €D Critical
= [103BONSIET OLEHNTL YPOBEHb 3aLULLEHHOCTU U
| FortiView > Issue FortiGate Result Recommendation
KOPPEKTHOCTL HACTPOEK Ha ocHOBE R :
~ : & System @Il [ Fabric Security Hardening 4 @
pexomeHaauum Fortinet oo
Do
| | Pe3yn bTaT a H a.l-l M 3 a —_ p e m T M H r 6 e30 I-I a C H O CT M C & User & Device , | Detect Botr\et Connections @ Enterprise_First_Floor Block outgoing connections to botnet sites on the following interfaces:
- Wi | | S @ Mumempon
6 7 s outgoing connections to botnet sites.
OTODpaxeHnem pekoMmeHagyembliX AencTtBnn Ans at Log & Repart  E3 _
¢ Monitor > ‘o Enterprise_Second Floor Block outgoing connections to botnet sites on the following interfaces:

YCUIEHUS 3alUnTbl, NPONAEHHbBIX N HENPOWNOAEHHbIX
rl po Be po K LAN Segment Servers &a Enterprise_ Core

Servers should be placed behind
interfaces classified as "DMZ".

. - - g
= TpebyeT Security Rating License Ha kaxagoe Ty R T e G S oG

YCTPOMCTBO B Security Fabric . a

F:RTINET 34
© Fortinet Inc. All Rights Reserved.



Security Fabric Rating
npUMepbI NPOBEPOK

=75 FortiGate VM64-KVM  Enterprise Core Accelerate2018~ [\~ (D~ >_ [ admin~
[ v . - & Dashboard > | Security Rating
= [lpoB.e CTpouc ceu security fabric: sy -
B KN T McCtB UB n Il rc. SIS M © View Resulis > @ Easy Apply [ AllFortiGates Rl Fail=d € EXLET Y 2o JIR=Ya 3l RunNow |
Physical Topology
- Logical Topology Security Rating: 15th Percentﬂe Security Rating Score: —271,1 Ran: 22 hours 29 minutes 46 seconds ago
an Ml_.lme 3a MTbI KOHeLI H bIX CTaH VI VI am  Rated Against All Regions and All Industries in SMB (L - 256 endpaints)
Security Rating W -
Automation
@D Passed Medium € High €D Critical
» KoppeKkTHOCTb KOH(purypaumm
Cloud & SDN Connectors
|8 FortiView > Issue FortiGate Result Recommendation
> CTaTyc Noanmcok Ha cepBuchl 6e30nacHOCTM e .
& System > Fabric Security Hardening 4 @1
7 7 " .
» CeTeBon An3anH 1 NONUTUKN PO oo ©
@ Security Profiles >
i 2] Network Design & Policies 2 @
S VPN >
R Detect Botnet Connections o _Enterprise_First_Floor Block outgoing connections to botnet sites on the following interfaces:
anuyve cpeacTB 3aLlnUTbl OT 3 e oo > ot | R P
Interfaces which are classified as P50 ) A Upstream (port1)
“F WIFi & Switch Controller Y e
outgoing connections to botnet sites.
EasyApply
Ll Log & Report > -
& Monitor > m Enterprise_Second_Floor Block outgoing connections to botnet sites on the following interfaces:

= PekomeHaauun no ncrpaBJi€eHNIO UIN @@ B Ustreanport)

BO3 M O)‘KH O CT b a BTO M aT I/I L‘I e CKO ro I/I C ﬂ p a Bﬂ e H M ﬂ LAN Segment Servers Ga Enterprise_Core Move the following servers behind an interface with the role set to "DMZ*:

Servers should be placed behind
interfaces classified as "DMZ".

“one-click Easy Apply”

Third Party Router & NAT &1 Enterprise_Core Replace the following devices with a FortiGate:

Devices m 02:09:0f:00:03:01

a Easy Apply >

F:RTINET
© Fortinet Inc. All Rights Reserved.



Security Fabric Rating
PEUTUHT MO oTpaciu

= PeuTuHr no cpaBHEHUIO C
aHarnorn4yHbIMu opraHmsauusimMm ro
pasmepy n otpacnu (Npu oTnpaske
cBoero pentuHra B FortiGuard)

. PaH)KVIPOBaHVIe no oTpacnu

F:RTINET
© Fortinet Inc. All Rights Reserved.

@ Dashboard
I ¥4 Security Fabric
Physical Topology
Logical Topology
Security Rating
Automation
Settings
Cloud & SDN Connectors
s FortiView
<+ Network
& System
B Policy & Objects
& Security Profiles
O VPN
& User & Device
= WIiFi & Switch Controller
Ll Log & Report
& Monitor

Enterprise_Core

Accelerate 2018~ /A~ (D~ >_ [ admin~

Security Rating

@ ViewResults > @ Easy Apply

security Rating: 15th Percentile security Rating Score: -271.1
Rated Against All Regions and All Industries in SMB {1 - 256 endpoints)

Ml Failed € XISV 126 JIR=XG 08 RunNow |

Ran: 22 hours 29 minutes 46 seconds ago

| I All FortiGates

o o

€D Passed Medium @ High @ Critical

Security Rating

Show Topology

Fabric Security Hardening 4 @

Issue FortiGate
Endpoint Management @
[#] Firmware & Subscriptions

1
93
Detect Botnet Connections {m_Enterprise_First_Floor ’
Interfaces which are classified as PerCEI‘ItI IE
"WAN" should black ar menitor

[Z] Network Design & Policies 2 @

outgoing connections to botnet sites.

.

SMB (1- 256 endpoints)
All Regions - All Industries

Move the following servers behind an interface with the role set to "DMZ":
m 4

LAN Segment Servers

Servers should be placed behind
interfaces classified as "DMZ"

Third Party Router & NAT | &m Enterprise_Core Replace the following devices with a FortiGate:
Devices 0 02:09:0:00:03:01

Easy Apply >
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FortiOS - eanHasa OC ana FortiGate

Configuration

Log & Report

Diagnostics

Monitoring

Policy Objects

Device
Identification

SSL inspection

Actions

Anti-Malware

IPS & DoS

Application
Control

Web Filtering

Firewall

VPN

DLP

Email Filtering

SD WAN

Explicit Proxy

IPv6

High Availability

Routing/NAT

L2/Switching

Offline
Inspection

Essential
Network
Services

Physical
Appliance
(+SPU)

F:RTINET

Virtual System

Hypervisor

Cloud

Operation

Policy and
Control

Security

Networking

Platform
Support

Systems
Integration

Central Mgmt. and
Provisioning

Cloud &
SDN
Integration

Visibility

Automation

AAA

Compliance & Security

Rating

Advanced
Threat
Protection
(ATP)

Vulnerability
Assessment

IOC
Detection

Wireless
Controller

Switch
Controller

WAN
Interface
Manager

Security Fabric

https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortios-6-2.pdf

* Features availability may varied by models
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BapuaHTbl NoANMCcOK Ha cepBUCHI 6e30NacHOCTHU

Advanced Threat Protection Unified Protection

Advance Advance
Malware

Protection

Advance
Malware

Malware
Protection

Advance Malware
Protection

Protection

+ + +

> >

Web Filtering
Anti-Spam

Security Rating Service
FortiCASB

Industrial Signatures

Very Flexible and Diverse Advanced Security Offerings
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