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O yem nounaeTt peub...

v' Fortinet Security Fabric — komnnekcHbI nogxoa Kk obecneveHnio b
v TpeboBaHusa n npobrnembl coBpeMeHHbix BJ1IBC
v POYMUHT: CITOXXHOCTU N peLleHune
v Asngaetca nu Wi-Fi ceTb 3awymiieHHon?
o [lpumepbl atak Ha 6ecnpoBOAHY0 MHPPACTPYKTYPY
o Ya3sBumocTu npoTtokona WPA2
v' ®yHkuum FortiGate B BJIBC
v' MoaenbHbIn psaf: KOHTPOMepbl U HOBbIE TOYKM AOCTYyNa

v Ctatuctuka Fortinet Security Day
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UcTouHuk: VNI Mobile, Dell’'Oro Group, Wireless LAN Report Five Year Forecast 2014-2018, Gartner, Gartner Strategy Analytics, Morgan Stanley Research
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TpeboBaHuA K coBpemMeHHbIM BJ1IBC



TpeboBaHUA K peLueHuto

= [lokpbITHe = Location
= [1ponsBognTENBHOCTL = ObHapyxeHne Rogue AP
= MacwTabupoBaHue = Service Assurance

= OdopeKkTuBHOE yrnpaBneHnsi pagno-4acTHbIM YnpaBneHue goCcTynoMm: ngeHTudpukayma
CNEKTPOM aboHeHTOB

= be3onacHOCTb 1 KOHTPOSb CETEBOIO Tpaduka
= [octeBOM OOCTYnN

= PoymMuHr
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B 4yemMm OCHOBHbIe CITOXXHOCTU Npw

CTpouTerbCTBe COBPEeMEHHbIX
BJIBC?



OObI4YHbIN ochUnc

= 200 paboumnx mect

~

NCTBA Y KaXO0ro

» B cpegHem no 2-3 Wi-Fi yctpo

NCTB

* Utoro: 500 Wi-Fi yctpo

= CKOJIbKO NoTpedyeTcst Tovek?

= 10 (40

50 knneHToB Ha TL)
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OO6ObI4YHOE NnaHnpoBaHue

= CocegHue TOYKM OOCTyna Ha
pasHbIX KaHanax

» [logobHOE OKpYXEHME MOXKET
NPUBECTU K YpE3MEPHOMY
POYMUHTIY

= Mano AOCTYMHbIX KaHaJ10B U
CJITIOXHO UX Nepencrnorib30Ba
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OO6ObI4YHOE NnaHnpoBaHue

= KapTuUHKa — 3TO Teopusi (To4ka
He orpaHn4YnBaeTcd paguycom 5
METPOB

» PeanbHas 30Ha HTepd
OJHOWN TOYKU

F:=RTINET IFRIghts Reserved.




Opyron noaxoA..

* [lepBbI HADOP TOYEK
peanunayet Vcells B 2.4 GHz
(20MHz) n 5GHz (40 MHz)

» BTropoun Habop aaeT eule 2
Vcells B gnanasoHe 5 GHz

" HuyKakoro poymuHra Het
He TpebyeTcs)

F:==RTINEY © Fortinet Inc. All Rights Reserved.




Virtual Cell — Buptyanusauua Wi-Fi cetn

« Kaxxgas Touka gocrtyna rpynmnbl

paboTaeT Ha OOHOM N TOM Xe MYNETWORK
KaHane

* Mcnonb3yetca oguH u ToT e BSSID

* Wi-Fi ceTb Anga KNueHTta
npeacTaBnsaeT ogHy TOYKYy gocTyna
C OYeHb ODLLUMPHBIM MOKPbLITUEM

* [1pn nepemMeLeHnn KIMEHT He
coBepLUaeT poyMuHra (OH Tak
OYyMaeT)

 Jlerko go6aBUTb NOKPbLITUSA UMK
eMKOCTU (YBEenunymB KONIMYECTBO
TOYEK B 30HE)

* PelleHne cooTBEeTCTBYET CTaHAapTY
802.11

FortiwLC




Virtual Cell — npouecc poyMuHra

« Korga KnueHT nepemeLllaercy...

* OH BMAOMWT TOMbKO OOHY «TOYKY
gocTtyna»

» KoHTponnep otcnexuBaetr SNR
KIMeHTa

* .. M KOrga ato Heobxoanmo,
NepeknyaeT ero Ha COCeaHIoo
TOYKY OOCTyMNa B paMKax TOro e
veell

* KnneHT npogomnxaet paboTy un He
OCBEAOMIEH, YTO Tenepb OH
paboTaeT mn3n4eckn ¢ Opyrou
TOYKOW gocTyna
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Asnsetca nv WIi-FI ceTb 3aljuLieHHON?



Ataka DHCP Starvation

2969 2016-03-17 18:43:47.368759  0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID @x@
2970 2016-03-17 18:43:47.368810 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@

[ | A p p | 2971 2016-03-17 18:43:47.369043 0.0.0.8 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID @x@
TaKa Harl aBneHa Ha Ce BMC 2972 2016-03-17 18:43:47.369098 0.0.0.90 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@

2973 2016-03-17 18:43:47.371818  0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID @x@

D H CP 2974 2016-03-17 18:43:47.371878  0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID @x@

2975 2016-03-17 18:43:47.371930 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID @x

2976 2016-03-17 18:43:47.372914 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@

2977 2016-03-17 18:43:47.374808  0.0.0.0 255.255,255.255 DHCP 286 DHCP Discover - Transaction ID @x@

| | — ﬂ y 2978 2016-03-17 18:43:47.374867 9.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID @xe
Llle'rI b 3aHHTb Bce OCT NMH ble 2979 2016-03-17 18:43:47.376192  0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@

2980 2016-03-17 18:43:47.377195 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@

aﬂ peca 2981 2016-03-17 18:43:47.378426 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@
2982 2016-03-17 18:43:47.379148  0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover — Transaction ID 0x@

2983 2016-03-17 18:43:47.380720 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover — Transaction ID 0x@

2984 2016-03-17 18:43:47,381031 0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID 0x@

| I_I pOMCXOﬂMT nOﬂ'MeHa | 2985 2016-03-17 18:43:47.382820  0.0.0.0 255.255.255.255 DHCP 286 DHCP Discover - Transaction ID @x@

» Frame 2972: 286 bytes on wire (2288 bits), 286 bytes captured (2288 bits)
v Ethernet II, Src: IntelCor_15:02:7a (94:65:9c:15:02:7a), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

BOOtp Cllent MAC address Ha » Destination: Broadcast (_ff:ff:ff:ff:rf:ff)

v Source: IntelCor_15:02:7a (94:65:9¢:15:02:7a)

A Address: IntelCor_15:02:7a (94:65:9c:15:92:7a) ]
npomsBon bH bIM ense so0s sove ssoe vese seve = LG bit: Globally unique address (factory default)
soss 5030 coss suss sevs sase = IG bit: Individual address (unicast)
Type: IPv4 (0x0800)
» Internet Protocol Version 4, Src: 90.0.0.9, Dst: 255.255.255.255

u Co3ﬂaeTCﬂ 6onbmoe » User Datagram Protocol, Src Port: 68 (68), Dst Port: 67 (67)

v Bootstrap Protocol (Discover)

Message type: Boot Request (1)

konnyectso DHCP 3anpocos Varavare. type: Etnernet (901

Hardware address length: 6
Hops: @
Transaction ID: ©@x20000000

» JIErMTUMHBIE KIMUEHTbI HEe MOTYyT Seconds elapsed: 0

» Bootp flags: @x80008, Broadcast flag (Broadcast)

NOOKNKYUTLCA B CETU (NOMYyYnTb o (eent) 1 assresss 00:.
agpec)

Relay agent IP address: 90.0.0.0
Client MAC addr : 36:39:39:6

39:39:63:38:63)

Client hardware address padding: 38646635383900000000
Server host name not given

———b00t file_name not.
0042 00 20 @0 00 00 00 36 39 39 63

38 63 38 64 66 35 ......69 9c8c8df5

38 39 00 00 00 00 00 00 00 00 00 00 00 20 00 90 89...... ..veeuns

2 00 00 00 00 00 00 00 00 00 00 00 00 00 00 90 90 ......e0 sesneees
G070 00 00 00 00 92 00 00 00 00 00 00 00 02 90 00 00 ......i0 ceeevans
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L L AL AR A ERRRERTES

. L AERLRBARARRE A

ATtaku Ha npotokon WPA?2 sy

20 AL AN

» KRACK (Key Reinstallation Attack)
» Man-in-the-Middle - penHcTannsauma kno4ven wndpoBaHUs o
» BO3MOXHbI BApuaHTbl HE TOSTbKO C MPOCIYyLUMBAHUEM, HO N C NOAMEHOWN naﬁblx
» Fortinet npegnaraeT 3aWmnTy Ha CTOPOHE MHAPACTPYKTYpbI (Mpw NoAKIMoYEeHUN

ataky

= PMKID attack on WPA/WPA2

» ATakyrowmn ncnonbdyet PMKID ot Touku goctyna, nony4vaer XaLl Pre sh
Krtova n metogom noabopa (brute-forcing) BbiIACHAET Naporb

» [logBepXeHbl PUCKY TONLKO CETU B KOTOPbIX BKNtoYeH 802.11r u VICI'IOJ'Ib_‘: TCA i
WPA2-PSK

» WPA2 Enterprise ceTn He nogBepXeHbl AaHHbIM aTakam

» Ecnn HeBo3MOXHO oTKasaTbca oT WPA2-PSK — ycTtaHaBnuBanTe OfIMHHbIE P
naponu (20 random cnmBOnoB)

F:ERTINET © Fortinet Inc. All Rights Reservea.



[Mnatdopmbl BJIBC ot Fortinet



['Mbknn noaxon B BbLIOOpE apXUTEKTYPLI

1 BblaeneHHbIM KOHTpoOnnep 2 BcTtpoeHHbIn B FortiGate 3 O6na4yHbIN cepBUC

Fortinet Controller Wireless Fortinet Integrated Wireless Fortinet Cloud Wireless

F:RTINET



Pasnnuua mexpy Multi vs Single channel

KnneHTbl camu peLuatoT, Korga CoBepLUnTb KoHTponnep ynpasnser npueMom n nepegaden

nepeknyeHne

K CeTb KOHTpONUpPYeT (=onpenensier) MOMeHT
NINEHTDI KOHKYPUPYIOT 3a A0CTYN K Cpefe POYMMHra OS5 KaXXOoro KnueHTa (6e3 ero yyactus)

CeTb onpeaensieT 4OCTyn K cpeae

F:RTINET 20



FortiGate kKak koHTponnep bJIBC

FortiGate — knro4YeBOU 3NeMeHT

Central Location

SECURED BY
FORTIGUARD.

- Access

Securit
y Control
. RNt EE
|\/,] Rem.:t;f Branch Off-i;;r |\] ==
!E%) ! |
BcTpoeHHas 6e30nacHOCTb EpnnHoe ynpaBneHue MacwTtabupoBaHue
* Llno3 6e3onacHocTn 1 Wi-Fi « KommyTaTopammu, To4Kamu * bornbLion BeIOOP YCTPOUCTB NnoA
KOHTpOMnep B 04HOM YCTPOMCTBE O0CTyna, LWn3amm nobdble 3agaun

0e3onacHoOCTHU



Hactpouka nonutuku gna SSID

=== FortiWiFi60E FortiWiFi-60E

& Dashboard >
lda FortiView >
‘}0 Network >
£ System >
IR Policy & Objects v

|Pv4 Paolicy
Local In Policy

IPv4 DoS Policy

Addresses

Internet Service Database
Services

Schedules

Virtual IPs

IP Pools

Traffic Shapers
Traffic Shaping Policy

& Security Profiles >
D VPN >
& User & Device >
= WiFi & Switch Controller >
[l Log & Report >
G Monitor >

Edit Policy
Name € Management-WLAN
Incoming Interface | = Management (Management) x
+
Outgoing Interface | [# See The Light (wan1) x
+
Source B an x
+
Destination B an x
+
Schedule L?; always v
Service ALL x
+
Action UV Nelel3al @ DENY ™ LEARN O |Psec

Firewall / Network Options
NAT ©

IP Pool Configuration  RUEXeIE-GT A [Tl EIGHIIHN  Use Dynamic IP Pool

Security Profiles

AntiVirus © | I default - &
Web Filter © | EEJ default " 4
DN Filter © | 3 default - &

Application Control@| £33 default - ‘ 4

272 FortIWIFI60E FortiWIFI-60E

L- @ >_ [] admin-

@ Dashboard > | & [Qsearch NoAccessDevice  DeviceCount~ @ now~ & |BR
&4 FortiView v
= [»] sortBy: | Packets (sent/Received) v
Physical Topology 7
7 - = .-'.0
Logical Topology K oo -‘A e m
Traffic From LAN/DMZ [ FortWIFi-60€ F51080 Switch SH‘DS« FG60DP4Q16002401
Sources Ty (4 .L>) -
Destinations AP s42z
Applications Lo o
Cloud Applications . - .
Web Sites ey o £
Threats Country
WiFi Clients
Traffic Shaping ((;1))
Traffic From WAN
Fap 300
Sources
Servers
Threats
All Segments
System Events
VPN
Endpoint Vulnerability
Threat Map
Policies
Interfaces
FortiSandbox
FortiAnalyzer
All Sessions @ ! e
+§ Network > E FortiSandbox Cloud



KoHTponnepsbl Fortinet

lESXi, Hyper-V, KVMI

lESXi, Hyper-V, KVM] =
— FWC-3000D
"o | [*zEss? ~ ___ —- 3000 To4ek gocTtyna
© ME] o —
lESXi, Hyper-V, KVMI 1L L LSRR A R R 45K knneHTos
A FWC-1000D
_ e ——— 1000 To4ek goctyna
M=sx hyperv. kv 20K knueHToB
e FWC-500D
l l - AR 500 To4ek foctyna
ESXi, Hyper-V, KVM 10 GbE
e FWC-200D 7500 knueHToB
| oo 200 Toyek goctyna
2500 knmneHTOB
FWC-50D
50 To4ek goctyna
1500 knneHToB v" He HyXHbl NULIEH3UN Ha TOYKM AN HOBbIX FWC

=RTINET



Touku pgoctyna 802.11ac wavel n wave?2

2X2:2 3x3:3 AxA-4

40

Bluetooth Bluetooth

Bluetooth

Bluetooth

FAP-U221EV FAP-U321EV
FAP-U421EV
FAP-U24JEV FAP-U223EV
FAP-U323EV FAP-U423EV
Wall Jack
Outdoor

USO8, 3 %l 01y 8 Tty

e N

FAP-U422EV

F=:RTINET © Fortinet Inc. All Rights Reserved.



[laBanTe NOCMOTPUM Hally CTaTUCTUKY...



Fortinet Security Day 2019

CocTtaB 0bopynoBaHUS

8 Touek goctyna FAP-832i (802.11ac MIMO 3x3:3sS)
KoHTponnep FWC-200D-VM
KommyTtaTtop FSW-424D-FPoE
FortiGate FG-301E UTM
FortiSandbox VM

Cuctema ynpasrnenumna FWM-VM
Cuctema cbopa noros FAZ-VM
Cuctema reonos3nunoHmnpoBaHus FortiPresence

=RTINET
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Pa3melleHne To4ek gocTyna

/ Heat Maps

Network Heat Maps @

HEAT MAP FOR (2.4GHz band)
E""Q Kazakhstan Date/Time 02/21/2019 11:39:54 Heat Map Type
- Almaty
E| Ritz Carlton Coverage Cut Off None Floor Visibility 100 % B
w.fAFloor_1

BALLROOM
TheRitz-Carlton,Almaty

Signal Strength

--su..‘-sa 54,57 -58..61 -62.-65 -66..-60 -70..-73 |74.°97

i SELECT CHANNELS (]

Qa’
g (dBm)

Show Heat Map ) Show full AP Name

F:RTINET

- R
5 AR 2-AP2
11,25m 11,25r
S— 45m =) =
T T oy T ‘o >
..:_-i-i i?-APG 'I‘-APS 0
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F=:RTINET

Monitor

Configuration
System Config
Security
Wireless

Wired

Policies

Devices

System Settings

Controller

AP Replacement

AP Packet Capture

AP Redirect

F:RTINET

FortiWLC 8.4-3build-4 | FortiwLC-200D-VM

Access Points (6 entries) @

e |0 00

 Wa
(v 4
Q-
[ W
Q-
 Wa

AP
D

AP
Name

1-AP1

2-AP2

1-AP3

2-AP4

1-APS

2-AP6

# EDIT

MAC Address

00:0c:ed:45:ed4:eD

00:0c:e6:45:25:40

00:0c:e6:43.dd:00

00:0c:e6:43:20:60

00:0c:es:39:00:f0

00:0c:et:39:00:c0

5 oaere
Uptime Dperational Availability
State Status a
Online
00d:13h:09m:32s | Enabled Online
00d:13h:09m:01s | Enabled Online
00d:13h:09m:33s | Enabled Online
00d:13h:09m:00s | Enabled Online
00d:13h:11m:04s | Enabled Online
00d:13h:09m:20s | Enabled Online

19:37:03
B VIEW

Runtime Connectivity
Image Layer
Version
8.4-3build-4 | L3
8.4-3build-4 | L3
8.4-3build-4 | L3
8.4-3build-4 | L3
8.4-3build-4 | L3
8.4-3build-4 | L3

© Fortinet Inc. All Rights Reserved.

APIP

Address for

L3

10.10.100.11

10.10.100.12

10.10.100.13

10.10.100.14

10.10.100.15

10.10.100.16

AP
Model

FAP-
U421EV

FAP-
U421EV

FAP-
U421EV

FAP-
U421EV

FAP-
U421EV

FAP-
U421EV

Fwc200DvMe10.101111 fp Q. A

AP Feature
Group Group
MNarme Mame
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= F:ZRTINET. FortiWLC 8.4-3build-4| FortiWLC-200D-VM 18:3426 Fwc2opvMet0.101111 fp Q[ admin v
Monitor System Dashboard [GraphHelp] @ € Auto Refresh: 47 secs | &
v Dashboard m Service Control Application
System TRENDING DRAG AND SELECT AN AREA ON CHART TO ZOOM-IN. DOUBLE CLICK TO ZOOM-OUT. ¥
Radio THROUGHPUT STATION
Station 100
e
Voice 80 5
60 S 20
WIPS a0 §
g IJ‘ 5
S
> Fault Dashboard o . I u N asatas oo —
) ) 06:00 08:00 10:00 12:00 14:00 16:00 18:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00
> Diagnostics
>  Global Statistics DISTRIBUTION v
ALARMS BY SEVERITY (0) STATIONS BY SSID (51) STATIONS BY RF BAND (51) STATIONS BY OS TYPE (51)
»> Devices
> Statistics
>  QoS5/Voice
i [ “\
> Topl0
-;% Conﬁguratlon [0 ES52 W ESS1 0 11bgn B9 11an 0 GoogleAndroidNougat B AppleiQS59.x/10x/11.x
0 11ac 0 Microsoftwindows10 I Applemacbhookprosierras
Others

IZI Maintenance

F:=RTINET © Fortinet Inc. All Rights Reserved.
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& PINGms (¥ DOWNLOAD Mbps (%) UPLOAD Mbps

& PINGms (¥ DOWNLOAD Mbps () UPLOAD Mbps

/ 126.13

S0

75

i 229.95\(’

KazTransCom = v Alma-TVv
A dji

=RTINET

i 211.2

KazTransCom =~

.
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CTOpOHHME ToYKM goctyna (1

[ ] & NetSpot - Discover and analyze wireless networks around you
Q. SURVEY EXEXPORT | @ USERGUIDE * ASK A QUESTION % UPGRADE NOW

551D BSSID Cha... ~ Band Security Vendor Mode Level (SMR) Signal Signal % Avg Max Min Noise
a = RitzCarll S5ID (Network name_:l ):D0:2C:09:F3:C8 1 2.4GHz | Open Ruckus bia/n e -35 65% -39 -30 -88 -96
|:| = RitzCarlton_CONFERENCE 60:D0:2C:49:F3:C8 1 2.4GHz | Open Ruckus blg/n s -36 G4% -39 -2B -88 -96
.| = RitzCarlton_GUEST 60:D0:2C:09:F1:F8B 1 2.4GHz Open Ruckus blgin ey - 37 63% -39 -26 -84 -95
I:| % RitzCarlton_CONFEREMCE 80:D0:2C:49:F1:F8 1 2.4GHz | Open Ruckus b/g/n EE—— -38 62% =41 -26 -78 -95
|:| % RitzCarlton_CONFEREMCE 60:D0:2C:49:FE:78 1 24GHz Open Ruckus b/gin —_ -44 56% -39 -3 -6 -85
% RitzCarlten_GUEST 60:D0:2C:0A:02:AB 1 2.4GHz | Open Ruckus b/g/n —_ -46 54% -46 -42 =77 -95
<, FORTINET 00:0C:E6:02:59:48 1 2.4GHz |\ WPA2 Personal |Meru ain [zmrrrrrrrr} -48 54% -48 -46 -4 -05
% RitzCarlton_GUEST 60:D0:2C:09:FE:78 1 2.4GHz Open Ruckus big/n [z -47 53% -50 -29 =79 -96
<+ RitzCarlton_GUEST 60:D0:2C:0A:02:18 1 2.4GHz | Open Ruckus bigin [rrrerrrs] -47 B3% -45 =40 =77 -96
< RitzCarlton_GUEST 60:00:2C:09:FD:F8 1 2.4GHz | Open Ruckus bjg/n [rrrerrrs] -47 B3% -47 -47 -47 -96
|:| % RitzCarlton_CONFERENCE 60:D0:2C:4A:02:18 1 2.4GHz | Open Ruckus bigin [rrrerrrs] -47 B3% -45 =40 -76 -96
|:| % RitzCarlton_CONFERENCE 60:D0:2C:4A:03:38 1 2.4GHz | Open Ruckus bjg/n [ -49 B1% =41 -39 =72 -95
= RitzCarlton_GUEST 60:D0:2C:0A:01:18 1 2.4GHz Open Ruckus blgin [reoorrd] -52 48% =50 -44 =90 =95
< RitzCarlton_GUEST 60:D0:2C:0A:03:38 1 2.4GHz | Open Ruckus bjg/n [reoerrr] -54 A6% -42 =34 =71 =95
|:I < RitzCarlton_CONFERENCE 60:D0:2C:4A:01:18 1 2.4GHz Open Ruckus blgin [reoorrrd -54 46% -53 -43 -89 -96
|:I = RitzCarlton_CONFERENCE 60:D0:2C:4A:01:28 1 2.4GHz | Open Ruckus bjg/n [reoerrr] -bb A45% =50 -48 =90 -96
|:I = RitzCarlton_CONFERENCE 60:D0:2C:4A:02:E8 1 2.4GHz Open Ruckus blgin ] -55 45% -55 -55 =55 =95
< RitzCarlton_GUEST 60:D0:2C:0A:D2:EB 1 2.4GHz | Open Ruckus blg/n (7] -56 A4% -53 -52 -56 -95
: < RitzCarlton_GUEST 60:D0:2C:0A:01:B8 1 2.4GHz Open Ruckus bla/n 7] -58 41% -59 -58 -59 -95
= RitzCarlton_GUEST 60:D0:2C:09:FF:D8B 1 2.4GHz Open Ruckus big/n [7rrrrs) -6 A1% -bG -49 -83 -956
|:| = RitzCarlton_CONFERENCE 60:D0:2C:49:FF:D8 1 2.4GHz Open Ruckus bla/n 7] -58 41% -57 -48 =70 -95
% RitzCarlten_GUEST 60:D0:2C:09:F1:88 1 2.4GHz | Open Ruckus b/g/n = =70 30% -68 -60 -85 -95

D = RitzCarlton_GUEST 1 Open Ruckus bjain

= RitzCarlton_GUEST 60:D0:2C:09:FF:98 1 Open Ruckus bjain
% RitzCarlten_GUEST 60:D0:2C:0A:02:68 6 24GHz Open Ruckus b/gin E— -30 B61% -34 -24 -89 -98
[] % RitzCarlton_CONFERENCE 60:D0:2C:4A:02:98 -] 2.4GHz Open Ruckus big/n E— -39 61% -46 -27 -88 -96
|:| % RitzCarlton_CONFERENCE 80:D0:2C:4A:02:68 6 2.4GHz | Open Ruckus bigin e =30 61% -34 -28 -85 -96
< RitzCarlton_GUEST 60:D0:2C:0A:02:98 6 2.4GHz | Open Ruckus bjg/n | =40 60% -49 -3z -88 -96
<+ RitzCarlton_GUEST 60:D0:2C:0A:02:78 6 2.4GHz | Open Ruckus bigin VR -48 52% -39 =27 =71 -96
| % RitzCarlton_GUEST 60:D0:2C:09:FE:98 6 2.4GHz | Open Ruckus gin o] -56 44% -53 =41 -a7 -95
|:| =+ RitzCarlton_CONFERENCE 60:D0:2C:49:F3:38 6 2.4GHz Open Ruckus big/n [rrorrreas] -56 44% -55 -47 -85 -96
|:I = RitzCarlton_CONFERENCE 60:D0:2C:49:FE:28 6 2.4GHz | Open Ruckus gin v -56 A4% =50 =41 -78 =95
|:I < RitzCarlton_CONFERENCE 60:D0:2C:4A:00:48 6 2.4GHz Open Ruckus blgin [rrree] -589 41% -83 -53 -83 -96
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CTOpPOHHME TOYKM aocTyna (2

[ ] & NetSpot - Discover and analyze wireless networks around you
Q. SURVEY EXEXPORT | @ USERGUIDE * ASK A QUESTION % UPGRADE NOW

551D BSSID Cha... ~ Band Security Vendor Mode Level (SMR) Signal Signal % Avg Max Min Noise
a = RitzCarll S5ID (Network name_:l ):D0:2C:09:F3:C8 1 2.4GHz | Open Ruckus bia/n e -35 65% -39 -30 -88 -96
|:| = RitzCarlton_CONFERENCE 60:D0:2C:49:F3:C8 1 2.4GHz | Open Ruckus blg/n s -36 G4% -39 -2B -88 -96
.| = RitzCarlton_GUEST 60:D0:2C:09:F1:F8B 1 2.4GHz Open Ruckus blgin ey - 37 63% -39 -26 -84 -95
I:| % RitzCarlton_CONFEREMCE 80:D0:2C:49:F1:F8 1 2.4GHz | Open Ruckus b/g/n EE—— -38 62% =41 -26 -78 -95
|:| % RitzCarlton_CONFEREMCE 60:D0:2C:49:FE:78 1 24GHz Open Ruckus b/gin —_ -44 56% -39 -3 -6 -85
% RitzCarlten_GUEST 60:D0:2C:0A:02:AB 1 2.4GHz | Open Ruckus b/g/n —_ -46 54% -46 -42 =77 -95
<, FORTINET 00:0C:E6:02:59:48 1 2.4GHz |\ WPA2 Personal |Meru ain [zmrrrrrrrr} -48 54% -48 -46 -4 -05
% RitzCarlton_GUEST 60:D0:2C:09:FE:78 1 2.4GHz Open Ruckus big/n [z -47 53% -50 -29 =79 -96
<+ RitzCarlton_GUEST 60:D0:2C:0A:02:18 1 2.4GHz | Open Ruckus bigin [rrrerrrs] -47 B3% -45 =40 =77 -96
< RitzCarlton_GUEST 60:00:2C:09:FD:F8 1 2.4GHz | Open Ruckus bjg/n [rrrerrrs] -47 B3% -47 -47 -47 -96
|:| % RitzCarlton_CONFERENCE 60:D0:2C:4A:02:18 1 2.4GHz | Open Ruckus bigin [rrrerrrs] -47 B3% -45 =40 -76 -96
|:| % RitzCarlton_CONFERENCE 60:D0:2C:4A:03:38 1 2.4GHz | Open Ruckus bjg/n [ -49 B1% =41 -39 =72 -95
= RitzCarlton_GUEST 60:D0:2C:0A:01:18 1 2.4GHz Open Ruckus blgin [reoorrd] -52 48% =50 -44 =90 =95
< RitzCarlton_GUEST 60:D0:2C:0A:03:38 1 2.4GHz | Open Ruckus bjg/n [reoerrr] -54 A6% -42 =34 =71 =95
|:I < RitzCarlton_CONFERENCE 60:D0:2C:4A:01:18 1 2.4GHz Open Ruckus blgin [reoorrrd -54 46% -53 -43 -89 -96
|:I = RitzCarlton_CONFERENCE 60:D0:2C:4A:01:28 1 2.4GHz | Open Ruckus bjg/n [reoerrr] -bb A45% =50 -48 =90 -96
|:I = RitzCarlton_CONFERENCE 60:D0:2C:4A:02:E8 1 2.4GHz Open Ruckus blgin ] -55 45% -55 -55 =55 =95
< RitzCarlton_GUEST 60:D0:2C:0A:D2:EB 1 2.4GHz | Open Ruckus blg/n (7] -56 A4% -53 -52 -56 -95
: < RitzCarlton_GUEST 60:D0:2C:0A:01:B8 1 2.4GHz Open Ruckus bla/n 7] -58 41% -59 -58 -59 -95
= RitzCarlton_GUEST 60:D0:2C:09:FF:D8B 1 2.4GHz Open Ruckus big/n [7rrrrs) -6 A1% -bG -49 -83 -956
|:| = RitzCarlton_CONFERENCE 60:D0:2C:49:FF:D8 1 2.4GHz Open Ruckus bla/n 7] -58 41% -57 -48 =70 -95
% RitzCarlten_GUEST 60:D0:2C:09:F1:88 1 2.4GHz | Open Ruckus b/g/n = =70 30% -68 -60 -85 -95

D = RitzCarlton_GUEST 1 Open Ruckus bjain

= RitzCarlton_GUEST 60:D0:2C:09:FF:98 1 Open Ruckus bjain
% RitzCarlten_GUEST 60:D0:2C:0A:02:68 6 24GHz Open Ruckus b/gin E— -30 B61% -34 -24 -89 -98
[] % RitzCarlton_CONFERENCE 60:D0:2C:4A:02:98 -] 2.4GHz Open Ruckus big/n E— -39 61% -46 -27 -88 -96
|:| % RitzCarlton_CONFERENCE 80:D0:2C:4A:02:68 6 2.4GHz | Open Ruckus bigin e =30 61% -34 -28 -85 -96
< RitzCarlton_GUEST 60:D0:2C:0A:02:98 6 2.4GHz | Open Ruckus bjg/n | =40 60% -49 -3z -88 -96
<+ RitzCarlton_GUEST 60:D0:2C:0A:02:78 6 2.4GHz | Open Ruckus bigin VR -48 52% -39 =27 =71 -96
| % RitzCarlton_GUEST 60:D0:2C:09:FE:98 6 2.4GHz | Open Ruckus gin o] -56 44% -53 =41 -a7 -95
|:| =+ RitzCarlton_CONFERENCE 60:D0:2C:49:F3:38 6 2.4GHz Open Ruckus big/n [rrorrreas] -56 44% -55 -47 -85 -96
|:I = RitzCarlton_CONFERENCE 60:D0:2C:49:FE:28 6 2.4GHz | Open Ruckus gin v -56 A4% =50 =41 -78 =95
|:I < RitzCarlton_CONFERENCE 60:D0:2C:4A:00:48 6 2.4GHz Open Ruckus blgin [rrree] -589 41% -83 -53 -83 -96
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Pacnpep,eneHme KITMEHTOB MO YaCTOTHbIM KaHal1laM

2.4 GHz STATION COUNT (34)

2.4 GHz CHAMMNEL UTILIZATION (%)

5 GHz STATION COUNT (20)

5 GHz CHAMMEL UTILIZATION (%)

1T En 1N 1749 157 149 W157
ESS Access Points
ESS * | CONTROLLER NAME = | AP COUNT = | CHANMNEL = | # STATIONS + | THROUGHPUT(Kbps) >
ESS2 10.10.1.111 3 11,157 35 4520
ESS1 10.10.1.111 2 1,149 10 326

F:RTINET

© Fortinet Inc. All Rights Reserved.
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FortiPresence: Heat Maps
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FortiPresence: no3nunoHUpoBaHNE KNNEHTOB
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FortiPresence: nctopmsa nepemeLleHnst KNMEHTOB

Location e Select site Select building

Almaty - Buanec-LlenTp EcenTain Taysp

-

Select floor

Fortinet Security Day 2019

Floor Analytics

Area Analytics —
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Presence

Reports

M~ Admin A
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36



Fortinet Security Day 2019

FortiAnalyzer: ctaTuctuka no yrposam

B Summary
® Threats

Threat Map
Compromised Hosts
FortiSandbox Detection
= Traffic
i Applications & Websites
& VPN
= WiFi
® System

& Endpoints

F:RTINET

Add Filter

[0 © B All Devices ~

Threat Score
12,000

10,000
8,000 4
6,000 4
4,000 +
2,000

ol
09:00 08:10 09:20

# Threat

1 Blocked Connection Attempts
2 sdk.appsflyer.tk

3 slog.adsbk.com

4 track.brucelead.com

5 2016.eicar.org

6 api.niumobi.com

7 smart.oeein.com

B gecinfo.prod.intowow.info
9 Thunder VPN

10 SOCKSS

11 proxy.googlezip.net

12 wwl.megatorrents.org

13 ProxyHTTP

14 OpenvPN

15 megatorrents.org

16 Failed Connection Attempts
17 EitTorrent

18 www.bt.co

0930 0940 0850 1000 1040 10:20

Category CVEID

Blocked by Firewall Policy
Malicious Websites
Phishing

Malicious Websites
Malicious Websites
Phishing

Phishing

Spam URLs

Proxy

Proxy

Proxy Avoidance

Illegal or Unethical

Proxy

Proxy

Illegal or Unethical

Failed Connection Attempts

P2p
Peer-to-peer File Sharing
[ TR, .

Medium

10:50

Threat Level

High
High
High
High
High
High
High
High
Medium
Medium
Medium
Medium
Medium
Medium
Medium
Low
Low

Low

© Custom... ~ 09:00:00 To 12:37:13

430 1140 1150

Threat Score{ Blocked/n
Allowed)

14,240

2,220

300 ]

240
240
150
30

30
1,490
630

240

v T T
12:00 1210 12:20 12:30

Incidents( Blocked/m
Allowed)

498
a7

(T & L - S
- -
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FortiAnalyzer: ctaTucTmka no npuoXeHnsam

B Summary Add Filter 8l © A AllDevices~ (@ Custom...~ 09:00:00 To 12:37:13
& Threats ~
Saessions Block Allowed
Top Threats 3,500 -
Threat Map 3,000+
c d H oy T /\
ompromised Hosts | /\ : /
“o - ~ ~ ~— /\ BN :
FortiSandbox Detection 1,500 - . ~ —
1,000 <
= Traffic ~ \
500 4 e R
Top Sources 04— ¥ : - v - - - : r r - - - - T T — T T T T
09:00 08:10 09:20 08:30 09:40 09:50 10:00 10:10 10:20 10-30 10:40 10:50 11:00 11:10 11:20 11:30 11:40 11:50 12:00 12:10 12:20 12:30
Top Destinations
# licati Risk # of Clients i [ Sentfm i
Top Country/Region Application Category of Clien Sessions{ Blocked/ Bytes{ nt/ m Received)
Allowed)
Policy Hits - —
1 < S0CKS5 Proxy Critical 2 63 ] 122.4 KB/255.1 KB ]
Applications & Websites V2 2l Proxy.HTTP Proxy Critical 2 7 ' 70.6 KB/955.7KE 1
3 @BitTorrent P2P High 1 25 3.2 KB/57.6 KB 1
Top Cloud Applications 4 aTeamViewer Remote.Access High 2 24 [ ] 1.5 MB/7.1MB ]
Top Web Sites 5 %&RDP Remote.Access High 2 14 ] 3.8 MB/18.6 MB ]
. L] * AnyDesk Remote.Access High 1 [#] 57.6 KB/614 KB |
Top Browsing Users
7 < HTTP5.BROWSER Web.Client Medium 73 14,695 IR 140.9 MB/1.5 GB m
» .
& VPN 8 < HTTP.EROWSER Web.Client Medium 66 2807 B 8.1MB/117.3 MB ]
F WiF 9 Eiracebook Social.Media Medium 59 2019 = 15.9 MB/329.7 MBI
@ System > (10 Microsoft.Exchange.Server Email Medium 7 964 [ | 16.5 MB/32.3 MB ]
& Endpoints » (11 ®iCloud Storage.Backup Medium 22 838 ] 18.1 ME/48.6 MB ]
12 (@Mail.Ru Email Medium 36 801 ] 4.2 MB/11.8 MB ]
13 Samsung.Cloud Storage.Backup Medium 10 525 ] 9.7 MB/3.5 MB |
14 < IMAPS Email Medium 23 479 ] 7.2 MB/97.2 MB ]
15 Evkontakte Social.Media Medium 28 324 ] 1.1 MB/4.9 MB ]
16 I Microsoft.Office.Online Collaboration Medium 13 235 ] 1.5 MB/5.1MB ]
17 ﬂ Microsoft.Outlook.Office.365 Email Medium 9 242 1 1.7 MB/B.7 MB ]
18 MGmail Email Medium 20 166 ] 2.7 MB/14.2 MB I

F:=RTINET © Fortinet Inc. All Rights Reserved.
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FortiAnalyzer: ctatuctmuka no Beb-pecypcam

B Summary Add Fifter © B AllDevices~ © Custom...~ 09:00:00 To 12:37:13
® Threats v
Sessions Blocked (- Allowed
Top Threats 1,800
Threat Map 1,500 /\
Compromised Hosts 1,200 /\ /\ 1 /
FortiSandbox Detection \ —~
600
= Traffic ~
Top Sources 0 ! ! 7 7 — . PP I —— o —— —— —_— = ' y — T —
0900 09110  09:20 0930 0940 0350 1000 1010 10:20  10:30 1040 10550 11:00 1110 1120 1130 1140 1150 1200 1210 12:20  12:30
Top Destinations
Top Country/Region # Category Browsing Time Threat Score{ Blocked/m Allowed) ¥Sessions( Blocked/ = Allowed) Bytes{ Sent/= Received)
Policy Hits 1 Information Technology 03h 37m 00s. N 150 a 15,747 IS 2B5AMB/1.7 GB ]
[l I
— 2 Search Engines and Portals 03h 37m 00s I 90 ] 4,249 ] 119.6 MB/104.7MB 1
%2 Applications & Websites MK Social Networking 03h36m19s  EEEEe——— 20 | 3672 om—— 21.5MB/391.5MB B
Top Applications 4 Business 03h 20m 47s s 15 ] 2795 mam 13.3MB/1274MB |
Top Cloud Applications 5 Advertising 0s 1 55 1 2071 == 6.4 MB/37.0 MB 1
6 Web-based Email 03h 34m 08s IS 45 ] 1,680 = 10.2 MB/48.4 MB |
Top Web Sites '
: 7 File Sharing and Storage 0Os ] 288 [ | 10.8 MB/117.4 MB ]
Top Browsing Users 8  Finance and Banking 02h20m 545  C— 971 m 3.0 MB/17.4 MB '
& VPN > |9 Content Servers 3s 1 0 0 890 [ ] 3.6 MB/85.2 MB 1
= WiFi »[10  Meaningless Content 205 [ 871 m 3.0GB/1.9GB ——
@ System N 11 Streaming Media and Download QOs ] 722 a 24,0 MB/766.9 MB |
12 Newsand Media 02h 21m 27s S 608 [] 2.7 MB/55.5 MB [
B Endpoints > .
13 Instant Messaging 03h 11m 04s ] 1465 a 584 [ | 5.6 MB/142.3 MB ]
14 Internet Telephony QOs [ ] 341 ] 3.6 MB/24.6 MB ]
15 Shopping 02h 18m 585 | 336 ] 2.5 MB/6.8 MB I
16 Web Analytics 01h 33m 03s [ ] 300 ] 881.9 KB/1.4 MB I
17  Web-based Applications 01h 46m 39s ] 10 ] 281 1 1.7 MB/4.5 MB I
18 Government and Legal Organizations 38m 38s [ ] 267 ] 3.0ME/2.8B MB |
19  Reference 01h 09m 07s [ ] 186 1 2.2 MB/10.1 MB 1
20  Games 53m 53s [ | 150 | 438.0 KB/2.4 MB |

F:=RTINET © Fortinet Inc. All Rights Reserved.
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FortiAnalyzer: ctaTucTuka no nofib3oBarensm

B Summary
® Threats
Top Threats
Threat Map
Compromised Hosts
FortiSandbox Detection
= Traffic
Top Sources
Top Destinations
Top Country/Region
Palicy Hits
Applications & Websites

Top Applications
Top Cloud Applications
Top Web Sites
Top Browsing Users
& VPN
=F WiFi
® System

B Endpoints

F:RTINET

[0 © A& Al Devices- © Custom...~ 09:00:00 To 12:3

Add Filter
Bytes Received Bytes Sent
953.7 MB
762.9 MB
572.2 MB
381.5 MB
190.7 MB H/__\ /\.\__;d____ _ﬁ_ﬂ/"\/
0.0KB e ! A A ; ; ; : !
09:00 09:30  09:40 0250  10:00 10:10  10:20 10:30 10:40 10:50  11:00
# Source Group ¥ # Sites Visited
1 192.168.48.15 173
2 192.168.48.22 149
3 192.168.48.19 142
4 192.168.54.21 141
& 192.168.52.13 107
5] 192.168.50.30 106
7 192.168.50.10 105
8 192.168.54.25 99
9 192.168.54.24 98
10 192.168.48.14 28
11 192.168.50.20 26
12 192.168.50.1%9 94
13 192.168.54.11 92
14 192.168.54.13 85
15 192.168.54.15 85
16 192.168.50.28 82
17 192.168.54.20 81
18 192.168.50.13 81
19  192.168.48.21 80
20 192.168.50.24 79

\_Hh/n\_ﬂ_//hﬁ“‘ﬁh__ﬁ/h___ﬁﬁﬁ___a

11:10 11:20 11:30 11:40 11:50

Browsing Time
01h 19m 34s
01h 4%m 42s
02h O%m 58s
01h 57m 51s
01h 49m 23s
30m 17s
01h 33m 58s
52m 1és
01h 14m O7s
01h 04m 29s
01h 0ém 57s
02h 3%m 21s
01h 32m 14s
03h 29m 12s
02h 30m 54s
01h 5%m 37s
01h 57m 46s
02h 23m 17s
42m 12s
01h 33m 40s

© Fortinet Inc.

IIQ:EI(J .12:10

Bytes( Sent/ = Received)

4.1 MB/50.2 MB
15.0 MB/73.4 MB
6.3 MB/65.7 MB
6.3 MB/47.2 MB
2.3 MB/34.8B MB
6.1 MB/186.7 MB
1.6 GB/1.6 GB

4.3 MB/20.9 MB
2.9 MB/72.6 MB
8.7 MB/110.3 MB
3.6 MB/62.9 MB
8.2 MB/51.4 MB
5.6 MB/30.8 MB
10.7 MB/158.9 MB
4.7 MB/41.3 MB
21.8 MB/456.7 MB
21.8 MB/68.7 MB
13.8 MB/48.0 MB
5.3 MB/137.7 MB
5.3 MB/57.2 MB

All Rights Reserved.
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FortiSandbox: BbIABNEHHbLIE YrPO3bl
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