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Paccmompum: SOFTPROM

v noaxoAapbl K ob6ecneyeHUIo HarNA4HOCTU CeTU

v KaK npaBuabHO cHATb TpaduK U3 cetn 6e3 notepb

v/ MUHYCbI 3epKanuposaHua Tpaduka yepes SPAN noprt

v/ utOo Takoe ceteBoii otBeTButens (TAP)

v/ Ha BKyc Ha uBeT Bce TAP-bl pa3Hble

v 6poKepbl ceTeBbiX NakeToB — 60pbba 3a none3HbIN TpadUK

v PROFISHARK & IOTA — TAP + MOHUTOPUHT U3 KapMmaHa
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HAIJIA4HOCTb CETU - [IPOBJIEMATUKA

3apava MOHUTOPUHTIA N KOHTPO/NA HAA CeTblo CTAaHOBUTCA BCe 6onee HETpMBMaﬂbHOFI
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paHUUa nepumeTpa Tepaert
YeTKOCTb

Toukn 0bpaboTkn, cbopa 1 AOCTABKN KOHTEHTA
CTaHOBSATCS BCe OGnmke K MCTOYHUKY MHpopMaLmu.

Bbi3oB: Borblue nepugeprinHbIX MECTOMONOXEHWNIA
0O3Ha4vaeT bornbLue Tovek cobopa Tpadduka m
yBenuyeHme TpeboBaHMM K NPOMYCKHOM CMNOCOBHOCTM
cetu

Mwurpauusa B obnaKa

Pacnpe/:l,eneHHaﬂ ceTeBad MchpaCprKTypa N UCnosrb3oBaHne
06nayHbIX CepBncoB NpuBOOAT K TOMY, YTO BblHUCIIUTESIbHbIE
MOLLIHOCTWU, o6cny>|<V|Ba+oume Halln NpUNnoXxeHmd, MoryTt
Haxo4unTbCA rae yrogHo, U MeHATb CBoe ch3quCKoe
pacnonoXeHne He npeackasyemo.

Bbi3oB: He CywieCTByeT npocToro cnocoba cbw3wqe0|<oro
3axBaTta Tpad)MKa Nnpwn UCroJib30BaHUn 006nayHbIX CepBUCOB.



LUAT 1 - JOCTYI K JAHHBIM

Kak mbl pellaem 3Ty 3aaa4y?

il

dusuvyeckue movKu docmyna

1. [lnsa pazsepmesigaHus in-line uHcmpymeHmos (Bypass
TAP)

2. [na pazeepmeisaHus Out Of Band uHcmpymeHmoes
(Copper & Fiber TAPs)

BupmyanbHbie moyku docmyrna

1. [Jna nybau4Heix 06a1aKo08
2. [lna yacmHsbix 0610K08

Virtual TAP
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MepgHble n BonoKoHHble otBeTButenu (Copper & Fiber TAPs)

o [pepnocTaBnAOT NOJIHYIO KOMMUIO BCEX CETEBbLIX NAKETOB
O bBe30TKasHbIN 1 HaAEKHbIM A0CTYMN K CETEBbIM AAaHHbIM

Bypass TAP

0 MOHUTOPUHT AOCTYNHOCTH in-line MHCTpymeHTOB
(Heartbeat)

o [pepoTBpalleHne NPOCTOEB CETH, U3-3a BblWeLnNX U3
cTposA in-line nHcTpymeHTOB

BuptyanbHbie TAP

o LUeHTpanusoBaHHOe ynpasieHue
o Bo3amoxkHocTn no punbTpaummn TpadpoduKa
o [pocToe pa3BepTbiBaHME U MaclTabnpyemocTb
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LUAT 2 - ATPETALUNA U UHTEJIJIEKTYA/IbHAA
OBPABOTKA TPAODPUKA

OnTummsayma NoToka TpaduKka mexay TAP-mu u
MHCTPYMEHTaMN MOHUTOPUHIA

Arperauma / pennvkaumn

banaHCUpPOBKM HarpysKku

BaxcHocmu 6poKkepos cemesbix
nakemos (NPB): %

<
’//\ >

-

dunbTpaumn

e Onmumu3ayua npouzgooumenbHOCMU &
UHCMpPYyMeHmMo8 MOHUMOpPUH2a . h /\/ -
e [losbiweHue peHmabenbHOoCMuU g ) & / , ObpeskKa (slicing)
uHsecmuyuli cucmemsl MOHUMOPUH2A ~ O ‘ ' - NakeToB
. g BpemeHHble wtamnobl
JluHeliku NPB om Profitap
* XX-Series ba3oeaAa nuHelKa azpe2amopos
e X2-Series JluHelika 6poKepo8 C pacwupeHHbIMU L —  [epynavkauus
803MOMCHOCMAMU "7 naketos

(Ae) TyHHenmpoBaHue
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LUAT 3 - AHAJIN3 TPADPDPUKA U BU3YAJTUSALINA

Jlerkoe ycTpaHeHMe HenonaaoK U CoOKpalleHne cpeHero BpemeHu
BOCCTaHOBJ/IEHUA

Bam HyxHbI UHCMPYMeEHMbI, KOMopble:

e /ladym sam npeumyuw,ecmea nosHo20 aHAAU3a nakemos u B
MemaoaHHbIX o8 P e N e S

* [10380/19M NMPOBOOUMb AHAU3 OQHHbLIX KOK 8 PEasibHOM .
8pemMeHU MAK U aHA/U3 COXPaHeHHbIX (Ucmopu4ecKux)
OQHHbIX

e MaKcumasbHO Npocmel 8 pa38epMbI8AHUU U
UCrnosb308aHUU
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MN/IAT®OPMA HATJTAAHOCTU CETU om PROFITAP

g g .|

Copper TAPs Fiber TAPs
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ProfiShark IOTA



MuHycbl noay4yeHUa mpaguka SOFTPROM
yepe3 SPAN (Switch Port Analyzer)

Heobxoaumo nposectu HacTpoKky SPAN noprta (Bpemsa + cTommocTb agMUHUCTPUPOBAHUA)

naeT rapaHTUMPOBaHHAA NOTePA AAHHbIX - Layer 1 n yacTtuuHO Layer 2, a Tak)Ke AaHHbIX O NOBPEXKAEHHbIX
N HEKOPPEKTHbIX NaKeTax

€CTb PUCK NOTEPATb AaHHbIe - NPU BbICOKOUW Harpy3ke Ha KommyTaTtop, npuoputeT TpadPukKa
HanpasaeHHoro Ha SPAN nopTt HM3KuiA, gpon ppermos

Mbl BbIHYXXA€eHbl 06pabaTbiBaTb HEHYXKHbIe, AY6AMPYIOWMX APYr APYra NaKeTbl, UX FreHepauusa
obycnosneHa ocobeHHocTAMMU paboTbl SPAN nopra

U3MEHAITCA BpeMeHHble METKN NAKeTOoB, YTO BHOCUT OLIMOKU B paboTy cuctem aHanusa Tpadduka;

eCTb PUCKM MHPOPMaLUOHHOMN 6He30NaCHOCTU - KOMMYTATOpP aapecyemoe cetesoe YCTPOMCTBO,
cootBeTcTBeHHO SPAN NOPT MOXKeT ABNATLCA Lie/1Ibi0 aTaKu 3/10YMbILU/IEHHUKOB

BO3MOHOCTb CbemMa TpadpuKa orpaHMUYEeHa Ha/IMunem CeTeBoro YCTPoOMCTBa U HaZIMuMem A0CTyna K Hemy

8.



Cemeeoli omeemesumens (TAP)
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- He TpebyeT A0NONHUTENIbHbIX HACTPOEK, eAUHOXKAbI
ycTtaHoBAeHHbIV TAP, npepocraBaseT Konuio
TpadPUuKa Ha BCe CAy4an }KU3HU

- AOCTYN K NoaHOM Konuu TpadPuKa, Ko Bcem
naketam (BK/l0Uaa NOBpPeXKAEHHbIe Unn
HEKOPpPEKTHbIe)

- TAP He cbpacbiBaeT nakeTbl NPy BbICOKOWU HarpysKe;

- TAP He reHepupyeT aybamnpylowmx NnaketoB u He
BHOCUT U3MEHEHMUI B Konuto TpadPuka

- TAP He ABnAeTcA agpecyembiMm ceTeBbiMm
YCTPOMUCTBOM, COOTBETCTBEHHO HE NOABEP)KEH aTakam
Ha 6e3onacHoOCTb

- TAP moXeT ucnonb3oBaTbcA Kak bypass pewieHue
ANA CTOPOHHUX CUCTEM, NOAKNIOYAEMbIX «B Pa3pbiB».



AGGREGATION TAPS

Aggregation of 1G to 10G

10/100/1G

In-Line Model Ref: C8R-X1

Aggregation of 4 x RJ45 10/100/1G in-line links into 1 x 1G-
10G SFP+ output

Features:

Direct link aggregation, no management, installation or driver required
VLAN Tagging

Non-intrusive to the network

PoE Passthrough

C8P-X1
O al

Portable Versions Available

ZPROFITap .

SPAN Model

Ref: F8R-X1

Aggregation of 8 x 1G SFP into 1G-10G SFP+ output
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REPLICATOR TAPS

Copy network traffic from one to many ports

1 3 4 N .
Gigabit Replicator TAP Gigabit Port Replicator
Ref: C1-1G-RG2 Ref: CS1G-C4G
Duplicates traffic from 1 link to 2 monitoring outputs Duplicates all traffic from a single mirrored port onto 4

monitoring ports
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2-link LC Fiber Replicator TAP 4-link LC Fiber Replicator TAP
Ref: F1L-RG2 Ref: F1L-RG4

LC Fiber Replicator TAPs enable multiple monitoring systems to access a single LC fiber optic link. The replicator TAP only splits
the signal once, before regenerate it multiple times. This greatly mitigates the weakening of the optical signal that results from
excessive splitting.



BYPASS TAPS

Support active in-line network security and performance tools
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10G Bypass TAP Ref: F1-10G-BP 40G Bypass TAP Ref: F1-40G-BP

Keeping the network link operational even when in-line security appliances become unavailable.

* Protects the network link availability

APPLIANCE * Upto 3 unitsin 1U rack space
* Bidirectional and configurable heartbeats
* Supports link failure propagation (LFP)
* SNMP V2c and SNMP V3 supported
* No point of failure
BYPASS TAP * Redundant powering

* Secure and completely invisible to the network
o * Remote management through SSH, Web Interface

(HTTPS) and SNMP Browsers

NETWORK DEVICE A NETWORK DEVICE B



MODULAR TAPS

Up to 24 in-line TAP modules in a 1U rack space
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Modular Chassis Ref: AMC-1U

Modules available:

DiodeTAP Module:

By blocking light coming
from

the monitor ports, the
DiodeTAP ensures total
security and availability for
monitored networks, while
providing 100% visibility

LC Module MTP Module 40G BiDi Module DiodeTAP Module
Ref: F1IL-MOD Ref: FIM-MOD Ref: F1B-MOD Ref: FID-MOD



NETWORK PACKET BROKERS

Onmumu3ayusa npou3eooumesnbHOCMuU UHCMPYMEHMO8 CemMeso2o aHaAu3a
U UHopmayuoHHoU bezonacHocmu
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Network Forensics and Analytics

Network Packet Broker




LOAD BALANCING

Balance traffic over
multiple monitoring and
security tools.

FILTERING

Only send actionable
data to each of the
connected tools.

ON

NETWORK PACKET BROKERS XX-Series

AGGREGATION

Aggregate traffic coming
from multiple incoming
links.

REPLICATION

Replicate traffic to
multiple monitoring and
security tools.

XX-Series

Interfaces 100Gbps
e N - -
OB 64f fo%)SGGcstEéSS v v v /
XX-2800G 16 1006 SFP28 : / / /
XX-3200G 32 x 40/100G QSFP28 = v v v




NETWORK PACKET BROKERS X2-Series

O ,_:\:: . @ Ug\ 7 g@m

Packet Slicing GTP IP Filtering Timestamping ERSPAN Tunneling GTP Correlation Packet Deduplication
& De-Tunneling

X2-Series

Interfaces 1Gbps 10Gbps 40Gbps 100Gbps
X2-3200G 32 x 40/100G QSFP28 - v v v
e o X2-6400G 64 x 40/100G QSFP28 - v v v
e Aggregation, replication, filtering, VLAN tagging and stripping, MPLS * Layer 2 — 4 filtering
stripping, load balancing * Flexible role-based management access
* Packet slicing, GTP IP filtering, GRE tunnelling & de-tunnelling, ERSPAN e TACACS + Authentication
stripping and timestamping * Support break-out cables

* Local and remote management (CLI, GUI, SNMP, Syslog)



XX & X2 Management applications

Device Status

Device status offers a quick

= overview of operational statistics
- related to the packet broker
hardware. Measured
temperatures are recorded with a
history of 72 hours, to allow
filtering back in time on
temperature statistics.

Port Statistics

Port statistics displays and
monitors the statistics counter
for each of the device interfaces.
Users can view or export this
information for a later analysis. It
is also possible to easily compare
the traffic bandwidth on each
port.
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Port Management

Port management offers instant
overview of port status and
speed. Users control the
configuration of all QSFP
modules, where each module
offers additional information in
the specific status section.

Traffic Management

Define how the traffic will flow through
the device interfaces. Using a direct
control interface the user will be able to
define aggregation, duplication and
filtering rules. Advanced actions can be
defined to manipulate the traffic, adding
label information or stripping undesired
headers.



PROFISHARK

Portable Traffic capture
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PROFISHARK

Portable Traffic capture

PROFISHARK 100M PROFISHARK 1G PROFISHARK 1G+ PROFISHARK 10G PROFISHARK 10G+

* Flexibility in the field « Hardware filtering (10G

* 100% network visibility models)
 Advanced e Traffic statistics
timestamping

< * Direct capture to disk
capabilities _
_ _ * Live capture
* Real-time analysis of

aggregated and
buffered traffic




PROFISHARK MANAGER

ProfiShark Manager - 2.5.19 - O X
Counters SFP Filters Features Capture 54:10:ec:bb:00: 2 -
Status
5 !
ProfiShark 10G Device Connected Module Present / Module Present ProfiShark Mar‘lager -2.3.19
Driver Version ; 0.1,3,50 Software Dropped Packets 0
SW Firmware Version ; 0.2.3.27 Hardware Dropped Packets : i}
HW Firmware Version : 0217 Link Up Duration : 0 Counters Charts Log Metwark Parts Features Capture
MAC Address : 54 10:ec:bb:00: 2f Last Link Down Duration : 0
Usb : Super Speed
Controls Port A
Clear all
Firmware Update L
10s/division - 0ok
Browse Flash Firmware '
0.75
Capture Format Fort A
[[] Enable timestamps in live capture | [] Disable Port A |:| Size < 64 0.6
Transmit CR.C Errors [] pisable Port B Save Restart Device D 64 < Size < 1518
[ Keep CRC32 []PacketSliding  0bytes = [] size = 1518 0.45
[] collizions r
Firmware Selection R i
[] CRC Errors 0z L
10Gbps firmware - Set |:| Jabbers L
Valid Packets
Invalid Packets 0.15
ProfiShark Manager - 2.5.19
R B B
15:55:40 15:55:50
Counters  Charts  Log  MetworkPorts  Features  Capture
it Port B Port B
5 Ports control [ size < 64
o -
A Any change ] 6.—1 < Size < 1518 sl
PortA Port B [] size = 1518 2T
. [] Collisions L
Link Down Down [] Span Mode [] cRC Errors 0.75 |-
Master/Slave resolution MN/A MN/A [] Jabbers
Valid Packets 0.6 F
linl Partrar Stsh e Port & Configuration I Trvalid Packets -
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START/STOP P

192168.1.1
172.28.190.238
10.00.10
192.168.1.230
192.168.1.241
192.168.1.253
102.168.1.252
192.1681.103

192.168.1.117

IOTA

All-In-One network analysis solution

Select a line to analyze

O O

Capture directly to disk

Visualize and analyze



IOTA

Probe - Capture - Analyze

IOTA 1G IOTA 10G

. 10/100/1G Monitoring . 1G/10G Monitoring

. Copper . Copper & Fiber
. 1TB internal storage . 1TB internal storage
. Remote access . Remote access
Secure Deployment
®— — — ———— , L

|0TA's network ports are isolated from the other interfaces, internal
storage and analysis processing. This makes your network safe from
outside attacks while still enabling full netwark visibility and analysis.




IOTA

Portable Analysis Dedicated Analysis

o

. Ultimate network engineers portable toolkit . Continuous traffic capture

. Capture in person or ship IOTA for remote analysis . Analyze back in time

. Quick and easy to deploy . Capture intermittent issues

. Quick drill-down to network issues . Quick insight into multiple locations

. Retain raw packet capture files for DPI . Retain raw packet capture files for DPI




Home Dashboard

A quick overview of Top
Talkers and client-server
data transfers.

TCP Round Trip Time

RTT triggers per flow,
server, and client. TCP
flag statistics.

DNS Overview

Overview of top DNS
servers and most
queried servers.

Fast drill-down with IOTA dashboards

User Experience Application

Latency

Application latency from
the client IP perspective.

TCP Retransmissions

Retransmissions
percentage over time
per client and server.
TCP flag statistics.

Hosts

Overview of servers,
including GeolP
resolution in map.



MNOYEMY PROFITAP

UHM1ceHepHaA HaNpPasneHHOCMb: Paspabameieaem u npoussodum

npodquwo cobcmeeHHbIMU cunamu

Onbim: sonee 37 nem onbima 8 ompacnau

Kayecmeo: ®okyc Ha sbicokoli Npou3sodumesibHoCMuU U 00/1208€4YHOCMU
HadexHocms: Cmpoeuli KOHMPOb Kayecmaa NPoOyKyuUU
OnepamueHocmb: Kpamualiwue cpoKu 8bInoaHeHUA 3aKa3a
MHHOBGL{UOHHbIﬁ NooOX00: YuukansHoiii accopmumeHm npoodyKyuu

F'ubKue uccnedoeaHusa u pa3pabomku: npoussodum

crieyuanusupoeaHHsle npodmeb/ rno CI'IEL{Ud?UKCIL(UU KnueHma

Cnym 6a noddepmu U: VimeHHO mam, 20e Hy»#(Hbl U K020d HYHCHbI
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BblCOKOEe KayecTBO

MpoayKuma TecTupyeTcs Ao
n nocne cbopKku, 4TobbI
rapaHTMpPOBaTb
BblCcOYalilune CTaHAaPTbI
KayecTBa.

FnobanbHoe
NOKpbITNE

Hawwu npoayKTbl cTanm
KOMMJIEKCHBbIM peLleHNneEM
ana 6onee yem 1000
KAneHToB 13 60 cTpaH
MMpa.

b

"
—

NHHOBaUMK

MbI npou3BoAMM U
NocTaB/isemM MHHOBALMOHHbIE
pelleHns A1a MOHUTOPUHTa
NCKNOYUTENBHO COOBCTBEHHOM
pa3paboTku

-
{ )

C Hamu nerko
paboTaTtb

Mbl npegnaraem
6ecnnaTHbIN A0CTYN K
cny»be TeXHUYecKom

NoALEPKKU KaK K e 4MHOM

TOYKE KOHTaKTa.
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