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Fortinet Fast Track (FTT) — BBegeHue B nporpamMmmy
ObLwas nHdopmaumsi, onmcaHne n Lenu

FEERTINET.

* Cepusa KOPOTKNX TEXHNYECKNX TPEHUHIOB MO NPOoAYyKTaM, _Fast Track -~ ~ °
PELUEHNAM N TeXHoNoruam Fortinet:
 HaueneHbl Ha NpakTUYecKue cueHapum 1Crornb30BaHNs Topmit
» 25% Teopumn + 75% nabopaTopHbIX padoT
 [MpogomknTenbHOCTb — 8O 4 YacoB

* KOHTEHT TPEHWNHIOB He CBAA3aH Mexay cob6on, MOXHO
npoxoauTb B NMto6or nocneanoBaTenbHOCTY

* OddbnamH unu oHNamH goopmat npoBeaeHnd

« HanpasneHus pa3BuUtug un Lenu
* YBenun4yeHue obLLEro KonnyecTsa TPEHUHIoB 1 Tem o 20
* [locToOAHHOE OOHOBIEHUA 1 aKTyanu3auust matepuarnos

fortinet.com
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W DN

9.

Cnucok TpeHuHroB Fortinet Fast Track Ha 2020 rog*
bpowutopa Fortinet Fast Track (cm. maTtepuarsbl ceMrUHapa rno CChifike)

Creating a Comprehensive Security Fabric
What's New in FortiOS (6.4)
Achieve PCI DSS Compliance with FortiWeb (6.3)

SD-Branch: Securing your Network Access Infrastructure
with FortiSwitch, FortiAP & FortiLink (*hardware
based*, 6.4)

Advanced Email Security with FortiMail (6.4)

Attack/Defense Methodologies (*komaHgHble
COpeBHOBaHUSA™)

Constructing a Secure SD-WAN Architecture (6.4)

Cybersecurity for Safe, Reliable, Secure Industrial
Control Systems (ICS) Network

Detecting Zero-Day Threats with FortiSandbox

10. Fortifying the Enterprise Network with NGFW (6.4)
11. Empowering Security Operations Leveraging FortiSOAR

FERTINET

12.

13.

14.

15.

16.
17.
18.

19.
20.
21.
22.

Fortinet Teleworker Solution Engineered for Remote and
Secure Productivity (FG VPN + 2FA)

Powerful Security Information and Event Management with
FortiSIEM (5.2)

Reduce the Complexity of Operations with the Fabric
Management Center (FMG/FAZ 6.4)

Proactive Advanced Endpoint Protection, Visibility, and
Control for Critical Assets (FortiClient / FortiEDR)

Securely Embrace the 10T Revolution with FortiNAC (8.7)
Threat Prevention and Detection With FortiDeceptor

Security Visibility and Control of Public Cloud Infrastructure
and Workloads (GCP, Azure)

FortiADC Application Delivery Without Limits (5.4)
(New!) Getting Started with the FortiGate Firewall v6.4
SOC Operations for the Security Fabric with FortiAnalyzer

Streamlining Automation Using Web Services APIs

© Fortinet Inc. All Rights Reserved. 4



Fortinet Fast Track — ueneBsas aygutopus
ObpasoBaTernbHble 3aaa4un

Step Lewvel Objective
Develop a foundational understanding of the ever-increasing threat landscape and of
Security Asscoats common network security concepts.
» [lpegHasHa4vyeHbl Ans TEXHUYECKUX " Y concept

HSE 2 Develop the knowledge of Fortinet solutions required to address the threat landscape

crneunanucToB U Nosib3oBaTeneun pemeHvuZ Bl 100 O OO0 e in NSE 1

Develop the skills to describe how the features of key Fortinet products are used to
craate the solutions discussed in NSE 2

I I F:=RTINET
Fast Tracks

* He aBnatoTcs 3amMeHomn (TOMbKO
OOMOSHSAT) nNporpamMmm oby4vyeHust n
ceptudpumkaumm NSE

 [lonydyeHne OONONHUTESbHbIX 3HAHUU O
NpoAyKTax N peLlleHnax, MX BO3MOXKHOCTAX

- Uevelop the knowledge to manage the day-to-day configuration, monitoring, and
° I_I on yLI eHne n p aAKTUYEeCKNX HaBbIKOB W operation of FortiGate devices to support corporate network security policies.
MCNONb30BAHUA U |D|e MOH CTp a U' Un E 2:;&;::] ;Eestlailed understanding of how to implement network security management
BO3 MO)KHOCTe M E Develop an understanding of the fabric products that augment FortiGate to provide
deeper and more comprehensive network security.
® yBe pe HH OCTb n p 7 O6cy>Kﬂe HAU Develop the knowledge to implement, troubleshoot, and centrally manage an

enterprise security infrastructure composed of multiple FortiGate devices.

TEXHOMNormn u Nnpoayktos Fortinet

Demonstrate the ability to design, configure, install, and troubleshoot a
comprehensive network security solution in a live environment.

==RTINET © Fortinet Inc. All Rights Reserved. 5
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Fortinet Fast Track — npocTo n yaobHo
MHMpacTpykTypa nabopaTopHbIX 3agaHNN

[ ] B M pTyan b H bl ﬁ Kn acc C &Cloudsthe » Environments » Fortinet Fast Track - Security Fabric v1.1 (Gold)

Q g @~ (»-FiERTINET.

pa3BE&pHyTOM B 0bOnake Cvome Eait Networks
MHPPaCTPYKTypou e :

Blueprints & Snapshots o el
« MacwTtabupyemocTb, 2 wiimpon . /
Knaccbl 60mbLLIoro pasmepa 5 e »

e Y KaOoro y4acTHVKa CBOé — e~
paboyee MecTO 1 CBOA & vsers : N
KOHCO”b il] Reports » WH;% =

mmmmmmmmm

 [locTyn K Knaccy ¢ 7 worktons
Mcnorb3oBaHMEM BeO- & Maragemrt
Oopay3epa n RDP 4yepes ceTb
WHTepHeT B i

ssssssssssssss

FERTINET

Advanced Mode

Select a node:  Malware Server v or O Add Network

Malware Server

. Hostname (7951869942
Net Adapters
Mac Address 00:50:56:33:c6:b3 (static)
More details »
i Mac Address 00:50:56:9f:3f:0b (dynamic)
N More details »
2 O Add Adapter
nnnnnnnnnnn
Time Zone: UTC-07 (to UTC) | © 2018 ¢ ishare | All rights reserve d
© Fortinet Inc. All Rights Reserved. 6
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[lone3Hasa nHpopmauusa ons
obyy4aroLmxca

[ocTyn K y4eOHOMY Kflaccy n martepuanam



HocTyn K naboparopHom padore Fortinet Fast Track
[Toptan Fortinet NSE Institute nnu Learning Platform

LLIarM ﬂ,ﬂﬂ HOD'KJ-I I'OL‘leHMﬂ K ' Fortinet NSE Institute: Loginto X = +
1Y) &« C @& training.fortinet.com
nabopartopHon pabore:
g . = F2=Z:RTINET. NSE Institute Library Schedule Certifications ATC Network Security Academy Login
1. [llepenTtn no cneumnanbHOU R
CCbIJTKE OT MHCTPYKTOPOB Log in
httDS //tral n | nC] fO rtl net com Choose an authentication method

/course/view.php?id=XXX
(npumep)

2. Boutun nog yyetHou
3anncbio Ha nopTarn

 Public — 3aka34yunku

© O

/Partner Employee

Partner portal SSO for all Active directory credentials
C t Distributors, Advocate, Select, required. FortiToken used for
( u S O m e rS) method for access. Advanced, Expert and Global secondary authentication.

level partners.

 Partner — gns _—

napTHeEpoB (Partners)

F:=RTINET © Fortinet Inc. All Rights Reserved. 8


https://training.fortinet.com/course/view.php?id=XXX

HocTyn K naboparopHom padore Fortinet Fast Track
Ecnn yuetHon 3anncu Ha noptane FTNT NSE Institute HeT (training.fortinet.com)

F:RTINET | NSE Institute

» Ecnn y4yetHaa 3anucob

yTepsiHa, 3abbiTa, TO
3apeFI/ICTpI/IpOBaTbCFI Sian | New Account
ignin
CHOBa I-IO CCbIn Ke (LI e p63 Enter your email addre?s and password to access. Periners should &2;:5?3:iLgEnFi?tT:;ani:g;!,erf:f Fceess the sk
P u bIIC) Email Address
« https://training.fortinet.co Username / emall e —

m/login/signup.php? B

[ Remember username

Log in
Country

Forgotten your username or password?

F:RTINET

By clicking submit you agree to the Fortinet Terms
and Conditions & Privacy Policy.

Don't have an account? S Sign Up i —
SUBMIT

© Fortinet Inc. All Rights Reserved. 9

FERTINET


https://training.fortinet.com/login/signup.php

Hdoctyn K Fortinet Fast Track

“ = O £ | httpsy//trainingfortinet.com/enrol/index.php?id=4776 ¥ +~ 7 »© @
Library Schedule Certifications ATC Network -
= F:iERTINET | NSE Institute Security B s o
Academy ‘ , < =2 O @ fal loudshare.com/Ent/Cour: 0gin/COIFFye6h2IINdGpQy9IKUIPQ: il=cpratico%40gmail.c < += 72 2 @

CloudShare Training Portal

= [Secure Access] SD-Branch: Class Environments
Securing your Network

Access Infrastructure with
r FortiSwitch, FortiAP & Enrolment key Access your dass environment

FortiLink ** v6.2 (My Enter the credentials supplied by your instructor to start working with

your environment.
Customer Event)

Login * indicates required field

Email: = | cpratico@gmail.com |

@ Dashboard

‘ Class Passphrase: * | fof66bf520 |
ilii Library o
f#) Schedule
= My courses About CloudShare  Terms of use  Support  Contsct Us

Enter Key
7= The Evolution of

Cybersecurity > f9f6 6 bf52 0

You are logged in as C

F:=RTINET © Fortinet Inc. All Rights Reserved. 10
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Fast Tracks

[lone3Hasa nHpopmauusa ons
obyy4aroLmxca

PekomeHaauuu no opraHmsaumm pabodyero mecTta



Paboune mecta u ux opraHusaumsi

Data Center

[Mpeaononaraetca ncnonb3oBaHne HOyToykoB nnu MK

OcHoOBHbIE TpeboBaHUA
* Hannune Beb-6paysepa (ans RDP yepe3s HTTP)

e Chrome, Firefox nnu IE

© canvas support
@ WebSocket connection

MpubnunautensHo 100-150 Kbps Ha RDP ceccuio

() Speed Test m
Bandwidth: 10,170.71Kbps (+14.00%)
Latency: 53ms (+12.08%)

Tunosown goctyn TpebyeTt He bornee 1 - 2 RDP Ha nonb3oBarerns

CtpaHuua TectupoBaHus: hitps://use.cloudshare.com/Ent/Machine.mvc/testpage#/

B0O3MOXHO MCMonb30BaHME OQHOMO UMK ABYyX MOHUTOPOB

F:=RTINET © Fortinet Inc. All Rights Reserved. 12


https://use.cloudshare.com/Ent/Machine.mvc/testpage#/

OpraHusauusi nopTtana ody4aroLmxcs

« JloCcTyn K
B I/I pTyan b H bl M cloudshare Fortinet Fast Track - Secure SD-WAN (Goldp jJumpbox Server O~ EE’:' ':? - - FE:E HTI n ET

M a LLI Vl H a LI e p e 3 R D P, ( 1/8 s e Preparing 7/8 VMs (939} —
Console, etc U

« OTnpaBka KoMaHA S
BUPTYyanbHOU ’
malwuHe (Paste text, .
CTRL-ALT-DEL, E _@

Wi n d OWS Key) ﬁ] C":-&' HH Administrator User1 (FortiFIED) User?2 (Browser & SoftPhone)
* BO3MOXHOCTb
NCNOJSIb30BaHUA -
pexxuma Full Screen
® emironment Actions » o =@ Windows Server2012R2

l;,_:lrj Connection Details

F:=RTINET O Fortinet Inc. All Rights Reservec 13



Student Classroom Portal

® CloudShare

View tabs across top provide access to lab

devices

Survey — please have students complete

FortiFIED Lab Guide — interactive lab guide

providing tasks and validating results

Jumpbox Server — provides access to links,
software and tools necessary to complete tasks

CloudShare Interface —

Reconnect — reestablish RDP session
Clipboard — copy/paste to VM
Username — paste VM username
Password — paste VM password
Special Windows Keys

Full Screen - makes current view full screen

FERTINET

&« (&) # usecloudshare.com

=D overview

) Remaining runtime:

=) Deletes in:

~~ 13 days and 23 hours

" 27 days and 23 hours

@ Environment Actions

X

& cloudshare FrT - FortiManager and FortiAnalyzer 6.2 (test) > Survey

Survey

@®

o - 0~ - FiERTINET

L) FortiFIED Lab Guide ) Jumpbox Server L (Branch1) Ubuntu Desk... = [J Linux-Tester

F  RTINET Fast Tracks Survey

Fast Tracks Survey

Thank you for attending this Fast Track session. To help us improve the Fast Track program,
please take a moment to complete the following short survey

* Required

Participant Email Address (optional)

Your answer

Relationship *

How would you rate this Fast Track experience? *
1 2 3 4 5
Poor O O O O O Excellent

© Fortinet Inc. All Rights Reserved. 14



ortiFIED Interactive Lab Guide

+

Enter Name
Application Banner
Obijectives List
Display Tabs

Rich Text

Answer Choice
Continue

Status Bar

Scale Text Slider
Resize Display Bar

FERTINET

CloudShare

X

&« c @ use.cloudshare.com

& cloudshareerr- FortiManager and FortiAnalyzer 6.2 (test) » FortiFIED Lab Guide

& overview

@ Remaining runtime:
13 days and 22 hours

@ Deletes in:
27 days and 22 hours
%%T Remaote Access Controls

B con vne

Connection and Display
(G
Virtual Keyboard
o
0 &2 2 & &

Resolution

Fit 5creen

Color depth
16 Bit

Sound

Disabled
@ Environment Actions
E"é Connection Details

File Upload

[Z survey

o O~ @~

-F:ERTINET

Add Devices to FortiManager

Description Hint 1 Answer

Add Devices to FortiManager

Vancouver branches.

Add Devices to FortiManager
You must add devices to FortiManager in order to centrally
multiple ways to add devices. In this lab, you use the Add Ds

1. Toconnect to FortiManager, use the Jumpbox Servel
to http://192.168.0.120 or use the browser shortcut.
credentials:

Username: admin
Password: Fortinetl!

2. Click Device Manager.

) FortiFIED Lab Guide I jumpbox Server

Centralized Management with FortiManager

AcmeCorp has decided to utilize FortiManager to centrally provision and manage its
devices. Atits head office in Ottawa AcmeCorp has a core FortiGate, FortiGate-HQ.
FortiGate-HQ is the root for the Security Fabric group, AcmeCorp. There are currently two
FortiGate devices which are operationally but not yet fully configured at the Toronto and

ice wizard.

and open a browser. Browse
bg in using the following

3. Click Devices and Groups and click Add Device.

Answer

a. It has been imported successfully but you
have to configure its password in order for
FortiManager to push updates

b. It has been imported but there iz a duplicate
device with the same name

c. It requires user intervention

Device Manager ~ Device & Groups  Firmware  License  Provisioning Templates  Scripts  SD-WAN

d. ltindicates that it is the root of the
AcmeCorp Security Fabric group

I (Branch1) Ubuntu Desk...

LI Linux-Tester

Student

Scale Text

a: Network Topology

b: Agenda

: G with Forti

a: Add Devices to FortiManager

b: Authorizing the Branch FortiGate Devices

. System Templates

d: Synchronizng Devices

e: Configuration Revision History

f: Adding Device Locations

g: Dynamic Objects

Creating a Policy Package

Viewing ADOM Revisions

il Setting up a VPN with FortiManager
OSPF Routing and Scripts

Setting Up SD-WAN

nelusion

: Adding FortiAnalyzer as a Managed Device
ntralized Reporting and Analytics with FortiAnalyzer

Ready |

Awarded: 8 Points

Values: 10/-1 Points




Adjusting View

« Select duplicate from
the browser droE
down menu (right-
click)

« “Tear off’ new tab by
left-click and dragging
tab away from
browser

* Arrange browser
windows side-by-side
based on personal
preference

» Use browser zoom to
adjust resolution of
views based on
preference (80%)

Note: These same steps
can be used to place
second browser window
on a separate monitor

FERTINET

< C @

5 Apps M Gmg

cloudshare

ction
Virtual Keyboard
o

C —vde;uh
=

CloudShare X -
New tab tri+T
& se Q
e = m} X
i SDD CloudShare X +
udShare = _
& C & usecloudshare.com/En Q W
L] sen ams - T
< ¢ i 22 Apps M Gmail 8.2 Fortinet Fuse:Home &8 Fortinet: Fast Track Fortinet New tab trl+
H Apps M Gai New windo Ctrl+N 3
EFT - AP v6.2 (Dev) » Eorti o Guid Y (G W
cloudshare ¢ cloudshare PR DD EabiGuide b ] New incognito window  Ctrl+Shift=N
verview [ FortiAED Lab Guide History

Downloads

Bookmarks

Zoom

Cast...
Find..

More tools
Edit

Settings

Help

Ex
FortiFIED Lab Guide 2t

307PM
. 1 O
2 15 9 g

16




=:RTINET COURSE COMPLETION

Student Name
has successfully completed

Security Operations
Threat Prevention and Detection

W|th FOFtIDeceptOr DATE: October 30, 2020
L ZERTINET
() G/ Fast Tracks Instructor Name

CHRIS PRATICO INSTRUCTOR
PROGRAM MANAGER, FORTINET FAST TRACKS
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[To obLwmm Bonpocam, BONpocam y4acTus 1 npoBeaeHNS TPEHUHIOB
Fortinet Fast Track obpauwianTecb Ha :
MO TEXHUYECKNM BOMNpoOcam



