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[lpoakTBHaA 3aliUTa KOHEYHbIX TOYeK:
3almTa, BUAMMOCTb U KOHTPOJb KPUTUYECKMU
Ba)XXHbIX aKTUBOB

Objectives

» KOHEYHbIE TOYKN — CLLEeHaPUX UCMNOSb30BaHMUS
» [loka3zaHHasa B oTpacnm adodpeKTUBHOCTb

* FortiEDR

= FortiClient Endpoint

* FortiClient EMS
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KOHeUYHbIe TOUYKU —
cueHapuun ncnosnb3oBaHUSA

nOTpe6HOCTb B BUOUMOCTIWN, KOHTPOJ1E U 3alluTte



KOHeYHble TOUYKM OCTalTCA Uerbio aTak

\
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Ot WannaCry k WannaMine.

Sources:

1SANS Institute Stage of Endpoint Security survey 2016
2 Verizon DBIR 2020 — out of 157,525 incidents
3-FortiGuard Labs Quarterly threat report, Q1 2018
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MpoOernbl B 6€30nMacHOCTU KOHEYHbIX TOYeK

According to Gartner

INSTITUTE

B TeueHne 2021

99% NCMonb3yeMblX
ysi3BUMOCTeN byayT
OoCTaBaTbCH
N3BECTHbLIMU
cneymanuctam no
BbesonacHocTn n UT B
TeYeHne Kak MUHUMYM
OHOro roaa

63% komnaHwii He
MOryT OTCNeXmnBaTb
KOHEYHblE TOYKN BHE
ceTtun, bonee NONOBUHbI
He MoryT onpeaenuTb
cTaTyC UX COOTBETCTBUS
TpeoboBaHUAM
©e3onacHocTun

8 7%

BonbLUMHCTBO
KOMMpoOMeETaLnn 3aHSAN0
HECKOSIbKO MUHYT U
MeHbLLEe

HepocTtaTtok BUAMMOCTH Ys13BMMOCTM ATakun nponcxoaat bbICcTpo

Sources:
1. The Cost Of Insecure Endpoints, Ponemon Institute, 2017
2. Gartner, How to Respond to the 2018 Threat Landscape, Greg Young, 28 November, 2017

3. Breach Investigation Report, Verizon, 2018
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O630p TEXHONMOrUN

[Tnatdopma Advanced Endpoint Protection Platform (EPP) ¢ dyHkumnamm aBTomaTmnyeckoro

ObHapykeHusl u pearpoBaHusi Endpoint Detection and Response (EDR)

1. 3anucb U COXpaHeHune noeeageHnAa n cobbITU C
KOHEYHbIX TOYEK

2. OO6HapyxeHne nHumgeHToB 6esonacHoCTn
3. PearnpoBaHune —
1. CpepxnBaHue n ncrnpasreHne/BocCTaHOBIIEHNE

2. ®opeH3uka - paccregoBaHue UHLUMOEHTOB
©e3onacHoOCTX, aHanM3 NepBonpPUYnNH

Endpoint Protection Platform (EPP)
1. MMpepoTepalleHne BMO Ha ocHoBe dhaiinos

2. OOHapyxeHue 1 briokmpoBaHMe BPEOOHOCHbIX
OENCTBUU JOBEPEHHbLIX U HEHAAEXHbIX MPUITOXEHUN

3. ObecnevyeHne pyHKUMOHANBHOCTK paccregoBaHust
BOCCTaHOBJIEHUS C LIENbIO pearnpoBaHnUsA Ha
NHUMOEHTbI 6e30nacHOCTU U nNpegynpexaeHns

FRTINET




[lokazaHHasa B oTpacnu 3 PeKTUBHOCTb



Pe3ynbrat CTOPOHHEro TeCTupoBaHUS
#1 B nocrnegHnx cpaBHUTESbHbLIX penTuHrax AV Comparatives

Test Results

Forti net - No.1 B tecTte Real-World Protection Test (March-April)
AV CO m para“ve Real WO rI d Te St This fact sheet gives a brief overview of the results of the Business Real-World Protection Test run in March and April 2020. The overall

business product reports (each covering four months) will be released in July and December. For more information about this Real-
World Protection Test, please read the details available at hitps://www.av-comparatives.org. The results are based on a test set
consisting of 403 test cases (such as malicious URLs), tested from the beginning of March till the end of April.
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AEP 2.0 Security Value Map 2019
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FortiClient v5.6.2
ADVANCED ENDPOQINT PROTECTION

RECOMMENDED
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Ee3OI'IaCHOCTb KOHEYHbIX TOYEeK U naHp,mach yrp03

Password dumiper

S S
Direct install
]
Ransomware Download by malware
] 3}
Downloader Email attachment
B Bk
Figure 16. Top Malware varietiesin Figure 17. Top Malware vectorsin
breaches (n=5086) breaches (n=360)

Pe3ynbrathbl TectupoBaHusa FortiClient NSS Labs AEP:
Exploits: 100%

HTTP: 100%

Evasions: 100% Source: Verizon DBIR 2020

NSS Labs AEP Test 2019
F::RTINET © Fortinet Inc. All Rights Reserved.




KoMnoHeHTbI 1 BapuaHTbl ucnosnb3oBaHus Endpoint Security

Fortinet Security Fabric Integration

ENDPOINT PROTECTION (EPP)
FortiGate, FortiSandbox, FortiAnalyzer,

FortiAuthenticator App FW, Anti-malware, Anti-exploit, Web Filtering
FortiGuard Services . ADVANCED THREAT PROTECTION
CPRL AV, Web Filtering, App Firewall, Vulnerability

Management Sandbox Integration

2 O 3 @ SECURE REMOTE ACCESS

SSL & IPSec VPN, SSO

3awmTa KOHeYHbIX FABRIC AGENT

BuanmocTtb Be3onacHbIn TOveK /
KOHeuYHbIX Touek / |0T  yaaneHHbIM goctyn PacwupeHHasn
M KOHTpPOIb 3awmTa oT yrpos
COOTBETCTBUSA

Telemetry, Quarantine, Vulnerability, App Inventory

FortiClient Fabric FortiClient FortiClient
Agent FortiGate FortiGate -
Eort!ﬁ,itce; FortiAuthenticator FortiSandbox &T%
orti

Wy

ENDPOINT DEVICES HOSTS / SERVERS

FortiAnalyzer
Fabric Partners

F::RTINET © Fortinet Inc. All Rights Reserved. 11



FortiEDR

ABTOMaTU4yeckoe obHapyXeHne yrpos3 u pearmpoBaHne Ha HUX B
peXxnme pearnbHOro BpeMeHu



FortiEDR — B peanbHOM BpeMeHu & ABTOMaTU4eCKu
CamMoOBOCCTaHOBIIEHNE KOHEYHbIX TOYEK

B 7z
® @ ‘& 23

e MawwuHHoe
oby4yeHune AV

Discover : Prevent Detect : Defuse . Respond & . Remediate
& Predict ! : ,  Investigate & Roll back
MpoakTueHoe Sawwra o Besdaiinosble v | OcTaHoBka BarioMa ' [MonHas BUAMMOCTb | ABTOMaTMueckas
CHWXXEHNE PUCKOB | NCMNONHEHUSA CMOXHbl€ Yyrpo3bl | N AenCTBUi | ataku ' Ae3nHdeKuns
i i nporpamm- i i
O6HapyxeHune ' YpoBeHb sapa
MOLUEHHUYECKNX |

ycTpoucTs & loT

Automation | Cloud/Hybrid/air-gap deployment | OS coverage




ABTOMaTU4eckasa 6e30nacHOCTb B peasibHOM BPEMEHMU C
OpraHu3oBaHHbIM pearupoBaHMEM HA MHLUMOEHTDI

R -—
- -~
- ~

REAL-TIME PREVENTION

* MawmnHHoe obyyeHne, AV cneaytollero
MOKO/ZIEHMA Ha OCHOBE AAPa

REAL-TIME PROACTIVE RISK MITIGATION %

* OBHapyKeHMe N OTCAEKMBAHNE NPUIOKEH W /
n loT-ycTpomncTs / Qg,'

PREVENTION
REAL-TIME PROTECTION

* dnabl N3 NOCTOAHHO OOHOBIAEMOW

* OboraueHne aaHHbIX 0 CVE 1 penTumHre
o0b6na4yHOM Ha3bl AaHHbIX

NPUNOKEHMN /
* ABTOMATM4YeCKoe npeaoTBpalleHme

WndpoBaHMUA Nporpammamm-
BbIMOraTeIS MM B PeasibHOM BPEMEHM

* [1poaKTMBHbIE NOJINTUKM, OCHOBAHHbIE Ha
PWCKaX, N03BOIAOWNE YMEHBLLINTb
MNOBEPXHOCTb aTaku

DETECTION &
CONTAINMENT

NO ALERT FATIGUE
NO DWELL TIME

PREDICTION

PROACTIVE RISK
MANAGEMENT

REAL-TIME DETECTION AND CONTAINMENT

* ABTOMaTM4Yeckoe obHapyKeHue 1 61oKMPOBKa
3aparkeHus

REAL-TIME ORCHESTRATED INCIDENT RESPONSE \,
* ABTOMaTM4ecKasa Knaccnudmrauma cobbiTmi N

INCIDENT RESPONSE
CUSTOMIZED DISINFECTION

* ABTOMaTMYeCKOE UcrpasaeHme (yBeaoMnTb
nonb3oBaTenei, M30A1MpPoBaTh YCTPOMICTBO,
MCMNPaBUTb YCTPOMCTBO, OTKPbITb 3aABKY)

* OC-OopMeHTUpOBaHHAA TEXHOOTUA
* AHanu3 BCeM UCTOPUU KypHana

* ABTOMaTMyeckoe paccanegoBaHne C MUHUMa/IbHbIM
npepbiBaHmnem a4 nNos1b30BaTe 1A

CLOUD, ON-PREMISES OR ‘@’ LIGHTWEIGHT * XVMpypru4eckan saunTa

HYBRID MANAGEMENT H>2 AGENT

==RTINET © Fortinet Inc. All Rights Reserved. 14



Py4Hoe pearmpoBaHue vS. ABToMaTU4ecKoe pearupoBaHue

CONTINUOUS SEARCH REMEDIATE
MONITORING ENVIRONMENT ENDPOINTS
A \
\\ \\

SECURITY
PROCESS

\
OUT OF THE BOX — Detect Defuse In Real Time + Continuous Validation } (F;I';AFT(?R?AOLKM%“RSEERWCE J
4 4

— »
MM -~

F::RTINET © Fortinet Inc. All Rights Reserved. 15

FortiEDR

1ST GEN EDR

SOC/IR
MANUAL EFFORT




YMeHbLleHue WwymMa v noBbiweHune 3penoctn SOC

EVENTS

B Export *
v ged 1D DEVICE

ensw-lap117 (1 event)

> 1167471 ensw-lapi1?

’
a8 Certficate: Unsigned

2 DESKTOP-BSOIMQF (1 event)
W ensw-lap151 (1 event)

W ensw-lap146 (2 events)

@ ENSW-LAP108 (3 events)

@ ensw-lap-152 (3 events)

RTINET

Multiple search

B4 Bxception Manages
PROCESS CLASSIFICATION = DESTINATIONS RECEIVED ¥ LAST UPDATED
§ Suspicious 31-Dec-2018, 02:10:21
MSIESBS.tmp Ev Safe Modify OS5 Settin... 31-Dec-2018, 021021  31-Dec-2018, 02:10:48
wess path: \Device\HarddiskVolume3\Windows\Installer\MSIESBS.tmp Raw data items: 2

$ Suspicious
Inconclusive

§ Suspicious

# Malicious

# Malicious

18-Nov-2018, 15:37.07
28-0¢t-2018, 03:32:11
25-0ct-2018, 10:47:.03
10-0¢t-2018, 01:57:50

04-0¢t-2018, 08:02:28

@

CLASSIFICATION DETAILS

- <

=7 Sale
By Reversnglans
Threat name: Unknown

Threat family: Unknown

Threat type: Unknown

History

=v Safe, by enStloCloudServices, on 08-Nov-2018, 06:21:11

Inconciusive, by enSilo, on 08-Nov-2018, 06:21.07

© Fortinet Inc. All Rights Reserved.
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DASHBOARD

FORENSICS ™

communicaTion conTRoL v @)

SECURITY SETTINGS ™ INVENTORY ¥

aommaisTRaTion @)

Protection v tsailing v

EVENTS

Archive Q Mark As.. =

- All

e5262db186c97bbe533f0a674b0Becdafa3798ea7...

1o}

+  NO-AV.exe (7 events)

< -

3

4 4 < L < <
v v v v V¥

P

2142851

*u

ms User: DESKTOP-POKO1MUNUser

2142773

2142755

2142734

214274

2142696

2142682

Fre-AV.exe (1 event)

[% Expot PHandieEvent i Dekete

DEVICE PROCESS
(3 events)
@ DESKTOP-POKOTMU NO-AV.exe

@ DESKTOFP-POKO1MU
@ DESKTOP-POKO1MU
@ DESKTOP-POKOTMU
@ DESKTOP-POKOTMU
@ DESKTOP-POKOTMU

@ DESKTOP-POKO1MU

Certificate: Unsigned

NO-AV.exe

NO-AV.exe

NO-AV.exe

NO-AV.exe

NO-AV.exe

NO-AV.exe

7682b842ed75bE%e23cEdeecf05a45ee79c723d98¢c... (2 events)

7 ADVANCED DATA

Event Graph

‘Dﬁ 1 Create

Process

explorer.exa

@ Foransics 84 Exception Manager

CLASSIFICATION = DESTINATIONS

* Malicious
* Malicious

* Malicious

# Malicious
* Malicious
# Malicious
* Malicious
# Malicious
* Malicious
# Malicious

* Malicious

—_—

l:m Showing 1-4/4 Search Event

REGEIVED ™

LAST UPDATED

29-Jan-2020, 23:18:24

13-Dec-2019, 14:56:24

File Delete Attempt 13-Dec-2019, 14:56:24  13-Dec-2019, 14:56:24 (7]

Process path: \Device\HarddiskVolume2iUsers\UsenDeskiop\NO-AV.exe Raw data items: 1

File Write Access

13-Dec-2019, 14:55:50 13-Dec-2019, 14:56:23 (7]

Medify OS Settings 13-Dec-2019, 14:55:50 13-Dec-2019, 14:55:50 @

File Creation

File Service Ac...

12 destinations

File Write Access

Process
NO-AV.exe

¥ rl
[+ ;

PT Ransomware Prevention

¥Q

CLASSIFICATION DETAILS

* Malicious rommner
By ReversingLabs
Threat name: Win32. Trojan.Gandcrab
Threat family: Gandcrab
Threat type: Trojan

History

o @ Dynamic Code - Malicious Runtime Generated Code Detected

[ 2
B

@ Malicious File Detected

= @ Process Hollowing - Process Code Was Replaced

Process Hollowing is a technigque used by malware to masquerade as a legitimate process by stripping the
original process from its code and replacing it with malicious payload. Attackers find this technique very

» @ Unmapped Executable - Executable File Without a Correspon...

| 2 Create
Dynamic Cede

efficient as the process will appear to be valid, and even signed, when examined.

MITRE Technigues:
T1186 - Process Doppelganging
T1083 - Process Hollowing

Retrieve the executable file of the parent process from the targeted device according to its Path by
using the Forensic Tab. In addition, retrieve a full executable file memory of the process for deeper

analysis.

\

'8" 4 Create t

Malicious File Detected
more >

Process
NO-AV.exe

Process
cmd.exe




ABTOMaTU4YecKas nepeknaccudumkauus

DASHBOARD

eveNT VIEWER D)

FORENSICS

COMMUNICATION CONTROL (48]

SECURITY SETTINGS

inventory v (@)

spminisTRaTION (D)

+ Archived 1D

@ BEN-FC (104 events)

% 1756436
% 1752680
> S8 User BEN-PCben
% 1752622
% 1752609
% 1709408
% 1705725
A 1696154

CLASSIFICATION ~

# malicious

net.technicpack.launcher.... 'B' Likely Safe

G Export ~ Handle Eve Delete F
DEVICE PROCESS
BEN-PC
BEN-PC Remotr3ervice.exe

BEN-PC

BEN-PC

BEN-PC

BEN-PC

BEN-PC

RTINET

Certificate: Signed
RemotrService.exe
RemotrService.exe
DiscordHookHelper.exe
org.gradle_launcher.dae

DiscordHookHelper.exe

=+ Safe

=V safe

= safe

H Likely safe
. B Likely safe

G Likely safe

= il

orensics W4 i
orensics H Exception Manager

DESTINATIONS

2 destinations

2 destinations

Service Access

6 destinations

93.184.220.29

5 destinations

File Execution ...

Showing 1-17/1144

RECEIVED *
23-Mar-2020, 08:10:24
23-Mar-2020, 08:10:24

21-Mar-2020, 20:20:51

Process path: \Device\HarddiskVolume2\Program Files (x86)\RemotriRemotrService.exe

21-Mar-2020, 20:20:49
21-Mar-2020, 20:20:49
05-Mar-2020, 19:45:04
04-Mar-2020, 16:57:47

27-Feb-2020, 11:16:27

i

LAST UPDATED

23-Mar-2020, 08:10:31

21-Mar-2020, 20:21.02

21-Mar-2020, 20:20:49
21-Mar-2020, 20:20:52
05-Mar-2020, 19:45:04
04-Mar-2020, 16:59:43

28-Feb-2020, 11:47:51

Multiple search

1-10M104

@
@

Raw data items: 2

%}

@
%]
@
@

4

CLASSIFICATION DETAILS

=v Safe FzATINET

By ReversingLabs
Threat name: Unknown
Threat family: Unknown
Threat type: Unknown

History
=v Safe, by FortinetCloudServices | on 21-Mar-2020, 20:21:10

fF Inconclusive, by Fortinet , on 21-Mar-2020, 20:20:59

© Fortinet Inc. All Rights Reserved. 18
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PacLumpeHHbIV OTBeT 3a c4et Fabric-uHterpauumn

Default DASHBOARD EVENT VIEWER FORENSICS Vv COMMUNICATION CONTROL v @ SECURITY SETTINGS Vv INVENTORY Vv o ADMINISTRATION @ o Protection v  admin Vv

LICENSING CONNECTORS

ORGANIZATIONS

@ Add connector ¥
USERS mea
v =¢) Firewall
DISTRIBUTION LISTS Details
Name | FGTO01-Server_2 Type | FortiGate v Host | 10.51.122.63 Port | 443 User name | Admin Password/Key | ik
EXPORT SETTINGS
Actions
TOOLS
Block Destination Address Address group | FortiEDR_BL
SYSTEM EVENTS + Add action
IP SETS
( save ) ( Cancel ) (" Delete )

INTEGRATIONS
> (@) Nac: FGTo01-Server
> @ Sandbox: SB001
> % Active Directory: dc01.tech.local

F:2=RTINET © Fortinet Inc. All Rights Reserved. 20



O6HapyxeHue BpeaoHoCHbIX IP-agpecoB

DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL v € SECURITY SETTINGS v INVENTORY v @) ADMINISTRATION (B e Protection v admin v

EVENTS Showing 1-3/3 Search Event ¥Q CLASSIFICATION DETAILS

Archive B Export ~ Handle Event Delete Forensics =: Exception Manager

v All ID DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED LAST UPDATED ¥

powershell.exe (1 event) & Malicious 07-May-2020, 20:38:41 -

#F Malicious rmRniner
P 21722 @ Einat-PC-0-Test_1 powershell.exe * Malicious 216.239.36.29 07-May-2020, 20:38:41 11-May-2020, 15:38:40 Q By Reversinglabs

> B User: ZSARIC-TEST\Victim Certificate: Signed Process path: C:\Windows\SysWOWSA\i?/indowsPowerSheII\v1.0\powershetl.exe Raw data items: 1 Threat name: Win32.Trojan.Zbot
Threat family: Zbot

TeamViewer.exe (1 event) =V safe 07-May-2020, 20:46:15 Threat type: Trojan

WinBio.dll (1 event) * Malicious 07-May-2020, 20:51:00

History

- # Malicious, by FortinetCloudServices , on 11-May-2020, 15:39:03

© Process ..1.0\powershell.exe\ with PID 108 was terminated at device
Einat-PC-0-Test_1 2 times

© IP 216.239.36.29 was added to malicious IP addresses on firewall Fortigate
10.51.122.63

Triggered Rules

~ Mgy Exfiltration Prevention
> @ Malicious File Detected

» @ Suspicious Application - Connection Attempt from a Suspi...

> ADVANCED DATA




KoHTeKCTHbIe cueHapuu pearmpoBaHna Ha UHUUAEHTbI
FortiEDR

SECURITY SETTIMNGS INVENTORY

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS

ASSIGNED COLLECTOR GROUP3

£ High Secusity Collechor Growp (0 colleciors included
HAKE r-'h’lLf' ] SJE“ﬁ;IGUS FLIF INTJD-‘ij.L;ﬁl'-": Ll-'i‘:l.ﬂi'-ﬁiﬂl".: Defaul Collechon Group (2 collecions includad
L] oetaun Praybook ronmner (00
NOTIFICATIONS (S2niin probecton and simlation modes)
Ear s
A
Ay
INVESTIGATION
|S0dae davite
Kgve device 10 the High Security group
REMEDHATION
Terminale prooess o
Deelebe file
Clean persisient data
Block agdress on Firewall Firewall-1, Firew - o w L " L

v Al Firewalls
«  Firgwall-2

w  Firgmall-1

> ADVANCED PLAYBOOKS DATA



NHTerpauusa ¢ mexcetTeBbIM 3KpPaHOM

FortiGate VM64 FGV

-
& Dashboard ’ # Edit T Clone @ Delete | Search | Q |
N& Security Fabric > T
Name Type Details Interface Visibility Ref.
I FortiView »
 Network , [T X
£ System N & FABRIC_DEVICE Subnet 0.0.0.0/0 @ Visible 0
I'B Policy & Objects . & FIREWALL_AUTH_PORTAL_ADDRESS Subret 0.0.0.0/0 O Hidden 0
IPv4 Policy 8 FortiEDR 216.239.36.29 IP Range 216.239.36.29 - 216.239.36.29 © Hidden 1
Authentication Rules I8 SSLVPN_TUNNEL_ADDR1 IP Range 10.212.134.200 - 10.2&134.2 10 21 SSL-VPN tunnel interface (ssl.root) @ Visible 2
Local In Policy 3 al Subnet 0.0.0.0/0 @ Visible 1
IPv4 DoS Policy & gmail.com FQDN gmail.com @ Visible 1
Addresses 48 T login.microsoft.com FQDN login.microsoft.com @ Visible 1
Internet Service Database & login.microsoftonline.com FQDN login.microsoftonline.com @ Visible 1
Services & loginwindows.net FQDN loginwindows.net @ Visible g
Schedules & none Subnet 0.0.0.0/32 © Visible 1
Tl L& wildcard.dropbox.com FQDN *dropbox.com @ Visible 0
IP Pools
L wildcard.google.com FQDN “google.com @ Visible i

Protocol Options

[Z] Address Group €@
& FortiEDR_BL Address Group I FortiEDR_216.239.36.29 @ Visible g

Traffic Shapers
Traffic Shaping Policy

& G Suite Address Group = gmail.com @ Visible 0

Traffic Shaping Profile & wildcard.google.com

& Security Profiles

& Microsoft Office 365 Address Group & login.microsoftonline.com @ Visible 0
S VPN 4 I login.microsoft.com
& User & Device > & loginwindows.net
= WiFi & Switch Controller 5 test_group Address Group B none @ Visible 0
Ll Log & Report »
€ Monitor >
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bazoBas apxutekrypa FortiEDR

COLLECTOR

Data Collection: Collect OS-Level Metadata

Compressed OS
Metadata

Policy Enforcement: Prevent Malicious
Communication/File Modification via
OS-Level Whitelisting & Blacklisting

Fortinet Cloud Services

Intelligence/
Classification

[
»

<
<«

Authorization to
Pass or Block

Registration &
Ongoing Status

Cloud Based

On Premise

Hybrid

Security
Events

Registration &
Ongoing Status

Configuration
AGGREGATOR

»

F

RTINET

<
<«

Configuration

\ 4

A 4

THREAT HUNTING
REPOSITORY:

CENTRAL MANAGER

A

Management Control & User Interface

«—

l Query Based
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FortiClient Fabric Agent

BuanmocTb, KOHTPOJ1b U aBTOMaTU3aunAa OJjid KOHEYHbIX TOYEK



FortiClient Fabric Agent

App FW, Anti-malware, Anti-exploit, Web Filtering

i ENDPOINT PROTECTION (EPP)

Advanced Threat Protection

Sandbox Integration

Secure Remote Access

SSL & IPSec VPN, SSO

FABRIC AGENT

Visibility, Quarantine, Vulnerability, App Inventory

FRTINET

* BUOMMOCTb KOHEYHbIX TOYEK
= ObMeH TenemeTpuen ¢ Security Fabric

= ObecneyeHne cooTBEeTCTBUSA KOHEYHbIX
To4Yek TpeboBaHusaAM 6e30nacHOCTU

= CkaHMpoBaHme ysa3BUMOCTEN U NaTYUHT

* OUEeHKa pUCKa KOHEYHbIX TOYEK -
PENTUHT De30rnacHOCTHU

* /lHBeHTapu3aums NpunoXxeHnm
* [Nlopggepxka Windows, Mac u Linux
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HarnagHOCTbL YPOBHSA pUCKa

So% FortiGate 1500D NGFW-PRI

Win10Vuln
192.168.115.52

| | 23 Win10-Vuln

NGFW-BKP ISFW-BKP Status @ Registered
(22129 Ras] 5 ]

MAC Address 00:0c:29:90:40:4e

0s Windows /10

B NGFW-PRI
=0 1SFW-PRI
D i i

0 1SFW-Finance
ACCFIN
28 00:0¢:29:9b:f0:0e

65 kbps

& ACC-FIN(E FS108D3W16001218: portd)

Security Fabric: ENTLAB-HW

feaofE S

interimbuild0124~ - [1 @- O-

FRTINET

NHdopmauma ob
yCcTpoucTee
- OC

« CBA3blBaHME HECKOIbKNX
MAC

Crartyc FortiClient

YAa3BUMOCTU KOHEYHbIX
TOoYek

ABTOPU30BaHHbIE
nonb3oBaTenu

ABaTap nonb3oBaTensd

CoumanbHble
naoeHTuukaTopbl

Online/Off-line

CoObITHA 1 XypHan.l
KOHEYHOU TOYKM
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ABTOMaTu3lauus

= FortiGate 100D FTNT-SG-ISFW interim buildo065 - Lo~ (D~ >
@ Dashboard > New Automation Stitch
NX Security Fabric v
i Name Quarantine-|OC-Detected
Physical Topology .
Status [+JLELENE © Disabled
Logical Topology
FortiGate | [ All FortiGates x

Security Rating

Y Y
dannoBbIN KapaHTUH -~

Settings

+

Ol010I0I0I0]0

Compromised j§ Event Log Reboot Conserve HighCPU License Expiry HAFailover Configuration
Mode Change

AWSLambda Webhook

Fabric Connectors

AHann3 B NECOYHULIE  wrve

4+ Network

ABTOMaATUYECKNU

B Policy & Objects

@& Security Profiles Medium QEIEG

MNaTyYnHr aven

& User & Device

OueHKa COBMIOOEHNSA = rmesmcms
T p e 6 O Ba H VI VI e Email FortiExplorerl] Access Layer ~Quarantine IPBan
KapaHTWH KOHEYHOM

TOYKUA

R Y N

Minimum interval (seconds) | O

Display a menu Q
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be3onacHbIM yaaneHHbIN AOCTYMN

NHTerpmnposaHHbin, Always-on VPN
Single Sign on



Teleworker Access

E

Active Directory

FortiAuthenticator

NOC-SOC / Central Management / Analytics

B CE B

FortiSIEM

FortiAnalyzer

FortiManager

salesforce

LogMe(®
Bl internet/ Saas
1] Office365 %% Dropbox

A

A

™

SAML

SSL / IPSec VPN

Gateway

FortiGate

*—+

CiTRIX [0 04
@ FortiCASB

Direct-to-Internet
for Cloud/SaaS
Applications
Split Tunnel Support
SSL / IPSec VPN Client
\ .
o

» P
Ll <

On Premises - Cloud - Hybrid

Data Center FortiClient EMS

RTINET

Teleworker
FortiClient

FortiToken
Native OS VPN Support
1 | 4 2
- O

=
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http://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/40351/adding-a-google-domain
http://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/40351/adding-a-google-domain
https://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/24450/introduction
https://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/24450/introduction
https://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/417328/adding-endpoints
https://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/417328/adding-endpoints
https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/392490/dynamic-policies-forticlient-ems
https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/392490/dynamic-policies-forticlient-ems
https://help.fortinet.com/fos60hlp/60/Content/FortiOS/fortigate-authentication/FSAE.htm?Highlight=FortiAuthenticator SSO
https://help.fortinet.com/fos60hlp/60/Content/FortiOS/fortigate-authentication/FSAE.htm?Highlight=FortiAuthenticator SSO
http://docs.fortinet.com/document/forticlient/6.2.3/xml-reference-guide/921514/log-settings
http://docs.fortinet.com/document/forticlient/6.2.3/xml-reference-guide/921514/log-settings
http://docs.fortinet.com/document/fortianalyzer/6.2.3/administration-guide/448471/creating-a-security-fabric-adom
http://docs.fortinet.com/document/fortianalyzer/6.2.3/administration-guide/448471/creating-a-security-fabric-adom
http://docs.fortinet.com/document/forticlient/6.2.3/administration-guide/723898/getting-started
http://docs.fortinet.com/document/forticlient/6.2.3/administration-guide/723898/getting-started
http://docs.fortinet.com/document/forticlient/6.2.3/administration-guide/723898/getting-started
http://docs.fortinet.com/document/forticlient/6.2.3/administration-guide/723898/getting-started

FortiClient EMS

FortiClient Enterprise Management Server



FortiClient EMS

Management
Center

3almTa KOHeYHbIX TOYeK Ha
0a3e Fabric obecneyunBaer... Network

.......
. 2
L
. e
* &

Open Fabric
Ecosystem

* MHTerpnpoBaHHyro BUANMOCTDb
KOHEe4YHbIX TOYEeK U KOHTPOJb
cooTBeTCTBMUA

Cloud

Endpoint Infrastructure

* NPOAKTUBHYHO 3alliIUTY KOHE4YHbIX
TO4YeK

* aBTOMaTU3NpoBaHHOE .
caep)XXUBaHUe yrpo3 U KOHTPOIb WA N et S et Applications
anungeMuu

Al-driven Threat

» 6e3onacHbIV yaaneHHbIN AOCTYN intelligence
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LleHTpanunsoBaHHoOe ynpasrneHune ¢ nomowbio EMS

e .
me = ]

(-

E_.D l

.j
C H
o C
]

.

FRTINET

>l | ?

Enterprise Management Server

(EMS)
HacTporika, pa3ssepTbiBaHWe 1 yripaBneHue
FortiClient

=  WHTerpauusa c LDAP, Active Directory u
APYruMn KopnopaTuBHbIMU CUCTEMaMU

MOHUTOPUHI KOHEYHbIX TOYEK B pearibHOM
BPEMEHMU

Csofka yrpos, npeaynpexaeHue u
yBeAoOMIIeHNe

YpaneHHble 4encTBus

=  AHTMBMPYCHOE CKaHMpOBaHue

= CKaHupoBaHMeE ysI3BUMOCTEN

= KapaHTWH KOHEYHOW TOYKMU
MHBEeHTapmnsaumnsa nporpaMmmHOro obecnevyeHus
YnpasneHue pannoBbiM KapaHTUHOM
Beicokasa maclutabupyemocTb
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CKaHnpoBaHue ya3BMMOCTEN

=_= FortiClient Endpoint Management Server

B e Current Vulnerabilities Summary Endpoint Scan Status
FortiClient Status
Vulnerability Scan e N ' /_\
L3 Endpoints >
. . | | N | 1

& Quarantine Management  » \ | Secured

@& Software Inventory > . v \ / 3

4 Endpoint Palicy » Total

[& Endpoint Profiles > Total 51 1 1 2

View 53 Operating System Browser Microsoft Office Vulnerable
£ Manage Installers >
. 0 0 0 0

B Policy Components > Third Party App Senice User Config Other

B Telemetry Gateway Lists  »

E» Compliance Verification > Top 10 Vulnerable Endpoints With High Risk Vulnerabilities Top 10 Vulnerabilities

o Administration N WWINT-X86 18 21 @ Cumulative Security Update of ActiveX Kill Bits

) Windows10-PC . Security Update for Windows Shell to Address Remote Code Execution

£ System Settings >
. Wulnerabilities in .NET Framework and Silverlight Could Allow Remote Code Execution
. WVulnerabilities in .NET Framework Could Allow Remote Code Execution
. WVulnerabilities in Microsoft Graphics Component Could Allow Remote Code Execution
. Vulnerabilities in Microsoft Windows Could Allow Elevation of Privilege
@ Vulnerabilities in Windows Kemel-Mode Drivers Could Allow Remote Code Execution
. Vulnerabilities in Windows OLE Could Allow Remote Code Execution
. WVulnerability in .MET Framework Could Allow Elevation of Privilege

==RTINET © Fortinet Inc. All Rights Reserved.



MHBeHTapusaumsa nporpaMmmMHoOro obecne4yeHus

=_= FortiClient Endpoint Management Server

& Dashboard > 15 9 (.y\ 10
L& Endpoints > @ Total Applications EI Total Vendors [ ! New Detections

4 Quarantine Management  » Display by Vendor +

& Software Inventory w Name T+ \Vendor T+ \ersion Y+ First Detected T+ Last Installed * Install Count

+ Adobe Systems Incorporated (1)

Hosts |_ Adobe Flash Player 18 NFAPI Adobe Systems Incorporated 18.0.0.194 2018-09-29 2017-11-15 1
) ] + Fortinet Technologies Inc (2)
3 Endpoint Policy >
& FortiClient Fortinet Technologies Inc 6.0.5.0209 2019-02-12 2019-02-12 1
L8 Endpoint Profiles > o ) )
@ FortiClient Fortinet Technologies Inc 6220877 2019-11-21 2019-11-21 1
& Manage Installers > . Google LLC (2
B Policy Components > @ Google Chrome Google LLC 78.0.3904.97 2019-11-21 2019-11-12 1
[ Telemetry Gateway Lists  » & Google Update Helper Google LLC 1.3.35.31 2019-11-21 2019-11-08 1
Compliance Verification > + Microsoft Corporation (2)
N ) & Microsoft Visual C++ 2008 Redistributable - x64 3.0.3... Microsoft Corporation 9.0.30729.6161 2019-11-21 2017-05-30 1
& Administration >
& Microsoft Visual C++ 2008 Redistributable - x86 9.0.3... Microsoft Corporation 9.0.30729.4148 2018-09-29 2018-09-28 2
£ System Settings > e
+ Mozilla (3)
& Mozilla Firefox 38.0.5 (x86 en-US) Mozilla 38.05 2018-09-29 2015-05-26 1
@ Mozilla Firefox 68.0.1 (x86 en-US) Mozilla 6801 2019-11-21 2019-07-17 1
@ Mozilla Maintenance Service Mozilla 68.0.1 2019-11-21 2019-11-21 1

* OpenS5L Wink4 Installer Team (1)

& OpenSSL 1.1.0f Light (64-bit) OpenS5L Wing4 Installer Team 2018-11-1 2017-08-19 1

+ Python Software Foundation (1)
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Baza gaHHbIX FortiGuard Web Filter

FortiClient Endpoint Management Server

@& Dashboard

L3 Endpoints

A Quarantine Management

@ Software Inventory

E Endpoint Palicy

L8 Endpoint Profiles
Manage Profiles

Local Profiles

X Manage Installers

[ Policy Components

B Telemetry Gateway Lists
E Compliance Verification
& Administration

£ System Settings

L A . A

L A . S . .

Profile Name = Default

;“E Malware M Sandbox {3y Web Filter » JF-RSIE0E]

O VPN = | @ Vun

Web Filter

General

@ Client Web Filtering When On-Net &

@ Log All URLs

@ Log User Initiated Traffic

@ Enable Web Browser Plugin for Web Filtering @
Sync Mode @
Check User Initiated Traffic Only €

@) Enable Safe Search

@ Site Categories @

+ O~ Adult/Mature Content
+ © =  Bandwidth Consuming
+ © =  General Interest - Business
+ © = | General Interest - Personal

+ | @ ~ | Potentially Liable

Profile Mame

.F: Malware

Default

g Sandbox

RTINET

@ Site Categories @

- |
@ -
& -
@ -
& -
@ -

Adult/Mature Content
Abaortion

Advocacy Organizations
Alcohol

Alternative Beliefs
Dating

Gambling

Lingerie and Swimsuit
Marijuana

Mudity and Risque
Other Adult Materials
Pornography

Sex Education

Sports Hunting and War Games

Tobacco

Waannne (Ralac)

© Fortinet Inc. All Rights Reserved.
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Fabric EMS KOHHeKTop

ObecneveHne cBA3n
mexay FortiClient EMS m

FortiGate

ObecneyeHmne compliance

RTINET

'lonyyeHne EMS-Taros

"IpMmeHeHne NonNnUTUK
~ortiGate

=" m FortiGate VMé4 FortiGate-Edge ~
L 10l

& Dashboard »  New Fabric Connector

T L )
I NX Security Fabric w w

Physical Topology

Kubernetes
Logical Topology
Security Rating
Automation
Setﬁngs SSO/IdentTty
Fabric Connectors W
b FortiView >
4 Network >
Syst >
& System FortiClient
& Policy & Objects > EMS
& Security Profiles >
Name € To Internet

Incoming Interface | ™ ISFW Network (port2)
Outgoing Interface | ™ Edge Network (port1)

WVMware ESXi

FortiNAC

-

-

Source # FCTEMS0000101980_User_Spec X
+

Destination ' = all »
+

Schedule [@ always -

Service oAl x

+.
Action L se N @ DENY

U @ "c'l‘s'eg |

VMuware NSX OpenStack Application Nuage
(Horizon) Centric Virtualized
Infrastructure Services
(ACI) Platform
Fortinet Single Symantec Poll Active  RADIUS Single

Sign-On Agent Endpoint Directory Sign-On Agent
Protection Server
Select Entries 1
User Internet Service
Q, Search + Creatc

B T L S i St _ Gy

FCTEMS0000101980 Trusted PC TAG
FCTEMS0000101980_User_Specified_Tag
FCTEMS_ALL_FORTICLOUD_SERVERS
Finance_Network
FIREWALL_AUTH_PORTAL_ADDRESS
FortiClient-EMS-Server

gmail.com

HR Network
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[paBuna n Tarm ons NPoBepPKU COOTBETCTBUS

* [lpaBnna cooTBETCTBUSA
MOTYT UCMNOJb30BaThCA
Ons npUMeHeHns TIros
K KOHEYHbIM TOYKaM

e Torn moryTt
MCMNOJSIb30BaTbCH
nonutnkamm FortiGate
ans AMHaMu4eckoro
KOHTPOSA AocTyna

& Dashboard >

L0 Endpoints > Name

LB Endpoint Profiles

LE Gateway Lj

Host Tag

& Administ

@ Help

+ Add New Rule

i Delete fsAll Search All Fields

[ Edit

0s Feature Value Assign to Host Tag Status

fortinet-us.com or fortinet-ca.com

Windows Domain check 5= Windows Logged in Domain All Local User (]

or fortinet-cn.com

= FortiClient Enterprise Management Server

@ Dashboard

L0 Endpoaints
L& Endpoint Profiles

[B Gateway Lists

<

# Compliance Verification

Compliance Verification Rules

Host Tag Monitor

& Administration

@ Help

Search All Fields

>

> Endpoint User oS P List Tagged on

Nl © BvoD(7)

N ¥ ayang-x220 & ayane Windows 7 172.28.1.107 Host Verification List 2 2018-03-12
9 All Groups/PM 14:06:34
=% AHarris I3 Andrew Harris Windows 8 172.27.2.209 Host Verification List 1 2018-03-12
& All Groups/Docs 09:36:12
£® Carrie-PC B carrie Zhao Windows 10 172.27.3.200 Host Verification List 2 2018-03-11
9 All Groups/Designer 11:46:28
£ Desktop-31BDT2 B wirci Windows 8 172.28.1.111 Host Verification List 2 2018-03-11
(™1 All Groups/test 07:22:54
2% Desktop-5DRQ? B nHyeLee Windows 8 172.27.2.202 Host Verification List 3 2018-03-11
(% All Groups/test 17:09:11
8% km-lab-pc1 B Kunal Windows 8 172.28.1.105 Host Verification List 3 2018-03-11
&9 Al Groups/PM 15:12:26
% Lauraw-PC B Lavraw Windows 10 172.27.2.200 Host Verification List 2 2018-03-10

21:11:35

&9 Al Groups/Docs

£ Vulnerable Endpoints (45)
Guest Devices (85)
Corporate Devices (120)
& Insecure Endpoints (86)

© Fortinet Inc. All Rights Reserved. 45



DM HaMUYeCKUn KOHTPOJIb AO0CTVYIA (cermeHTawmsi Ha ocHoBe HaMepeHWIA)

Use Case : 3abnokupoBaTh A0CTYN A5 KOHEYHbIX TOYEK C BbISIBIIEHHOW Yrpo30oi 6e3onacHoCcTH

QE=TE o
M T T T~ > (\_@ Engineering Intranet

//

Sales Intranet

=
L
., Finance Segment - _

N U L A L > Finance Intranet

FortiClient EMS

Critical
Vulnerability

F::=RTINET User: Kate User: Jack artinet Inc. All Rights Reserved.
Group: Engineering Group: Finance



AHaMN4YeCKNMN KOHTPOSb AOCTYIMA (cerveHTaums Ha 0CHOBE HAMEPEHN)

Use Case: [loctyn Ha ocHoBe rpynn AD

@ Access Denied ‘
— >
7
7

____________ "A=) Engineering Intranet

Sales Segment

Sales Intranet

)

FortiClient EMS

Tagging Configuration Finance Intranet

User: Kate
Group: Engineer



AHaMN4YeCKNN KOHTPOSb OOCTYIMA (cerveHTaums Ha 0CHOBE HAMEPEHN)

Use Case: OrpaHuUYeHHbIN JOCTYN ANt HEU3BECTHbIX KOHEYHbIX TOYEK

OR=EEE M e
s » (.53 Engineering Intranet

°
°
o.. 7
e

o
%) oo oo |

- ... N
y A ( 2, ACCeSS Denied
FortiGate A Nl :

____________ > Finance Intranet

Sales Intranet

A

User: Unknown
Group: Unknown




FortiSandbox — ObmeH aHanMTM4YeCKUMU AaHHbIMU 00 yrpo3sax

N :
= )\FortiGuard Labs

/4
—7

Security Updates

@ Intelligence Sharing

\\4 \\4
~ N

1
|
|
|
|
|
1
|
|
|
: FortiSandbox
|
1
|
|
|
|
|
4

a

File Submission/ Real-time InteIIigence Updates File Submission/

Result Result

L A e e B ———

: ) Block Objects File Quarantine

[ I FortiClient (aTp Agent)
' : : 3rd party Endpoint Agent

FortiGate/FortiMail/FortiWeb/FortiADC/FortiProxy/ICAP {sson:apt} Gay= |
Device File Quarantine
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KriroueBble BapyaHTbl UICMOSIb30BaHUA
FortiClient FortiEDR

«  CBop TeneMeTpim ¢ KOHEYHOM TOUKM * AV Ha ocHoBe ML + Ha ocHOBe noBeaeHus

«  VIHBEHTapW3aLMS NPUAOKEHNI] » O6HapyxeHue / 3awuTa oT 6e3hannoBbix atak

« [IUHaMUYeCcKUi KOHTPOrb AOCTYNa *  OBHapyseHne npunoxeHui

. . » CkaHupoBaHue ys3sumocTen / BupTyanbHoe ncnpasneHme
« besonacHbIn yoaneHHbIW gOCTyn

* VPN Agent
« SSO

e 3awmTta gaHHbIX

O6HapyxeHne n 3awmTta OT yrpos
* YMeHbLUEHNEe NOBEPXHOCTU aTaku — Virtual patching
* 3alnTa KOHEYHbIX TOYEK . . .
» Post-execution detection (behavioral-based)
+ CkaHupoBaHue / ucnpaeneHue ysa3BMMmocTen
« CPRL-AV
* Anti-Exploit

*  Web filtering

* ABTOMartnyeckoe coepxXxumBaHue yrpo3s, remediation /roll back

KpnMunHanuctmnyeckme gaHHole (popeHsunka)

Threat hunting
* Application firewall (SaaS Control)

Cepsuc MDR (FortiResponder)

MuHuManbHoOe nepekpbiTue

OnemeHTbl AV — 3awmTa 4o BblinonHeHus| MHTerpauuns ¢ necoyHmuen |YMeHbLUEHNE NOBEPXHOCTU aTaku - CKAaHMPOBAHUE YSA3BUMOCTEN
F::RTINET © Fortinet Inc. All Rights Reserved. 51



JlTabopaTtopHasa paborTa:
Endpoint Workshop



LAB — uarnamma cetu

Server
Jumpbox

P

P
z

& // /8N

192.168.0.0/24
Management Network

FortiEDR Core  FortiEDR Manager

Active Directory

/ Management Network

Server Jumpbox 192.168.0.100
Edge-FortiGate 192.168.0.101
West-FortiGate 192.168.0.104
East-FortiGate 192.168.0.105
FortiAnalyzer 192.168.0.107
“""g;a“: 10 EMS 192.168.0.151
FortiEDR Core 192.168.0.132
FortiEDR Manager 192.168.0.133
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Proactive Advanced Endpoint Protection, Visibility and
Control for Critical Assets Workshop Exercise

* B aTunx ynpaxXHeHUAX Bbl Y3HAETE, KaK.

+ FortiClient EMS 3aluuiiaeT KOHeYHbIe TOYKM N MHTerpupyetcs B Fortinet Security Fabric ans
NOBbILLUEHUS BUOAUMOCTU N KOHTPOSIS CETU.

* FortiEDR obecnevnBaeT 3alUnTy KOHEYHbIX TOYEK ANSl CLEHApUEB 0 U NOCIE 3apaXXeHus ¢
OOLUMPHBIM MOHUTOPUHIOM COBLITUKW, NPeaynpeXxaeHnsiMm 1 BO3MOXKHOCTAMMN
KPUMWHaNMCTU4eCKoro paccrnegoBaHus.

F:=:RTINET © Fortinet Inc. All Rights Reserved.
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Instructor Notes

The following slides are optional and can be used for the following:
« To remind instructors how to interact with the Fast Track labs
* To help students get started using the hands-on lab

Feel free to use some, all, or none of the slides as part of your session

It is recommended to keep the Initial instruction short and then assist
students individually as needed

It is suggested to use no more than the first four of the following slides and
only use the others on a case-by-case basis

F:=:RTINET © Fortinet Inc. All Rights Reserved.
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Student Access

« Classroom URL and password are provided by your instructor

CloudShare Training Portal

Class Environments

Access your class environment

Enter the credentials supplied by your instructor to start working with

your environment.

Login

* indicates required field

Email: *

Class Passphrase: =

Mame : *

Fortinet1!

Chris

Pratico

Register and Login °>

F:=RTINET

About CloudShare Terms of use  Support  Contact Us

© Fortinet Inc. All Rights Reserved.
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Student Classroom Portal

View tabs across the top provide —— -
access to lab devices : €5 ¢ 0 (08 e ~o% amo|=

FortiFIED Lab Guide: an
Interactive lab guide providing
tasks and validating results ’

FortiManager-vMé4

Jumpbox Server: provides
access to links, software, and
tools necessary to complete tasks

Full Screen Button: makes
current view full screen

o W <] € e - 005 T g

F::RTINET e om. JEG] A




ortiFIED Interactive Lab Guide

Centralized Management with FortiManager

Add Devices to FortiManager

= Enter a Name —

Devices to FortiManager

W a: Network Topology
& b Agenda

. .
[ ] A I I Catl O n b an n e r AcmeCorp has decided to utilize FortiManager to centrally provision and manage its devices. Atits head office in Ottawa AcmeCorp has a core FortiGate, W 20: C with Forti
FortiGate-HQ. FortiGate-HQ is the root for the Security Fabric group, AcmeCorp. There are currently two FortiGate devices which are operationally but not @ a: Add Devices to FortiManager

yet fully configured at the Toronto and Vancouver branches. = b: Authorizing the Branch FortiGate Devices

System Templates
u 1 1 I 1 Add Devices to FortiManager
JeC IVeS IS You must add devices to FortiManager in order to centrally manage them. There are multiple ways to add devices. In this lab, you use the Add Device =

wizard.

Synchronizng Devices
Configuration Revision History
Adding Device Locations
Dynamic Objects

Creating a Policy Package

Sm ot noan oo

1. Toconnect to FortiManager, use the Jumpbox Server and open a browser. Browse to http://192.168.0.120 or use the browser shortcut. Log in using

[ | D | S p | ay tabs the following credentials: -

Username: admin
Password: Fortinetl!

. R - — m: Adding FortiAnalyzer as a Managed Device
I I - . — 3.0: Centralized Reporti d An. i ith FortiAn;
I C text 2, Click Device Manager. ntralized Reporting and Analytics with FortiAnaly

= 4.0: Conclusion

Viewing ADOM Revisions

Setting up a VPN with FortiManager
. OSPF Routing and Scripts

= |: Setting Up SD-WAN

I
o

3. Click Devices and Groups and click Add Device.

= Answer choice

R Tools w

Install Wizard

&

- 7 : -+ Policy & istall~  PMore~ B Co
= Continue button
4. Select Discover and enter the following information:
IPaddress: 10.10.3.254
Username: admin

| Status bar Password: Fortinetl!

= Scale text slider

o) a. It has been imported successfully but you have to configure its password in
order for FortiManager to push updates

@ d. Itindicates that it is the root of the AcmeCorp Security Fabric group

* Resize display bar

(O b. It has been imported but there is a duplicate device with the same name

(O c. It requires user intervention

Ready ‘ Possible: 9 Points




Adjusting the View |- adl == = i o s

& c @ use.cloudshare.com/Ent/CsClier c/#/viewer/ENYQeyXWYSjrW JLa_xAw2/?entityld=EPQEVSVGBW_w Q w
H M CloudShare < ¢ i d % Apps Gmail $2§ Fortinet Fuse: Home #a8 Fortinet : Fast Track Fortinet Security Cloud New tab
1. Right-click the browser tab e b e || i T '

and select duplicate from O o coucs | P SO0 1. A2 b ik @ € Newincogritovindow  CreShitoN
drop-down menu e

2. Tear off the browser tab by CloVEare | e || © Sz
clicking it and dragging the
tab away from the browser

3. Arrange the browser
windows side by side,
based on personal S i g
preference seps | o geaananie

Bookmarks

Zoom

: Cast...
Find..

More tools

4. Use the browser zoom to T
adeSt reSO|UtI0n Of VleWS (mwm ‘;S"ed 6 Bit % A i b foniFIEDuéGulde ’ i
based on preference S . | mpmr—

» These same steps can be e
used to place a second A (30 Fle Upoas
browser window on a
separate monitor
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Keyboard Layouts

« Keyboards on Windows and Linux hosts can be
changed for non-US keyboard environments

 Windows host:

1. Under Environment Actions, use the keyboard drop-
down list to select a keyboard

2. To apply the new keyboard, log out of Jumpbox, then
log back in

FRTINET

cloudshare Fortinet Fast Track - Attack Methodologies v1.5 JMB> Jumpbox Se

E| Overview

Remaining runtime:
(A - g .
~~ 13 days and 23 hours

—, Deletes in:
I~ -
' 29 days and 23 hours

I &
T!°| Remote Access Controls

I [>) Environment Actions

) £ Foh
O ®mE >

SN

Keyboard

English (United Kingdom)
Unicode (Universal QWERTY)
Unicode (Universal AZERTY)
Unicode (Universal QWERTZ)
English (United States)
English (United Kingdom)
English (Canadian French)
Arabic (Saudi Arabia)

Chinese (Simplified)

Chinese (Traditional)

Rl e )
French (Canada Legacy)

French (France)

] Jumpbox Server
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Keyboard Layouts (cont)

« Ubuntu 14.04 (NGFW)

1. Must be done from inside the host

2. Log in, click the gear icon on the top right
and click System Settings...

Click Keyboard

Click Text Entry

Click +

Select a keyboard layout and click Add

Close the window

® N o o o~ w

Click the Keyboard Layout icon on top
right and click the new layout

FRTINET

Text Entry

WSE¥Eings Text Entry

<. B @) 12:42PM %
a M c.. ik hiich
Terminal

' john@mail: ~
N&?  john@mail:~$ ($id pros) i

=

2

Show current input source in the menu bar

© Fortinet Inc. All Rights Reserved.
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Keyboard Layouts

Ubuntu 18.04 & Kali Host (Security Fabric & FortiWeb)

1.
2.

Must be done from inside the host

Log in, click the drop-down list on the top
right and select the Settings icon

Click Region and Language and click the +
icon under Input Sources

If required, use the button on the bottom of
the window to search for a keyboard

Click the keyboard and click Add
Close the window

Click the Keyboard Layout icon on top right
and click the new layout panel

FRTINET

: % Bluetooth

< Wi-Fi

ish (United States)

@ Background Ed States (English)

e English (US)

% Notifications

Swedish

Show Keyboard Layout

BiE  Privarwy
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Extended RDP Access

« Easiest and quickest access is through
the browser interface

* RDP client access provided
 RDP config download
« External address link

 Benefits

* Allows students to use an interface that is
most familiar to them

« Custom configuration

» Lets students use a tablet as a secondary
screen

FRTINET

[ I Y

B/} [

[ R ¥ Y

cloudshare rortinet Fast Track - Attack Methodologies v1.5 (Gold)r Jumpbox Server

4l Overview

s
=27 Remote Access Controls -

B con

Connection gadlizplay

G 3l

Virtual Keyboard

@ ] o]
oo og

Resolution

Fit Screen

Caolor depth

16 Bit

Sound

Disabled

@ Environment Actions

I;E; Connection Details

os
wWindows

Internal IP
192.168.8.188

]

External Address

uvolgglaxe83xreriik.vm.cld.sr

Mstsc command

mstsc -v

uvolgglaxe83xreriik.vm.cld.sr

fadmin

Enter the hostname or ip you want to connect to. I ol
N =

3 jJumpbox Server

User1 (FortiFIED)

© Fortinet Inc. All Rights Reserved.



Use Tablet as a Secondary Screen

* Install an RDP client on tablet (for
example Parallels)

 Emall or transfer the CloudShare
external access link to tablet

» Tablets works well for Jumpbox
access and the FortiFIED app

« Secondary VMs still require using
the web portal interface

FRTINET

FOrtiFIED © Fortinet Field Enablement team
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Fast Tracks

Welcome

to the

Attack Methodologies

Capture-the-Flag

Challenge

ease stay on this page until instructed to continue
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