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dyHkunoHan FortiClient



FortiClient

FortiClient. Tunbl KNMeHToOB

 FortiClient - 3TO nporpaMMHbI KITMEHT C NOAAEPKKOW Pa3nnYHbIX ornepaumoHHbIX CUCTEM
019 KOMMJIEKCHOM 3aLLUTbl KOHEYHbIX YCTPOWCTB OT NPOABUHYThLIX YIPp0o3, C MOAYSTbHOM
KOHCTPYKUMEN, MHTErpnpoBaHHbIn B Fortinet Security Fabric, ¢ BcTpoeHHbIM SSL VPN u
IPSEC VPN knneHtom, SSO areHTOM, NOAAEPXXKON MHOMOMaKTOPHOW ayTeHTUdUKALNK U
SD-WAN, obecneunBaowmm MuBeHTapuaaumio yctaHosneHHoro O, a Takke nonck
HeyCTaHOBJIEHHbIX OOHOBEHNN YrpoXarLmx 6e30nacHOCTU U YCTaHOBKY OOHOBEHNW ONA
OC v NpUnoXeHui, a Takke yCTaHOBKY CEPTUMDUKATOB, LIEHTPANM30BaHHbIN KApaHTUH U
ynpasrieHne 6enbiMn cnuckamu, yrnpasnaembin U3 eanHon KoHconn EMS

» FortiClient 6biBaeT ynpaensemsin EMS FortiClient n Standalone FortiClient

« Standalone FortiClient 6eiBaet SSO Mobility Agent unn VPN Only knneHT. [laHHble KNueHTbl 6ecnnaTHbl
Npu ycnosun 4To He ByayT ncnonb3oBaTbca ogHoBpemMeHHO SSO n VPN dyHkumn. (ana FortiAuthenticator
nokynaetcs nmueHsna SSO ang Bo3aMOXHOCTM ucnornb3oBats SSO Mobility Agent ).

« Managed (ynpaBnsaembin) EMS FortiClient BkntoyaeT BeCb (PyHKUMOHAN U MOXET BbITb C NOAOEPXKKOW
obnayHom necovHuubl nnn 6e3 nogaepKku obrnadHom NecoYHULbI.

FRTINET



FortiClient

Standalone FortiClient

Standalone FortiClient He nuueH3upyeTcs, ncnonbayrTcs 6e3 HeobxoaMMOoCTK onnaThl.
« SSO Mobility Agent (Ha FortiAuthenticator Heob6xogMma NUUEH3NA OS5 UICNOb30BaHNA LaHHbIX areHToB)

* VPN Only
+ Full Standalone FortiClient v6.0 (yXe no4yTu He ucnonb3yeTcd, yctapen)

SSO Mobility Agent ncnonesayetca B cueHapuax SSO ans coBMecTHom paboTbl €
FortiAuthenticator. AreHT aBTOMaTn4eckn nepegaet uma rnosnb3osartens u IP-agpec B moaynb
FortiAuthenticator ons obecneyeHunst npo3payHon ayTeHTUdMKauun. lllonesex npu
nameHeHuax IP-agpeca, Hanpumep, ns-3a poymuHdra WiFi unm npu nepeknioveHum
YCTPOMUCTBA MeXAy NpoBOAHOMN U 6eCrpOBOAHOWN CETbLIO YTOOLI HE cripalimMBaTb MOBTOPHO
ayTeHTndmKaumio nonb3oatens. Korga nonb3oBaTtenb BbIXOAUT N3 CUCTEMbI UM NHBIM
obpasom oTKro4aeTcs ot ceTu, yctponuctBo FortiAuthenticator 3HaeT 06 aTom un
noeayTteHTuduumpyet nonb3osartend. [ogaoepxusaetr NTLM ayteHTUdmKauuto.

VPN Only — ato FortiClient ¢ doyHkumen SSL VPN u IPSEC VPN, ¢ nogaoepxkon 2FA
ayTeHTUduKkaumm

Full Standalone FortiClient v6.0 - 6ecnnaTHbIn cTapas Bepcusi FortiClient koTopbin He

~-REKAMEHAYETCS AN UCMONb30BaHNS.



Standalone n Managed BapuaHTb!
FortiClient SSO Mobility Agent



SSO Mobility Agent pabotaert B cBsidke ¢ FortiAuthenticator

User Info

FERTINET

JNyywas macwtabmnpyemocTb U
adppekTMBHOE ODHapyXeHNE BbIxoaa

/ norb3oBartesid U3 CUCTeMbI

SSO Mobility Agent

*  WpeHtudukaumns nonbsosartens FortiClient
«  O6Hapyxunsaert login/logout/nameHeHmne IP

* LUnert hello nakeTbl kKaxgble 5 MUH. 4TOOLI OBHAPYKUTB
BbIKSo4eHne, 3acbinaHue MK un T.4.

*  ABTOHOMHbIV (BO3MOXXHOCTb YCTAHOBKU B BUAeE
doHoBOro cepsuca)

- Haunbonee macwrtabupyemoin FSSO ID meToa

« [loooepxmBaeT pasHble neca AD, JOMEHbI U KpOCC
OOMEHHbIe rpynnbl

© Fortinet Inc. All Rights Reserved.



Standalone n Managed BapuaHTb!
FortiClient VPN



O630p BapuaHToB VPN KnneHTa

Mpynna DyHKUMA BesareHtckun SSL VPN HatuBHbin VPN FortiClient VPN FortiClient EMS
lNnatHo
CTONMOCTE BecnnaTtHo BecnnatHo BecnnatHo o KOMMUECTBY
J'|V|L|eH3MpOBaHMe Beb-npunoxexHme HTML5 B coctaBe OC 3arpyxaembli ANCTpUBYTUB HOMb30BATENEI
TexHnyeckas nogaepxka Ja Het Het Ja
. . IPsec VPN IPsec VPN IPsec VPN
oC rlindions, e G2 el Sl VR vEls ieis L2TP/IPsec VPN SSL VPN tunnel mode SSL VPN tunnel mode
i0S, Linux SSL VPN web mode IPsec VPN SSL VPN tunnel mode SSL VPN tunnel mode

OrpaHnyeHHas nogaepikka

Beb: HTTP, HTTPS
MopaepxnBaemble NpUIOXKeHNs YnaneHHbin goctyn: RDP, VNC

O6wwme nanku: SMB, SFTP, FTP

Tepmunan: SSH, Telnet

Jliobble ceTeBble Jliobble ceTeBble JTiobble ceTeBble
npunoxenna (TCP/IP)  npunoxenus (TCP/IP) npunoxenuna (TCP/IP)

Mopoepxka AByxdakTOpHON

a a
ayTeHTUmkauum 2 fa fla a
Moppepxka Push ayteHTumnkaumm Het Het [a [a
lit tunneling - YacTnU4H OrpaHunyeHHo
Sl e = Sk ¢ He npumeHnmo P [a Aa
TYHHEnMpoBaHue 3asucut ot OC
. OrpaHunyeHHo
BKMOYeHHbIn VPN He npumeHnm Het
VPN Beerna toHe € NpUMeHIMo 3aBucut ot OC € fla
AsTOMaTU4eckas yctaHoBka VPN 3a OrpaHunyeHHo
y He npumeHnmo Het Aa
npegenamMmm JOBEPEHHOW CETH 3aBucut ot OC
ABTOMaTU4eckas ycraHoska VPN
He npumeHnmo Het Het Aa
npwu BxoAde nornb3oBatens
Bo3mMoxHOCTb N HaCTpPOWnKM
O3MOXHOC pegHacTpo Ma Het Het Ma
AanctpubyTtumea
3awmTa oT yrpo3 Het Het Het [a
PacwmnpeHHble  [posepka H TBETCTBU
P poBepka Ha cooTseTcTBINe Het Het Het [a

BO3MOXHOCTMU NnoJINTUKam
YnpaBneHue KnneHTamu Het Het Het Ha



Managed BapuaHT
EMS FortiClient nnm
FortiClient Security Fabric areHT



FortiClient

Managed nnu EMS FortiClient nnu FortiClient Security Fabric areHT

 Managed unu EMS FortiClient bbiBaer:
» C nogaepxkon Cloud FortiSandbox
» be3 nogaepxkn Cloud FortiSandbox

« Oba tnna EMS FortiClient ugeHTUYHbLI, OTNUYAKOTCS TOSNTIbKO HANMNMYMEM/OTCYTCTBUEM
noanucku Ha obnayvnbin Sandbox, oba MoryT ncnonb3oBaTb MECTHYH NECOYHULY
FortiSandbox.

» PacnpoctpaHsaeTca kak auctpmnoytme Windows nnm MacOS chopMrUpoBaHHbIN B KOHCONU
cepBepa EMS

« Ouctpubytme Linux EMS FortiClient yctaHasnueaetcs kak Standalone FortiClient, nocne
4yero noakritodaetca K EMS cepsepy n ganee ynpasndeTcs U3 LeHTpann3oBaHHOW KOHCOSU
EMS

« Ouctpmnbytmebl Android n iOS knueHToB FortiClient yctaHasnueatotca 3 Google Play Market
n AppStore peno3nTtopueBs , Nocre 4Yero NoaKnyarTca K KOHCoNU ynpaeneHna EMS.

F:=:RTINET © Fortinet Inc. All Rights Reserved. 11



dPyHKUmoHan FortiClient Security
Fabric areHTa (EMS FortiClient)



BcTpoeHHOe obHapyXeHmne nbbIX yrpo3

UHTENNEKTY-
AJIbHOE
YMNMPABINEHUE
YITPO3AMMU

FRTINET

MEXCETEBOM
9KPAH
HOBOI'O
NMOKOJIEHUA

KOMI'IJ'IKCHAFl

3ALLUTA
KOHEYHbIX
YCTPOUCTB

Web Security
AV
Anti-Malware
Anti-Exploit
Anti-Botnet
uT.A.

NMECOYHULIA

20

AHAJTIMTUKA U
AHAIINS
NMOBEOEHUA
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Fortinet Security Fabric

MOKPbLITUE

BuanmocTthb Bcen
NOBEPXHOCTU BO3MOXHbIX
atak

WHTEINPALUUA

Yn paBrideMad NCKyYyCCTBeHHbIM

. Network Security

. Multi-Cloud Security

Device, Access, and
Application Security

Network
Operations

Open Ecosystem

Security Operations

Fabric
Connectors

Fabric
APIs

Endpoint/Device Multi-Cloud

npegoreBpalieHnA B3ryiomMma 4epes Network =
yCTpOﬁCTBa, CeTn U NnpunoxeHus '-‘ Security 5o

. 5

“‘ ...

. ~O
ABTOMATU3ALUA Secure Application
. Access Security
aBTOMaTuU3auusa onepauunm, ‘e e ““‘
OopKecTpauuAa n o6paTHa;| Saag et
peakunsa
Security
Operations
amn QIFY19v1.4.4
F:RTINET FASTSSECUREO17



KomMnnekcHas 3awura KOHe4YHOU TOYKU C UHTerpauveun B
Fortinet Security Fabric

onepauum

BuaumocTb
KOHEYHbIX TOYeK

Endpoint TenemeTpus
OugeHka cocTosiHUA W
be3onacHoCTK yCcTpolicTBa
[Tonck ysa3BnmMocTen Endpoint/Device

3awuTta

OnHamuyecknmn
KOHTPOSb AoCTyna

CeTeBas

,D,I/IHaMI/IL-IeCKI/Ie rpynnol

" 6e30nacHOCTL, :
[Mogoepxka cermeHTaumm . :
Ha OCHOBE HaMepeHu
NMpoakTnBHaA 3awmTa

AV c nogaepxkon ML,AI
NHuTerpauns Sandbox
Anti-exploit
ABTOMaTn4yeckoe

orpaHunyvyeHune, n3ondauund »
F:=:RTINET © Fortinet Inc. All Rights Reserved.

Security

Onepauun




FortiClient Security Fabric areHT

bonbuie, Yyem paclumpeHHas 3alunTa KOHEYHbIX TOYEK - YHUKalbHbIN HAabop
doyHKLMN

UHTerpaumsa c Fortinet Security Fabric
FortiGate, FortiSandbox, FortiAnalyzer, FortiAuthenticator, FortiNAC,

FortiSOAR, FortiSIEM
KomnnekcHas 3awuta paboumnx ctaHuum (EPP)

FortiGuard CepBuchl
CPRL AV, Web dunetpauus, App Firewall,
YnpasneHue ya3BuMoCTSMU (BbIABINEHWE, YCTPpaHEHUE)

@) @)

® O A

Endpoint/loT
BuaumocTb,
KoHTponb, n
CooTtBeTCcTBME
nosIMTUKaMm

KomnnekcHas
Be3onacHbIn 3awmTa paboumx
yAaneHHbIA goctyn CTaHuuMA oT
NPOABUHYTbLIX Yrpo3

n TenemeTtpus, LleHTpannsoBaHHbIM KapaHTuH, LieHTpann3oBaHHbIN
Genbin cNUCoK, YnpasneHue ceptudukatamu, uHammyeckmne rpynnebl,

FortiClient FortiClient

YnpasneHue ysassumoctamu, IueeHTtapusauus MO FortiGate FortiGate, Fo_rtICIlent
: : . FortiSandbox
FortiAnalyzer FortiAuthenticator FortiGuard
Fabric Partners FortiNAC

© Fortinet Inc. All Rights Reserved.



KnueHT yaaneHHoro goctyna — FortiClient

0006000

AreHT YnpaBneHne  Sandbox Anti-Malware YAanewHbii  VIHBeHTapusaums
Security YyA3BUMOCTAMU  AreHT 3awmTa AocTtyn ycTaHOBII€HHOTO
Fabric no

@ @ o e PaboTtaeTt c Apyrumun cTopoHHUMU AHTUBMPYCaMM B KayecTBe

AONOJIHUTEJIbHOIo YpOBHA 3allUMThbI

F:=:RTINET © Fortinet Inc. All Rights Reserved. 17



PyHKUMOHarNbHble Bo3MoXxXHocTn FortiClient B 3aBUCUMOCTHU
OT Bepcuu = € W% @€ © %)
WINDOWS MAC 0S X ANDROID i0S CHROMEBOOK LINUX
Security Fabric Components

Endpoint Telemetry”

Compliance Enforcement using Dynamic
Access Control

Endpoint Audit and Remediation with /] 9 /]
Vulnerability Scanning’

Automated Endpoint Quarantine /] 9
o 9

I

Host Security and VPN Components
Antivirus

Cloud-based Threat Detection Q
Anti-Explot =~ &
o Dl o & @ o
“Sandbox Cloud Detecion & &
9
" Application Firewal’ e £
PscvPN & -
v & T & @ &
Others
Remote Logging and Reporting* 9 ]
WindowsADSSOAget 202020202 & &

F:=RTINET USB Device Control /] ] <



PABOTAET HA PA3JIMYHbBLIX OC

WINDOWS LINUX |
SERVER Android,

CENTOS
WINDOWS Chrome OS

ENDPOINT UBUNTU
RED HAT

FRTINET



FortiClient

Fabric Agent
EOJ'IbLIJe, 4YeM pacllnpeHHad 3alluTa KOHEYHbIX TOYEK

CeTeBble
onepauum

~

CORTHEY

RECOMMENDED

*
.
Endpoint/Device
3awwmTa

Network
Security

AreHT gna vHTerpauum ¢ Security Fabric

Tenemetpus, LleHTpanusoBaHHbIM KapaHTuH, LieHTpanu3oBaHHbIN

Benbin cnncok, YnpaeneHue ceptudukatamu, JuHamuyeckue rpynnol,
YnpasneHue yaszsumocTtamu, IueeHTapusauyus MO

RTINET

Onepauun
6e3onacHoOCTH

© Fortinet Inc. All Rights Reserved. 20



Fabric Agent npuMmepbl CNONbL30BaHUA

* BuaMmocTb Bcex coODbITUN C YKazaHNEM PUCKOB
F::RTINET.
* VpeHTndmkauusa yassBMMoCTeN, ykasaHne Ha natyd, C BO3MOXHOCTbIO YCTaHOBKU -
. ) Fabric-Ready
* BnanmocTb BCex yCTaHOBMEHHbIX NpuUnoXxeHnn, sepcuint. IueBeHTapmnsauus
« OnpeaeneHne NPUHaANEXHOCTU CTaHLMN, YPOBHS BLACK
pUCKa, KOHLEHTPaLUNSA Ha BaXXHbIX COBbITUAX SentinelOne
o o v Symantec.

[InHamMmn4ecknn KOHTPOSIb OoCcTyna
W McAfee

VHTerpauua n astomaTtmsaumngd
* WHTerpauusa c Security Fabric
« ABTOMaTM4YECKOE pearmpoBaHue Ha MHUWAOEHTbI

CoBMEeCTUMOCTb

e KOHTPOSIb COOTBETCTBUS

F:=:RTINET © Fortinet Inc. All Rights Reserved. 21



[Mpumep ucnonb3oBaHusa Fabric Agent -
ABTOCAIIOHbI & & 2k

NMoyemy MHTEepeceH NpoAyKT

v NIHTerpauus - Security Fabric apxutektypa

%
=i
I']

v PeweHuns ot ogHoOro BeHgopa
v' BugnmocTtb Bcex cobbITui, Tononoruu, Tpaduka, NnpoLeccoB, YpOBHA COOTBETCTBUS, NONb3oBaTenen u T.4.
v besonacHbin SD-WAN ¢ BcTpoeHHbIM NGFW dyHKUMOHanNomMm ot ogHoro u3 nuaepos pbiHka NGFW n SD-WAN

v OTKpbITasi 3Kocuctema, COBMECTUMOCTb

Mpumep ncnonb3yemblix

MpoekThl KnioyeBble TpeboBaHUA
NpoAyKToB
v FortiGate 601E, 101F and 40F v' T1poeKTbl HaUeneHHble Ha yBennyeHne v" CunbHasi 6e3o0nacHoCTb
v FortiGate VM (for Azure) ypOBHH 6930”30"'060“" Ans PN, v KomnrnekcHoe peLleHue - oauH
COOTBETCTBMSA TpeboBaHMAM
v’ FortiClient w/ EMS 2300 licenses ) MOCTaBLUMK ANA 3alNTHl LieHTPa
_ v' besonacHasi opraHuM3aLms ceTeBoM 06paboTkn AaHHbIX, unmana,
v FortiManager VM CBA3HOCTU — [MOpTaTMBHbLIE KOMMbIOTEPHI KOHEYHbIX TOYeK..
v' FortiAnalyzer nosib3oBaTesien, Bce 0PUChl C LieHTpamm v CooTeeTcTene GDPR anisi o6ecneyeHus
v’ FortiSwitch/ FortiAP °gpa6°TK” AaHHBIX N 0BILEAOCTYNHOS 6e3onacHOCTM AaHHbIX
obnako
S, v Endpoint BUOUMOCTL/COOTBETCTBUE,
Sawura LIO[ ynpasneHue
v Mboektkl SDWAN PN _ .




Endpoint Vulnerability

Affected Endpoints

Hostname T 2

B AHarris-PC

B® km-ftnt-PC

B® TiaraQuan-PC

User 7 2

; I|I Andrew
‘ admin

{ Administrator

Last Seen T 2

2017-02-05 12:32:21

2017-02-04 18:25:45

2017-02-04 09:15:22

Scan Time T 2

2017-02-0512:32:21

2017-02-04 18:25:45

2017-02-04 09:15:22

B4d Help -



BuanmocTb pyUcKa B KOHTEKCTE CEeTU 3a c4eT coopa

NAHHbIX C KXXOA0U KOHEeYHOU TOUYKU

amn -
5.5 FortiGate1500D NGFW-PRI interimbuild0124~ >[I @- O-

* M'Hdopmauunsi od
YCTPOWUCTBE
« 0OS

» Bce MAC agpeca, IP
agpeca, nopT u T.4.

Security Profiles

e Cratyc FortiClient

* Ya3BMMOCTU
CyLLecTByOLLNE

e TeKkywwmn nonb3oBaTtesb
o« ®OTO

« Social ID ngeHTndmkartop
* Online/Off-line cTatyc

Security Fabric: ENTLAB-HW
feanfdde

* CobbITKs 1 noru
CBA3aHHbIE C YCTPOUCTBOM

F::RTINET © Fortinet Inc. All Rights Reserved. 24



PeUTUHr 6esonacHoCT™™

FortiGate 2000E NGFW_SEC

@ Dashboard

¥4 Security Fabric
Physical Topology
Logical Topology
Security Rating
Automation
Settings
Fabric Connectors

I8 FortiView

& Network

## System

B Policy & Objects

@ Security Profiles

S VPN

& User & Device

= WiFi & Switch Controller

Ll Log & Report

€ Monitor

»  Security Rating

HA: Master

‘ admin ~

Security Control Results

>

[ Passed

[ Failed

W Unlicensed

Il Exempt

[ Unmet Dependencies

Severity of Failed Security Controls

O Medium
‘ H High
[ Critical

Device Types
[ FortiGate
“"/ M FortiSwitch
[ FortiaAP
W FortiAnalyzer

[ FortiManager

e
[ % A0 - |

v | Search

Q|

4 Compliance =

Security Control =

Devices =

Result = ‘ Security Control Details

5
i [-] Endpoint Management (EM) @

@l F<BP EM01.1

>
>

b

0l FsBP EMO2.2

FSBP EM01.2

[=] Fabric Security Hardening (SH)

FSBP SHO3.1

FSBP SHO4.2

Endpoint Registration

=% NGFW_SEC

Interfaces which are classified as "LAN" and are used by a policy should have DCFW

FortiTelemetry enabled.

FortiClient Protected

All supported devices should be registered via FortiClient.

FortiClient Vulnerabilities

ISFw_PRI &0 G
=5 ISFW_ENG
[ +3]
25 NGFW_SEC
=5, DCFW &0
5 ISFW_PRI
=5 ISFW_ENG &0

NGFW_SEC

All registered FortiClient devices should have no critical vulnerabilities. = DCFW

Valid HTTPS Certificate - Administrative GUI

% ISFW_PRI
£ ISFW_ENG
L +3)

=5 NGFW_SEC 1)

=
The administrative GUI should be using a valid and secure certificate. 5% DCEW @

Valid Certificate - IPsec Tunnels

IPsec tunnels should be using valid and secure certificates.

5 ISFW_PRI ©10)
=5 ISFW ENG ©10
@
=5 NGFW_SEC
= DCFW
=5 ISFW_PRI
% ISFW_ENG
[+3]

e Select a Security Control to see
details.




FortiClient EMS API

@ Fortinet Developer Network

FortiAnswers » FortiAP] = Provisioning ~ FortiDemo =

# Home >

FortiClient EMS

Search APIs & Configs FORTICLIENT EMS - APl DOCUMENTATION

FortiClient EMS 6.2.1 - 6.2.3

= authentication Welcome to the FortiClient EMS API Documentation
clients
endpoints
host verification rules
host verification tags
profiles
software inventory
= system
FortiClient EMS 6.2.0

= authentication
n clients
F::RTINET = endpoints

= profiles

27
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PacwunpeHHan uHterpauusa ¢ Sandbox

F

@ Dashboard
(8 Endpoints
All Endpoints
Manage Domains
Domains
Workgroups
» [ All Groups
[0 Google Domains
4 Quarantine Management
& Software Inventory
L8 Endpoint Profiles
(8 Profile Components
[8 Gateway Lists
48 Administration

#+ System Settings

WOV Y Y Y Y YW

AcroRd32.exe

B

G666xp.exe svchost.exe

Details
Process Information Memory Operation | Network Operation

PID 3844

File Path %CURRENTPATH%\tloader.exe

File Type pdf

CMD Line c:\work\tloader.exe"c:\work\403530244237770947 1.pdf" 55000
MD5 494c08f7a144d3ccdcfabbled1244039

Detail Executable dropped dll/sys file(s) to system directory

SEVICEes.exe

svchost.exe

msiexec.exe

E‘@ Quarantine File E@ Quarantine Endpoint

RTINET

© Fortinet Inc. All Rights Reserved.
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AdHaMU4YeCKUN KOHTPOMb AOCTYMA (Cerverauus Ha ocHose Haveperii

Mpumep: BnioknpoBaTb 4OCTYN MaLLUUH C PUCKOM K pecypcam KoOMMnaHuu

E ENGINEERING INTRANET

M
v

------------------- > Ml SALES INTRANET

\ 4

., Finance Segment n
B . FINANCE INTRANET

FortiClient EMS

A

\
\

\

\

\

o

|

Kputuyeckas =

Yassumoctb
N

&

Nonb3oBaTens: Kate NMonb3oBaTtensb: Jenny
Mpynna: Engineering Mpynna: Sales

Monb3oBaTenb: Jack 30
Mpynna: Finance



AdHaMU4YeCKUN KOHTPOMb AOCTYMA (Cerverauus Ha ocHose Haveperii

Mpumep: JocTyn Ha OCHOBE YneHcTBa B rpynne AD

ENGINEERING INTRANET
Sales Segment .
___________________ > Ml SALES INTRANET

N ‘ FINANCE INTRANET

FortiClient EMS
Tagging Configuration

@t
fi

. NMonb3oBaTtenb: Jenn
Monb3oBatens: Kate Monb3osatens: Kate r . . © Fortinet Inc. All Rights Reserved. 31
Mpynna: Engineering Mpynna: Sales pynna. Sales



AdHaMU4YeCKUN KOHTPOMb AOCTYMA (Cerverauus Ha ocHose Haveperii

[Mpumep: OrpaHnyeHme gocTyna HEU3BECTHbIX NONb3oBaTenen

QEE=ETA (.
n@ ENGINEERING INTRANET

: o m—mmm - mm === »>

° ® 7

: e

.. 4 .
2’ @ Access Denied §§ .
s > T8 SALES INTRANET
e Q) I
or L ate T NN > FINANCE INTRANET

MNonb3oBaTtensb: Unknown © Fortinet Inc. All Rights Reserved. 32
Mpynna: Unknown
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FORTICLIENT CLOUD

Cloud-managed Advanced Endpoint Protection with Fabric Integration.
Visibility. Protection. Anytime. Anywhere,

FRTINET




FortiClient 6.2

YNYYHLWEHO
OBHAPYXEHUE
YIreo3

« PacwupeHHasa nHterpaumsa c
Sandbox

* Sandbox aHanuTnyeckue
ot4yeTbl B EMS

« Ob6nayHoe obHapyxeHue B
pexmme peanbHOro BpeMeHu
HOBbIX Yrpo3

FRTINET

FABRIC
ABTOMATU3ALUA

2%

[MHaMN4YeCKNn KOHTPOIb
AocTtyna

ﬂ,l/lHaMI/ILIeCKVIe BUPTyalibHblE
rpynnol

Mopaepxka nonuTtuk FortiOS ¢
NCMofib3oBaHNEM
ONHAMWYECKUX TPy

OBJIA4YHOE
YMNPABJIEHUE

=i

* FortiClient Cloud

» FortiSandbox Cloud nHTerpauus

© Fortinet Inc. All Rights Reserved.
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[lpoaKkTUBHaA 3aLlmMTa KOHEYHbIX TOYEeK

° KomnnekcHas 3awuta paboumnx ctaHuum (EPP)

KoHTporb npunoxeHuit, Anti-malware, Anti-exploit, Web duniraaria  Antimalware—CPRL YCUJTEHHDbI n
ML n Al
3awuTa OT NPOABUHYTHLIX Yrpo3
WHTerpauus c necovHnyamm Cloud/On-Prem Sandbox ° Antl_eXDIOIt

Web dounbstpaums

MexxceTeBon aKpaH NPUNOXeHUn

NHTerpaums ¢ Sandbox

F::RTINET © Fortinet Inc. All Rights Reserved. 35



[MpoakTuBHaA 3alumMTa KOHEYHbIX TOYEeK

YCcTpaHUTb YA3BUMOCTHU OGHapyxeHue & brnioknpoBka

UHTerpaumnna &

ABTOMaTM3auUA peakuuu

& BbrioknpoBaTb 3KCNJIOUTDI CIOXHOro BpegoHocHoro MO

* [lonck yassumocTeln « Anti-malware « KapaHTuH cpaiinos u

* YcTaHoBKa OOHOBMEHUN OOHapyxeHue malware He ycTpouncTs/lK

« 3almTa OT 3KCMNIIONTOB cosgaroLLmx dpann « YcTaHoBKa OBHOBMNEHWMI
* O6HapyxeHwue yrpos B obnake « Wuterpaums ¢ Sandbox
« Anti-Exploit * WNHTterpaumnsa c SIEM

» Web dounsrpauns

MC3 npuroxeHwii

* WuTerpauma ¢ Sandbox

Bnanmoctb. UHTerpauus. LleHTpanunsoBaHHOe ynpaBreHue.

F::RTINET © Fortinet Inc. All Rights Reserved. 36




FortiClient —
NnULEeH3npoBaHue, COBETDI



FortiClient: npu obHoBneHun EMS He 3abyabte
CKOHBEPTUPOBATbL JIULIEH3UIO

ObHoBneHne Bepcun nuueHsum FortiClient

* [TocKONbKYy Bbl MOXETE NpModbpecTn Heckomnbko nuueHsum EMS FortiClient
Fabric Bcerga ykasbiBanTe YTO UMEHHO Bbl XOTUTE cAaenaTtb: 00beANHNUTL
NMNUEH3UN NN UCNONb30BaTh HECKONMbLKO pa3Hbix EMS!

* [1pn obHoBneHun FortiClient EMS ¢ 6.0 go 6.4.0 unn 6.2.0, EMS coxpaHseTt
nuueHs3unto 6.0 nocne obHoBneHusa. OgHAKo U3-3a CEPbE3HbIX UBMEHEHUN B
NUUEH3NPoBaHNK, BBEAEHHLIX B 6.2.0, Bbl BCe paBHO AOMKHbI Npeobpa3oBaTb
NMULUEH3NIO B NULIEH3UIO BEpcUM 6.4 nnm 6.2, Bpy4Hyto npeobpasoBas
NUUEH3NIO0 Ha canTe obCnyXnBaHUA U NogAEePXKKN KnneHToB Ao 31 aBrycTa
2020 r. unun cBsa3aBLUUCL CO crnybon noaaepxku Fortinet. Nocne ncreveHus
CpOKa OenNCTBUSI KOHBEPTUPOBAHHOW NULUEH3NU Bbl JOSMKHbI 3aKa3aTb U
NPUMEHUTb NMNULUEH3UN 6.2.



FortiClient: cpok aencreusa nuueHsnm EMS

[1lo6aBneHune nuueH3nm

* HoBble nNuuUEeH3nn gobaBreHHble K cyuecTByowemMmy EMS npumeHsoTcs B
OEHb Koraa UCTEKaeT CPOK AENCTBUA CTapon nuueH3un. [1obaBnTb HOBbIE
NULUEH3MN MOXHO B NIOOOW MOMEHT, ECIK 3TO He upgrade, npu anrpenge

nyylle npeaBapuTeribHO YTOYHUTL YTO NULEH3UN OOHOBIEHbI 0 HY>KHOW
BEPCUMN.

* [locne ucrtevyeHus cpoka gencreusa nuueHsnm Ha EMS y Bac byaet 10 gHen B
TeyeHun KoTopbix kKNneHTbl FortiClient npogormkaTt paboTtaTb CO BCEM
doyHKUMOHanom (grace nepuog), nocrie ncrtedyeHma 10 gHen nuueHsnpyemble
dyHkumn EMS FortiClient 0yayT BbIKNOYEHb



FortiClient — JinueH3anpoBaHue

FortiClient 6.0 (ans Forti0S6.0/56) | | FortiClient 6.2 (ans FortiOS 6.2)

_ » FortiClient Chromebook: FC-15-EMS01-403-02-DD

FRTINET

YnpouweHue - FortiGate, Ha koTopom paboTaeT FortiOS 6.2, asTomaTudecku nonyyaet tenemetputo ot FortiClient 6.2 - Het
HeobXoaANMMOCTU B OTAENbHOW NUuUeH3nn Ha TenemeTputo/Compliance dyHkumnoHan ans FortiGate

Hebonblwwme naketbl — MMHMManbHaa NMUEH3NS paccyMTaHa Ha 25 KNMeHToB
EcTtb naker, Bkntovatrowmi nHterpauuio ¢ FortiSandbox Cloud

Cxema nvueH3nMpoBaHNs COOTBETCTBYET OTpacneBoMy CTaHOapTy, nuueHanpoBaHue FortiClient ocywectsnserca no Konnu4ecTay
YCTPOWCTB, LieHTpann3oBaHHoe yrnpasneHnem (EMS) Bknio4yeHO B CTOMMOCTb.

BonbLwe HeT 6ecnnaTtHoro nonHodyHkumoHansHoro FortiClient.

becnnatHbi orpaHnyeHHbIn VPN-KNnMeHT

FortiClient Fabric Agent with Sandbox Cloud: FC-
15-EMS01-299-02-DD

FortiClient EMS SKU: FC1-15-EMS01-158-02-DD Y oriClent Fabric Aget SKU: FC-15-EMSO01.297-

02-DD

» He TpebyeTcst nuueH3un Ha FortiGate

© Fortinet Inc. All Rights Reserved. 41
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FortiClient 6.2 SKU

Fabric Agent with Fabric Agent with FortiSandbox Cloud FortiClient

Endpoint Protection Endpoint Protection Subscription Chromebook
and Sandbox Cloud

SKU

Security Fabric
Components (Fabric Agent)

Endpoint protection (EPP)

Sandbox agent for
FortiSandbox integration

Secure remote access (VPN,
SSL)

Sandbox Cloud
Subscription

Centralized management

FRTINET

FC1-15-EMS01-299-02-DD  FC1-15-EMS01-297-02-DD  FC1-15-EMS01-298-02-DD  FC1-15-EMS01-403-02-DD

Yes ves No Limited (Telemetry only)
Yes Yes No Web filtering only
Yes Yes No No

Yes Yes No No

Yes No Yes No

EMS EMS EMS EMS

© Fortinet Inc. All Rights Reserved. 42
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Zero-Trust Network Access
MHoroypoBHeBoe nuueH3npoBaHue FortiClient. Bepcusa 6.4

FortiClient Cloud @ On-Premise @

—

10,000+
(10,000 pack)
JInueHsna poctynHa B
naketax rno 500 u
500-10,000 __ 3HauuTenbHO gelueBrne 500-10,000
(500 pack) NPenCKypaHTHOWN LieHbl (500 pack)

JInueHsna goctynHa B
0-499 yrakoBkax no 25 u 0-499
(25 pack) MOXET CTEKUPOBaThCA (25 pack)

AN yBENUYEHUs
KOMM4YeCcTBa KOHEYHbIX
TOYeK

JlvueHsns poctynHa B nakeTax
no 10 000 n 3HaunTenbHO
AelueBrie NpPemcKypaHTHOU
LieHbl

JluueHsns gocTtynHa B rnakeTax
no 500 1 3HaunuTenbHO
AelueBrie NpPemcKypaHTHOM
LieHbl

JlnueHsna goctynHa B
yrnakoBKax no 25 n MoxeT
cTekmpoBaTbCa Ond
yBENMYEHUS KONn4YecTBa
KOHEYHbIX TOYeEK



6.4. SKU HOBbIe NMULUEeH3Un

HoBble nuueH3uu BonpochbI1?
FortiClient — Security Fabric Agent Subscription < Yto cny4nnock ¢ 6.0 nMueH3namn?
(FortiClient 6.2) - 3akasaTb MOXHO, HO MO 3anpocy
FortiClient Tiered License * 3akasduku MoryT npoansaTb 6.0 NUUEH3nn
 [o6aensitoTcs nakeTbl ans 25, 500 unu 10K mecT * Hert coobLueHnit 06 oTmeHe nuueHsun 6.0
* Het otnnuun B LeHe « MoxHo nn ncnonb3oeatb FortiClient

« HeT oTnnuuii B byHKUMOHanNe Tiered SKU ana FCT 6.2 - [da
FortiClient Cloud * Jlnmut Ha FortiClient Cloud? - B

. OTaenbHbIl SKU HacTosLlee BpeMs MakcumarnbHoe

konundyecteo 5000. B onwxkanwee

* He HyxHo nokynatb FortinetONE Premium nuueHsuio
BpeMA yBeEJIN4ar.

FortiGuard Cloud — Off Fabric Endpoints

« [losiButca B bnnxaviuee Bpewms..... ©
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FortiClient

BuanmocTtb

MpoakTuBHasA

3allimuTa

YnpoueHHoe

ABTOMaTMU3auuma
H ynpaBneHue

e

» PaclwmpeHHas BUANMOCTb BO
Bcex OC - Windows, Mac,
Linux, Chromebook, Android
nioS

° MHBeHTapM3aLI,VIFI
nporpaMmmHoOro obecneveHuns

* IHTerpupoBaHHoe
ynpasrieHne ya3BUMOCTSAMU C
BO3MOXXHOCTbIO YCTAHOBKU
oOHOBMNEHNN

FRTINET

 CPRL obHoBRsSiEMbIN
yepes FortiGuard ML

* PacwmnpeHHasa nHterpauus
c Sandbox

* Sandbox aHanuTn4deckue
otyeTbl B EMS

« ObnayHoe obHapyxeHue B
pexunme pearibHOro
BPEMEHW OS5 HOBbIX Yrpo3

/=
2 (-0

* [INnHaMn4ecKnm KOHTPOIb » [lnHamnyeckas rpynnmpoBka
AocTyna YCTPOMCTB B 3aBMCMMOCTHN OT
COCTOSAHUS
* KOHTpOSIb COOTBETCTBUA
nonuTnkam 6e3onacHoOCTH * YnpasreHue LeHTpannu3oBaHHbIM
 Security Fabric IOC KapARTUROM
KapaHTuH « EQMHasa KoHcorb ans Bcex YCTPOUCTB
* [lopgaepXxka nonuTuk c * YnyJweHHoe yaobcTBo
FortiOS rpynnamu ncnosnb3oBaHma brnarogaps HOBOWM
HaBuraumm
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YT0 Takoe EMS.
Kakue obiBaroT EMS cepBepbl



ApXuUTeKTypa pewleHus
FortiClient EMS



FortiClient EMS

EMS FortiClient kak pelueHrne MOXET BKItoYaTb crneayoLwme KOMMOHEHTbI:
OCHOBHbIe KOMIMOHEHTbI

« basa gaHHbix SQL. [Jo 5000 knueHTOB goctaTtodHO SQL EXpress KoTopbin
yCTaHaBnMBaeTCs No YMOSTHaHUIO

« FortiClient EMS cepBep yctaHaBnmBaemMbin Ha Windows OC

« FortiClient KNnMeHTbl yCTaHaBNMMBaEMbIE Ha pabovme cTaHuum, cepepa, MObUIbHbIE
yCTpoucTBea

« FortiAnalyzer kak cpeacTtBo MOHUTOPUHra, cbopa Noros, aHaNUTUKKN, 3agaHnst obpaTHOM
peakuum



FortiClient EMS

EMS FortiClient kak pelueHrne MOXET BKItoYaTb crneayoLwme KOMMOHEHTbI:

OnuvoHarnbHble KOMMNOHEHTLI

« FortiGate kak VPN wnto3 nnn NGFW w3 COBMECTHO C KOTOPLIM pabotaetr EMS

FortiNAC FortiSOAR [pyrne npoayktel Fortinet
FortiSIEM FortiGuard Cloud

FortiManager FortiSandbox FortiAuthenticator

MDM cuctembl Endpoint KNMeHTbl CTOPOHHUX NPOU3BOAUTESNEN

[pyrne peweHusa naptHepoB Fortinet



Cuctema ueHTpanusoBaHHoro ynpasneHus FortiClient
Enterprise Management System (EMS)

« EMS — nporpammHoe obecneveHne yctaHaBnneaemoe Ha Windows cepsep, Ucnosb3ytoulee
B KayecTBe 6a3bl gaHHbIX MS SQL cepBep, obecneymBatollee LEHTPaNM3oBaHHOIMo
ynpasneHusa knneHtamu FortiClient yctaHaesnusaembix Ha OC Windows, Linux, MacQOS,
Android, iOS, Chromebook , nHterpupyembin B Fortinet Security Fabric n obecneumsaroLmm
npocTtoe n adpdeKTUBHOE yrpaBrieHne yrpodamMmu npeanpusaTusi, B TOM YKCHe C
ncnonb3oBaHnem API

 EMS cepBep 6biBaeT obnayHbin Cloud EMS, B Bnage SaaS cepsuca FortiClient Cloud w
MeCTHbIN EMS cepBep.

« O6nayHbIn EMS cepBep MOXHO pa3BepHYyTb CaMOCTOATENbHO Ucnonb3ysa noboe nyénnyHoe obnako, Ha
KoTopoMm 6yaet passepHyT Windows cepBep Ha KOTopbln Bbl ycTaHOBUTE EMS cepsep.

» SaaS cepuc FortiClient Cloud ato EMS cepBep pa3BepHyThbin B obnake Fortinet, KOTOpbIN Bbl UCMONbL3YyeTe
Kak cepBucC.

* On-prem EMS 370 06bl4Has ycTaHOBKa Ha fiokanbHbIn Windows cepBep
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Cuctema ueHTpanusoBaHHoro ynpasneHus FortiClient
Enterprise Management System (EMS)

* [NogroTtoBka 1 pa3eepTbiBaHne auctpubytneos FortiClient EH - a

* WHTerpaumsi c AD 1 ApYyrUMM KOPNOPaTUBHBIMU CUCTEMAaMM Eh E _—I
 OueHKa cooTBETCTBMA NONMUTUKaM b6e30MacHOCTH D. D y
« MOHUTOPUHT KITMEHTOB B peanbHOM BPpEMEHM ] ] & l | L]

CBoaka rno yrposam, ornoBeLeHUd

YrnpaBrieHne KrineHTamm, B T.u.

» CkaHupoBaHue Ha Bl10

* CKaHI/IpOBaHVIe Ha yA3BUMOCTHU

* [lomelieHne B KapaHTUH

NHBeHTapusaymua MO

Macwtabupyemoe pelueHue

FRTINET



FortiClient Cloud



FortiClient Cloud

EMS FortiClient cepBep noctaBnsgembin Kak SaaS

« Orpanunyenusn FortiClient Cloud EMS cepBepa no cpaBHeHUIO C fiokanbHbIM EMS
cepBepomMm:

* FortiClient Cloud He nogaepxunBaeT nHterpauuto ¢ Active Directory
* FortiClient Cloud He moxeT ynpasnatb FortiClient ana Chromebook

« MakcumanbsHoe konnyectBo knneHTos FortiClient 5000 (B bnuxkaniwiee BpemMsi JaHHOe
orpaHn4yeHne yCTpaH4AT)

« HeT HeKoTOpbIX NYHKTOB MEHI0 (pe3epBHOE KONMpoBaHMe/BOCCTAaHOBMNEHME)

* [logoepxka Bepcun FortiClient KnMeHTOB Ha4YMHaga ¢ 6.2.1 n bonee NO3aHUX BEPCUN

 Bce ocTtanbHble PyHKUMUN nogaepxmBaroTcs!



FortiClient Cloud

EMS FortiClient cepsep nocrtaBnsgembin kKak SaaS. PyHKLMOHAN:

Fabric Telemetry Cloud-based threat detection
Antivirus real time protection Anti-exploit engine

Remote access (IPsec and SSL VPN) USB device control
Sandbox Protection Vulnerability management
Web Filter FortiGate Fabric connectors
Application Firewall Software Inventory

SSO

Bce ocTtanbHble (pyHKUMN nopaepKmBarotca!



FortiClient Cloud

FortiClient Cloud. Kak co3gaTb ak3emMnnsp:

1. Pernctpauuns FortiClient Cloud nognmncku Ha cBot y4eTHyto 3anuck FortiCloud

2. Perncrtpauusa nuueHsun FortiClient Ha co3gaHHyto y4eTHyo 3anuck FortiCloud

EE,:EHT"I-‘HET aneE abc@company.com f;f o

Customer Service & Support Home Assistance Download Feedback [816729 Fortinet &

Contract Contract Number: 522222611257

Registration

E Registering FortiClient EMS
i,

n Registration Code > RegistrationInfo > 3 Agreement > 4 \Verification > 5 Completion

Specify Fortinet Registration Information

To help you identify this product, you may enter a description here

Product Description: | FortiClient EMS Cloud

Used for Cloud Purpose: - I}

Please specify your Fortinet Partner or Reseller that helped you with this product

Fortinet Partner:* | Select a Pa 2

Next




FortiClient Cloud

FortiClient Cloud. Kak co3gaTb ak3emMnnsp:

1. Pernctpauuns FortiClient Cloud nognmncku Ha cBot y4eTHyto 3anuck FortiCloud

2. Perncrtpauusa nuueHsun FortiClient Ha co3gaHHyto y4eTHyo 3anuck FortiCloud

Bugeo. FortiClient Cloud 6bICTpbIV CcTapT.

FortiClient Cloud Overview

https://vimeo.com/363936010

LOokymeHTauma FortiClient Cloud

https://docs.fortinet.com/document/forticlient-cloud/6.2.0/cloud-
deployment/681910/introduction



https://vimeo.com/363936010
https://docs.fortinet.com/document/forticlient-cloud/6.2.0/cloud-deployment/681910/introduction

Pecypchbl



JononHuTenbHbIe pecypcChbl
FortiClient EMS

Ouctpubytums: https://www.forticlient.com/downloads

AKTMBaUusa NPOOHON NMNLIEH3NM:
https://video.fortinet.com/latest/forticlient-trial-license

BecnnaTtHbin VPN knneHT FortiClient

OHnanH nHctannatopsl: https://forticlient.com/downloads

FortiClient VPN

OdvbnanH nHctannatopsbl: hitps://support.fortinet.com/

Image File Path

BecnnatHasa Bepcusa FortiClient VPN

/ FortiClient/ Windows/ v6.00/ 6.2/ 6.2.6/

Image Folders/Files
Up to higher level directo
& IPSec VPN
Name Size (KB) Date Created Date Modified

Q forticlient-6.2.6-windows-release-notes.pdf 1,025 2020-03-10 16:03:21 2020-03-1213:03:07 HTTPS Checksum o SSL VPN
B FortiClientS505etup_6.2.6.0951.zip 9,846 2020-03-10 16:03:24 2020-03-10 16:03:25 HTTPS Checksum .

¢ Technical Support
FortiClientSSOSetup_6.2.6.0951_x64.zip 15,460 2020-03-10 16:03:27 2020-03-10 16:03:28 HTTPS Checksum
B FortiClientTools_6.2.6.0951.zip 33,898 2020-03-10 16:03:14 2020-03-10 16:03:18 HTTPS Checksum

. ’

E] FortiClientVPNSetup_6.2.6.0851.exe 78,204 2020-03-13 10:03:35 2020-03-13 10:03:52 HTTPS Checksum == Download for W|ndows ' Download for MaCOS
B FortiClientVPNSetup_6.2.6.0951_x64.exe 96,467 2020-03-13 10:03:35 2020-03-13 10:03:53 HTTPS Checksum

OdvdbnanH uHctannartopsl FortiClient VPN © Fortinet Inc. All Rights Reserved. 59


https://www.forticlient.com/downloads
https://video.fortinet.com/latest/forticlient-trial-license
https://forticlient.com/downloads
https://support.fortinet.com/

Kak y3HaTtb 0 npoaykte FortiClient dbonbLue

[MpocMOTPETL BUAEOPONUKN HUXKE:
* https://video.fortinet.com/products/forticlient/6.2/getting-started-with-ems-6-2-2-part-1
e https://video.fortinet.com/products/forticlient/6.2/getting-started-with-ems-6-2-2-part-2

[MponTun Kypc obyyeHusi B HCTUTYTEe Fortinet. Heobxoanmo nponTn KOPOTKYHO perncTpauuio;
 https://training.fortinet.com/login/signup.php?

HassaHune kypca «FortiClient EMS». Kypc 6ygeT goctyneH Bcem xenatwowmm 0o koHua 2020 roaa.
Fast Track Kypc COBMECTHO C MHCTPYKTOPOM OT Fortinet B BupTyanbHon nabdoparopumn Fortinet.
BecnnaTtHbIN Kypc NO3BOMAAKOLWMA 03HAKOMUTLCA ¢ oyHKUMoHarnom FortiClient EMS B TedeHWM ogHOro gHs.

O3HakoMUTbLCA C AOKYMEHTaLUMEN Ha canTe .
o https://docs.fortinet.com/product/forticlient/6.4
o https://docs.fortinet.com/product/forticlient-cloud/6.2

CdhopmynunposaTb BOMPOCHI 1 rMocnaTtb KX rno rno4vte Ha agpec Russia@fortinet.com

3anpocuTb NUUEH3NK Ong TeCTUPOBaHUS Hanucae No agpecy Russia@fortinet.com , nocne pernctpaunm
OLIEHOYHOW NUUEH3nK Yepes noptan support.fortinet.com 3agartb CBOW BOMNPOC TEXHUYECKOW NOAOEPKKE

[MonckaTb OTBETHLI Ha BOnpockl B 6a3e 3HaHun kb.fortinet.com
F:=:RTINET © Fortinet Inc. All Rights Reserved. 60


https://video.fortinet.com/products/forticlient/6.2/getting-started-with-ems-6-2-2-part-1
https://video.fortinet.com/products/forticlient/6.2/getting-started-with-ems-6-2-2-part-2
https://training.fortinet.com/login/signup.php?
https://docs.fortinet.com/product/forticlient/6.4
https://docs.fortinet.com/product/forticlient-cloud/6.2
mailto:Russia@fortinet.com
mailto:Russia@fortinet.com

Kak npoTtecTupoBaTthb peLueHue



Kak pa3BepHyTb NUMOT C UCMONMb30BaHMEM JTOKaribHOro
FortiClient EMS cepBepa

[na pasBepTbiBaHUA CUCTEMBI LieHTpanu3osaHHoro ynpasneHns EMS FortiClient n knuenTtos FortiClient:

1. TponTtun no ccelnke: https://www.forticlient.com/downloads . 3anonHUTL aHKETY, ckadaTb AUCTPUDYTUB cepBepa
EMS.

2. [lNpownseecTtn yctaHoBKY cepBepa EMS.

3. AKTMBMPOBATb TPMaribHYO NULEH3NIO KaK MOKa3aHo B BUOEOPOSINKE MO CCbISTKE HUXKE:
https://video.fortinet.com/latest/forticlient-trial-license

4. Pa3BepHyTb pelleHne n caenartb nepBoHavanbHYy HACTPOMKY yKasaHO B BUOEO HUXKE:

https://video.fortinet.com/products/forticlient/6.2/getting-started-with-ems-6-2-2-part-1

https://video.fortinet.com/products/forticlient/6.2/getting-started-with-ems-6-2-2-part-2

5. 3anpocutb HEOHXOAMMO KONMYECTBO JTINLEH3UN B Cllydae HeobxoaMMOCTN Hannucas NMMCbMO Ha
Russia@fortinet.com

F::RTINET © Fortinet Inc. All Rights Reserved. 62


https://www.forticlient.com/downloads
https://video.fortinet.com/latest/forticlient-trial-license
https://video.fortinet.com/products/forticlient/6.2/getting-started-with-ems-6-2-2-part-1
https://video.fortinet.com/products/forticlient/6.2/getting-started-with-ems-6-2-2-part-2
mailto:Russia@fortinet.com

Kak pas3BepHyTb nunot ucnonb3ys FortiClient Cloud cepBepa

[na pasBepTbiBaHUSA cucteMbl LieHTpannsosaHHoro ynpasneHus FortiClient Cloud n knuneHToB FortiClient:

1. lNpocmoTtpeTb BUAeO https://video.fortinet.com/products/forticlient-ems/6.2/forticlient-cloud-overview

2. Cloud EMS moryT TectupoBatb Briagenbubl FortiCloud Premium Account nognuckm (FC-15-CLDPS-219-02-DD)

[ToaToMy HeOBXOAMMO KynUTb AaHHYK NOANMUCKY UM obpaTUTbCA No agpecy Russia@fortinet.com

3. Heobxogumo 3anpocutb nuueH3um FortiClient Security Fabric Agent HanucaB no agpecy Russia@fortinet.com
yKasaB KONnmM4yecTBO KnneHToB. OTaenbHO HeEODXoaMMO yKasaTb KonmnyecTtso knneHtoB Chromebook

4. [Nocne nony4yeHnsa nuueH3nnm Heobxoanmo akTusmpoBaTtb noanucky FortiCloud Premium Account u nuueH3um
FortiClient Security Fabric kak ykazaHo B BUAE€O BbliLLe

d. ,El,aanel‘/'lLuyro HaCTpOVIKy MOXXHO BbINOJTHNB KaK YKa3aHO B BUOEOPOJINKax AOCTYMNHbIX MO CCbIJTIKaM HUXE:

https://video.fortinet.com/products/forticlient/6.2/getting-started-with-ems-6-2-2-part-1

https://video.fortinet.com/products/forticlient/6.2/getting-started-with-ems-6-2-2-part-2
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N3veHeHUus



FortiClient

COBMECTMMOCTb MeXay pPasfnnyHbIMK BEPCUSMU NPOOYKTOB

FortiOS « [lOKyMeHT OOoCTyrneH Ha
FortiClient F“’é'ﬁ's'“"t : FortiAnalyzer | FortiManager | FortiSandbox noprane _
Endpoint IPsec VPN https://docs.fortinet.com
control SSL VPN
2.1.0+
2.2.0+
2.3.0+
6.0.0 2.4.0+
5.4.0+ 2.5.0+
3.0.0+
6.0.0+ 56 0+ 5.6.0+ 5.6.0+ 5.6.0+
6.0.0+ 6.0.0+ 6.0.0+ 2 1.0+
R 0.0 6.2.0+ 6.2.0+ 6.2.0+ .
L. L. L 2.2.0+
6.4.0 2.3 04
6.0.1+ 2.4.0+
2.5.0+
3.0.0+
3.2.0
6.2.0 5 6.0+ 6.0.0+ 6.0.0+
o 6.2.0+ 6.2.0+ 6.0.0+* 6.2.0+ 6.2.0+
6.4.0 < 6.2.0+ 2.5.0+
6.2.1+ 6.4.0 6.2.0+ 6.2.0+ 3.0.0+
3.1.0+
6.0.0+ 3.2.0
6.4.0 6.4.0 Al 6.2.0+ 6.4.0 6.4.0
6.4.0 T

https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/25db317f-031e-11e9-b86b-00505692583a/fct-

compatibility-chart.pdf
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https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/25db317f-031e-11e9-b86b-00505692583a/fct-compatibility-chart.pdf
https://docs.fortinet.com/

FortiClient. ana nsonupoBaHHbIX cpea

* [MossBUNack BO3MOXHOCTbL ycTaHoBkM FortiClient u cepeepa EMS B
N30NMPOBAaHHbIX cpeaax, 6e3 goctyna K VIHTepHeT

« Bkntovaet perncrtpauumro ForiClient u EMS ana aBTOHOMHBIX cpea

* [TofIHOCTbI0 aBTOHOMHBbIN ancTpnoyTmue ana FortiClient EMS
MHCTanndaTopa

« ObHoBneHune Bepcuu FortiClient n curHatyp yepes FortiManager ons
N30NUPOBaHHLIX cpea

 FortiClient nogaepxka ana Windows Server Core 2019 n 2016



FortiClient: kKak MOXXHO NMpoTecTUpPoOBaTb

[loCcTynHbI NULIEH3UN AN TECTUPOBaHMA OONbLLUOIO KONMM4YecTBa KITMEHTOB

« EMS On-prem - EMS gnsa FortiCloud Account no3sonseTt ncnonb3osartb 30
OHEBHYIO NLEH3NIO Ha 10 KNNEHTOB

* icnonbaya FortiCare y4eTHy0 3annucb MOXHO NonydYnts ogHy EMS
NMPOOHYIO NINLEH3UNIO CAMOCTOATENBHO

« EMS On-Prem wvnu Cloud: 60 gHen, HeorpaHM4YeHHOE KONUYEeCTBO KITMEHTOB

« [loctynHa Bepcua FortiClient ¢ obna4yHom u MeCcTHOM NecoYHULIEN U
nogaepxkon FortiClient ana Chromebook, Linux, MacOS, Windows,
Mobile OS (Android, 10S)

« [1na TectnpoaHus FortiClient coeBMecTHO ¢ 0bnayHbIM BapMaHTOM
cepsepa EMS Cloud, Heobxoaumo BbibpaTe EMS Cloud BapuaHT nipu
pernctpauumn nuueH3um FortiClient. Tpebyetca Hann4uue FortiOne
Premium y4YeTHOM 3anMUCH, KyNnTb MOXXHO ncnonbdys SKU FC-15-
CLDPS-219-02-02



Yrpo3bl C KOTOPbIMU
cTankuBaeMcs npu
o0Cny>XMBaHMN KOHEYHbIX
YCTPOUCTB



[MpobGnemMbl ¢ KOTOPbLIMU CTaNKUBaeTCH KaXaas

KOMIMaHuUA

Ponemﬁn

63% BCEX KOMMaHUN He
MOryT KOHTPONUPOBaTb

= ,
/‘w KOHEYHble YCTPOMNCTBA BHE
ceTn, bornee NOMOBUHbLI He
MOryT OonpeaennTb
COCTOSIHME COOTBETCTBUSA
KOHEYHbIX YCTPOUCTB

OTCYTCTBUE BUOAMMOCTH

MCTOYHMKM:

verizon’
4%

nogen yvyactseytoT
B ntobon
JOULLMHIOBOW

KaMnaHuu,
HaXkumas Bce

noapsia

AOBEPYUBbIE MNOJIb3OBATEJIU

CtoumMocTb Hebe3onacHbIX KOHeYHbIX YCTponcTB, Ponemon Institute, 2017
apTHep, «Kak pearnpoBaTtb Ha yrpody 2018 roga», ['per AHr, 28 Hoabpsa 2017 roga

OT4eT 0 paccrnenoBaHUK HapyLeHuin, Verizon, 2018

F:=RTINET

999% skcnnyatmpyembix

YA3BUMOCTEWN N3BECTHDI
cneuuanuctam no

& oe3onacHocTn n AUT-
cneunanuctam

YA3BUMbIE YCTPOUCTBA

69



Pe3ynbraTbl He3aBUCUMBbIX
TeCcTMpoBaHUN!



FortiClient pekomeHOOBaH BeayLLMMKN
rnaboparopusiMmm TeCTUpPOBaHUA

TTTTTTTT

nnnnnnnnnnnnnn

EEEEEEEEEEE Jlyqwan crommocTb

TCO npwum
UCMOJSIb30BaHUU
obaYyHoOM NnecouYHULbI

 OanH n3 nupepos B
KBagparte

e YCuneHve no3vumm Ha
PbIHKEe
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AEP 3.0 Security Value Map 2019

ADVANCE:;:'I:]I:‘ESI‘;;.;;UTECTI[]N
! R RECOMMENDED
1 Sophos
o o ® “V’
1 Panda Security
F-Secure ' |lI - sk
I| o Bﬂ%eodef . Carbon Black gm"e"d Micro
‘. e ® ko @ .
|‘ 96%
3 21 npoAyKT TecTupoBancs
3 19 BeHAOPOB NOKa3aHo
l, Malwarebytes
___________________________________________________ e - 14 pexkomeHOOBaHO
il it e = 5 v i it 92%
) ! 2 Security pekoMmeHAOOBaHbI
© \ :
. g
! 0% &
| g 3 npoAyKTa He NpoLnu TecTt
&
6 .
® \
: m Security agpdpektmBHOCTb 87.4 - 99.1%
s A N ". o 6 BEHOOPOB NPONYCTUNN XOTS Bbl OAHY
NSS Labs was unable to measure the effectiveness and determine the suitability ll )<,: TeXH M Ky O 6XOD|a I yﬂ 3 B M M o CT b
of advanced endpoint protection products from three noteworthy vendors and ‘I g
therefore cautions against their without a corr i luati P
! 82%
NSS Labs was unable to test the Microsoft Advanced Threat Protection (ATP) 'l
product because a centralized management console that integrates Windows 7 1
endpoints was not available. lI
l| 80%
$600 $500 $400 $300 $200 $100 $0
TCO per Protected Agent

XPERTS
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FortiClient PekomeHaoBaH

FortiClient v5.6.2
ADVANCED ENDPOINT PROTECTION

Fortinet FortiClient v. 6.0.3 c EMS $44,009 REWED

HTTP Email HokymeHTtbl &  Offline Yrpo3el  HeunsBecTHble OKCNonThbI CwmellaHHble TexHUKn
CkpunTbl Yrposbl Yrpos3bl ob6xopa
100% 98.5% 91.9% 93.3% 100% 100% 50% 100%
OonokupoBaHusA

JdononHutenbHbin [MEZ) 3% 6.5% 6.7% 0% 0% % 0%
YPOBEHb
obGHapyxeHus

98.8% 98.4% 100% 100% 100% 50% 100%

alwmT O
TeXHUK
obxopa
100%

O6LumiA 6Gan 3a dPYHKLMOHA Security 9 (PEeKTUBHOCTD:

97.5 96.7%

ROI:
3055%

FiERTINET

E ACADEMY

NS
XPERTS




CamMble cnoxHble n onacHble yrpo3bl onokupytrorca 100%

& Malware & IKCNNonNThbI

33,653 Unique Variants 8,309 Unique Exploit Detections

6,405 Different Families

1,218 Exploits Seen per Firm

13.7 Variants Seen per Firm 54% Firms who saw Severe Exploits

3KCNNOUTLI

<

100% FortiClient
Heun3BeCTHbIe OoOHapyxeHue u
yrposbl OnokupoBaHue
100%
TeXHUKU

FiERTINET
NSE ACADEMY
XPERTS

Ights Reserved.



HJononHuTtenbHasa nHopmauus

NMpumepbl BeHAOPOB

Securit B Kakux npoBepkax
Gd)d)eKTVIBI}I/OCTb ObINun ngonycpku KTO nponycTin
yrpo3sbl
BnoKMpoBKa 1 0BHapyXeHue: [oKkymMeHTbl U ckpunTbl 98.4% ESET Endpoint Protection
(1/62) G DATA Endpoint Protection

100% OKCnronThbl CmeLlaHHble yrpo3bl 50% McAfee Endpoint Protection
100% HewunsBecTHbIe yrpo3bl (7/14) Palo Alto Networks Traps
100% TexHuKn obxona HeT 100% 3awmThbl ons SentinelOne

100% Http malware
100% off line yrposbl

Endpoint Fire Eye

mybokasa 3awuTta n
WHTerpauusi UMeroT
peLwlarolee 3HavYeHme

Security agopekTnBHOCTL B npegenax 87.4% - 99.1%

6 BeHOOPOB NponycTunn ogHy unun 6onee TexHuk obxoaa

FE:IEEFITInEt

NS
XPERTS




FortiClient — pe3ynbraTthl
He3aBMCUMbIX TECTUPOBaAHUN



Pe3ynkraTthl TecTmpoBaHua NSS LABS AEP 4.0
FortiClient —
25 pespans, 2020 NSSY)

LABS
- NSS labs n3ameHuna ceon metog otyeTHoCcTU aAnga tecta Advanced Endpoint
Protection (AEP). BmecTo Security Value Map (SVM), Tenepb NSS labs
yKasbIlBaeT 4119 KaXgoro yyacTHuka yposeHb peutuHra ot AAA, AA, A, BBB, BB

no B.

- [lepBbIn payHa: 12+ yyacTtHukoB npounssoautenen AEP. FortiClient v6.2.2
6b1n1 npucBoeH ypoBeHb A. [1ns FortiEDR 66111 npucBoeH ypoBeHb AA.

- FortiClient 3abnokunpoan 97.37% yrpo3 ¢ 0.6% noXxHbIX cpabaTbiBaHUN.
- Cpegu yyacTtHukoB, Kaspersky, Bitdefender, Checkpoint, PAN Traps....n 1.4.
- TectupoBaHue npogoskaercsa. PeNTUHrn 0yaoyT MEHATbLCA CO BPpEMEHEM

- bornblas BbissBrieHHbIX nNpobriem FCT yxxe ncnpasrieHa, OKOHYaTernbHoe
ncnpasrneHne byaet B Bepcun 6.4.1 KOTOpoOe BbIMOET B'CEPEANHE MHONS.



Pesynkratbl TecTupoBaHua NSS LABS AEP 4.0

FortiClient
25 dpeBpans, 2020

NSS\)

LABS

Overview & Qutlook

During Q1, 2020, NSS Labs performed an

independent test of the Fortinet FortiClient v6.2.2.

Comprehensive, robust management. Overall
protection impressive; low false positive rate;
excellent resistance to evasion. Excellent malware
protection; excellent drive-by exploit protection.
Room for improvement defending against social
exploits; poor protection against handcrafted
(targeted) attacks.

EmailMalware

HTTP Malware

Drive-by Exploits

Social Exploits

Handcrafted Attacks

0% 10% 2006 30% 40%  50% 60% 7% BO%  90% 100%




Security Value Map (SVM), lekabpb 2019

» PekomMeHO0BaHbl peleHnsa 4 BeHOOPOB:

« Check Point Software Technologies Next
Generation Threat Prevention Appliance +
Endpoint Security

« Palo Alto Networks PA-5220 + Traps

* Trend Micro TippingPoint 8200TX
Appliance + Deep Discovery Analyzer +
OfficeScan

 Fortinet Fortinet FortiGate 500E +
FortiClient + FortiSandbox (AWS BYOL)

TCO per Protected Mbps

NSS Labs BPS SVM, Dec 2019

100%

%

ak

I
( cnmtpeint'
Neutral
Trend Micro”
1 Pala Alts Networks'
Palo Ao Metworkst  Fotinet? ()0
heck Poinet L ]
@ rend by
) Falo ko Metworis?
) shohas
Fortnat!
L J
Avscoge ecommenged
endar
o
Caution
A
M55 Labs was unable 1o maasune the sffectiveness
and deterrming the suitability af products frorm o N eUtral
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AV-CpaBHUTenNbHbLIU OTYeT, MapT/anpenb 2020

Test Results

Real-World Protection Test (March-April)

This fact sheet gives a brief overview of the results of the Business Real-World Protection Test run in March and April 2020. The overall
business product reports (each covering four months) will be released in July and December. For more information about this Real-
World Protection Test, please read the details available at . The results are based on a test set
consisting of 403 test cases (such as malicious URLs), tested from the beginning of March till the end of April.

! Fortinet

» Compromised: 0%
User dependent: 0%
Blocked: 100%
False Positives: 3

Fi.:RTINET.

Il Compromised User dependent Blocked False Positives

YyacTHMKK: oyeHb Gonblias rpynna. ..

Fortinet 1 Panda 3aHsanu nepBoe
MecTo #1 cpean BCexX y4acTHUKOB.

PeweHue Fortinet : FortiEDR,
FortiClient n FortiSandbox.

https://www.av-
comparatives.org/tests/business-
security-test-march-april-2020-factsheet/



https://www.av-comparatives.org/tests/business-security-test-march-april-2020-factsheet/

Fortinet Endpoint Security
ApXUTeKTypa



ApxuTtekTypa Fortinet Endpoint Security

A.l. Powered Cloud Consoles
Contextual Playbooks by:

* Automation Stitches

» Admission Control
» Dynamic Policy

* Process < Application <Host - Incident Classification
Granular Response by Classification: * Threat Hunting  Automated
* Notification -« Isolation < Remediation * Guided Response Response

* Fabric Connectors
» Enforcement

R

.

FortiGate FOrtiSIEM  FortiNAC FortiClient FortiEDR Fortilnsight
4 EMS

x H

FortiGuard

Cloud Services FortiSandbox

« Zero Day Detection
» Malware Classification
* Fabric Integration

!

Seae’ :
. . I
FortiSwitch 3 Party @ EortiClient ! FortiEDR Fortilnsight FortiSIEM @ FortiNAC
[— :
_ : * NGAV / EDR * User & Entity _ * File Integrity Monitoring Endpoint Posture Check
Endpoint telemetry : « Endpoint Al / ML Behavior Analysis * File Intrusion Prevention * 3rd Party AV / FW Status
IOT/OT Vulnerability mapagement: « Vulnerability Virtual Patching * Insider Threat Detection « Endpoint Response Actions  « 3rd Party AV Signature Status
Malware prevention ! « Application Isolation * Process Monitoring * Scalable Log Collection » Device / Network Classification
Sandbpx I.ntegration : « Process Control / Quarantine * File Movement « Audit Violations 3rd Party Response
Web Filtering | « Air Gap Systems Support * Policy Violation Alerting + 3rd Party Response *  802.1x
Application Firewall : « 10T Device Discovery * Al Based Behavior . COA
N e g GSE VR T Unified Collector

F::=RTINET ) Fortinet Inc. All Rights Reserved


http://docs.fortinet.com/document/fortisandbox/3.1.2/administration-guide/591704/forticlient-ems-devices
https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/392490/dynamic-policies-forticlient-ems
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiInsight.pdf
https://www.ensilo.com/
http://docs.fortinet.com/document/forticlient/6.2.3/xml-reference-guide/921514/log-settings
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiInsight.pdf
http://docs.fortinet.com/document/forticlient/6.2.3/xml-reference-guide/921514/log-settings
https://docs.fortinet.com/document/fortinac/8.5.0/fortinet-security-fabric-fsso-integration-guide
https://docs.fortinet.com/document/fortinac/8.5.0/fortinet-security-fabric-fsso-integration-guide
http://docs.fortinet.com/document/forticlient/6.2.3/administration-guide/723898/getting-started
https://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/24450/introduction

6.2.3+ HOBbIN (PYHKLMOHAnN



HoBbin pyHKUMOHanN nobaBneHHbIU B 6.2.3+

e e

 FortiClient Cloud nuueH3us SSL VPN on GUI FortiClient

FortiCloud Cloud nuuen3ansa « GUI gna SSL VPN
Heobxognma ansd

ncnonb3oBaHus obnavyHoro EMS

cepBepa

[MocTosAHHasA nNuueH3na ans
TeCTMpOBaHUA npoaykra. He
ans npogyktnea. OgHa
NNUEH3MS Ha OAHY YYETHYHO
3anucb FortientOne




FCT 6.2.3+: U3meHeHus e

FortiClient Cloud nuueH3us 3ameHsieT 06e No3nunumn HUXxe

* FortiCloud premium nuueH3ua Heobxognma ans 3anycka FortiClient Cloud
aK3emMnnsapa

« Heobxogum koHTpakt EMS FortiClient Fabric.

£°% FortiClient Endpoint Management Server

@ En »

5 I TGN P
s 0 PLAET >

Sl Mumbgr - -
& 5o oy 3 Fabrc Agent with Endpoint Profechon 52 2ol 1379 |
B En > Sanabox Clowd = 2ol 001079 |
@ En = » 5 ForbClment Licenses Used

Mo Endpoints
B vanage »
B Po >
E Te »
B »
AR

L )
o - “ur »
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FCT 6.2.3+: nuueH3npoBaHue e

NMpoaneH cpok pencreuda TpmanbHou nuueH3um FortiClient ¢ 30
AHen A0 NOCTOSAHHOM JIMLUEH3Un

« Kaxpasa ydyeTHagqa 3anucek FortientOne MOXeT UMETb TONbKO OAUH TEeCTOBbIN
aksemnnap EMS

* OrpaHnyeHa 3 padbounmm ctaHumaMU, Sandbox He BKIHOYEH B TECTOBYIO
NMULEH3MUIO.

 Henb3a ucnonb3oBaTtb ANd EMS C UCTEKLLMM CPOKOM NULIEH3UN

* MoxeTt bbiTb Cloud nnm On-prem EMS



FCT 6.2.3+. HeKoTopble 3aMeYaHus ©

Ba)XxHo:

« Ecnun Ha cepBepe yxe yctaHoBrneHa dbonee HoBas Bepcua Visual C ++ (VC)
2015, ycTtaHOBKa 3aBepLUNTCA HeyaadHo

o https://support.microsoft.com/en-us/help/4092997/vc-2015-redistributable-install-
error-1638-when-newer-version-present

3aKa34MKM C KormmyecTtBom padbounx ctaHumu o6onee 5000
« YctaHoBuTb SQL Server Enterprise.

« Pekomenayetca ncnonb3oBaTtb SQL Server 2017 nnun 6onee no3gHow BEPCULO.

o https://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-
quide/665097



https://support.microsoft.com/en-us/help/4092997/vc-2015-redistributable-install-error-1638-when-newer-version-present
https://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/665097

6.2.4 SSL VPN poctyneH 4yepe3 GUI FortiClient

FortiClient Linux

FortiClient —- The Security Fabric Agent

« SSL VPN nogaepxuaetca B GUI FortiClient
Linux

 KomaHgbl Host check Ha naHHBI MOMEHT He
nogaepXmBaroTca

e GUI Free VPN Linux KNMeHT Tak e
OOoCTyneH

 2FA noka peanu3oBaH He MNOJSTHOCTbLIO

88
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Fortinet Security Fabric obecneunBaeT unppoBbie
WHHOBaLUUKN

. . BupTtyanbHas Be3onacHocTb
YcTpoiicTBo Q O O6nako n ) ‘@ > MporpammHoe
MawwuHa O KaK CepBUC: v oBecneueHme

SaaS

CeTeBOM O4OCTYN C HyNEeBbIM CeTb, ynpaBnsiemasa 6e3o0nacHOCTbIO Be3onacHocTb Ansd o6nakoB U
ypPOBHEM foBepusi 06naYHbIX NPUNOXEHUN

Identity Endpoint Secure Public Application DC/
Access Cloud Security Private Cloud

Onepauumn 6e3onacHoCTU
ynpaBnsieMble UCKYCCTBEHHbIM
WUHTEenNIeKToM

Cuctema ynpaBneHus 2 Hl
Security Fabric

EAuHas koucone Fabric / YnpaBneHue SaaS
ynpasneHusi ABTOMaTu3auus




Zero Trust Network Access
Fabric Agent

FABRIC AGENT @ FABRIC AGENT

On-net / Off-net EPP

KoHTpOmb A0CTyNa . Antl-Mglware 3awmTa
OFA ayTeHTMdMKaLMS. awmTa ot 6ecTenecHbIX yrpos

Off-net npodunu 6esonacHocTu Sandboxing
Web cdunerpaums

BuanmocTtb

Nonb3oBaTternb
YcTpoWicTBO OnpepeneHune
ABTOMaTM4Yeckoe 0OHOBNEHue

YAa3BuMocCTb

WoeHTndukatopbl cou.cetemn



Zero-Trusts =<
@ Network Access -~ — — |
— | -

y = e
CeTeBoM gocTyn < HylEELIV
_ prBHeM goeBepua



Zero-Trust Network Access
Antimalware Scan Interface (AMSI) sawunTta ana Windows

becTtenecHoe 3noHamepeHHoe 10O ncnonb3yet
CKPUNTbI KOTOPbIE KOTOPbIE Kak npasunmno
3awmdopoBaHbl UM 0bdycumMpoBaHbl Ans
NpenoTBpaLLeHNa CKaHUPOBAHNA C LIESTbIo 3arpy3ku
MCMOMHAEMOro Koga HernocpeacTBEHHO B NamsTh 6e3
pasmMelleHnsa ganna B PC pabouen ctaHuun. AMSI
engine no3eonseT FortiClient ckaHmpoBaTtb Bce
CKpUNTbI U (pansbl, 3arpy>KeHHble HeNnocpeacTBEHHO B
namMsThb.

MNpumep noaaepxMBaeMbiX CKPUNTOB:
* PowerShell

* JScript

* VBScript

 JavaScript
* .NET Assembly loading
* WMI



Zero-Trust Network Access
Antimalware Scan Interface (AMSI) sawunTta ana Windows

becTtenecHoe 3noHamepeHHoe 10O ncnonb3yet
CKPUNTbI KOTOPbIE KOTOPbIE Kak npasunmno
3awmdopoBaHbl UM 0bdycumMpoBaHbl Ans
NpenoTBpaLLeHNa CKaHUPOBAHNA C LIESTbIo 3arpy3ku
MCMOMHAEMOro Koga HernocpeacTBEHHO B NamsTh 6e3
pasmMelleHnsa ganna B PC pabouen ctaHuun. AMSI
engine no3eonseT FortiClient ckaHmpoBaTtb Bce
CKpUNTbI U (pansbl, 3arpy>KeHHble HeNnocpeacTBEHHO B
namMsThb.

MNpumep noaaepxMBaeMbiX CKPUNTOB:
* PowerShell

* JScript

* VBScript

 JavaScript
* .NET Assembly loading
* WMI



/ero-Trust Network Access
3alumTa KOHEeYHbIX ToYeK ¢ ncrnonb3osaHmem Al/ML

Hosbin AV Engine (aHTUBUPYCHbLIN
MeXaHWU3M) YCUNEHHbIN
mMexaHnamamu Al (MCKYCCTBEHHbIN
nHTennekrt) n ML (MawmHHoe
oby4yeHune) Tenepb BKIMOYEH B
FortiClient. MexaHnam ML
NCnonb3yeTcst Ana obHapYXXeHUs K
npegoTBpaLleHna 3anycka
BPeLOHOCHbLIX MpOorpaMm C akLeHTOM
Ha HOBbl€ WS HEU3BECTHbIE
BpeL4oHOCHbIe nporpamMmbl. HoBbIn
mexaHnam ML mncnonbayet
anropuTMbl ang aHanusa annos
Windows PE (exe,dll,sys n 1.4.) n
MNPOrHO3npoBaHUs nx 6e3o0nacHoOCTH | e
NI BPELOHOCHOCTMW.

OTO pellueHne He ncnonb3yeT
NMPOBEPKY MOAMMUCU NPUMNOXKEHNIA.



/ero-Trust Network Access
FortiSandbox Cloud nogaepxka ana Mac

FortiClient Mac Tenepb nogaepxmsaet
OTMpPaBKY 3arpy>eHHbIX oannoB C BbICOKUM
ypoBHeM pucka Ha FortiSandbox Cloud. Twunbl
nogaepXxueaemMblx dpansos:

- PDF ‘?m}“ N
* SWF Adobe
« DOC/DOCX/XLS/PPT ~

- JPG/PNG @ DOCX

« ZIP/IRAR/TNEF
ZIP




Zero-Trust Network Access
[Mopaepxka SAML ana SSLVPN

FortiClient

) [Nonb3oBaTenb MHUUMUpyeT
Endpoint Uy

SSLVPN nogkntoveHue

FortiGate

Monb3oBaTernb BBOAUT : BpaHamayap oueHuBaet

y4YeTHblE AaHHbIE ANs NONUTKKY ayTeHTUUKaLUN,
BXOZa W OTMNpaBnsieT ux nepeHanpasnseT nonb3oBaTens §s

B IDP
]

Firewall nposepsiet
IDP Bo3BpaLLaet SAML BcTaBky,
SAML BcTaBky TYHHEsb

yCTaHaBJ1IMBaeTCA

NN

FortiAuthenticator

KopnopatuBHble/
BHYTPEeHHUe
pecypchbl (cepBepa)

Bpanaomayap
OLEHMBAET MNONMUTUKY
©e3onacHocTy,
npegocTaBnsiet
AOCTynN K
KoprnopaTuUBHbLIM
BHYTPEHHUM
pecypcam.



Zero-Trust Network Access
Content SafeGuard gng Chromebook

CKaHVIpyeTCﬂ NOMCKOBOE CJ10BO B
NonynApHbIX MOUCKOBbIX CUCTEMaAX,
YTOObI 3861'IOKVIpOBaTb AOCTYI K
KaTeropmnam.

Cyber Bullying (knbep 3anyrusaHue)

Self Harm (npnynHeHne cebe
Bpeaa)

Mopoepxka Google, Yahoo, Bing,
Youtube, Facebook, Twitter

CraTucTnka 0 caMbix MONyNsApPHbIX
CrnoBax B MOUCKOBbIX 3anpocax

=_= FortiClient Endpoint Management Server

@& Dashboard
[0 Endpoints

LB Google Domains

42 Quarantine Management >
@ Software Inventory >
B Endpoint Policy >
[ Chromebook Policy >
L8 Endpoint Profiles v

Manage Profiles

Import from FortiGate/FortiMan...

® Deployment >
& Manage Installers >
[ Policy Components >
B Telemetry Server Lists >
B Compliance Verification >

& Dashboard
FortiClient Status
Vulnerability Scan
Chromebook Status
LD Endpoints

L0 Google Domains

4 Quarantine Management
& Software Inventory

[E& Endpoeint Policy

[E& Chromebook Policy

& Endpoint Profiles

@ Deployment

I Manage Installers

E& Policy Components

B Telemetry Server Lists
B Compliance Verification

& Administration

£ System Settings

Profile Name = Default - Chromebooks

5 web Fiter » ]

@) Keyword Scanning on Search Engine @

@ Banned Word Search @
Violence/Terrorism Block Monitor

Extremist 2 vonitor
Monitor
Cyber Bullying 2 Vonitor
Self Harm Monitor

@ Custom Banned Words @

Pormography

Banned Word
#AE

=_= FortiClient Endpoint Management Server

Blocked Search Words

c23¥85883888

oy &

&

Monitored Search Words

VW Y VY VY Y Y VY Y Y Y Y vy

off
off
Off

Off

Action

B Monitor
© Allow »

@ Black »

B Monitor

v

hacking
terror
sniper
isis
bomb
armory
Lk
bullet
weapon
ar1s

=

Status

sa8Beb

@ Manage Widgets &

@ v na & admin ~

Refresh every min(s)




Zero-Trust Network Access

EMS nopaepxuBaeT ynpaBrieHne yCTPOMCTBaMM B 3aBUCUMOCTU OT
nonb3oBaTens

FortiClient EMS Tenepb MOXHO

E:E FortiClient Enterprise Management Server

ncrone3oBarb ,EI,J'IFl ynpaBneHMﬂ Dashboard 4 Add ¢ Edit @@ Delete [F Edit Columuns
KOHEHHBIMW TOHkaMW Ha OCHOBE K0 Endpoints > StatusT+ NameTs ;:fc:?:‘"tg?::r'i’a e M;::::fg‘i‘t"eﬁa v Enable On/Off Net T 4 Endpoint Profiles T &
3apermcTpmnpoBaHHbIX & Endpoint Policy 5 T - 7
o C9 PM/Graphic team 2 Carrie Zhao XA Graphic Team
|'|OJ'Ib3OBaTeJ'Ie|/1, a He KOM”bI’OTepOB [8 Endpoint Profile > & Policy_1 (3 Designer &2 Designer team [ @ PM-Team-Lower
B Gateway IP list > & Gul
EMS MoOXeT CMHXpOHM3MpOBaTb £ System Settings > i Policy_2 ™7 Burnaby office 2 Wendy « - S:E?I'I::r:ia:lr:per
nosnb3osarenen AD u rpynnbl & Administration >
©e3onacHOCTU, YTODbI UX MOYKHO Policy.3 B HR team & Jackson PM-Team-Upper
6b|n0 vICTIOnNB30BAaTH ATl o Policy 4 E:f{?rljiso—Tools :i'asn_"lsales IEIEEA PM-Team-Upper
npenocTtaBiieHnd npOd)l/U_leVl S—
6e30MacHOCTM KOHEYHBIX TOYEK. Policy.s Braa & Jerry « defauit
Video Team
Policy_6 [ 2nd floor & Chris « default_Windows_PM
Policy_7 9 PM/FCT team 2 Kunal PM-Team-Upper




Fabric Management Center
YnpouieHHbIn KoHHekTop EMS Ha FortiOS

* [pegocTaBneHne nHdbopMaLum o MalLmHe

norib3oBaTtesid
® Onean.MOHHaH cncrema &"= FortiGate 3100D 3100D interimbuild1565~ Q- >- [3 @~ L@ @ admin-
» CeteBon uHtepdemc, IP/MAC agpeca @ Dashboard > | Edit Fortinet Connector
%% Security Fabric v oriClient EMS Status
o MMQ MaLUMHbl n HOMeH I Physi ! Security Orchestration, Automation, and Response o l_ RS
ysical Topology Connection
® TeKyLI—'.V”‘;I NnoJ1b30BaAaTEllb Logical Topology :).:uccessful 2 Refresh
. Security Rating e
» ABaTap 1 Social ID naeHTugunkatop [ © Authorized Unauthorize
Fabric Connectors ¥r FortiClient FortiCloud Account
° COCTOﬂHl/le 6e3onaCHOCTM External Connectors EMS © Unregistered =) Register
I FortiView > - .
° AV CTaTyC o Network , FortiClient EMS Settings
Type FortiClient EMS Cloud
£ System = i
* AV Bepcusi curHaTyp tem @ Nome ems138 ® FortiCient
B Policy & Objects > ) .
. ) IP/Domain name 172.16.200.138 & Download FortiClient ('
» CocTtosiHme chyHkummn 6esonacHocTn Windows & Securty Profiles | aa uides
S VPN 4 ; & Introduction to FortiClient and FortiClient EMS (&
» OBHapyXeHHbIE YS3BUMOCTH 2 User & Device , || Synchrorize firewall addresses @ €© ® How toSetup FortiClient EMS (7
= WIFi & Switch Controller > (@ Documentation
« KoHTponb cooteeTcTBUA MK nonutukam i Log . Repor > & VicoTutar
& Monitor >
» NnHamnyeckue tern ans MNK Cancel

« COOTBETCTBME HA OCHOBE COCTOAHUA
6e30nacHOCTH, 3anyLLEHHbIX MPUINOXEHWUIA,
YSI3BUMOCTEWN, 3anyLLEeHHbIX NPOLECCOB,
pa3nenoB peecTpa, BoLeaLlero B CUCTemMy
nonb3osaTens u T.4.

* YOaneHHble gencTeus



6.4 Aapyrve ynyudlieHus

Linux Endpoint kapaHTUH

@ Dashboard >

0 ‘ 0
Not Installed * Not Registered

+ @ Scan v  Patch ~ % Action ~ EEESIGIEw ]

L& Endpoints

All Endpoints

4 Quarantine Management

2020-05-01 17:06:05 # Quarantine

& Software Inventory @ Exclude from Management
2020-05-01 17:03:45

Ea Endpoint Polic
B P Y f Clear Events
L8 Endpoint Profiles

1 Mark as Uninstalled

v vV vV VvV Vv

@ Deployment

Manage Domains q8-vm [3 Request FortiClient Logs 149
Domains » (3 All Groups/Other Endpoints [ Request Diagnostic Results
Update Signatures
Workgroups ’ M [3 Download Available FortiClient Logs
Group Assignment Rules Date [A Download Available Diagnostic Results ¥
2020-05-01 17:11:13 % Deregister

0
Out-Of-Sync
:::]
3 Policy | Default @® EMS
Message

Malware:EICAR_TEST_FILE in /home/james_lee/Downloads/eicar.com.txt found by realtime scan. Quarantine ...
Malware:EICAR_TEST_FILE in /tmp/mozilla_james_lee0/eicar.com.txt found by realtime scan. Quarantine succ...

Malware:EICAR_TEST_FILE in /home/james_les/Downloads/eicar.com found by realtime scan. Quarantine suc...

1 2 :
Security Risk . Quarantined

a1

& admin v

o 2 Search All Fields

* &
s

A} Quarantine

© Fortinet Inc. All Rights Reserved.



[narvud gna 6pay3epa FireFox

 FireFox Browser nnaruH
« PaHee yxe 0bin ansg Chrome

* HTTPS mnHcnekunsa ana Web
dunsTpaymm

 [NnarvH gna IE/Edge - Oyoet B 6.4.1
« [Ins gpyrnx bpaysepos - lNo3xe

cC @ about:add &
Buscar mas complementos
:¢ Recomen daciones < o3
& e @ FortiClient WebFilter © © -
‘/ Temas his extension will give forticlien
:'c'v“
B Plug e
ces.
Permitir actua lizaciones au tomaticas @ Predeterminado O A d Desact
Ejecut. ntana privad Permitir No perm
Cua cliv tras n
forr a. De
Aut
Version 6.4
Ult. actual 23 de abril de 2020
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aHarnus yrpos

PaclunpeHHasa TeneMeTpusa ans areHTos Security Fabric

FortiClient Tenepb Takke MOXeT

n3Bnekatb XypHanb! cobbiTnin OC u
nenntbcs umun ¢ FortiAnalyzer Bmecte

c xXypHanamu FortiClient.

nOﬂ,ﬂ,erMBaeTCﬂ aBTOMaTU4eCKad

OoTrpaBKa.

« Windows OS Event noros
e CobObITna besonacHoCTU
*  CobbITUS NPUNOXeHUN

e Co0ObITNga cucTemsl
« CucrtemMHble cobbiTna MacOS

e CucrtemHble cobbiTna Linux

¥k Fabric

BF FortiGate

® FortiClient

FortiAnalyzer
& Custom View
Ed Log Browse

Log Group

e

() La 0

Threat Name =*

Add Filter

¥ Date/Time Data Source Type

#

1 16:14:28
2 16:13:58
3 16:13:27
4 16:13:18
5 16:12:49
B 16:12:36
i 16:12:19
g8 16:10:54
? 16:05:56
10 16:05:56
11  16:05:56
12 16:05:56
13  16:05:54
14  16:05:54
15 16:05:38

FortiGate attack
FortiGate attack
FortiGate attack
FortiGate traffic
FortiGate attack
FortiGate traffic
FortiGate attack

FortiClient fct-traffic
FortiClient fct-traffic

FortiGate traffic
FortiGate traffic
FortiGate traffic
FortiGate dns
FortiGate dns
FortiGate attack

Event Message

anomaly: ip_dst_session, 84 > threshold 50, repea
anomaly: ip_dst_session, 88 = threshold 50, repea
anomaly: ip_dst_session, 90 > threshold 50, repea
Botnet C&C Communication.

anomaly: ip_dst_session, 112 > threshold 50, repe
File is infected.

anomaly: ip_dst_session, 108 > threshold 50, repe
This log is sent to FortiAnalyzer for analysis

This log is sent to FortiAnalyzer for analysis
DnsFilter detected request to Malicious websites
DnsFilter detected request to Malicious websites
File is infected.

DnsFilter detected request to Malicious websites
DnsFilter detected request to Malicious websites

anomaly: ip_dst_session, 113 = threshold 50, repe




dHaJIn3 yrpoa
[TosiBunca koHHekTop EMS Ha FortiAnalyzer

* IHdpopmauma o KOHeYHON To4ke

* YctaHosneHHoe O

* IHdpopmauma o HangeHHbIX YS93BMMOCTAX
« [lencTBMe No yaaneHHOMY MUCrpaBneHuto

* lLlabnoHsbl (Playbook-1) oTBETHbIX AenCTBUIA
Ha NHUNOEHTDI

« [locTyn B pexnme peanbHOro BpemMeHu K
3anyLeHHbIM npoLieccam 1 CeTEBbIM
COEaNHEHMSIM Ha KOHEYHbIX TOYKax

Create New Fabric Connector

Please choose a connector type.

ITSM (2) v
now (}\B
ServiceNow Webhook
Storage (3) v
f
01
Amazon 53 Azure Blob
Security Fabric (1) v

FortiClient EMS

=

Google




dHaJIn3 yrpoa
MHdopmMaLumna o KOHeYHbIX To4Kax B LeHTpe akTuBoB FAZ Assets

Ll'eHTp aKkTMBOB obecneynBaeT B 812 FabdcView v Fabric Connectors Identity Center Assets ADOM: corp_fabric (3
pe)KMMe peaanorO BpeMeHM %% CorpFW = (@ Last 1 Week = Jul 30 2019 - Aug 046 2019 B8 Column Settings = @8 User Display Preferences

NPOCMOTP BCEX KOPNOPaTUBHbIX My e
KOMMbIOTEPOB KOHEYHbIX TOYEK, MX 787 7131
COCTOSIHUE 6e30MacHOCTU U o S
NHdOpMaLNIO O Nornb3oBaTensx,

555 discovered in the last 7 days

Endpoint Name Classifications Users MAC Address IP Address Hardware/OS Vulnerabilities Network Location Last Update
BoLweaWwnx B CUCTEMY.
VAN-200427-NB N CathyJones  00:09:0faa00:01  17216.199.210 88 Windows Van_Office FW1/sslroot  2019-08-05 12:1¢
£ Peter Smith
MHCpOpMaLI,I/IFl O KOHEYHOWN TOYKe Addision Medina Laptop XTI D' Addision Medina 9B:£9:15:85:99:65 1721663215 ) Linux LUBUNTU 20 K3 van Office FW1/sslroot  2019-08-02 21:1¢
Teﬂepb MOXeT 6bITb rlonyqua C Van-200739-NB BN john-Woo Choi  ecfabbé61:d8:49 1721670204 5§ Windows B [ Van_Office_FW1/78-cc 2019-08-03 14:23
nomowlbo EMS Connector n
VAN-iPhone-7 [ Low | B chris Chan 00:7:6f77:d9:03 1721611168 @ iOS [ 8 §15 Van_Office_FW1/111-WLAN 2019-08-04 10:1¢
NCronb3yeTcAa Orn4d 060rau_|,eH|/|s=|
£ Wendy Miller

LeHTpa akTueoB B FortiAnalyzer
60ﬂee TOYHbIMU CBeJEHUAMU O kevinwilliams ] Kevin Williams 1721663213 A Linux [ 9 | Van_Office FW1/63-avap  2019-08-04 14:2:
KOHEYHOMN TOYKeE.




dHaJIn3 yrpoa
FortiAnalyzer SOC Playbook Actions

[Mpn BO3HMKHOBEHUN MHUMOEHTA, playbook-n
MOXHO MCMNOSb30BaTh AN NOSTy4eHUs
NHPOPMaLMKM O KOHEYHbBIX TOYKaX B peXmMme
peanbHoro BpemexHn n3 EMS n conocraeneHuns Create New Fabric Connector (2 coneccomecr
ee C ApYriMmn cobbiTuaMN ceTn habpurkun ans —

NONy4YeHNsa NOSTHON KapTUHbI. OTH
COMyTCTBYIOLIME COObITUSA 3aTEM MOTYT ObITb
MCNOSb30BaHbl 4151 BbINOSTHEHUS
COOTBETCTBYIOLUNX AENCTBUN MO UCMPaBEHMUIO

Name Description Filters/Parameters

Retrieve Endpoint Information Retrieve list of endpoints and all of the related information
to enrich FortiAnalyzer Asset and Identity views

Retrieve Software Inventory Retrieve list of software and Apps installed on endpoints to
enrich FortiAnalyzer Asset view

Quarantine Endpoint Quarantine Endpoints on-demand MAC Address

Run AV Scan Run AV scan on endpoint on-demand NA

EMS noopepxuBaeTt aByHanpasieHHble
aenctems onga oboraweHnst unm fokanmsayum
NHUMOEHTOB.

Run Vulnerability Scan Run vulnerability scan on endpoint on demand NA

Retrieve Running Processes Retrieve list of running process on endpoint OS on-demand

Retrieve Network Connections Retrieve list of network connections on endpoint OS
on-demand

Status
[ on |
[ on |
[ on |
[ on |
ER
[ on |
[ on |




6.4 Vs 6.2. OCHOBHbIe apXUTEKTYPHbIE OTIINYUNS

EMS 6.2 EMS 6.4
« FGT — EMS nmeeT 2 KOHpUrypaumm: * FGT — EMS
« OneMeHT Security Fabric * Wcnonbayet API
» Connector = Wcnonb3oBaHne FSSO * YnydweHa 6e3onacHocTb: TpebyeTca

nencreyownm EMS ceptndgumkar
 [lepeceyveHue c gpyrmmm FSSO

KOHPUrypaLMSMM B TOW e MOMUTUKE * HoBbIN kOHHEKTOp ¢ FAZ
(Monb3oBaTenu, rpynrbl) « ABTOMaTU3aLMSA C Ucnonb3osaHnem SOC
* Hanpumep otaen MapketuHra 8 AD un » HoBblIli KOHHekTop ¢ FNAC

omHamundeckada rpynna FCT TAG gna VPN
_ * B ocHOBHOM Ana nonyyeHns nHgpopmauum
* OrpaHunyenmne - 3 FortiGate wnto3a Ha
EMS » OOHOBrEHVE B pexnmMe pearibHoOro

BPEMEHU



Demo Time



JemMoHcTpauusa yHKUuuoHana 6.4

Copoepxmnmoe

[TowaroBblie MHCTPYKLUNK AN TPEX HOBbIX PYHKLUWN, NpeacTaBreHHbIX B BbIMyCKe
FortiClient/EMS 6.4:

 [Npodounu nonb3osatenen FortiClient Ha ocHoBe rpynn nons3oBareneu
 HoBas nHterpaumsa - EMS, FGT, FAZ

* AyteHTudpukaumsa SSL-VPN c ucnonssosaHnem SAML



Demo Lab

Environment

Components

FortiClient EMS running 6.4.0 build 1429 (GA)
Windows 10 running FCT 6.4.0 build 1464 (GA)
FortiGate running 6.4.0 build 1579 (GA)

FortiAnalyzer running 6.4.0 build 2002 200408 (GA)

Windows2012R2 running AD Services

Remote User
172.26.7 11

1]

FortiGate

1]

172.26.3.0/24

1]

i

5

172.26.1.0/24

104 %

~—
FortiClient EMS

B

FortiAuthenticator

|

FortiAnalyzer

10 “

Windows domain
fortiad.org



FortiClient npumeHeHue npodounen K rpynnam

nonb3oBarernen

ﬁ '@ FortiClient -- The Security Fabric Agent

RecycleBin File Help

5 Q

Firefox

finance-user

FortiClient

oD

Google
Chrome

fortigate

L Type here to search

Add Full Name

Phone Add Phone
Email Add Email

Get personal info from
User Input
0OS Updated 5/31/2020 08:28:43
Linkedin
Google

Salesforce

Status Online/Off-net
Hostname WIN10-FCT64
Domain FORTIAD.ORG

Host Tag ®  FINANCE Users_Tag

h:: hts Reserved.

11



EMS-FGT Fabric nHterpaumus

# FCTEMS0000108120 SALES Users Tag = all ® always @ ALL + ACCEPT

3# FCTEMS0000108120_FINANCE Users Tag = all @ always @ ALL " ACCEPT

'@ FortiClienit -- The Security Fabric Agent

K

finance-user

File Help

Add Full Name
Phone Add Phone
Email Add Email

Get personal info from
O User Input

v B OS Updated 5/31/2020 07:37:57
@ Linkedin

G Google
® Salesforce

Status Online/Off-net
Hostname WIN10-FCTé64
Domain FORTIAD.ORG
Host Tag ®  FINANCE_Users_Tag

fortigate

L Type here to search

© Fortinet Inc. All Rights Reserved.



SSL-VPN SAML ayTeHTUdMKauus

@ New Tab

c @

@ Getting Started &) SAML Web Login

HH Top Sites v

- .0 -
- — NEWS

@amazon 172.26.7.3 172.26.7.2 172.26.3.99 youtube facebook reddit bbc

din
wr

& Recommended by Pocket v Learn more

-

vice.com nautil.us nytim om
The llleaal Pasta That Won the Is This Swim Stroke the Fastest A Sudden Coronavirus Surae
Messages from Firefox
w A Firefox Account is your key to new apps and continued awesomeness from Firefox. Make your online experience seamless. Sign up now

11:57
H L Type here to search - 31/05/2020 5




