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CKOMbKO CNeUManmMcToB HEOOXOOMMO AN YrPaBNeHnsa CETbHO?
SD-WAN - 3T0 pacxofbl nnm aKOHOMUA?
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TeppuTopmranbHO-pPaCcrpefeneHHble CETU He

CNpaBnarTCA...

HenoBonbHbIE
Nnonb3oBaTenu

3aTpaTbl Ha NOOAEPXKKY
N 06CnyXXmBaHue

«[lbipb» B

6e30nacHOCTU

3agep>xKn NoaKIHUYEHMN
[Tnoxoe KauecTBO paboTbl MPUNOXKEHMIA

85% M3MEHEHNM B CETU HaCTPaMBAETCS
BPYUHYKO - OOMrO, OOPOro, He ONTMMarnbHO

COBCTBEHHbBIE YCTPOMCTBa COTPYAHMKOB
OTCyTCTBME €OMHOM MOMUTUKM
6e30MnacHOCTH




ApxnTekTypa Cisco SD-WAN

ABTOMaTM3aUMA | MOHUTOPUHT | AHanuTmKa
OTKpbITHIN | MporpamMmupyembiil | MacLutabupyembii

[Ttoboe pa3melleHne

BcTpoeHHble npunoxkeHms

besonacHocTb  BezonacHocTb  OnTummaaumsa cetn  [onocoas u ObnayHble
oduca obnakoB nepegaun daHHbX — BWOEO CBA3b CepBuChl

5G/LTE

CyTHUK  iiTepHeT

BceBO3MOXXHbIE KaHanbl

[na noboro ouca




[lpOoCTOE LUeHTpannM3oBaHHOE yrpaBieHne

[TpenmyLLecTBa

 LleHTpanm3oBaHHOE
yrpaBneHmne NonnMTUKamm

« EomHaa nanenb VYrpaBleHns
BCEMWN MapLWPYTNI3aTOPaMnN B
cetn

« EomHaa KoHcoNb ans
yrpaBneHmsa 6e30nacHOCTbIO
cetu

laaS & SaaS * [1labnoHbl aBTOMATUUECKOM
OCbl/lC [101b30BaTEl1b -

HACTPOMKKM 0B60PYO0BAHNSA




LleHTpanm30BaHHbIe YNPaBneHe 1 MOHUTOPUHT
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Zero Touch Provisioning

>%>D>

Odphopmnenne YCTPOMCTBO [NookmtounTb YCTPOMCTBO
3aKkagza Nnp1obIBaET B nuTaHue m aBTOMATUUECKM
yaaneHHbI LAN/WAN MOOKMHOUaEeTCH
odmc

- He TpebyeTcsa cneumanucT B yganeHHoM punuane
- HeT pucka HapyLleHns TpeboBaHMiM 6e30MacHOCTM BO BPEMS Pa3BEPTHIBAHMS

- He TpebyeTcsd npegHacTporka 060pya0oBaHMS
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Cisco SD-WAN npennaraeT BaMm...

be3onacHOCTb
On-Prem ‘ Cloud
MHTepHeT

laaS/SaaS CHWKEeHNEe BHYTPEHHNX U BHELLHUX YrPo3

Enterprise Firewall
PacnogHaBaHue +1400 npuinoXxeHun

[ata LleHTp Odonc/Kamnyc . -
v Intrusion Protection System
ng?t%g;g I‘IonbsoBaTenmiii Camas pacnpoCTpaHeHHas CMCTEMa B MUPe

- URL-Filtering
] M E PacnosHaBaHue 82+ KaTeropuin web-cTpaHuL
Cr— Adv. Malware Protection
SD-WAN Qabpuka PenyTaumst halinos 1 NECOUHMLIA
SSL Proxy
OBHapyxeHme yrpo3 B 3alnMdpoBaHHOM TaddmKe

Umbrella Cloud Security

3allmTa KOHEYUHbIX MONb30BaTENEN

EonHas KoHCOomMb YrpaBleHNA

Bce npoaykTbl yxke BktoueHbl B SD-WAN - HeT gononHUTENbHbBIX PacxooB



Cisco SD-WAN npennaraeT BaMm...

« Bo3moxHOCTb BbIGOPa

UHTepHeT NpeanouTUTENbHOrO KaHana ansa
laaS/SaaS KaXOoro KOHKPETHOro
NPUNOXEHNS

e [lonutnkm Ha ocHoBe SLA mMoryT
MCMONb30BATLCS AN BbIOOPA
OMNTMManbHOro MapLUpyTa
KPUTUUECKM BaXKHBIX MPUNOXKEHNM

[ata LlenTp Odonc/Kamnyc

MpunoxeHune ° o
I:l A 1) N OMHAMWUYECKOro NepPEKtoUEHNs
MapLUpyTa B Cryyae, ecrnv oTu
. SLA He BbINOMHEHDI

« banaHcupoBKa Tpadomka Mexaoy

0 KaHalnamu
MonuTrKa MapLLPYyTUIaLMM MPUMOXKEHWI HVTb ;i ;8315, gf:oss 38 e
b 2: ms, 3% loss °
MpUnoxeHme A: [y 2 200ms, 3% joss alMTa nepenaBaemblX OaHHbIX
sapepxia <150ms HadeXHbIMW anropuTMamm

notepu <2%
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Cisco SD-WAN npennaraeT BaMm...

Mpamasa koppexuma ownbok (Forward Error

NHTepHeT Pr—— Correction) MOXeT UCMONb30BaTLCH AN
laaS/SaaS Header Jil Header rapaHTUKM, YTO KPUTHUUECKMIM TPaMK
aa aa " > e
Header CMOXET NepenaBaTbCa MO HEHAOEXHBIM
HEECH [ FEG 3 kaHanam. FEC - aTo mexaHnam ans
p 4 BOCCTAHOBNEHMS NOTEPSAHHbBIX MakeToB B

KaHane nyTem OTrnpaBKi OOMONHUTENbHbBIX
NaKeToB «YUETHOCTU» NS KAXKOOM 3apaHee
onpeaeneHHoM rpynmnbl U3 YeTbipex

[ata LlenTp Odonc/Kamnyc

g ° 0 NakeToB. [1DMHUMAKOLLMIM MapPLLPYTMU3aTOP
< L BOCCTaHOBWTb NMHOOOMN MOTEPSAHHBLIN MakeT U3
rPynmbl, UCMOMb3Ys MOMNYYEHHbBIM NakeT
a KOHTPOMNS UETHOCTU M BbIMOMHMUB

BbluncrneHne XOR. OT1o no3songeT
COXPaHUTb MPOM3BOANTENBHOCTb HE3
NOBTOPHOM Mepeaayun JaHHbIX.
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Cisco SD-WAN npepgnaraeT

MHTepHeT

laaS/SaaS
[ata LleHTp Odonc/Kamnyc
g B En ° 0
Il” L]

©.
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BaM...

Oy6nmposanue naketos (Packet
Duplication) MOXeT MCnonb30BaTbCA
ON9 OTNPaBKM OOHMX U TEX e
MOTOKOB AaHHbIX MO HECKOMbKNM
KaHanam Ons noBblLLeHUs
HaOeXXHOCTM NPUNOXEHNI. Ecnu
HEeKOTOPbIE MaKeThl MOTOKa TePSAHOTCA
B OJHOM KaHane, To NPUHUMAaOLLMM
MapLLPYTN3aTOP MCMOMb3yeT
ny6nMpoBaHHbie NakeThl U3 Opyroro
KaHana ong BOCCTaHOBNEHMS
NOTEPSAHHbIX NaKeTOoB.



Bbl6Op 3a Bamu

‘LLJ EOuHbBIN
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[ONP=
SD-WAN
PEXNM
‘KoHTponnepa’

anbHOe yrpa

Knaccuueckas dounmanbHasg ceTb

YckopbTe nepexod kK SD-WAN | YnpocTtuTe passepThiBaHme | [Noggepskka obnauHbix NpunoxxeHmn




I"Iopmloonmo MapLpyTmnlaTopos ansg WAN
TpaHCcgOpPMaL MK

Catalyst 8000V

ﬂ’ ! I‘TC_* # Hyp\‘ or/Cloud

&

SD-WAN + Catalyst 8300 Catalyst 8500 Catalyst 8000V
Services

(I0S XE) ‘E v .

A —— r N
ISR 1000 ISR 4000 B V=Tl CSR 1000V

SD-WAN Q : -~

(Viptela OS)
Edge 2000
ISR 1100-4G/6G/LTE vEade vEdge 5000 vEdge Cloud

Virtualization

ENCS 5400 CSP 5000
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MapLupyTtndatopsl Cisco Catalyst 8300

C8300-2N2S-4T2X

C8300-1N1S-4T2X
- —

4 RJA5
2 SFP+
4 RJA5
2 SFP

UADP-based switch Higher-efficiency AC
Storage modules/10G WAN module and DC power supplies



CpaBHeHume ISR 44317 n C8300-TN1S

Up to 6000 IPsec Tunnels

Up to IPsec Tunnels

Up to 750 SD-WAN IPsec Up to 4.7Gbps SD-WAN IPsec

Up to 12Gbps CEF, 5 Gbps Crypto

Up to 3.8 CEF, Crypto

IPS/IDS + URL-Filtering

and/or its affiliates. All rights reserved

600Mbps IPS/IDS + URL-Filtering

8GB to 32GB upgradable DRAM

Ports/Slots: Ports/Slots: 4P+2xGE/TE, TNIM/1SM/1PIM

upgradable DRAM

X86 SoC, 8C Cores, HW Crypto
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All perf numbers are aggregate throughput



Cepwua mapLupytndatopos Catalyst 8500

100G, 40G lﬁ%i .
. et

Up to 200 Gbps CEF, 3rd Generation QFP, User Centric Design,
High Performance IPsec Hardware Accelerated Services RFID, Label Tray, FRUs

© & O
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ASRT001-HX vs C8500-12X

CpaBHeHWe Mogenen ¢ yyeToM NuLeH3unm

Up to SD-WAN IPsec 1 Ha mmdDP?BaHHOM Tpaduke Toxe
Up to 20Gbps SD-WAN [Psec
3HAUMTENBHO BbILLIE MPOM3BOAUTENBHOCTD
Upto CEF, Crypto Up to 120Gbps CEF, 26Gbps Crypto

bonbLie namatu ona data plane
DP Memory, Queues AP e
y 32GB DP Memory, 256K Queues
BonblLe BEICOKOCKOPOCTHBIX MHTEPMENCOB
Ports: 12x 1/10G

Bonblie pecypcoB No 06paboTke Tpadvka
QFP 3.0, 224 Cores, Inbuilt Crypto & L2
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All perf numbers are aggregate throughput
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Cisco Catalyst 8300 BbirogHee npefblioyLLmMx Mogenem

CON-ECMUIW1 300

SWSS UPGRADES ISRWAAS RTU for 1300 connectons

CRI0-INISHT Cisco Catalyst CEI00-1N156T Rowter 11.550.00
MNEM-CA00808 Cisco Catadyst 8300 Edge 8GE memory 000
N2USBE-1860 Cisco Cataty st 5000 Edge M2 USE 1608 000
CRAD1R Cisco Cataty$1 8000 Edge RFD - 1R 000
CE300AM191R Cisco Catadyst 8300 Rack mount kit - 19° 1R 0.00
CHI0-NIN-BLANK Cisoo Catalyst 8300 Edge NIM Blark 000
CAI0-SNHBLANK Cisco Catalyst 8300 Edge SM Blank 000
CAI0F IN-BLANK . Cisco Catadty st 5300 Edge PIM Blank 000
NE TWORK-PNP-LIC Yos Network Pluga-Piay Connect 10f 2e0-00th Govice depicyment 000
SCEXBENEKD 173 . UNIWERSAL < NO PAYLOAD ENCRYPTION 000
IOSXE-AUTOMODE 106 XE Autonomous boot up mode for Unified image 0.00
PWR-CC1-250WAC Cisco CE300 1AL 250W AC Power supply 0.00
CABACE AC Power Cord (Eurpe). C13, CEE 7, 1.5M 0.00
CON-SNTCE)0NST SNTCAX3XNBO Cisco Catalyst CEI00 396060

15,510.60

LONA-CE300 Yeos Cisco DNA Susscrpion ior Catalyst 8300 Senes 0.00

| C83INISETPF Yes CEI00-1N15-6T Plariom Selection for DNA Subscapson 000
OSXE-AUTO-MODE -PF Yeos 106 XE Autonomous boot up mode for Unified image 000
DNAC-ONPREM-PF - Ci3c0 DNA Conter On Prom Deployment Opton for WAN 000
SOWAN-UMB-ESS Yos Cisco Umbmila or DNA Essentials 000
DNAP-TOESY Yes Cisco DNA Essentinis OnPrem Lic 3Y - opio 15M (Agge, 30M) 1,800.00
SVSPDONAESS . Embedded Suppon for SW - Tiesed DNA Essentiais OnPrem 000
DSTACK-TOE Yos Cisoo DNA Essontials Stack - upto 15M (Apgr, 30M) 000
NWSTACK-TO-£ Yeos Cisco Network Essontials Stack - upto 15M (Apgr, 30M) 000

1
(1731080

SRS - Cisco ISR 4431 HGE INIVBG FLASH.4G DRAMIPB) 11,550.00
SLA4PBKY - ¥ Base License %or Cisco ISR 4400 Seces 000
PWR4430AC AC Powee Supply for Ciaco ISR 4430 000
PWRL430AC2 AC Power Supply (Secondary PS) tor Cisco ISR 4430 £40.00
CABACE AC Power Cosd (Eurcpe). C13, CEE 7, 1.5M 000
NEM-444G 4G DRAM (1 x 4G) for Cisco ISR 4400 000
NEMN-FLSHSG G oUSB Fash Memory for Qsco ISR 4430 000
NEM4400-0P-2G 2G DRAM (1 DIMM) Sor Cisco ISR 4400 Data Plane 000
NM-BLANC Blank facepiate lor NIM sict on Cisco ISR 4400 000
SISRA4OONPEKD-173 Cisco ISR 4400 Senes 108 XE | No Paylead E 000
CONSNTISRA4IK . SNTCAXSXNBD Cisco ISR £431 (4GE. 416415
SLA4APPKS Yes AppX License for Cisco ISR 4400 Senes 3,780.00
WAASHTU-1300 . WAAS and VWAAS Right 10 Use for 1300 connectons 000

CON-ECMUWS1200 . SWSS UPGRADES WAAS and VWAAS Right 000
ISAWAAS-HTU-1300 Yos ISRWAAS RTU for 1300 connecions 000

ISR 4431 +
nmueHsmen IP Base + AppX
License= 20 334 S GPL

C8300-1TN1S-6T +
nmueHsna DNA Essential TO = 17
310 S GPL

o



Cisco Catalyst 8500 BbirogHee npefbligyLLmMx Mogenem

SXU Delcbuon “Unit List Price Qty Extended List Price
C8500-12X Cisco C8500-12X% 86973 1 86,973
MEM-C8500-16G8 Cisco C8500 16GB DRAM 0 1 0
C8500-ACCKIT-19 Clsco C8500 Accessory Kit - 19" rack 0 1 0
NETWORK-PNP-LIC Network Plug-n-Play Connect for touch device deployme [ | 0
C8000-HSEC U.S. Export Restriction Compliance license for C8000 series 0 1 0
C8500-RFID-1R Cisco Catalyst 8500 Edge RFID - 1IRU 0 1 0
SCBKAEPUKI-173 UNIVERSAL 0o 1 0
HOSXE-AUTO-MODE oS XE boot up mode for Unified image 0 1 0
PWR-CH1-7S0WACR Cisco C8500 750W AC Power Supply 0o 2 0
CAB-AC AC Power Cord (North America), C13, NEMA 5-15P, 2.1m o 2 0
L-ONA-C8500 Cisco DNA Subscription for Catalyst 8500 Series 0 1 0
CB85-12X4QC-PF C8500-12X4QC Platform Selection for DNA Subscription 0 1 0
K0SXE-AUTO-MODE-PF 105 XE boot up mode for Unified image - Deployment Opt 0 1 0
DNA-P-T3-A-3Y Cisco DNA Advantage Tier-3 On-Prem Uc 3Y - up to 1 42500 1 42,500
DSTACK-T3-A Cisco DNA Stack: Tier-3 Advantage 0 1 0
NWSTACK-T3-A Cisco Network Stack: Tier-3 Advantage 0 1 0
129473
ASR1001-HX Cisco ASR1001-HX Systom &x10GE +4x1 GE 2598, optional crypio 9533250 1 95,333
SLASR1-AIS Cisco ASR 1000 Advanced ¥ Services License 12,500.00 1 12,500
ASRIK-WAN-AGGR ASA1E-WAN Aggregation weh or without Crypto - tracking only 000 1 0
M-ASR1001HX-0G8 Cisco ASR1001-MX BGB DRAM 000 1 0
ASR1001HXAPSECHW Cisco ASR1001-HX Crypto Module with no defaut throughput 501750 0 0
FLSAT-1HXIPSSG Crypio Broughput License for ASR1001-HX 8G 16,062.50 0 0
FLSAT-1HXBG16G Crypio Bvoughput upgrade m Asmoouo: 2408400 0 0
ASRIKX-ACTE0WA Cisco ASR1000-X 750W AC P 000 2 0
CAB-AC AC Powar Cond (North America), C13, NEMA 5-15P, 2.1m 000 2 0
SASA1KHXKS 169 UNIVERSAL 000 1 0
FLSASR1-AVC Agpl. Visbiity and Control Liconse for ASR1000 Seres 10,035.00 0 0
FLSATHX-2X10GE ASR1000-+X Bult4s 10GE 2-pon Licanse 14,00000 2 28,000
FLSAT-HX-2X1GE ASA1000-+X Bult4a 1GE 2-pont License 150000 2 3,000
138,833

© 2021 Cisco and/or its affiliates. All rights reserved

ASR1001-HX +
nmueHsnen Advanced IP
Services + moaynu Ha 1Gb
n10Gb = 138 833 S GPL

C8500-12X +
nmmueHsna DNA Adv T3
129 473 S GPL

21



[ToeBocxoncTeo Catalyst 8000

YHUUUMpPOBaHHAsA NporpaMMHO-onpeaendemas ceTeBas CTPYKTypa B Kamrnyce, rnobansHon cetn n obnaxke

Bbicokas npon3BoanTENIbHOCTb
aws AAzure 3

..' oT 2 00 5 pa3

IPsec npounssoguTensHOCTb

SD-WAN
Catalyst 8000
PasnunuHbie Tunbl NoaKMNHUeHUnd

10/40/100G + ‘

Oununan/Kamnyc B
Tunbl IHTEPMENCOB M CKOPOCTb

LIO[/Kamnyc

SD-Access
Catalyst 9000 OnTummnzaums
................................................ \' 1 2 RU
User mobility H < V”-I Vl
Eerd -C
Policy stays with user ‘: G)OpM-CbaKTOp

loT network Employee network
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ANALYZE
THE
FUTURE

[TpenmyLuecTBa o1a bmaHeca

33% 087

CHMXEeHMe pacxoaoB bbicTpee n3meHeHme YMeHbLLUEeHWE
Ha KaHarbl CBA3K NONUTUKM 1 KOHADUIYPaLMK He3annaHMPOBaHHbIX
MPOCTOEB

MonHbit oTueT IDC OocTyneH Ha Www.Cisco.com/go/sdwan

YBenmueHmne goxogos B OpPraHn3aunm




Cisco SD-WAN

yMeeT pellaTtb npodbnemol VWWAN-ceTen

YcuneHHble Mepbl
[TpocTOTa B yNpaBneHmn
6e30MacHOCTH

] Office 365
=
| Dropbox

PasBepTblBaHME HOBbIX CermMeHTaumns BCEN CETU /TP - aBTOMatnueckoe
NPUMNOXEHUI 33 MUHYTHI NOOKIKOUYEHNE HOBOIO
[MpunoxeHusa ong obecneyeHns dounuana.
KOHTpOMb KauecTBa 6e30MaCHOCTK MHTErPUPOBaHbI
nepegayn ans KaXkgoro BO BCE YYaCTKM OunmanbHOM PazBepTbiBaHWE Ha bonee

KOHKPETHOIO MPUMOXEHNS. ceTu uem 10000 odhmncos

nd/or its affiliat All rights reserved
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