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[1naH Ha ceroaHs

* YT0 Takoe nHpacTpykTypa Kak koa?
» 3a4yem HyXHa MHpaCcTpyKTypa Kak Koa?

» Kak ncrnonb3oBatsb laC:
— BcTpoeHHble cpenctea IDRAC OME
— Wcnonb3oBaHue Python n PowerShell
— Wcnonb3oBaHue Ansible
— Wcnonb3oBaHue cpeacts VMware
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Y10 Takoe
MHODEGNN



MHpacTpyKkTypa Kak ko

Infrastructure as Code (laC) — a10
Noaxod K ONUCaHuIo n
KOH(pUrypmposaHus
nHdpacTpykTypbl LUOL c
NCMNoSfb30BaHMEM
KOH(pUrypaumMoHHbIX hansos.

laC no3Bonger:
* [loBbICUTb CKOPOCTb BHEOPEHMS,

@O& * CHunauTtb 3atpaTbl Ha BHEOPEHME,
3a CYET ero ycKkopeHus;

*  MuWHUMU3NPOBATbL PUCKN.



MeToabl |aC

CerogHs ncnonb3yetca asa metoga anga laC: «Push» n «Pull».

- B3anmopencreme NnponcxoauT C
ncnonb3osaHnem REST API

PULL
B aTom BapuaHTe
NHdpacTpyKTypa «3abupaeT»
CBOI KOHGourypauuio (kog) mn3a
NCTOYHUKA

PUSH
B atom BapunaHTe
NHdPaCTPYKTypa «nony4yaer»
CBOI KOHourypauuto (koa) m3
NCTOYHUKA
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PocT TpebyeT aBTOMaTU3aLnm

=

w0

YnpaBneHue 6onbmmMmmn Monaepxka DevOps LMKIOB

NHPACTPYKTypamMu C MHPPACTPYKTYPOMU Kak
(C MMHMMKM3aUMen oNBOK) Kop,

[MpenoctaBuTb
BO3MO>HOCTb
ynpaBneHus
NHAPACTPYKTYPON KakK
B obnake
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MacwTtabupoBaHune UT-onepaymn

KOHCUCTEHTHOCTb Be3olLndo4YHOCTb BesonacHoCTb
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DevOps ABTomMaTn3auns

Continuous Integration | Continuous Deployment

Release

' Depl
: ‘ eploy

Build * DevOps.

Test

Operate

¢ ‘ Opkectpauua CI/CD
Code ¢ Monitor TpebyeT Hannuns

Plan NHMPPAaCTPYKTYPbl KaK
koda




3akas pecypcoB Yepes nopTrasnbi

o®a

i
L
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ABTOMAaTU3aALIMA CcTana HaMHOro rnpoLwie

CkpunTbl [oTOBbLIE MO4YNWN AN aBTOMaTu3auum
* TpebyeT HaBbIKOB * bbiCcTpo BHEOpPUTL
* 3aHMMaeT MHOro BpeEMEHHU * Macwrabupyemble

+ CnoxHo nogaepxuBaTb * Jlerko nogaoepxuBaTb



UTo elle gaeT nHdpacTpykTypa Kak Kkoa?

=

[Mepexon k DevOps

2. BO3MOXHOCTbL MCMNOMb30BaTh eAnHble CpeacTBa OpKeECTpaLMN B FreTePOreHHbIX
NH(PpaCTPyKTypax

3. BoamoxHOCTbL ncnosnb3oBaHuda Agile-nogxoga v ons ynpasneHns cepBepHOn
NHPPACTPYKTYPON:
1. YckopeHue BpeMeHU MPUHATUA peLleHuni;
2. bbICTpoe BHECEHME N3MEHEHUU;
3. [pyrne nogxonabl K knbepbesonacHOCTH;

4. KoHTporb BEPCUOHHOCTU U3MEHEHWUI N MOBbILLEHNS YPOBHSA Konnabdopauum
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OcHoBbl laC

OcHOBHOE — 3TO UMeTb KOHdUrypaumoHHble pann, B KOTOPOM

OonncaHo COCTOsIHUE MH(PPACTPYKTYpPbI

Server Configuration Profile (SCP) — koHdurypaumoHHbin ann B
dopmaTtax JSON unm XML, KOTOpbIM MNPUMEHSIETCA K CcepBepy
BPY4YHYIO (4epes3 Beb-uHTepdenc unm CLI) unu ¢ ncnonb3oBaHneM
cpencTB aBTOMaTU3auun.

SCP MOXHO nonyyuTb:

ONE 8PZ6rve

1. Yepes BbizoBbl WebGUI unu CLI;

iDRACY9

DELLEMC

2. Bbi3oBbl Rest API;

3. OpenManage Enterprise (GUI wnun
REST API).
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Server Configuration
Profile

» BIOS

* RAID

* NIC

« Virtual I/O identities

Virtual MAC
Address

WWN, WWPN
ISCSI Name

« iDRAC
+ Network

VLAN
Type (QoS)
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OcHoBbl laC

OcHOBHOE — 3TO UMeTb KOHdUrypaumoHHble pann, B KOTOPOM
OonncaHo COCTOsIHUE MH(PPACTPYKTYpPbI

MMeTb CcKpUNT, KOTOPbIN nocnegoBaTenbHO MEHSIET napameTpsbl
KOMMOHEHT cepBepa.

- BIOS
- RAID
CKpuNT MOXET NCMNOoMb30BaThb: « NIC
« Virtual I/O identities
1. BHewHwune nutepgeiicol CLI: *  Virtual MAC
2Rancacs Address
L SSH : - WWN, WWPN
2. RACADM; z iDRACY + iSCSI Name
3 - iDRAC
2. Bbi3oBbl Rest API; « Network
O emcossieme + VLAN
3. OpenManage Enterprise (REST API). «  Type (QoS)
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Pecypchbl

IDRAC User Guide

— https://www.dell.com/support/manuals/en-us/idrac9-lifecycle-controller-v4.x-
series/idrac9 4.00.00.00 ug new/overview-of-idrac

Zero Touch Bare Metal Deployment WhitePaper

— https://downloads.dell.com/manuals/all-products/esuprt software/esuprt it ops datcentr mgmt/dell-
management-solution-resources white-papers9 en-us.pdf

IDRAC CLI Reference Guide

— https://dl.dell.com/topicspdf/idrac9-lifecycle-controller-vdx-series cli-quide en-us.pdf

IDRAC 9 Redfish API Guide

— https://dl.dell.com/topicspdf/idrac9-lifecycle-controller-v4x-series api-quide en-us.pdf
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https://www.dell.com/support/manuals/en-us/idrac9-lifecycle-controller-v4.x-series/idrac9_4.00.00.00_ug_new/overview-of-idrac
https://downloads.dell.com/manuals/all-products/esuprt_software/esuprt_it_ops_datcentr_mgmt/dell-management-solution-resources_white-papers9_en-us.pdf
https://dl.dell.com/topicspdf/idrac9-lifecycle-controller-v4x-series_cli-guide_en-us.pdf
https://dl.dell.com/topicspdf/idrac9-lifecycle-controller-v4x-series_api-guide_en-us.pdf

Mcnonb3oBaHne OpenManage Enterprise

KnoHnpoBatb nnu
P Deployment is

* BHegpenve c MMnopTupoBaTb nNpodunb ¢ done by associating B | o |
VICI'I6()J'Ib3OBaHVIeM cyliecTBylollero cepsepa a profile with a slot ==
LLa0JIOHOB, CcO3daBaeMbIX Ha or physical server
OCHOBE CepBepoB IEI P =3

11
| o |

e LLlabrnoHbl MOXHO MpaBuTb B
N0 MOMEHT BPEMEHM >

Server(P:or}f_ilguration MpuMeHsieTcs K

* LLlabnoHbl npumMeHsitoTes K . BIOS rORie cepBepy unu
BbIOpaHHbLIM cCepBepam Unm RAID cnoty B
rpynnam cepBepos, \ NIC
NPUMEHSNAA K HAM YKa3aHHble E] Virtual I/0 identities
napameTpbl U3NYECKNX U . » Virtual MAC
BUPTYanbHbIX YCTPOMCTB Address

= WWN, WWPN
+ iSCSI Name
iDRAC

Network

= VLAN
« Type (QoS)

Remote sites
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NHTerpaumsa co CTOPOHHUMU cpeacTBamMM

MpocTo

» PacwwupeHne Redfish

 Mopgenb AaHHbIX
JSON

Be3onacHo

* Wcnonb3yet SSL-
lndopoBaHune

MowHo

* Wcnonbayet 100%
doyHKUMOHana

» [Nloppoepxka pasHbIX
cueHapueB
BHeOpEHUS

Comprehensive REST API to integrate with other
tools

e 5§ @G > 0

Python PowerShell VMware Microsoft

CKpunTbl WHTerpauun

¢ ¢

Powerful RESTful API

[ OpenManage
Q Enterprise

Cepsepbl PowerEdge

e

Click here for API resource
D<A L Technologies
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CTOPOHHNE NHCTPYMEHTbI |11kl Harpysok

A

@ } - §d[‘§erver w

VMs Containers Enterprise Apps
(Kubernetes)

ABTOMaTM3auud

O @ & B

vmware Ansible Python PowerShell

VRO

[Tnatgopmbl IT-Ops

H B 1
servicenow
_ vmware
OpenStack VRA
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Workload Support

‘_J . soL:er SAPd
VMs Containers Enterprise Apps
(Kubernetes)
Automation
(] ) -
10 ©
vmware Ansible Python PowerShell
VRO non
< /Pyt hon> IT-Ops Platforms
H B 1
MopaepxvBaeTcs . servicenow
coobLLecTBOM _ vmware
OpenStack VRA
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MHTerpauusa c Python

Koa Ha Python

¢ Python Libraries

Bubnuotekn MnwyTca caMoCTOATENBHO, UMM MOXHO

* MCnosrnb30BaTb NOTOBbLIE Ha60pbl

i 1
DQ—Q@LLEMC
— 0
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Workload Support

J . soL:er SAPd
VMs Containers Enterprise Apps
(Kubernetes)
Automation .
Y. -\
O @ & |
]
vmware Ansible Python PowerShell
VRO 4 ——/
</PowerShell> IT-Ops Platforms
H B 1
MopaepxvBaeTcs . servicenow
coobLLecTBOM _ vmware
OpenStack VRA
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PowerShell

« “CLI” Ha ctepougax ana Windows

* [1pOoCTON U MOLLHBLIV UHCTPYMEHT
— CTpyKTYpMpyeMbI U YNTaeMbIN
— ABTO3anonHeHne
— PS ISE — nonHoueHHbIM CKpUnToBbIN A3ble

* PowerShell Core paboTtaeT Ha Linux u
Mac!

D<A LTechnologies
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NHuTterpauuna c PowerShell

Kon PowerShell

i PowerShell Packages
MuweTca caMmocToATENBHO UK
MCMNOJIb3YKTCA roTOBblE MOAYITN

1
Bt
= 0
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CcCbIfIKM Ha pecypcChbl

* PowerShell Tools for Dell EMC PowerEdge:
— https://github.com/dell/DellPEWSMANTooIs

Dell EMC OpenManage Python SDK:
— https://github.com/dell/omsdk

IDRAC Redfish Scripting
— https://github.com/dell/iDRAC-Redfish-Scripting

Dell Ha Github
— https://github.com/dell

Knowledge Base — Redfish API

— https://www.dell.com/support/article/en-us/sin310624/redfish-api-with-dell-integrated-remote-access-
controller?lang=en

OpenManage Enterprise Python and Powershell scripts
— https://qgithub.com/dell/OpenManage-Enterprise

D<A L Technologies
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https://github.com/dell/DellPEWSMANTools
https://github.com/dell/omsdk
https://github.com/dell/iDRAC-Redfish-Scripting
https://github.com/dell
https://www.dell.com/support/article/en-us/sln310624/redfish-api-with-dell-integrated-remote-access-controller?lang=en
https://github.com/dell/OpenManage-Enterprise

Workload Support

A

201 Server -

VMs Containers Enterprise Apps
(Kubernetes)

Automation

e

O [@)

vmware Ansible Python PowerShell

VRO \ J

</Ansible Modules>

IT-Ops Platforms

H B 1

— - _ servicenow
vmware

OpenStack VRA
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Ansible — aBTomatusaumm NHPPaCTPYKTYPbl U HArpPy30K

° MOLI.I,HI:IVI ABUNXOK aBTOMatun3auumm
BblgeneHve u ynpaenexve
PassépTbiBaHne OC 1 NpnnoxeHun
YnpaeneHue cepsepamn, CXJIl n kommyTaTopamm
YnpasneHue cepsepamu, BM n npunoxeHmsamm
MpymeHeHne naTtyen n OOHOBEHNI

* [pocTas HacTpounka

Ncnonb3oBaHne YAML
BbinonHeHne 0e3 areHToB

« OpenSource, nogaepxuBaetca RedHat

Ansible Tower — NONHOCTLIO NOAAEPKUBAEMbIN
KOMMepYeCKuii BapuaHT

AWX — 6ecnnaTHasd Bepcus Tower

ANSIBLE

30 of 20  © Copyright 2020 Dell Inc.
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Kak pabotaet Ansible?

N\ CMDB [PowerEdge Rack Servers]
PUBLIC/ ( % r740.example.com idrac_ip=192.168.10.10
PRIVATE / O D r640.example.com idrac_ip=192.168.10.11
HYBRID < D ) [PowerEdge modular]
fc630.example.com idrac_ip=192.168.10.12

CLOUD
m640.example.com idrac_ip=192.168.10.13
Racks

o 6 ANSIBLE AUTOMATION ENGINE

>

USERS > - - {</5} Towers
> INVENTORY API . —
9 =
> @ * Blades
MODULES PLUGIN >
ANSIBLE PLAYBOOK U

Playbooks HanucaHbl Ha YAML Mogynu — Habopbl MHCTPYMEHTOB

» Python, Powershell nnn gpyron A3bik

+ 3apaHus BbINONHATCA NocneaoBaTenbHO
» PacwwupstoT npocTtoTy Ansible Ha Becb cTek

* Wcnonb3syet mogynu Ansible

D<A L Technologies

31 0f20  © Copyright 2020 Dell Inc.



Inventory

Inventory — 370 hainn, cogepxalumin UHPOPMaLUIO O LieNeBbIX YCTPONCTBAX, M MOXET ObITb 3agaH B ftobom
dopmarte (ini, YAML n T.4.)

192.168.10.12

all
web_servers db_servers
D O d D O O
192.168.10.10 102.168.20.10
v
D O d D O O
192.168.10.11
192°$68.20.11
D O d

32 of 20

inventory.ini

[web_servers]

web_server 01 ansible host=192.168.10.10
web_server_02 ansible host=192.168.10.11
web_server_03 ansible host=192.168.10.12

[db_servers]
db_server 01 ansible host=192.168.20.10
db_server 02 ansible host=192.168.20.11

Llenesblie y3nbl MoryT ObITb CrpynnnpoBaHbl Mo
Ha3Ha4dyeHuto unn OO

D<A L Technologies
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AsTomaTunsauyumsa c Ansible Playbooks

Playbook HanucaHbl Ha YAML 1 ucnosnb3yoTca ana KOHOUrypmpoBaHud

Nnn pasBepTbiBaHUSA
» Target

*  Cnucok rpynn nnm XoctoB
* LUenesble nnatgopmbl

* Tasks

*  «MuHumansHoe» 3agaHve
* VcnonHsawTca no nopsgky, ogHy 3a pas
* Plays
«  Kaxgbin “play” copgepxut Habop 3agaHuii
» Bce xocTbl MOny4aloT O4HU U Te e 3afaHns

* Playbook

*  CoOepXuT HECKOSbKO «play»

33 of 20

- hosts: poweredge_rack_servers 4—“
tasks:
- name: GET SYSTEM INVENTORY
dellemc_get_system_inventory:
idrac_ip: "{{ inventory_hostname }}~
idrac_user: "{{ username }}"
idrac_password: "{{ password }}"

- name: GET FIRMWARE INVENTORY
dellemc_get_firmware_inventory:

idrac_ip: "{{ inventory_hostname }}"
idrac_user: "{{ username }}"
idrac_password: "{{ password }}"
- hosts: poweredge_modular_servers
tasks:
- name: CONFIGURE BOOT MODE to UEFI
dellemc_configure_bios: <—m

idrac_ip: "{{ inventory_hostname }}"
idrac_user: "{{ username }}"

idrac_password: "{{ password }}"
boot_mode: "Uefi"

Module

Arguments

D<A L Technologies
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ABTomaTunizaumsa c IDRAC

- hosts: staging
tasks:
- name: Export SCP from a reference server
idrac_server_config profile:
idrac_ip: "{{ inventory_hostname }}"

idrac_user: "{{ username }}"
idrac_password: "{{ password }}"
share_name: "{{ playbook dir }}"
export_type: "clone" Export SCP
register: result
- hosts: production -=
tasks:

- name: Import SCP to target servers
idrac_server_config profile:
idrac_ip: "{{ inventory_hostname }}"
idrac_user: "{{ username }}"
idrac_password: "{{ password }}"
share_name: "{{ playbook dir }}"
scp_file: "{{result.scp status.file | basename}}"
command: "import"

34 of 20  © Copyright 2020 Dell Inc.

Provisioning

Plays

Ansible Playbook

</iDRAC>
</BIOS>
</RAID>

Deployment
Plays
’ ‘II:"
ANSIBLE
</iDRAC>
</BIOS>
</RAID>
</NIC>

</NIC>

Production Environment

[ ]
~ Version control SCP '0 glt
—

Import SCP
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Pa3BepTbiBaHUS LLabroHa

- hosts: localhost

tasks:
- name: Create a deployment template
ome_template:

hostname: "{{ ome_hostname }}"
username: "{{ ome_username }}"
password: "{{ ome_password }}"
command: "create”
device_service tag: "{{ reference_service tag }}
attributes:
Name: "{{ reference_template name }}"
Description: "Deployment template”
Typeld: 2
ViewTypeld: 2
Fgdds: "all"

- name: Deploy template
ome_template:
command: "deploy"
template _name: "{{ reference_template name }}"

device service tag: "{{ target_service tags }}"

350f20  © Copyright 2020 Dell Inc.

& Create Template

o X

General

Reference Device
& Create Template

Template Information

Reference Device

I‘

o X

Device Selection

@ Only one device can be selected as a reference device
1 Device Selected

Selected Device: WIN-2G7L20002F6

Configuration Elements

Elements to Clone iDRAC

Moinc

B Deploy Template: Deploy MX740¢ from Gold Master

-
Select Devices

Srep1ofd

v

4

/A Warning! This operation is potentially destructive and is recommended for bare metal devices only.

For production devices, use the template compliance remediation workflow:

g will attemnpt 1o match VLANS with like characteristics. If disabled, only VLAN name and QoS are used for matching. This

polies to MX sieds only.

Host OS Reboot Options (if reboot is required)

0 Danot forcefully reboot the hast 0S if the graceful reboot fails
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Pecypchbl

*  GitHub repository
e https://github.com/dell/dellemc-openmanage-ansible-modules

« Documentation
« https://github.com/dell/dellemc-openmanage-ansible-modules/tree/devel/quides

* Dell Knowledge Base
« https://www.dell.com/support/article/sin310720/dell-emc-openmanage-ansible-modules

« Demo Center Interactive Lab:
* https://interactivedemos.democenter.dell.com/v2/OMAM/index.html

* Dell EMC Open Source Redfish PowerShell and Python Scripting
« http://github.com/dell/iDRAC-Redfish-Scripting

 OpenManage Enterprise Python and Powershell scripts
« https://github.com/dell/OpenManage-Enterprise

D<A L Technologies

36 of 20  © Copyright 2020 Dell Inc.


https://github.com/dell/dellemc-openmanage-ansible-modules
https://github.com/dell/dellemc-openmanage-ansible-modules/tree/devel/guides
https://www.dell.com/support/article/sln310720/dell-emc-openmanage-ansible-modules
https://interactivedemos.democenter.dell.com/v2/OMAM/index.html
http://github.com/dell/iDRAC-Redfish-Scripting
https://github.com/dell/OpenManage-Enterprise

Tunnbl HArpy3okK

A
@ §d[‘§erver w

VMs Containers Enterprise Apps
(Kubernetes)

ABTOMaTM3auud

01 0 & K

vmware Ansible Python PowerShell
. VRO

</VvRO> Mnatdopmsbl IT-Ops
</VRA> 2op :

</ServiceNow> =

R
OpenStack

[ servicen w]
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VRealize Orchestrator: Drag and Drop

:: PowerMax provisioningﬂ? RUN DEBUG  VALIDATE ALL RUNS DELETE

Summary Variables Inputs/Outputs Schema Input Form Version History Audit

PN

v Generic

J @ ©

Scriptable Decision Decision
task activity

() [ o .
User Waiting Waiting
interaction timer

event

© O B

Throw Workflow
workflow exception note

& EOB

Action Workflow
element element

Foreach
element
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VRO aonga aBTomaTtun3auunm BCero

bnoyHble guarpamMmmel

cnonb3oBaHWe Normyeckmnx
6r10KOB 4N onucaHus
NpOoLIECCOB pa3BEPTbIBAHUSA
N aBTOMaTmn3aumnm
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vRealize Automation

vmware vRealize tomation

Catalog Deployments Inbox

[TopTansbl
caMoo0CnyKnBaHUA

Catalog (7iems ) 57

Qs

(_f”?:) Add Storage Management 72 List All Storage Management #=  List Unregistered Storage

(_Cﬁb Remove Storage

N_| Management Server
Elueprint description
Business group  Infrastructure Admins

Service Plugin Settings

REGUEST

C/’?j Unregister Storage Systems
(]
Blueprint description

Business group  Infrastructure Admins
Service Plugin Settings

REQUEST

M. Update Storage
s Management Server

Blueprint description

Business group  Infrastructure Admins
Service Plugin Settings

REQUEST
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D e CO, corvers EO, sratoms [oTOBbIE WabnoHbl VRO
Blueprint description Blueprint description Blueprint description . MOXHO NCNOoJ1b30BAaThb KAk
Business group  Infrastructure Admins Business group nfrastructure Admins Business group  Infrastructure Admins
Service Plugin Settings Service Plugin Settings Service Plugin Settings SneMe HTbI nOpTana
REGUEST REQUEST REQUEST CaMOOGCny)I‘(MBaHMﬂ
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PasnnyHble BAPuMaHTbl NOCTPOEHUA aBTOMaATU3aLU NN

servicenow<—> vRealize Automation

P

vCenter/ ‘I|—|_ I o ,- vRealize Orchestrator
(VRO)

o \/

() et !
o DELLEMC
— 0
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