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WAN
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O630p pewenuns Cisco SD-WAN

MpumeHeHne SDN noaxonos K WAN-ceTam

vManage

Management/
Orchestration Plane
31 Party

vBond A _ Automation

G G G —  Control Plane

vSmart Controllers

o

vAnalytics

WAN Edge Routers

Data Plane

Cloud Data Center Campus Branch CoLo



Overlay Management Protocol

e Overlay Management Protocol (OMP)

vSmart

* TCP-based extensible control plane protocol

* Runs between WAN Edge routers and vSmart

controllers and between the vSmart controllers
- Inside authenticated TLS/DTLS connections

* Advertises control plane context and policies

vSmart e Dramatically lowers control plane complexity and
raises overall solution scale
SD-WAN Traditional

QQOOOQ
VS

WAN Edge WAN Edge

Note: WAN Edge routers need not connect to all vSmart Controllers % @ @ % @
O(n) Control Complexity O(n”2) Control Complexity



Data Plane — ycTaHOBKa TYyHHenewu

vSmart

, o | vSmarts advertise routes to

SE'WANtfab”(i G | WAN Edges in OMP updates
etween tunne

endpoints

Prefixes are
distributed

<prefix> via @

| Routes advertised to
| vSmarts in OMP updates

Local Routes
- Local prefixes (OSPF/BGP)
- SD-WAN tunnel endpoints (TLOCs)

WAN Edge WAN Edge

‘ Transport Locator (TLOC) — OMP — IPSec Tunnel



Bidirectional Forwarding Detection (BFD)

WAN Edge

WAN Edge . WAN Edge

WAN Edge WAN Edge

Path liveliness and quality measurement

detection protocol
- Up/Down, loss/latency/jitter, IPSec tunnel MTU

Runs between all WAN Edge and WAN Edge
Cloud routers in the topology

- Inside IPSec tunnels
—  Operates in echo mode

- Automatically invoked at IPSec tunnel establishment

- Cannot be disabled

Uses hello (up/down) interval, poll (app-aware)
interval and multiplier for detection

—  Fully customizable per-WAN Edge, per-color



be3onacHaAa cermeHTauuA

CermeHT 1

SD-WAN
IPSec

L E

vEdge vEdge

YHUKanbHaa Tononorna gna Kaxkgoro VRF

Full Mesh mononozus LeHTpannsosaHHasn YacTnyHo cBA3aHHanA TouKa-TouKa
Hub-and-Spoke Partial Mesh Point-to-Point

© 2020 Cisco and/or its affiliates. All rights reserved.



Monatne VPN (VRF) n 301 6e3onacHocTtu B vEdge
. [loBepeHHble 30HbI

. HepnoBepeHHas 30Ha

MPLS

CepBucebl
(VPNn)

TpaHcnopT
(VPNO)

NHTepHeT

BHenonocHoe ynpasneHve

* VPNbI nsonupoBaHsbl roT ra, Kaxkablu
OOBM (VPN512) P APy ARy s

VPN nmeet cBoto cO6CTBEHHYIO Tabnuuy
MapLlpyTM3auum

« [JoctynHocTb BHYTpu VPN aBTOMaTnUyeCKU
aHoHcupyeTcsa Yepes OMP



Kak paboTtaet SD-WAN ¢dabpuka

OMP Update:

vSmart = JocTtynHocTtb — nogcetu IP, TLOCs

----- OMP = Be3onacHocTb - Knoun wmndposaHms

DTLS/TLS Tunnel *  [onutnkn - MapupyTtmsauus

OAHHbIX/NO MPUIOXEHUAM

IPSec Tunnel

— BFD
Monntnkun
ynpasneHus

TpaHcnopT 1
TpaHcnopT 2

BGP, OSPF, ,

EIGRP BGP, OSPF,

c . EIGRP,
St(:)ntljecte , Connected,
atic Static

MNopcetn Mopacetun

© 2020 Cisco and/or its affiliates. All rights reserved. 11




Nnatpopmbl ana Cisco SD-WAN

Tonbko SD-WAN SD-WAN c cepsucamm (

vEdge 100 vEdge 1000  vEdge 2000 ISR 1000 ASR 1000
\J M R (P Bt F1= : f@ﬁ

50-100M 175-300M vEdge 5000 Modular Integrated

Next-gen e iaes High-performance
- Performance with redundanc
ISR 1100-4G ISR 1100-6G e me Y
o B — Flexibility
CotELL s @ G ) | 1.6-19G (Basic)
125-220M 300-550M 50-200M 0.7-9G (Medium)
BUDTYaAM3aLMs [ly6anYHbIe M YacTHble 0b6/1aKa
ENCS 5100 ENCS 5400 amazon AKVM
R J— webservices  vmware:
""" ml Microsoft _.J FSXi

Wl Azure

© 2019 Cisco and/or its affiliates. All rights reserved.



BHeapeHne UC Ha ISR 1
Catalyst 8000 B pexxmnme SD-
WAN



MopaepKKa YHUOULUMNPOBAHHBIX KOMMYHUKALWMN (s

vManage 20.3-20.4)

Problem

Customers seeking UC and SD-WAN integration were
previously forced into a two-box solution at the branch.
One box to terminate the SD-WAN fabric and another to
handle UC termination. This increased cost, complexity and
operational overhead.

Solution

As of v20.1 and 17.2.1 (Phase 1), Cisco SD-WAN now
supports UC and SD-WAN within a single box (analog,
basic SIP and SRST). Version 20.3 / 17.3 (Phase 2) adds
additional capability for T1/PRI termination, DSPfarming
and Fax Passthrough.

Caveats / Prerequisites

|OS-XE (cEdge) ISR only, 4GB DRAM is supported,
CUBE is not supported, H323/MGCP/SCCP are not
supported, T1/PRI requires separate PVDM

SRST

DSPFarmw

or
A .

"

g

‘o0 W




FXO/FXS nogaep»<ka 8 SD-WAN

Connect to PBX or key systems, or provide off-premises connections
to the public switched telephone network (PSTN)

Built-in DSP with high analog port-density support

© 2020 Cisco and/or its affiliates. All rights reserved.

PBX/CO



T1/E1 ronocoBas PRI noaaep»ka 8 SD-WA

Packet Voice Solutions support (PBX & Central-Office Connectivity)

PSTN termination with multi calls per port: T1 PRI (23) and E1

PBX/CO

* T1/E1 Voice module contains onboard PVYDM4 Slot
@ *  PVDM4 Module required for T1/E1 packetization (purchased separately)

e Supported ISDN Switchtypes: QSIG, NET5, NTT, 4ESS, 5ESS, DMS100, and NI

T1/PRI

16



DSPFarm cepsucbl B8 SD-WAN

Multi party audio conferencing with (8,16, 32) participants

Save bandwidth with audio codec transcoding

Form Factor:
SM-X-PVDM-500
SM-X-PVDM-1000
SM-X-PVDM-2000
SM-X-PVDM-3000

NIM-PVDM Modules for IP Voice Services
SM modules for high density DSP usage

Form Factor:
PVDM4 - 32
PVDM4 - 64
PVDM4 - 128
PVDM4 - 256

Form Factor: ‘

NIM-PVDM-32
NIM-PVDM-64
NIM-PVDM-128
NIM-PVDM-256




ISR 4000 10S XE / SDWAN UC Scale

Max ports
FXS(FXO)

Max SRST
Sessions

SRST

4400 / ASR architecture
Dedicated CPU sockets for
Control & Data Plane

SCALE

4300 architecture
Single socket CPU Multiple CPU cores

100

ISR4331 @ "=

1200

ISR 443 O
700 ERE

2000

ISR4451

2000

ISR4461 @
gliEee ==

] 'vw :}F *

o

NOTE: UC Features are not
supported on vEdge

Small Office

Branch Campus

Midsize Campus

Large Campus

DSP Calculator
ISR UCM Datasheet



https://www.cisco.com/c/en/us/applications/dsp-calc.html
https://www.cisco.com/c/en/us/products/collateral/unified-communications/tdm-gateways/data-sheet-c78-729824.html

Cisco Catalyst 8000 Edge Platforms Family

The Leading SD-WAN Edge Platforms with Rich Services

T 2500 Phones on
each platform

C8300-2N2S-4T2X (6Gbps)

,,,,,,, | | J!
T.*I ‘ ﬂ C8300-1N1S-6T (2Gbps)
O =

v — 2 E
| i i% i' mi— s | C8200-1N15-4T (1Gbps)

Scalable Architecture with x86 and QFP

Number in () is SD-WAN IPsec throughput with IMIX 20

Performance and Rich Services
-s
| a»

© 2020 Cisco and/or its affiliates. All rights reserve d.



UC HacTpoWKa U NOAUTUKMK

vManage

Does not participate in Call Routing

Provisions ISR for UC

- Distributed Dial Plan (SIP Dial Peer)
- Call Manipulation (Translation)

- Media/Codec Selection

SRST Management/Control
Plane
Data Plane

Participates in Data Plane

Provides extended Dial Plan support
- Enterprise call routing

- Media Termination

- SIP

Does not invoke configuration change

Call Control (CUCM) |

|
- LTI psTN




HO,D,,EI,ep)KMBaeMbIe cueHapuun ynpasineHma sbisoBamMmu

°@ . - ®
|

Route Leak VPNO = Service

cisco
Powere

‘ﬂ Service VPN
mm J

TDM/Analog = IP

| Service VPN |
I I



[Mpouecc sBHegpeHna UC B SD-WAN

®

~

v' Dial-Peer
v" Voice-Card
v SRST

© 2020 Cisco and/or its affiliates. All rights reserve d.

)

v" Translation-
Profile

v' Line Parameters

&

v" SIP Media Profile

J

3

-
v' Map Feature
Templates

v' Map Voice-Policy
Elements

23



DEMO



Voice Template Configuration

Configuration = Templates = Feature (Tab) 2 Add New

Configuration of voice-ports and their associated Dial Plan is handled through vManage Templates. Feature Templates are created first to
define physical port parameters (slot, subslot, etc.), POTS/SIP Dial Plan and SRST parameters. These parameters are then attached to a Device
Template along with a Voice Policy.

Cisco vManage 0 admin +

X CONFIGURATION | TEMPLATES

Device  Feature

o
Feature Template - Add Template
&
Q Select Devices Select Template
ISR
& BASIC INFORMATION
” [ ISR 1100 4G (Viptela 0S)
- O] 1SR 1100 4GLTE* (Viptela 05) Cisco AAA Cisco BFD Cisco NTP
[ 1SR 1100 6G (Viptela 0S)
O 1sra221 Cisco OMP Cisco Security Cisco System
O 1sra221x
ISR4321 Global Settings Security App Hosting
1SR4331
UNIFIED COMMUNICATION (SIP and SRST templates need to be provisioned to enable stand-alone SRST feature)
ISR4351
ISR4431 "
SIP SRST Voice Card
1SR4451-X
1SR4461 VPN
O 1skRv
Cisco Secure Internet Gateway (SIG) Cisco VPN Interface Ethernet
Cisco VPN
WAN Management | WAN | LAN

© 2020 Cisco and/or its affiliates. All rights reserved.
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Voice Template Configuration

Configuration = Templates = Feature (Tab) 2 Add New = (Select ISR) = Voice-Card

IIl

Cisco vManage 4 admin v

2 CONFIGURATION | TEMPLATES

Device Feature
o
Feature Template Voice Card
RS
= B
=
v © New Analog Interface
m Module - Choose — v
Module Slot/Sub-slot - Use DSP
Port Type v | -Choose - v
Q m

@ Port Range

Description

Connect tion Plar (24

Signal Type 9~ ® Loopstart Groundstart DID
Caller-ID Enable 9~ On ® off

Shutdown 9~ On e off



Voice Template Configuration
Configuration = Templates = Feature (Tab) 2 Add New = (Select ISR) = SIP

Cisco vManage 8 (7] admin v

LX CONFIGURATION | TEMPLATES

Device Feature

Feature Template - SIP

Device Type ISR4331
Template Name TEST-SIP

Description TESTSIP

Global Dial Plan

Global

Trusted IPv4 Prefix v 10.10.1.1/32

Trusted IPv6 Prefix (%

Fax Protocol v pass-through v
Fax Codec v | g71ulaw v

Source Interface ~ | GigabitEthernet0/0/3



Voice Template Configuration
Configuration - Templates - Feature (Tab) > Add New —> (Select ISR) = SIP

Dial Plan
© Upload Dial Peer List © New Dial Peer

Search Options v Total Rows: 3
POTS Incoming None ]
200 SIP Outgoing V] 9T ] None UDP VA |
101 POTS Incoming i None VAN |

© 2020 Cisco and/or its affiliates. All rights reserved. 28



Voice Template Configuration
Configuration = Templates = Feature (Tab) 2 Add New = (Select ISR) = SRST

Cisco vManage

€2 CONFIGURATION | TEMPLATES

Device Feature

]
Feature Template ~ SRST
‘\ Device Type ISR4331
Template Name TESTSRST
]
=
Description TEST SRST
an
m
Global Phone Profile
GLobal
System message ~  SRST MODE!!!
Max phones to support v 25 o
Max Directory Numbers v 50
Music on hold . No
Music on-hold file (24

Phone Profile

© New Phone Profile



Voice Policy Configuration

Configuration = Unified Communications = Add Voice Policy

Configuration of Voice Policy is handled through the Policy workflows of vManage (similar to Localized Data Policy). Voice Policy defines many
of the parameters that augment voice-ports and Dial Plan (such as Translation Profiles, Supervisory Disconnect, Station ID, DTMF relay, etc.).

Cisco vManage

admin v
5 2 CONFIGURATION  Unified Communications > Add Voice Policy

Provide a name and description for your voice policy and configure policy profile settings. Click Save Policy to save the policy configuration.

=l
& Voice Policy Name Maximum of 32 characters
Q Voice Policy Description Description of the policy
2Bl select an end point type on the left and start creating your policy profile
m POTS Dial Peer
SIP Dial Peers
SRST Phone

No Voice Ports policy profiles added.

© Add Voice Ports Policy Profile +

Save Policy RSN



Voice Policy Configuration

Configuration = Unified Communications = Add Voice Policy = Add Voice Ports Policy Profile

Select the policies from for the list below to start creating your policies.

@ Frxo QO Fxs (O FxsDID

[] Translation Profile @
[ stationiD ®

[ Line Params @

[J Tuning Params @

|:| Supervisory Disconnect @

© 2020 Cisco and/or its affiliates. All rights reserved.

Select the policies from for the list below to start creating your policies.

O @ Fxs (O FxsDID

[[] Translation Profile @
[ stationID @
[] Line Params ®

[ Tuning Params @

Select the policies from for the list below to start creating your policies.

O QO FXs (@ FXsDID

[J Translation Profile @
[] stationiD @
D Line Params @

(] bID Timers @



Voice Policy Configuration

Configuration = Unified Communications = Add Voice Policy = Add POTS Dial Peer Policy Profile

Translation Rules -Called

‘Add new translation rules for translation profiles

Translation Rule Number

10
© Add Rule

¥ Export & Import

Total Rows: 1

Q Search Options v
T T B
1 ya—

replace /..../

Finisl h CANCEL

© 2020 Cisco and/or its affiliates. All rights reserved.
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Voice Policy Configuration

Configuration = Unified Communications = Add Voice Policy = Add SIP Dial Peer Policy Profile

Cisco vManage I o admin v

'H Q CONFIGURATION  Unified Communications > Edit Voice Policy > Edit SIP Dial Peers Policy Profile

REEVEZIGRLGIESE  Configure Policy Profiles Summary

jm)
o Media Profile
Q

© Add New Media Profile | © Copy From Existing

=
=
Media Profile Number 1
an
Codec Source Target (Drag & drop to reorder)
m G711aLaw G729r8
o722 ° 671Tulaw
ilbc
DTMF Source Target (Drag & drop to reorder)
inband rtp-nte
sip-notify
sip-kpml

Save Cancel



Voice Policy Configuration

Configuration = Unified Communications = Add Voice Policy = Add SRST Policy Profile

Cisco vManage 2 [~]

admin v

= €& CONFIGURATION Unified Communications > Edit Voice Policy > Edit SRST Phone Policy Profile

=) Select Policy Profiles Configure Policy Profiles

Media Profile

-]
\ © Add New Media Profile | @ Copy From Existing
=

Media Profile Number Range 1-10000

s Source Target (Drag & drop to reorder)
o G711uLaw G729r8
G711aLaw
6722
ilbc

] Source Target (Drag & drop to reorder)

rtp-nte inband
sip-notify

sip-kpml

Save Cancel

BACK CANCEL



Voice Template Configuration

Configuration = Templates = Device (Tab) = (Select ISR) = Unified Communications (Section)

Cisco vManage 4 admin v

[Tl £ CONFIGURATION | TEMPLATES

Basic Information Transport & Management VPN Service VPN Cellular Unified Communication Additional Templates

o

Unified Communication
&
” VoiceCard TEST-VOICECARD v
o sIP TESTSIP -

SRST TESTSRST -

Voice Policy TEST-VOICEPOLICY - Mapping

Additional Templates

AppQoE Factory_Default_AppQoE_ServiceNode_Tem... v
Global Template * Factory_Default_Global_CISCO_Template -
Cisco Banner Choose. i

Cisco SIG Credentials Choose... v



Configuration Snippet S

voice-class codec 1
dtmf-relay rtp-nte sip-notify

sip-ua

voice class codec 1

codec preference 1 g722-64 bytes 160
codec preference 2 g729r8

codec preference 3 g711ulaw bytes 160
|

voice class codec 2

codec preference 1 g722-64 bytes 160
codec preference 2 g729r8

voice-card 0/2
no local-bypass

dial-peer voice 2 voip
voice-class codec 2
session protocol sipv2
dtmf-relay rtp-nte digit-drop sip-nptify
|

dial-peer voice 100 voip
'codec preference 3 g711ulaw bytes 160 SIP Template destination-pattern .T
(" voice service voip ) no shutdown
allow-connections sip to sip session protocol sipv2
no supplementary-service sip handle-replaces session target ipv4:10.21.24.35 Voice-Card Template
no supplementary-service sip moved-temporarily !
no supplementary-service sip refer dial-peer voice 101 pots
sip incoming called-number .
registrar server expires max 300 min 200 port 0/2/0
bind control source-interface GigabitEthernet0/0/0 no shutdown

bind media source-interface GigabitEthernet0/0/0 |

! dial-peer voice 911 pots

destination-pattern 911
SRST Template forward-digits all

port 0/2/0
) no shutdown
1
voice-port 0/2/0
caller-id enable

secondary dialtone
!

ip address trusted list
ipv4 10.0.0.0 255.0.0.0
!

\_ fax protocol t38
1

J

( voice register global
max-dn 48

max-pool 24
k system message "SRST Mode"
|

Y4

-

© 2020 Cisco and/or its affiliates. All rights reserved. 36
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Bidirectional Forwarding Detection

Path Quality Detection » Each WAN Edge router initiates BFD
Multiplier (n) packet every hello interval
- Echo mode, no neighbors
D U U U U U - Tunable to sub-second level
* Poll interval determines the window for
calculating path quality
Liveliness Hello Interval (ms) ) Averagi(f q
Quality App-Route Multiplier (n) - Tunable to sub-second level

I * \ e App-route multiplier determines number

Poll Interval Poll Interval Poll Interval (ms) of po” intervals for establishing overall
average path quality

—L— —— l \
- Compared against application aware
routing thresholds

Hello Interval (ms)




Cisco SDWAN Key Features & Cross Architecture Development for Webex

+ Webex Per Flow Type Signatures: Webex Desktop App 39.3+

+ Video, Audio and High Frame Rate Sharing
« Additional development needed for Webex Endpoints and MPP Phones

» SD-Application Visibility and Control

- Application Aware Routing

+ BFD Probes Monitor Transport Health Across SDWAN Fabric WD —

Name/CLI Keyword webex-video
Full Name Webex Vide
- Quality of Service Prioritization [ e s
wdeo,and apps. Webex SSL s its underlyir QD otos \
by com/
Global ID L7:1250
- Trackers -
WEBEX-AUDIO
Webex Desktop App NamelCLIKeyword | weborcaudio
Per Flow Signatures Full Name Webex Audio
Description ‘Webex provides online meeting, web conferencing, and video conferencing

services. It supports face-to-face meetings with real-time sharing of data, audio,
video, and apps. Webex uses SSL as its underlying protocol.

https:) om,

Type: 0xC003 Length Global ID L7251
Flow Type padding o -

WEBEX-APP-SHARING
« Flow T!ne (2 bytes) Name/CLI Keyword webex-app-sharing

L Full Name Webex Application Sharing
: prObe (conneCtIVIty CheCk) Description ‘WebEx-App-Shat granular classification of WebEx protocol application
. webex-video sharing traffic, cont ﬁg ured with HTTP-proxy.
+ webex-audio i =
Global ID L7:546

- webex-app-sharing

D 1480



Application Aware Routing

vManage

If multiple paths meet SLA, traffic

App Aware Routing Policy
is hashed

SLA Class for App A
If path is defined as preferred AND Latency < 150ms
it meets the SLA, it is chosen Loss < 2%

Jitter < 10ms

-
- ~

Remote Site .-~
L path 1 RN
- —ws x)
AppA —> |— ﬁ Path 2  —— EEH Data Center

~y -

Path1: 10ms, 1% loss, 5ms jitter
Path2: 200ms, 3% loss, 10ms jitter SD-WAN Tunnel
Path3: 140ms, 1% loss, 10ms jitter

© 2020 Cisco and/or its affiliates. All rights reserved. 41



WAN Edge Router QoS Overview
D Poli
’—{ Classification of aa:;ic;iocr?ltrafﬁc into QoS

forwarding classes (queues)

vManage

Ingress Interface Egress Interface

QoS forwarding QoS

classes : : Scheduler |
—> > —> I >

—> I — —> —> —> I —>  Out
Policing Map into FCs Policing Shaping Bandwidth %
Buffer %
Scheduling Priority
Rewrite inner DSCP Map into Rewrite outer DSCP Drop

Egress Queue

© 2020 Cisco and/or its affiliates. All rights reserved. 42



WAN Edge Router Traffic Prioritization

Forwarding Class Maps

Classl <+—» m
Class2 <+—»
Class3 <+—»

Voice

Business

2 Best Effort

Classification
Voice <«—» (Classl

Business <+—» (Class2

Best Effort <4— Class3

(Ingress Interface ACL )

© 2020 Cisco and/or its affiliates. All rights reserved.

Ingress Interface

Traffic
Classification
(1)(2%)

WAN Edge

QoS
Scheduling

(3)

QoS Schedulers

.

Class2

. - ~—

Class3

90B4493U| SS9.83

QoS
Mapping
(4)

Queue 0 is strict priority

BW%, buffer%,
LLQ, Tail

BW%, buffer%,
WRR, Tail/RED**
BW%, buffer%,
WRR, Tail/RED**

QoS Map
Scheduler A

Scheduler B
Scheduler C

(Egress Interface)

* Local Policy ACL or Data Policy

** Linear drop probability 43



Shaping

Rate
Tokens

= Token Bucket
\9@

- WAN Edge

i
’

Ingress Interface
Egress Interface

|

Shaping Queuing

Note: Shaping determines link bandwidth considered
for queuing

» Shaping effective on egress physical
interfaces

— Not supported on sub-interfaces

* Forward traffic that conforms to
configured shape rate

— Tokens available in the bucket

* Queue traffic that exceeds
configured shape rate

— Tokens not available in the bucket

« Weighted Round-Robin for queued
packets



Per-Tunnel QoS with Adaptive Shaping

Parent Shaper: 1Gb/ps

Adaptive Child Shaper: 10Mb/ps
Nested Queuing

Queue 1: 20%...
Tunnel 1

Queue 7: 30%

I
Hub Queue 1: 20%... !
1Gb Download P— Tunnel 2 :
1Gb Upload it |

Queue 1: 20%...
Queue 7: 30%

@ Adaptive Child Shaper: 20Mb/ps
Adaptive Child Shaper: 100Mb/ps

Per-Tunnel QoS allows the Hub site to dynamically adjust the sending rate of its traffic to accommodate lower
bandwidth circuits at remote locations. Adaptive shapers measure the true circuit capacity at any given moment

— rather than relying on static configuration.

© 2020 Cisco and/or its affiliates. All rights reserved.

SD-WAN Fabric

Spoke 1

Download
10Mb Upload

Spoke 2

Download
5Mb Upload

Spoke 3

100Mb Download
20Mb Upload



PaboTa Ha N10OXMUX KaHanax

Problem: transactional data over WAN links, which has few
percent packet loss (up to 10-20%).

Main Goal: 0 packet loss on the application level.
Solution 1: Forward Error Correction (FEC) send additional parity
packet for every 4 data packets, which will be used by the

receiving router to reconstruct one lost packet.

Solution 2: Packet Duplication will duplicate packets for critical

apps over both WAN links. \

New in RLS 16.12

Critical
Application

WAN Edge ‘
Router Dmﬂ
SD-WAN

Unreliable
WAN Links

m WAN Edge
Router BR1

Critical
Application



Packet Duplication

nghllghts
Protects against packet loss for critical
applications (i.e. Voice)

* Protocol agnostic (TCP/UDP)

*  Works only over multiple tunnels

* Duplicates are discarded on receiver

SD-WAN Tunnel 1

D D
oOB0B s

(AR NN N]

Sender

D D
TI

[NENNN}

Receiver

© 2020 Cisco and/or its affiliates. All rights reserved.

SD-WAN Tunnel 2
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Dynamic On-Demand Tunnels

Problem

By default, Cisco SD-WAN operates in full-mesh. While
topology modification is possible, full-mesh carries a huge
computational burden on branch resources and,
therefore, becomes difficult to scale. Enterprise
customers need full-mesh connectivity, but also need a
way to offset the resource burden that full-mesh
generally entails.

Solution

SD-WAN v20.3 / 17.3 now support Dynamic On-Demand
Tunneling. Branch routers will maintain an “always-on”
tunnel to a hub location, then dynamically build site-to-site
tunnels, where necessary.

Caveats / Prerequisites

Spoke locations must receive TLOC and vRoute of Backup Path
remote, must have backup path and Service TE

set (see supporting slides) On-Demand Path



Route Leaking

Problem

Many customers have expressed a need to expose
underlay services within the SD-WAN overlay (such as
hosted PBX/VolP being made available to phones that
exist in a Service VPN/VRF). At present (v17.2 / 20.1),
SD-WAN only supports this type of route leaking
between Service VPNs.

Solution

Cisco SD-WAN v20.3 / 17.3 now support route leaking
between Service VPNs and the Transport VPN.

Caveats / Prerequisites

IPv4 only, no EIGRP support, SSNAT + Route Leak
is not supported, VPNO cannot be transit VPN,
cEdge has additional restrictions (see supporting
TDM)

© 2020 Cisco and/or its affiliates. All rights reserved.

VPNO - VPN1
VPN1 - VPNO

SIP Registrar Server

/Q

VPNO - VPN1
VPN1 - VPNO
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Knto4yeBble BbIBOAbI

On-Premise UCM

aifan]n
CISCO

Powered

UCM Cloud

~—
/

WebEx Calling

© 2020 Cisco and/or its affiliates. All rights reserved. WebEX Meetings

sy

3rd Party

Flexible Connectivity

Directly connect Cloud or On-Premise
call control and Webex Meetings
services with WAN optimization
improving the user experience

Large Scale VolP
Provisioning

Leverage the power of vManage
Templating and Policy orchestration
to provision scalable, consistent UC
across the enterprise

Hardware Consolidation

Reduce CapEx and OpEx by
consolidating UC and SD-WAN into a
single CPE
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