I
CISCO

Cetb O Ha ocHoBe VXLAN/EVPN 3a 5 aoHen

[leHb 4: VXLAN/EVPN dhabpurka -
MHTErpaumna L4-L/ cepBmUCOB
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[ Iporpamma cnpurHTa

5 anpeny,

VXLAN/EVPN thabpmka - OCHOBbI
NoHedeNnbHUK

o anpend,  VXLAN/EVPN dhabpvka — KNMMeHTbl U BHELLHUE CETMEHTHI,
BTOPHMK pacwmpeHHble PyHKLMM NX-0S

7 iggigﬂ, VXLAN/EVPN chabpuka - pacnpefeneHHbie Tononormm
8 anpens, ) _

yeTBepr VXLAN/EVPN thabpuka - nHterpaumsa L4-L7 cepsucos
9 anpens,

ATHULE VXLAN/EVPN thabpuka - akcnnyatauus v nogaeprxrka
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Copgep»xaHume

- YacTb 1: BapuraHTbl NogktoyeHns cepBMcoB. [logknroueHmne
cepsuncoB 6e3 Policy Based Routing.

- YacTb 2: [logkntoueHme cepBmncoB npum nomoLum Policy Based
Routing.

- Demo
- YacTb 3: [ogknroueHmne BUPTYanmM3npOBaHHbBIX CEPBUCHbBIX COYHKLIM.

- YacTb 4: [logkntoueHue cepBmcoB npu nomMmoLmn Enhanced PBR.



YacTb 1: BapuraHTbl
NOOKTHOUEHUA CEPBUCOB



TpeboBaHMA CETEBbBIX CEPBMUCOB

« B LUIO[] cepBMCHbIE YCTPOWCTBA Kak MpaBuio paboTaroT B OQHOM M3 OBYX
DEXXMMOB:
e Transparent - Layer 2 ( unn GO THROUGH)
« Routed - Layer 3 (unn GO TO)

- N3 no ymMonuaHuio ons nogceTn HacTpamBaeTCs Ha CEPBMCHOM YCTPOMCTBE (Hanbonee
CMONb3yemMas onums)

- Wno3 no YMOJMYaHWO ONAd nogceTtm HaCtpanBaeTCHd Ha CETU U CepBl/ICHbIl7I y3en aBnaeTca next hop—
OM.

« BbIOOp pexknma Hanpsamyro BIAUAET Ha MCMOMNb3yeMble HaCTPOWKKM CETU

- HeobxoOMmo BbIAICHUTDL TPEeboBaHMA K CETEBOMY CepBuCy (intra-tenant, inter-
tenant)



CepBuc Ha nepumeTpe cetn - Tenant Edge Service

o  QunbTpaumsa U NPUMEHEHWE NONUTUK Mexay ceTbto LIO[] n BHELUHUM MUPOM -
MeXxay 30HaMuM 6e30MnacHOCTHU

oI,

-

BbloeneHHbIn /v 9

domanyeckmin MC3 mnm
BMPTYalbHbIM KOHTEKCT

Tenant-A Tenant-B

TeHaHT - 30Ha VLAN 10 VLAN 40

6e30MacHOCTU:

paspelleHbl intra-tenant
B3aUMOOENCTBUS \ VLAN 20

VLAN 30
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CepBnc Mexay ceTaMmm TeHaHToB - Inter Tenant
Services

e  QunbTpaura v NPUMEHeHMe NoNUTUK Mexay TeHaHTamu IO (Inter-VRF) -
MeXXay 30HaMK1 6e30MacHOCTU

FW kak ‘fusion router”

Tenant-A
VLAN 10

VLAN 20

Tenant-B
VLAN 40

VLAN 30
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CepBuUC BHYTPU CErMeHTOB TeHaHTa - Intra Tenant

Services

* CDl/IﬂpraLl,l/lFI N rMpMeHeHne rNMornnTrK Mmexxgy Wi BHyTPpn cerMeHToB O4HOro TeHaHTa

 Intra-VRF, inter-subnets

FW - wno3 no
YMOMYAHMIO

VLAN 10

VLAN 20

MNpnmennTsb PBR

Tenant-B

VLAN 40 L3 hop

VLAN 30

Apply PBR

Onumsg 1 : FW - Wwnto3 no yMOonyaHumio

Onuma 2 : PBR ¢ FW kak L3 hop

Onuma 3 : FW B TpaHcnapeHT pexxume (peako ncnonbayeTcs)

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



[ IpoLLe roBopA

- Tenant Edge Services - Mexay VRF
 Inter Tenant Services 2 Mexagy VRF
« Intra Tenant Services - BHyTtpn VRF/Mexxay VLAN




KaK Qou3nyecKkn nogkIrnyaoTCcAa CEPBUCHbBIE YCTPOMUCTBA

Fabric '
Fab
BGP AS#100 BGP aASralf; 00

@ %
— 11>
S S

Active/Standby
[1na KnacTepHbIX CUCTEM vPC [na Active/Standby cuctem VPC He
(Yanbl kKnacTepa QomkHbl nogkntouaTeea K oblen vPC nape JTyHLinm BI:>I6OD.

KOMMYTaTOPOB) (L3 peering uepes vPC, Multicast routing uepes vPC)



[0e v KaK moaknryaTb PadHble PO CEPBUCOB

Border Leaf

- Inter-VRF

- External 6 Service Leaf
6 Leaf

Service Leaf Fabric

BGP AS#100

é Border Leaf
- Intra-VRF, Inter-VLAN

Leaf
-  He pekomeHpgyeTcs

H2

Internet/ 10.10.1020  20.10.10.20
(VLAN 40) (VLAN 111)

WAN VRF-A VRF-B

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Inter-VRF Firewall: Transparent Mode

Transparent Firewall ycTaHaBNMBaETCSA B PA3PbIB MeEX Y
Border Leaf n Edge-Router. Vicnonbayetca VRF-Lite
mexxkay Border Leaf n Edge-Router

Inside kaHan mexnay Border Leaf n Firewall - Dot1Q TpaHK.
Kaxxabit VLAN cooTBeTCcTBYeT 3almiiaemomy VRE

Outside kaHan mexxgy Edge Router n Firewall - Taxkoke
Dot1Q Tpaxk. Kaxxgbin VLAN cooTBeTCTBYET
3almiaemomy VRE.

YUTO HYXXHO MOMHUTD:

* HekoTopble Firewall-bl MmoryT ncnonbdosaTth pasHble VLAN ID# mexy Inside 1 Outside

MHTEPdEencammn, NnoaTomy Ha Border Leaf nnu Edge Router Tpebyetcs

COOTBETCTBYIOLLIAs HAaCTPOVKa ANa YCTaHOBNEHWs COCeACTRa VLAN 10 VRF-A

VLAN 20: VRF-B

Fabric
BGP AS#100

H1 H2

VAN N VRE-X |
|ﬂternet/ 10.10.10.20 20.10.10.20
(VLAN 40) (VLAN 111)
WAN VRF-A VRF-B
A = Spine 0 = Leaf = BorderLeaf O = Fabric Interface @ = Route-Reflector (+.4) = Edge-Router / DCI-

Device



Inter-VRF Firewall: Routed Mode (Layer 3)

« [InHammyeckasa/cTaTnueckas MapLlpyTn3aumns

« Per-VRF cocencTtBo MapLipyT13aumm nnm ctatmueckas
MapLLpyTH3auma mexay Border Leaf n Firewall

« Per-VRF cocencTtso MapLipyT13aumm nnm ctaTtmueckas

MapLpyTnlauma mexay Firewall n Edge Router Fabric

BGP ASH#100

- BbinonHgeTtca nMbo cymmMmapmsaumsa MapLUpyToB, MO0 TOMbKO
MapLLPYT MO YMOMUAHUIO YCTaHaBNMBAETCA B habpuky Ons
kayxgoro VRF

Internet/
WAN

20.10.10.20
(VLAN 111)
<———— OSPF VRF-B VRF-B

A = Spine 6 = Leaf Q = BorderLeaf O = Fabric Interface @ = Route-Reflector 9 Bj\jzilgs—Router / DCI-



Inter-VRF Firewall: VRF “sandwitch”

 [InHammnueckasa/cTaTmueckas MapLupyTmu3aums

* Per-VRF cocencTtBo MapLipyT13aumm nnm ctatuueckas
MapLLpyTH3auma mexay Border Leaf n Firewall

* Per-VRF cocenctBo MapLipyT1aaumm nnm ctaTtuueckas
MapLupyTn3auma mexay Firewall n Edge Router Fabric
BGP AS#100

aé

A = Spine 0 = Leaf Q = BorderLeaf O = Fabric Interface @ = Route-Reflector 9 Bj\jzilgg—Router / DCI-

BGP VRF-Outside

Internet/
WAN




Inter-VRF Firewall: Routed Mode (Layer 3)

OTkasoycTonumsocTb (Cluster)

« Peering BbinonHaeTcsa gns Kaxxgoro VRE
yepes SVI Ha kaxkgom Border Leaf

- Kaxxgblt Border Leaf 0OmKeH MMeTb KaHarn e
NOOKMIHOUEHMS K KaXkOoMYy Y3y KnacTepa ang BGP ASH100
COXPaHEeHWst COCeaCcTBa B cryyae failover

VPC Domain

- Ecnu ncnonbaytoTcsa gMHaMUUeCcKme NpoTOKOMbI
MapPLLPYTU3aLmMmM 06paTmUTE BHUMAHME Ha Nyyllmne NpakTuUkm /
onsa HacTponkn L3 noeepx vPC

Internet/
WAN Sy

A = Spine 0 = Leaf Q = BorderlLeaf

O = Fabric Interface @ = Route-Reflector (+.4) = Edge-Router / DCI-
Device



Intra-VRF, Inter-VLAN Firewall: Routed Mode

. ) VLAN 40 and VLAN 111
« Firewall MmoxxHO nogkntounTb K Border Leaf nnm Service Leaf are protected VLANs

Default Gateway for

VLAN40O and VLAN111 serve as a
Default Gateways and corresponding
subnets are advertised in IGP

 Inside kaHan mexnay Service Leaf n Firewall - Dot1Q trunk. Kaxgbin VLAN
COOTBETCTBYET 3aLUMLLAEMON NMOACETH.

« Bawmwaemble VLAN-bI HacTpaumBaroTcs B pexxume L2 Ha Service Leaf 1 Ha
BCen habpuke

Layer 2 trunk

- QOutside kaHan - Layer 3 point-to-point

- Firewall no ogHomy 13 npotokonos IGP (OSPF, EIGRP unu eBGP)
yYCTaHaBNMBaAET COCEACTBO ¢ Service Leaf uepes Outside kaHan

« Ha Firewall 3awmwaemble VLAN-bl TepmuHmpytotea B BVI (bridged virtual
interface) unmn akemBaneHT 1 aHoHcupytoTed B IGP. [JanHble BVI-u asndatoTca
LLINMKO30M MO YMOMUYaHUIO Ons XOCTOB B 3alimilaembix VLAN-X

-
———————

« Ha Service Leaf npedukceol, nonyyaembole ot Firewall, peancTpmnobioTaTcs B
BGP

Y {
E
H1 H2
10.10.10.20 20.10.10.20  30.10.10.20
(VLAN 40)  (VLAN 111)  (VLAN 222)

- Service Leaf aHoHcupyeT mapupyT no ymonuardmio 0.0.0.0/0 nnu specific gz a VRE-A VRE-A
MapLpyThl Ha Firewall uepes IGP

H3

A = Spine Q = Leaf Q = BorderLeaf O = Fabric Interface @ = Route-Reflector 9 Bj\;zilgs—Router / DCI-



YacTb Z: | logknoueHme
CEPBUMCOB MPW MOMOLLIN
Policy Based Routing



Nonnepskka PBR Ha VXLAN BGP EVPN thabpuke

[TepeHanpasneHne L3 Tpadmka Ha ocHoBe b-tuple

PaboTaeT TONbKO Ons MapLUpyTU3MpyemMoro Tpagomka

icnonb3yeTcsa ansg nepeHanpasneHns Ha Load-
Border Leaf Balancer vnu Firewall

[MTonuTtuka PBR gomkHa 6biTb NMPUMEHEHa Ha BCEX
leaf-ax, uTobbl raPaHTUPOBATL CUMMETPUUHYHD
nepepavy

Tenant VMs / servers Tenant VMs / servers
(App group 1/subnet1) (App group 2/subnet2)

19
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Nonnepskka PBR Ha VXLAN BGP EVPN thabpuke

feature pbr

ipv6é access-list bummy

statistics per-entry

10 permit ipvé 2001:10:1:1::20/128 any
ip access-list dummy

statistics per-entry

10 permit ip 10.1.1.20/32 any

route-map bummy permit 10
. match ipv6é address bummy
E set ipv6 next-hop 2001::DB8:800:200C:417A <== next-hop host behind some intermediate VTEP
route-map dummy permit 10
match ip address dummy
set ip next-hop 10.1.1.40 <== next-hop host behind some intermediate VTEP

interface Vl1anlO
ip policy route-map dummy
.gq/l\;fgg%gii; ipv6 policy route-map bummy

L3 VXLAN

Mpaeuna PBR Ha Leaf - L3VNI
Redirect to FW

Leaf -

==

=

=

Tenant VMs / servers Tenant VMs / servers
(App group 1/subnet1) (App group 2/subnet?2)



Nonnepskka PBR Ha VXLAN BGP EVPN thabpuke

feature pbr

ipv6é access-list bummy

statistics per-entry

10 permit ipvé 2001:10:1:1::20/128 any
ip access-list dummy

statistics per-entry

10 permit ip 10.1.1.20/32 any

route-map bummy permit 10

match ipv6é address bummy

set ipv6 next-hop 2001::DB8:800:200C:417A <== next-hop host behind some
intermediate VTEP
route-map dummy permit 10

match ip address dummy

NpaBuna PBR Ha Leaf - L3VNI . ; ;
set ip next-hop 10.1.1.40 <== next-hop host behind some intermediate VTEP

Redirect to FW

interface V1an2500
ip policy route-map dummy
ipv6é policy route-map bummy

Tenant VMs / servers Tenant VMs / servers
(App group 1/subnet1) (App group 2/subnet?2)



Demo

CepBWCHOE YCTPOWCTBO C mm
PBR



<
.
>
Z

‘ﬂ ‘ ‘&
pNIC I I pNIC pNIC I I PNIC oNIC I | pNIC
Hypervisor vaervis% Hypervisor
PG_2251 | PG_2253 [ ]| PG 2252 PG_2250
VNIC VNIC VNIC vNIC
C ] C
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DEMO

GoN

GO0/0
PBR: 10.100.101 -2,'"“6 1110.100.100.2 PBR:
10.100.11.0/24 -> : \ 10.100.10.0/24 ->
10.100.10.0/24 NH S 3 10.100.11.0/24 NH
10.100.101.2 S | o ~ b S 10.100.100.2
S | & Qg
= ~N N \ ©
; | .
©)
3 19 2 (18
S, 'S
/7
- A 1 ~S o
= = = = - — e o o =
PG_2251 ) pG_2250 |
N 1
10.100.11.0/24 10.100.10.0/24
DEST: SOURCE:
10.100.11.2 10.100.10.2
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YacTb 3: | loaknrueHme
BUOTYaNM3NPOBAHHbIX
CEPBUCHbBIX PYHKLINN




BHewHaa ceTb

Border Border

__ />

Hypervisor Hypervisor
[ vBridge vBridge

vNIC




[ logknroueHmne VN




Opranndaumnsa nogknroueHmnsa VNF

 Ha ceteBon pabpuke Ha 6a3e VXLAN EVPN HacTpoeHa nofaceTb
BHewHaAa ceTb Distributed Anycast Gateway

*  XOCTbl C BUPTYaNM3NPOBAHHBIMU PYHKLMAMM ON1S NOOKTKOUEHNS
ncnonbaytoT Access Port, Trunk Ports, Port-Channel nnu Virtual

I Port-Channel (vPC)
Spine Spine
T

,¢  Ha cTopoHe Leaf-kommyTaTopa: BblgeneHHbn Loopback
ncnonbayetca ana BGP-ceccuun (multi-hop routing)

« eBGP (external BGP) mexxgy cetesoi chabpukon n VNF
 KOHTPOMb 3a MapLLpPyTHOW MHJ OpMaLmen
« PasrpaHunueHmne 30H OTBETCTBEHHOCTH

« VNF Peering octaetcsa nokanbHbiM ans Leaf unm napol Leaf

28
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Opranunlauna nogknoyeHms VN

LOOpbaCk Ha C*)a6pl/”<e Leafl I’Loopback
%) SV

Border Border

Bce HaumHaeTcsa ¢ VLAN, SVI n Loopback Ha cTopoHe Leaf-

KOMMYTaTopa

Bcerga ncnonb3oBaTtb Loopback
Onst MMPUHra cCo CTOPOHbI
dabpukm




Opranmnzdaumsa nogknroueHmnsa VNF

CTaHOapTHOE MOAKMHUEHME BHYTPW rMNepBM3opa

BHewHaa ceTb

Border Border

\ >
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Leaf

’Loopback

Hypervisor

pNIC o\ (C

vBridge —




Opranndaumsa nogknroueHmnsa VNF

eBGP ceccua ¢ vNIC Ha cTopoHe VNF

BGP: 65001
4 VRF: Servicel
1 | Loopback: 10.1.1.5/32

VLAN: 145
SVI: 192.168.10.1/24 (Anycast Gateway)

Interface: Ethernetl/2

Leaf1  -oophack

pNIC: Tagged Port

1
]
]
]
]
]
1
1
: Switchport: Mode Trunk
'.
1
\ | vBridge: VLAN 145
\

| q
pNIC pNIC %’,
/
/

Hypervisor

‘| VNIC: 192.168.10.22/24
Default Gateway: 192.168.10.1

BGP: 65011
Update-Source: vNIC

Service IP: 172.16.5.0/24

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public

TpebyeTca static routing
CcO CcTOpOHbl VNF

eBGP vNIC to

Loopback Peering




Opranndaumsa nogknroueHmnsa VNF

eBGP ceccuda ¢ Loopback Ha ctopoHe VNF

BGP: 65001
4 VRF: Servicel
1 | Loopback: 10.1.1.5/32

VLAN: 145
SVI: 192.168.10.1/24 (Anycast Gateway)

Interface: Ethernetl/2
Switchport: Mode Trunk

pNIC: Tagged Port
vBridge: VLAN 145

VNIC: 192.168.10.22/24
Default Gateway: 192.168.10.1

‘| BGP: 65011
Loopback: 10.22.22.22/32

Service IP: 172.16.5.0/24
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Leafl P -oopback
vrr 1 T~
RF .
3¢ )svi N
\\
VLAN \

Q

pNIC | ONIC op
@y
/

Hypervisor ,

TpebyeTca static routing
C 2-X CTOPOH

eBGP Loopback to

Loopback Peering



ABTOMaTM3aumsa nogknroueHna VNF ¢ DCNM

«  DCNM nopgoepxmatb nogkntoueHne =VNF yepes moayib
HacTpounkn L4-L7 cepBmcoB

BHewHaa ceTb

o KoHmMrypaumoHHbIiM BU3apd aHanorMuHo nogkirovueHmto Firewall
Bl n Load Balancer.

Border

»‘ X bl Data Center Network Manager SCOPE: | Fabric3 v A © admn B
Sefie I S Service Nodes E =0 +
] S

4\

Data Center Network Manager

7~

L= Ty

. VNF81 VIRTUAL e ,l + O 4

LOAD BALANCER Route Peering Service Policy

o)

scope: | V) VNF82 VIRTUAL 2 n 0 N

o)
N\
(1]

v
@ Dashboard € Fabric Builder: VNFs LOAD BALANCER Route Peering Service Policy
Actions - _—
& Topology . Service Policy Route Peering O Atach Detach History [E [E ]
& Control ° = Tabular view VN}':sw
| Service Network One
® Monitor Peering Name Deployment Peering Option Status Action
VRF Network Name Gateway IP
f Administration < /
VNFSE‘\_‘_ ;’ CSR1k-VNF1 OneArmADC EBGPDynamicPeer... [n-Sync 0] MyVRF_50000 ServiceNetwork10 192.168.10.1/24 () /
& Applications T i
CSR1k-VNF2 OneArmADC EBGPDynamicPeer... In-Sync 0] MyVRF_50000 ServiceNetwork10 192.168.10.1/24 () /
O Re-sync Fabr Fabric3
) Rest
& Backup Now

8 Pending ® In Sync/Success B Out-of-Sync/Failed  In Progress ® Unknown/NA




Opranmngdaumsa nogknroueHmnsa VNF

OTKa30yCTOMUMBOE MNOAKMHOUEHME NP nomMoLLm vPC

el el R B e R R B e R R R R R R R R R R R 1
1 vpc |
BGP: 65001 I LeafT g Loopback Leaf? ,,"fLOOpbaCk ;| Ber:  es001
VRE: Servicel I \/RF II //\/RF I I VRF: Servicel
Loopback: 10.1.1.5/32 I ! P — I Loopback: 10.1.1.6/32
’
| 3¢ )svi 7 (3)sv :
1 /
VLAN: 145 : VLAN! )/ VLAN I vian: 145
SVI: 192.168.10.1/24 | 7 I svi: 192.168.10.1/24
(Anycast Gateway) I ! / | (Anycast Gateway)
| ! |
1 \ A 1
Interface: Ethernetl/2 | N [, Do o o o o = ———— = - Interface: Ethernetl/2
Switchport: Mode Trunk \\,_ : Switchport: Mode Trunk
\\ I
\
aNIC pNIG
- B T
Hypervisor !

PNIC: Tagged Port

1 /
vBridge: VLAN 145

vNIC: 192.168.10.22/24 —
Default Gateway:
192.168.10.1

1

|

I
1
1

4
vBridge —
/

BGP: 65011
Loopback:
10.22.22.22/32

Service IP:

. ) . ) ) . 172.16.5.0/24
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Opranndaumsa nogknroueHmnsa VNF

OTKa30yCTOMUMBOE MOOKMHOUEHNE C MCMNOMNb30BaHeEM SR-IOV

BGP: 65001 Leafl 4 Loopback Leaf2 _ -~ PLoopback BGP: 65001
VRF: Servicel ] , ! VRF: Servicel
Loopback: 10.1.1.5/32 \GEF ! ’ \GEF Loopback: 10.1.1.6/32
’
3 )svi J () sv
i Vi
VLAN: 145 VLANI )/ VLAN VLAN: 221
SVI: 192.168.10.1/24 1 7 SVI: 192.168.20.1/24
(Anycast Gateway) ! / (Anycast Gateway)
!
\ "

Interface: Ethernetl/2
Switchport: Mode Trunk

PNIC: Tagged Port
vBridge: VLAN 145

VvNIC: 192.168.10.22/24
Default Gateway:
192.168.10.1
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-
~

I
S 1
\ 1

YNIC | |pN|d

Hypervisor ,l
1

| /

1 /

I /

—  VBrifige1 ,4Bridge2
1

Interface: Ethernetl/2
Switchport: Mode Trunk

pNIC: Tagged Port
vBridge: VLAN 221

vNIC: 192.168.20.22/24
Default Gateway:
192.168.20.1

BGP: 65011
Loopback:

10.22.22.22/32

Service IP:
172.16.5.0/24

35



5G User Plane

context,
Traffic

Inline Services -

|
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
'
1
'
'
'
'
\
\

Function

Fast Path
BasoBble  N3/NO | ¥ _ N6/N9
Sl Packet Processing |
CTaHLMM ) Packet Processing == [P Cetb
Forwarding Plane (VPP)
UPF VM ’
TOR-1
.254 VLAN 1101
. 10.3.101.0/24
EGPEEFD Context upf-ln
29
© n3_loopback
29 © n4_c_loopback
© n4_u_loopback
© n9_loopback
BGP+BFD
VLAN 2101

10.4.101.0/24

TOR-2

UPF

Star0S VM
User Plane Function

orch mgmt sve-1(1/10) sve-2 (1/11)
00 () ()

MLOMbond PCIE1-1 PCIET2 . _ PCIE4-1 PCIE4-2

TOR-1
254 VLAN 1102
! 10.3.102.0/24
BGP+BFD | Context OUE
29
29 © DNN-1 IP Pool chunks
© DNN-2 IP Pool chunks
BGP+BFD
VLAN 2102
10.4.102.0/24
.254

TOR-2



vlan 10
vn-segment 30010
vlan 3967

system nve infra-vlans 3967

interface loopbacklO
no shutdown
vrf member VRF-A
ip address 10.10.10.11/32 tag 12345

interface VlanlO
no shutdown
vrf member VRF-A
ip address 192.168.10.1/24 tag 12345
fabric forwarding mode anycast-gateway

interface vlan 3967
no shutdown
vrf member VRF-A
ip address 10.10.0.1/30 tag 12345

router bgp 65501
vrf VRF-A

neighbor 10.10.0.2
remote-as 65501
update-source VLAN 3967
address-family ipv4 unicast
next-hop-self

[Mpmep KoHPUrypauuu
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pc2

vlan 10
vn-segment 30010
vlan 3967

system nve infra-vlans 3967

interface loopbacklO
no shutdown
vrf member VRF-A
ip address 10.10.10.12/32 tag 12345

interface VlanlO
no shutdown
vrf member VRF-A
ip address 192.168.10.1/24 tag 12345
fabric forwarding mode anycast-gateway

interface vlan 3967
no shutdown
vrf member VRF-A
ip address 10.10.0.2/30 tag 12345

router bgp 65501
vrf VRF-A

neighbor 10.10.0.1
remote-as 65501
update-source VLAN 3967
address-family ipv4 unicast

interface bond0
ip address 192.168.10.100/24

ip route 10.10.10.11/24 192.168.10.1
ip route 10.10.10.12/24 192.168.10.1

router bgp 65502
address-family ipv4 unicast
neighbor 10.10.10.11
remote-as 65501
address-family ipv4 unicast
neighbor 10.10.10.12
remote-as 65501

next-hop-self

37




PekomeHoaunm onda nogknrouerHma VNE

- Icnonb30BaTh Nyyllne npaKkTUKmM
- JlokanbHblt eBGP Route Peering Ha Leaf kommyTaTop

- LleHTpanmnaoBaHHbIM Route Peering TpebyeT aHan1sa no MacLuTabupyemMocT U
PyHKLUMOHaNbHOCTK (CM cnefd pasnen npeseHTaumnm)

- VNF Mobility nnn VNF failover (anycast service) TpebyeTcs NnoHMMaTb OCOOEHHOCTH (CM cnefq
pasnen npeseHTaumnm)

- Bcerga ncnonb3oBaTh BblgeneHHbi Loopback Ha Leaf ona nokanbHoro eBGP Peering
- O10T Loopback He HY)XHO aHOHCKPOBAaTb BHYTPWU dpadbpuKm

- Loopback MOXET bbiTb C OOHUM 1 TeM xe IP Ha Kaxxgom Leaf gna ynpolleHmsa HacTporkin VNF
- TpebyroTcsa yH1KanbHble agpeca Loopback IP gna KoMmyTaTopoB ABASOLLIMXCA YacTbto ogHoro vVPC Domain

- Ha ctopoHe VNF ceccurio MOXXHO nogHMMaTh unn ¢ nHtepdenca mnm ¢ Loopback

- [Ina ncnonb3oBaHna BFD TpebytoTca ocHoBaHMe (B OOMNbLUMHCTBE CNyUaes
OTCYTCTBYET)



CueHapum pasBe

NPOONEMb

o

N peLL

bl BAHNA —

N



CueHapun pa3BepTbiBaHWUS

DopMynnMpoBKa Npobnem

Centralized Routing Peering

OCOBEHHOCTH B Cryyae korga ans
MUPUHIa MCNONb3yeTCs 0gHO
BbldENeHHOoe YCTPOMCTBO (1N napa)

-~

BHelwHss ceTb

~

MobunbHOCTb VNF

3aBMCUMOCTU N TPEDOOBAHMS

-~

BHelwHss ceTb

~

Anycast cepsucChl

PacnpeneneHHblin CerMeHT «Service
IP unn Service Subnet» ¢
TPeboBaHMAMK MO bonee

rPaHYNSAPHOMY pacrpeneneHunto
Tpaduka per-VNF

/ BHelwHss ceTb \

[1na peweHns aTux npobnem TpebyeTcs bonblie,
YeM MPOCTO OPraHM30BaTb MOOKMHOUEHME



CLUeHapun pasBePTbIBAHUA

DopMynnMpoBKa Npobnem

Avoid Traffic Tromboning [oTeHUManbHbIN Border Border
(Recursive Routing) pUCK +

BHewHsAAa ceTb

VNF Mobility
(Centralized Peering)

How Many VNF per Leaf?
(Proportional Multipath)

BO3MOYXHO

HeT BngnmocTu

VNF K VNF § VNF

Service IP
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Centralized VNF Routing Peermg

[Mpobnema MacLuTabupoBaHUa (KOMMUYECTBO CECCUN)

 VNF nuputcsa ¢ ueHTpanm3oBaHHbIMK YCTPOUCTBAMU, MOXKET
obiTb Leaf, Border Leaf unn noxoxue

« Routing Peering nponcxoont ¢ VNF Ha Loopback Interface
BHYyTPM VXLAN EVPN VRF

* Vcnonbiyetca eBGP Multi-Hop uepes VXLAN TpaHcropT

*  Hy>KHO KOHTPOMMPOBATb KOMMUYECTBO CECCUM U TPadoMK
(Control-Plane and Data-Plane)

4 Routing Table A

Prefix Next-Hop

10.1.1.0/24 Leaf4

10.2.2.0/24 Leaf4

10.3.3.0/24 Leaf4

- J
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© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Centralized VNF Routing Peering

[Tpobnema “nputarneaHna” Tpadouka ogHMM Yy3MOoM C KOTOpbIM nnpaTcsa VNF

Brewrss ceT * Routing Prefixes aHOHCUPYHOTCA OOHUM YCTPOWNCTBOM

« Next-Hop B angentax oCTaeTca HEU3MEHHbIM

Tpaduk “nputarmBaeTca” K
OJHOMY YCTPOMUCTBY

-

VNF I VNF

10.1.1.0/24

VNF I VNF

Routing Table

Prefix Next-Hop

~

10.2.2.0/24 10.3.3.0/24

10.1.1.0/24 Leaf4
10.2.2.0/24 Leaf4
10.3.3.0/24 Leaf4

\_

J
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MoounnbHOCTb VNF

YCTaHOBMNEHME COoeMHEHNSA 3aHOBO MOCe MUTPaU BHOCUT MNMOTEPU N 3aCPXKKY

« Physical Network Function (PNF) Hukorga He nepemellaeTcs,
Torga kak VNF nMmeeT Takyto BO3MOXXHOCTb

B cnyuaeT nokanbHoro eBGP Route Peering cocenckue
OTHOLLEHMSA OOMKHbBI ObITb MEPEYCTAaHOBNEHbBI MOCNE MNEPEMELLEHNS

YCTaHOBNEHWE COEANHEHMSA BHOCUT MOTEPU M 3a0EPXKKY B
nepegave gaHHbIX

4 Routing Table

Prefix Next-Hop

> VNF

10.1.1.0/24 10.1.1.0/24

10.1.1.0/24 Leafl

10.1.1.0/24 Leaf4

CRIEY:IEYI]e)e)

\_




Anycast cepBuc
HeamdeKkTnBHOE pacrnpeneneHne Tpadrka 6e3 yueta konnuectsa VNF 3a

KaxkabiM Leaf

ANy

VNFVNFVNF

Service IP
10.1.1.0/24

* Muorne VNF aHOHCHPYOT OamnH 1 TOT e Service IP unmn Service
Subnet

« Konnuectso VNF 3a kaxxgbiM Leaf He nMpo3payuHo 1 He
MNPMHUMAETCH BO BHMMaHME Mpu 6anaHCHpoBKe

« bBanaHcMpoBKa NPOMCXOOMUT MO NPUHUMMY «per-Leaf» base; MoxeT
MPVBOONT K HESMEKTUBHOMY PaCnpedeneHmno TpagmKa

«  Hanpumep kaxgomy Leaf poctaeTcsa Tonbko ¥ Tpaduka, gaxe
ecnu Leaf3 nmeet 6onee Bblcokyro MnoTHOCTL VNF 3a cobon

4 Routing Table N

Prefix Next-Hop

10.1.1.0/24 Leafl

Leaf?2

Leaf3

Leaf4

g _/

45
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CueHapun pa3BepTbiBaHWUS

DopMynnMpoBKa Npobnem

Centralized Routing Peering MobunnbHocTb VINF Anycast cepBuCHl
OCOBEHHOCTH B Cryyae korga ans 3aBUCUMOCTH 1 TPEOOBaHNA PacnpeneneHHblin CerMeHT «Service
MUPWHIra MCnonb3yeTcsa OAHO IP unn Service Subnet» ¢
BbldENeHHOoe YCTPOMCTBO (1N napa) TpeboBaHMAMK Mo bonee

rPaHYNSAPHOMY pacrpeneneHunto
Tpaduka per-VNF

/ BHelwHss ceTb \

"Marnueckoe” peLieHumne



OnTuMmdauma nepegauv gaHHolx ona VNF

EVPN AF with

VNF Extensions*

Avoid Traffic Tromboning MoTeHUManbHbIN
(Recursive Routing) PUCK

VNF Mobility

B
(Centralized Peering) O3MOHO

How Many VNF per Leaf?

H
(Proportional Multipath) eT BUAUMOCTH

*draft-ietf-bess-evpn-inter-subnet-forwarding (Section 9.2)
**additional Optimization

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public

BHewHasa cetb

Border I Border

VNF N VNF § VNF

Service IP
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OnTuMmdauma nepegauv gaHHolx ona VNF

EVPN AF with

VNF Extensions*

Avoid Traffic Tromboning MoTeHUManbHbIN
(Recursive Routing) PUCK

Oa

VNF Mobility

(Centralized Peering) BO3MO3HO fa

How Many VNF per Leaf?

H * %
(Proportional Multipath) €T BUANMOCTH Nla

*draft-ietf-bess-evpn-inter-subnet-forwarding (Section 9.2)
**additional Optimization

Oo6orawenmne EVPN mapLupyToB OONONHUTENBHOW

MHdopmMaumen o “Service [P’

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public

BHewHasa ceTb

Border . Border

VNF N VNF § VNF

Service IP
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AHOHCHpoBaHne GW-IP
IETF-ppadoT, y»ke gocTtynHo B NX-OS

(.

C 0 @ tools.ietf.org/html/draft-ietf-bess-evpn-prefix-advertisement-11

3.1 IP Prefix Route Encoding

An IP Prefix Route Type for IPv4 has the Length field set to 34 and

consists of the following fields:

. - - -—
| RD (8 octets) |
S T —— - - —
|Ethernet Segment Identifier (10 octets) |
S S— -—- - - - -+
| Ethernet Tag ID (4 octets) |
F— i i - - -
| IP Prefix Length (1 octet, 0 to 32) |
P — _— _— - - -
| IP Prefix (4 octets) |
[ T ———— = - -
| GW IP Address (4 octets) |
+=== == - - - -t
| MPLS Label (3 octets) |
 — -—- -—- - - -+

Figure 3 EVPN IP Prefix route NLRI for IPv4

An IP Prefix Route Type for IPvé6 has the Length field set to 58 and
consists of the following fields:

e +
| RD (8 octets) |
o e e e e e e e e e e e e +
|Ethernet Segment Identifier (10 octets)|
A e e e o +
| Ethernet Tag ID (4 octets)
S S SR SRS R S +
| IP Prefix Length (1 octet, 0 to 128) |
N e o e e e +
| IP Prefix (16 octets) |
e e e e L L e e e e +
| GW IP Address (16 octets) |
L S L S L SR L SR L S L T L +
| MPLS Label (3 octets)

e e o +

Figure 4 EVPN IP Prefix route NLRI for IPv6



Export Gateway-Ip

- [1na re-originated EVPN type-5 MapLpyToB nMeeTcsd OBe onumm oboratleHms
MapPLLPYTHOM MHQDOPMaLIMK NMPK NMOMOLLM gateway-Ip

1. “export-gateway-ip”: nonyueHHbl «next-hop» 6yaeT MCNOoNb30BaTbCA Kak
aTpnoyT gw-ip ana EVPN type-5 mMapLlipyToB. OTO NPONUCXOOMUT 019 BCEX
MapwpyToB ona AF 1 VRF roe npumeHaeTcsa HaCTpoWKa

2. “set evpn gateway next-hop”: ecTb BO3MOXHOCTb O/19 rPaHynapHOro BLI6Opa
MapLLUPYTOB, KOTOPbIE ByayT 0bOoralleHbl npv NoMoLLmM gateway-ip



Export Gateway-ip

router bgp 100
vrf cust 1
address—-family ipv4 unicast

export—-gateway-1ip

address—-family 1ipv6 unicast
export—-gateway-1ip

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public

1p prefix—-list vm-pfx-list seqg 10 permit
200.0.0.0 eqg 8

route-map export-lZ2evpn-rtmap permit 10
match ip prefix-list vm-pfx-list
set evpn gateway next-hop

route-map passall permit 10

Vrf context cust 1
address—-family ipv4 unicast
export map export-lZ2evpn-rtmap
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Recursive Routing for Centralized Routing Peering
VNF Forwarding Optimization (1)

C atpnoyTtom Gateway-IP

/ Routing Table (EVPN Type5) \

Prefix Next-Hop GW-IP
10.1.1.0/24 Leaf4 VNF1
10.1.1.0/24 Leaf4 VNEF2
10.2.2.0/24 Leafd VNF3
10.2.2.0/24 Leaf4 VNF4
10.3.3.0/24 Leaf4 VNE5
10.3.3.0/24 Leaf4 VNF 6

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Recursive Routing for Centralized Routing Peering
VNF Forwarding Optimization (2)

C atpnoyTtom Gateway-IP

/ Routing Table (EVPN Type5) \

Prefix Next-Hop GW-IP
10.1.1.0/24 Leaf4 VNF1
10.1.1.0/24 Leaf4 VNEF2
10.2.2.0/24 Leaf4 VNEF3
10.2.2.0/24 Leaf4 VNF4
10.3.3.0/24 Leaf4 VNE5
10.3.3.0/24 Leaf4 VNF 6 )

10.1.1.0/24 10.2.2.0/24 10.3.3.0/24

Kak BblyumBaeTCcs MHJOpMaLMA
O MecTOoHaxoxaeHun VNF?




Recursive Routing for Centralized Routing Peering
VNF Forwarding Optimization (3)

C atpnoyTtom Gateway-IP

/ Routing Table (EVPN Type5) \

Prefix Next-Hop GW-IP
10.1.1.0/24 Leaf4 VNF1
10.1.1.0/24 Leaf4 VNEF2
10.2.2.0/24 Leaf4 VNEF3

10.2.2.0/24 Leaf4 \
Host Table (EVPN Type2)

Prefi Next-H
\ VNF'1 Leafl

10.1.1.0/24 10.2.2.0/24 10.3.3.0/24
\ VNE2 Leafl, Leaf?2 »

VNE3 Leaf3
VNF4 Leaf3 VNF 2TO (paKkTUUECKM XOCTH

UNF'S Leaf3 NOOKMOUEHHbIE K (pabpuke

VNEF6 Leaf4

N

10.3.3.0/24 Leaf4




Recursive Routing for Centralized Routing Peering
VNF Forwarding Optimization (4)

C atpnoyTtom Gateway-IP

HE 'IH%. 1 CeTb

/ Routing Table (EVPN Type5) \

Prefix Next-Hop GW-IP
10.1.1.0/24 Leaf4 VNF1
10.1.1.0/24 Leaf4 VNEF2
10.2.2.0/24 Leaf4 VNEF3

10.2.2.0/24 Leaf4 ‘\\
Host Table (EVPN Type2)

Prefi Next-H
\ VNF'1 Leafl

10.1.1.0/24 10.2.2.0/24 10.3.3.0/24
\ VNE2 Leafl, Leaf?2 »

10.3.3.0/24 Leaf4

VNEF3 Leaf3
VNF'4 Leaf3
VNE'5 Leaf3
VNEF6 Leaf4

N




CueHapun pa3BepTbiBaHWUS
[Tpobnema N°® 1 - pelueHa

Centralized Routing Peering

OCOBEHHOCTH B Cryyae korga ans
MUPUHIa MCNONb3yeTcs 0gHO
BbldENeHHoe YCTPOMCTBO (1N napa)

BHelwuHss ceTb

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Recursive Routing ang moounbHocTn VNF
VNF Forwarding Optimization (1)

C atpnoyTtom Gateway-IP

BHewHasa ceTb

Routing Table (EVPN Type5)
Prefix Next-Hop GW-IP L —
10.1.1.0/24 Leaf4 VNF1
10.1.1.0/24 Leaf4 VNF1
~ Host Table (EVPN Type2)
\ Prefix Next-Hop
VNF1 Leafl (Seql) N\

VNF1 Leafd4 (Seqg2)

10.1.1.0/24 10.1.1.0/24

92U3813AU0)




Recursive Routing ang moounbHocTn VNF
VNF Forwarding Optimization (2)

C atpnoyTtom Gateway-IP

BHewHasa ceTb

Routing Table (EVPN Type5)
Border Border
Prefix Next-Hop GW-IP
10.1.1.0/24 Leaf4 VNF1
10.1.1.0/24 Leaf4 VNF1
\ Y
Host Table (EVPN Type2)
Prefix Next-Hop
~ (@)
VNF1 Leafl (Seql) S
’ o
oq
[}
VNF1 Leafd4 (Seqg2) g 10.1.1.0/24 10.1.1.0/24
\ (]

Ha nameHenune pacnonoxennsa VNF pearmnpyet EVPN

=)

arelsIsdiVilelellilsVllN O Routing Change!



Recursive Routing ang moounbHocTn VNF
VVNF Forwarding Optimization (3)

C atpnoyTtom Gateway-IP

BHewHasa ceTb

Routing Table (EVPN Type5)
Border Border
Prefix Next-Hop GW-IP
10.1.1.0/24 Leaf4 VNF1
10.1.1.0/24 Leaf4 VNF1
\ Y
Host Table (EVPN Type2)
Prefix Next-Hop
~ (@)
VNF1 Leafl (Seql) S
’ o
oq
[}
VNF1 Leafd4 (Seqg2) g 10.1.1.0/24 10.1.1.0/24
\ (]

VNF 3TO pakKTnyeckm XOoCThl

NOOKMOUEHHbIE K (pabpuke




CueHapun pa3BepTbiBaHWUS

[Tpobnema N° 2 - pelueHa

Centralized Routing Peering

OCOBEHHOCTH B Cryyae korga ans
MUPUHIa MCNONb3yeTCs 0gHO
BbldENeHHOoe YCTPOMCTBO (1N napa)

-~

BHelwHss ceTb

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public

MobunbHOCTb VNF

3aBMCUMOCTU N TPEDOOBAHMS

-~

BHelwHss ceTb
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Proportional Multipath gna Anycast cepBrcoB
VNF Forwarding Optimization (1)

C atpnoyTtom Gateway-IP

/ Routing Table (EVPN Typeb5) \

Prefix Next-Hop GW-IP
10.1.1.0/24 Leafl VNF1
10.1.1.0/24 Leafl VNE2
10.1.1.0/24 Leaf? VNE2
Leaf2 = ‘ Leaf3 ea

‘,A 10.1.1.0/24 Leaf3 VNF3
£ e 'v 10.1.1.0/24 Leaf3 VNF4
VAR AVANIPA AVARER AR AV 10.1.1.0/24 Leaf3 VNF'5
Service IP 10.1.1.0/24 Leafd4 VNF 6

10.1.1.0/24

\_ j
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Proportional Multipath gna Anycast cepBrcoB
VNF Forwarding Optimization (2)

C atpnoyTtom Gateway-IP

/ Routing Table (EVPN Typeb5) \

Prefix Next-Hop GW-IP

' 10.1.1.0/24 Leafl VNF1

) S==< 10.1.1.0/24 Leafl VNF?2

,*‘ 10.1.1.0/24 Leaf?2 VNE2

Gfl LeafzJ Lem‘ 10.1.1.0/24  Leaf3 VNF3
\\ A//A( 10.1.1.0/24 Leaf3 VNF4
VNF1 W VNF2 W VNF3 VN*VFS 10.1.1.0/24 Leaf3 VNE'S
Service IP 10.1.1.0/24 Leaf4 VNE6

10.1.1.0/24 \ o /

Kaxxabit MapLUpyT, KOTOpbIM aHoHCcKpyeT VNF

BblYUMBAETCA MHOMBMAOYANbHO; Leaf He
arpernpyeT 3Ty MHPOPMaLMIO




Proportional Multipath gna Anycast cepBrcoB
VNF Forwarding Optimization (3)

C atpnoyTtom Gateway-IP

/ Routing Table (EVPN Typeb5) \

Prefix Next-Hop GW-IP
10.1.1.0/24 Leaf4 VNF1
10.1.1.0/24 Leaf4 VNE2
10.1.1.0/24 Leaf4 VNE3
Leaf2 eaf3
10.1.1.0/24 Leaf4 VNF4
7
10.1.1.0/24 Leaf4 VNE5
VNF1 W VNF2 W VNF3 W VNF4 W VNF5 10.1.1.0/24 Leaf4 VNE©6

= /

Service IP
10.1.1.0/24

MoyxeT OblTb MCNONb30BaAHO COBMECTHO

Centralized Routing Peering




CueHapun pa3BepTbiBAHUA
[Tpobnema N° 3 - pelueHa

Centralized Routing Peering MobunnbHocTb VINF Anycast cepBuCHl
OCOBEHHOCTH B Cryyae korga ans 3aBUCUMOCTH 1 TPEOOBaHNA PacnpeneneHHblin CerMeHT «Service
MUPWHIra MCnonb3yeTcsa OAHO IP unn Service Subnet» ¢
BbldENeHHOoe YCTPOMCTBO (1N napa) TpeboBaHMAMK Mo bonee

rPaHYNSAPHOMY pacrpeneneHunto
Tpaduka per-VNF

/ / / BHelwHss ceTb

BHelwHss ceTb BHelwHss ceTb y

Proportional Multipath for VNF
Nexus 9000 VXLAN Configuration Guide (NX-0S 9.3)

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/vxlan/configuration/guide/b-cisco-nexus-9000-series-nx-0s-
vxlan-configuration-guide-93x/b-cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-93x_appendix_011010.html|
© 2021 Cisco and/or its affiliates. All rights reserveo: coto Toee
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/vxlan/configuration/guide/b-cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-93x/b-cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-93x_appendix_011010.html

PekomMeHgaumm no MCnonb30BaHWIO “export-
gateway-ip”
- lcnonb3oBaHWe onumm “export-gateway-ip” TOMbKO 19 pacCMaTPMBAEMbIX
CLIEHapUeEB, HE NUCMOMb3yMTE Kak HAaCTPOWKY MO YMOMUaHWKO 019 BCEro
- VicnonbaynTte “export-gateway-ip” roe tTpebyeTcs
- [1pn HeobxogmumMmocTK 3agencTymTe Route-Map
- PekomeHgyemMblt penna - HaunHaa ¢ NX-0S 9.3(5)
- Known route evaluation based practice based Administrative Distance (AD)

- Option available for Mixed-Path
- PekomeHOgoBaH K MCMNOMb30BaHMIO

- [loggep>xmBaroTcsa crnegytolme Mmogenm

- Cisco Nexus 9364C, 9300-EX 1 9300-FX/FX2/FX3 nnatdopmbl; Cisco Nexus 9500
nnatdpopma ¢ mogynamm dpadbprk N9K-C9508-FM-E2 n -EX nnn -FX nuHENHbIMU
KapTamu

- [lepemeieHna VNF mexay canTamMm He noaaepKmMBaroTCs



YacTb 4: | logknrueHme
CEPBUCHbBIX YCTPOUCTB Mpn
noMoLum EPBR




HoBasa pyHKUMA: Enhanced Policy Based Redirection

YT0o obecneumBaeT EPBR:

- BO3MOXXHOCTb OMMCaTb CEPBUCHbIE YCTPOWMCTBA,

NOOKMHOUEHHbIE K habpuke
s

=%

BO3MOXHOCTb BbIOOPa KOHKPETHOrO Tpamuka ans
nepeHanpaBneHns VXLAN EVPN

*  ONTUMM3aLMA UCMONbIYEMBIX PECYPCOB HAa CEPBUCHOM
YCTPOWCTBE

BO3MOXHOCTb rOPU30HTANbHOIrO0 MacLUTabupoBaHMS

+ [lpn nomowm symmetric load-balancing

Host A (VLAN 10) Host C (VLAN 20)  Host B (VLAN 20)
2

YrpoLyeHue KOHCbl/IpraL[I/II/I PBR nonntuk 192.168.10.101 192.168.20.10

192.168.20.101

MOHUTOPUHI COCTOSAHNSA 300P0OBbS
«  [Mbkue «npobHuKKM» (probes)

PaboTaeT Ha annapaTHoM ypoBHe!! (He BmMaeT Ha
NPOW3BOAUTENBHOCTD)

67
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CueHapuun ona EPBR

Host A (VLAN 10) Host B (VLAN20)
192.168.10.101 192.168.20.102

[TepeHanpaBneHue +
6anaHCMPOBKa

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public

Host C/VLAN20
172.16.10.102 192.168.20.101

Bbi6bopouHoe
nepeHanpaBneHme Ha
Pa3Hble CEPBUCHbIE
LIeMouKM

/1 opyrue ..
/EPBR aT0: \

. CepBUCHbIE LIenoYKM — MOCneaoBaTeNbHOCTb
CEPBMCOB

. L3 6anaHc1poOBKa CcpeacTBamm padbprkm
. CobcTBeHHO PBR

& [lpoBepka “Xn3HU" /




EPBR - npocToTa peannsaumn

OnpepgennTtb CepBUCHI

Onpepenutb TUN Service
Node v ero ceomcTea —
one arm mnun two arm
YCTPOMCTBA

OnpepennTtb NONUTUKK

Tpebyetca nnueHama Advantage
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide/b_Cisco_NX-0OS_Licensing_Guide_chapter_01.html

OnpenennTb npasuna
PEeaMPEKTa — BblAeNnTb
Tpaduk ¢ nomoLybto ACL
M 3adaTb MONUTUKY AN
ero nepeHanpaBneHms Ha
CEPBUCHbIE Y3/bl

HacTtpounTb nHtepdencol

[TPUMEHUTL NOMUTUKY K
MHTEepdencam

ABTOMaTUUECKOE
NPOVMMEHEHWNE reverse
NONUTUKK 0N 0O6PATHOrO
Tpadouka ong
obecrneyeHnsa CUMMETPUN




EPBR - onpepeneHne cepsBnca M MOHUTOPUHT

- OnpepgennTb CBOMCTBA CEPBUCHOIO YCTPOMUCTBA
* |P agpec
* [lpuHagnexxHocTb VRF
« WHTepdeiic (L3/SVI)
* Probe
« Reverse IP (ecnn o910 two arm yCTpPOMUCTBO)

* Ecnm knacTep, TO BCEX ero yYaCTHMKOB ONpenennThb nomg O4QHMUM
«service nodey

- [locTynHble crnegyoLlne MetToabl MOHUTOPUHIA CEPBUCHOIO
YCTPOMCTBa — probes:

- ICMP
- TCP
- UDP
- DNS
- HTTP
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EPBR - cnHTakcmnc onpeneneHnsa cepBurca

epbr service <service name>
[probe <probe type> [probe parameters]]
[service-interface <interface name>]
[vrf <vrf name>]
service-endpoint {ip <ipv4 address> | ipv6 <ipv6 address>} [interface <interface name>]
[probe <probe type> [probe parameters]]
[reverse {ip <ipv4 address> | ipv6 <ipvb6 address>} [interface <interface name>]]
service-endpoint {ip <ipv4 address> | ipv6 <ipv6 address>} [interface <interface name>]
[probe <probe type> [probe parameters]]
[reverse {ip <ipv4 address> | ipv6 <ipvb6 address>} [interface <interface name>]]

epbr service FIREWALL _CLUSTER_A
probe icmp
vrf TENANT_A
service-endpoint ip 172.16.1.200 interface VLAN100 !!! Interface facing the firewall
reverse ip 172.16.2.200 interface VLAN101 !!! applies for two arm device - this IP maps to the interface IP of the service node 2" ARM Reverse ip
service-endpoint ip 172.16.1.201 interface VLAN100
reverse ip 172.16.2.201 interface VLAN101

[MTprmep onmcannsg MCS knacTtepa 13
2-X Y3N0B B pexunme Active-Active



EPBR - onpenenenmne nonntmkn

- OnpenenuTb NpaBMna
nepeHanpasneHnsa Tpapuka

—=® -
* Bbibop Tpadomka ang pegupexkTa npu
nomoLm ACL (Tonbko npasuna UXLAN EVEN

Permit)

« Set Service - onpenennTb
CEepPBUCHOE YCTPOUCTBO N4
nepeHanpaBneHns

« Onpepenexne mMeTona —19
6anaHCUPOBKM -

172 16.10.101 4197 168.20.102

* OnpepenexHue fail-action -
noBedeHre B crnyyae Bbixoda M3
CTPOS CEPBMUCHOIO YCTPOWCTBA
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FPBR - tunbl pencteum onga ACL B nonuTmKe

* [lna match 3anucu B nonutmnke ePBR nogoep»XmBaeTcd Tpu TUna OeNCTBUM

[JeicTBMe No yMONUaHuio Ong BolgeneHus u MNoooepkka ¢
nepeHanpasneHns Tpadourka 9.3(5)

BbloeneHue onpeneneHHoro Tmna Tpaduka m
OTOpachbiBaHME €ro Ha BXOOSLEM
MHTEepMence

[oooepykka ¢
10.1(1)

VicknoueHmne onpeneneHHoro Tmna Tpagomka
N3 NepeHanpaBneHns B CEPBUCHYHD LIEMOUKY
Ha BXOOALEM UHTepdence

[lognoep»kka ¢
10.1(1)

B nonutnke EBPR MOXHO onpenenaTb HECKOMbKO match 3anncen ¢ pasHbiMn ACL

B nonutnke EBPR MoXeT 6biTb TONMbKO OHa match 3anncb ¢ gencTemem drop v/vmnum
exclude ACL

73
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EPBR - cnHTakcunc onpeneneHmnsa nonmtukm

epbr policy <policy name>
match {[ip address <ipv4 acl name>] [ipv6 address<ipv6 acl name>]} [redirect | drop |exclude]
<seg no> set service <service name> [fail-action <bypass|drop|forward>] [load-balance method <src-ip|dst ip>]

match {[ip address <ipv4 acl name>]

|
[
<seg no> set service <service name> [fail-action <bypass|drop|forward>] [load-balance method <src-ip|dst ip>]
| [ipv6 address<ipv6 acl name>]} [redirect | drop |exclude]
[

<seg no> set service <service name> [fail-action <bypass|drop|forward>] [load-balance method <src-ip|dst ip>]

epbr policy Tenant_A-Redirect

match ip address exclude_acl exclude
match ip address drop_acl drop
match ip address WEB !!! ACL matches web traffic

10 set service FIREWALL fail-action drop load-balance method src-ip !! Firewall cluster is first element in chain. If Firewall is down, drop the trafic
20 set service TCP_Optimizer fail-action bypass drop load-balance method src-ip !/ TCP Optimizer is 2" element in the chain. If it is down, simply bypass it
match ip address APP

10 set service FIREWALL fail-action drop load-balance method src-ip Ecnn MCO HepocTyne, TpanV]_K
oTbpacbiBaeTcs, ecnu 1CP optimizer

HeaoCTyneH, To Tpaduk NepenaeTcsa ganblue



Node Faill-Action - noBegeHne B cryyae Bbixoga 13
CTPOSA CEPBUCHOIO YCTPOMUCTBA

EPBR noogep»xmBaeT cnefyrolme 0encTeug

Bypass - TpauK rnepenaeTcsd Ha crnegyroLlee YCTPOMUCTBO B Cryyae
eCln TekyLlee YCTPOMCTBO BbILLMIO U3 CTPOS

Drop - Tpadomk OTOpacChiBAETCH

Forward - TpauK nepegaeTca Nno npasunam Tabnuubl MapLLpyTHU3aLmm
Ha YCTPOMUCTBE



EPBR - npumeHeHne nonmntukm

. I'IpmmeHeHme NMONMNTUKA ¢ HanpaBneHMe peanpekTa
 [NpUMeHeHMe Ha nHTepgemncax » Forward (no ymonuaxmio)
« Tenant SV » Reverse
« L3VNISVI o ABTOMATMYECKOE CO30aHme

NpaBuWn pegupekTa ans

* |3 Interfaces
0BpPaTHOro TpamUKa



FPBR - npumeHeHne nonutukn (CUHTakcuc)

interface <interface name>
epbr <ip|ipv6> policy <policy name> [reverse]

interface Vlan10

'Tenant SVI Ons obpaTHOro Tpaduka BCE npasuna
epbr ip policy Tenant_A-Redirect «repeBopaYMBatOTCA»
VI Takke ona 0bpaTHOro Tpamurka TPaTaTCS

interface vlan 2010 pecypcb TCAM

IL3 VNI SVI
epbr ip policy Tenant_A-Redirect

epbr ip policy Tenant_A-Redirect reverse !! User can optionally define reverse chain sequence for
symmetric traffic. The matc ACL src/dst is reversed. The elements in chain is reversed. If load-
balancing was src-ip then in reverse the load-balancing becomes dst-ip



[ IpMMEpPDbl nCcrnonb3oBaHMAa ePBR -
ogknroyeHne MCO u LB B pexnme
Active/Standby




CueHapun ncnonb3osaHna ePBR BmecTe ¢ VXLAN drabpurkon

=4

—
r=dt

VXLAN EVPN

Host A/VLAN 10
192.168.20.101

Host B/VLAN20
172.16.10.101
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Service Nodes B pexxmume Active/Standby

FW_inside B VLAN 101
FW_outside B VLAN 102
LB B VLAN 200

FW 1 LB B ogHoM VRF kak
XOCTbI
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TpeboBaHWA

NpunoxeHue 1 (cobCcTBEHHOE):

- Becb tpadomk noywmm ¢ nopta /800 n3 VLAN 10 n VLAN 20 gomxkeH nonacTb CHavana
Ha LB notom Ha FW_IN, FW_OUT 1 notom nepenaBaTbCs rno npaBunam MapLupyTm1aaumm

Web npunoxeHue:

- Becb tpadmk Ha nopt 80 m3 VLAN 10 m 20 gomkeH nonacTb cHauana Ha FW_IN,
FW_OUT mn notoMm nepenasaTbCd Mo npasunam MapLlpyTmM3aLmm

Becb ocTanbHoM TpaduK nepegaeTcsa No npasunamM MapLupyTmM3aLmm

[ TpaBuna Fail-action
- Ecnn LB HepgocTyneH, bypass.
- Ecnn FW HepocTyneH, drop.

- [1na o6bpaTHOro TpadmkKa OOmKHa Nogaep)XmMBaTbCa CUMMETPUS



HacTponKa Ha cepBepHbIX Leaf-koMmMmyTaTOpax

epbr service FIREWALL
vrf TENANT A

service-endpoint ip 172.16.1.200 interface VLAN100
probe icmp frequency 4 retry-down-count 1 retry-up-count 1
timeout 2 source-interface loopback9
reverse ip 172.16.2.200 interface VLAN101l

probe icmp frequency 4 retry-down-count 1 retry-up-count 1
timeout 2 source-interface loopbacklO

epbr service LB
vrf TENANT A
service-endpoint ip 172.17.1.200 interface VLAN200

probe tcp 7800 enable source-interface loopback9

ip access-list custom app permit tcp 172.16.10.0/24 eq 7800 any
ip access-list custom app permit tcp 192.168.20.0/24 eq 7800 any

ip access-list web permit tcp 172.16.10.0/24 any eqg 80
ip access-list web permit tcp 192.168.20.0/24 any eg 80

ebpr policy Pl
statistics
match ip address custom app
load-balance buckets 16 method src-ip
10 set service LB fail-action bypass
20 set service FIREWALL fail-action drop
match ip address web
load-balance buckets 16 method src-ip
10 set service FIREWALL fail-action drop

interface vlan 10

vrf member tenant a

ip address 172.16.10.1/24

fabric forwarding mode anycast-gateway
epbr policy P1

interface vlan 20

vrf member tenant a

ip address 172.16.20.1/24

fabric forwarding mode anycast-gateway
epbr policy P1

* [lonuTrka NpuMeHaeTcs Ha anycast
gateway SVI

* Tpauk OT CEPBEPOB NnepefaeTcs Ha
NepBOE CEPBUCHOE YCTPOUCTBO




HacTpovka Ha CEPBUCHbBIX

Leaf-koOMMyTaTOPaX

epbr service FIREWALL
vrf TENANT A

service-endpoint ip 172.16.1.200 interface VLAN10O

probe icmp frequency 4 retry-down-count 1 retry-up-count 1
timeout 2 source-interface loopback9
reverse ip 172.16.2.200 interface VLAN101l

probe icmp frequency 4 retry-down-count 1 retry-up-count 1
timeout 2 source-interface loopbacklO

epbr service LB
vrf TENANT A
service-endpoint ip 172.17.1.200 interface VLAN200

probe tcp 7800 enable source-interface loopback9

ip access-list custom app permit tcp 172.16.10.0/24 eq 7800 any
ip access-list custom app permit tcp 192.168.20.0/24 eq 7800 any

ip access-list web permit tcp 172.16.10.0/24 any eqg 80
ip access-list web permit tcp 192.168.20.0/24 any eg 80

ebpr policy Pl
statistics
match ip address custom app
load-balance buckets 16 method src-ip
10 set service LB fail-action bypass
20 set service FIREWALL fail-action drop
match ip address web
load-balance buckets 16 method src-ip
10 set service FIREWALL fail-action drop

Interface vlan 999

! L3 VNI SVI

vrf member tenant a

ip forward

epbr policy P1

epbr policy Pl reverse

* [lonutmnka npumensaeTca Ha L3VNI SVI

* [TonuTrka NPUMEHSAETCSA K NPAMOMY U
0bpaTHOMY TpadurKy




HacTpowka Ha Border Leaf-koMmmyTaTOpax

epbr service FIREWALL
vrf TENANT A

service-endpoint ip 172.16.1.200 interface VLAN10O

probe icmp frequency 4 retry-down-count 1 retry-up-count 1
timeout 2 source-interface loopback9
reverse ip 172.16.2.200 interface VLAN101l

probe icmp frequency 4 retry-down-count 1 retry-up-count 1
timeout 2 source-interface loopbacklO

epbr service LB
vrf TENANT A
service-endpoint ip 172.17.1.200 interface VLAN200

probe tcp 7800 enable source-interface loopback9

ip access-list custom app permit tcp 172.16.10.0/24 eq 7800 any
ip access-list custom app permit tcp 192.168.20.0/24 eq 7800 any

ip access-list web permit tcp 172.16.10.0/24 any eqg 80
ip access-list web permit tcp 192.168.20.0/24 any eg 80

ebpr policy Pl
statistics
match ip address custom app
load-balance buckets 16 method src-ip
10 set service LB fail-action bypass
20 set service FIREWALL fail-action drop
match ip address web
load-balance buckets 16 method src-ip
10 set service FIREWALL fail-action drop

interface Ethl/49
epbr policy Pl reverse

[lonuTrKa NPUMEHAETCA Ha BHELLHEM
MHTepdence border leaf

Tpauk, KOTOPbIX MonagaeT Ha
border co BHellHero nHtepdenca
9TO BO3BpaALLAOLLMNCS Tpadurk
‘return traffic’

[lonuT1Ka NPUMEHAETCSH TOMbKO B
0O6paTHOM HanpasneHun (reverse

direction)




- P

MacLUTabnpoBar

3

R = OrpaHu

ESHNA U
nNe



TpeboBaHuna k annapatype u 10

- EPBR pgoctynen ¢ penuza Cisco NX-OS 9.3(5) Hac Cisco Cloud
Scale ASICs

« Nexus 9500 Series ¢ nuHerHbMKn KapTammn EX, FX
« Nexus 9300 EX, FX n FX2



EPBR pekomeHpaumm n orpanmnuermnsa ong VxLAN

JabpunKm

- In VXLAN fabric, service chaining cannot be done to devices within same VLAN. All
devices must be present in separate VLANS.

« Currently EPBR is supported within a single site in a VXLAN multisite fabric.

« Active/Standby chain is supported with two service nodes with no restrictions.

« Active/Standby chain with three or more service nodes in chain requires no two nodes of
different type behind same service leaf

- Loopback interfaces must be configured as source interface for probes and placed in same
VRF as the service nodes

- Each ACL used within a EPBR policy match statement can contain up to 256 entries (ACESs)



EPBR - npasuna pacueTta Tpedbyembix TCAM pecypcoB

EPBR cospaeT PBR npasuna v ncnonbayet ING-
RACL TCAM

Kaxxgas 3anncb ACL ncrnonbadyeTt oaHy unm
Heckonbko TCAM entry

Ecnn ogHa v Ta »ke nonuTrKa NpUMeHsaeTcs Ha
HECKOMbkMX MHTepdencax B ogHom VRF, TO
TCAM entry nepencrnonb3yroTcs.

[Tpn ncnonb3oBaHMM BANAHCMPOBKM KOMUUECTBO
nporpammMmmpyemMbix ACE-0B 3aBUCUT OT
konmuecTBa buckets HacTpoeHHbix B ePBR
nonutuke. 8 buckets osHauaeT TCAM usage
=8x ACE-oB B match ACL.

Forward u reverse (return) - ose pasHble
MNOMUTUKM, 3HAUNT MCNONb3yT 2X TCAM
PECYPCOB MPW NMPUMEHEHUN reverse rMoMUTUKK,

show hardware access-list tcam region
NAT ACL[nat]
Ingress PACL [ing-ifacl]
VACL [vacl]
Ingress RACL [ing-racl]
Ingress RBACL [ing-rbacl]
Ingress L2 QOS [ing-12-gos]
Ingress L3/VLAN QOS [ing-13-vlan-gos]
Ingress SUP [ing-sup]
Ingress L2 SPAN filter [ing-12-span-filter]
Ingress L3 SPAN filter [ing-13-span-filter]
Ingress FSTAT [ing-fstat]
span [span]
Egress RACL [egr-racl]
Egress SUP [egr-sup]
Ingress Redirect [ing-redirect]
Ingress Netflow/Analytics [ing-netflow]
Ingress NBM [ing-nbm]
TCP NAT ACL[tcp—nat]
Egress sup control planel[egr-copp]
Ingress Flow Redirect [ing-flow-redirect]
MCAST NAT ACL[mcast-nat]

size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size

O O O

1792

256
512
512
256
256

512
1792
256

O O O O O O




[ TapameTpbl MacLTabupoBaHUA

ePBR Verified Scalability Limits (Unidimensional)

Feature

Maximum services per switch
Endpoints per service

ePBR policies per switch
Policies per VRF

Services per chain

Match per policy

Aces per match

Supported Platforms

Nexus 9300 and 9500 switches
Nexus 9300 and 9500 switches
Nexus 9300 and 9500 switches
Nexus 9300 and 9500 switches
Nexus 9300 and 9500 switches
Nexus 9300 and 9500 switches
Nexus 9300 and 9500 switches

Verified Limits
1503

32

150

16

16
250




3aKnryeHme

« DCNM npefocTtaBnsgeT yoobHble CpeacTBa aBTOMaTU3aLUMM HaCTPOEK
NOAK/MHOUEHMA CEPBUCHbBIX YCTPOWCTB

« [logknroueHmne BUPTYanmM3npoBaHHbIX CEPBUCHBIX YCTPOMCTB K EVPN-dabpuke
« O6orauweHne EVPN type-5 angentoB nHdopmaumen o nogknrovueHmnn VNF
* [IpoCTO M N3ALLHO
* [lokpblBa€T MHOXXECTBO CLIEHaPWEB

- EPBR

* [IpoCcTOM M MOLLHBIM MEXaHM3M CO30aHMA CEPBUCHbBIX Liernouek B pamMkax EVPN canTa



BOonpochl”?
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