I
CISCO

Cetb UO Ha ocHoBe VXLAN/EVPN 3a 5 aHel

NeHb 5: VXLAN/EVPN ¢pabpuka — akcnayatauma u
noanepKa

Makcum XaBaHKuUH, AnekcaHap Ckopoxoaos, Unba [pen

+J

O] O
W

ObcyxcoeHue — 8 Telegram KaHane:




[lporpamma CcnpuHTa

> aMPENA, \ /v AN/EVPN habpuka — 0CHOBb
noHeaeNbHUK
6 anpens, VXLAN/EVPN dabpunKa — KIMeHTbl U BHELLHUE CErMEHTbI,
BTOPHUK pacwunpeHHble pyHKUMn NX-OS
7 anpens, VXLAN/EVPN ¢dabpuka — pacnpeneneHHble TONO/IOrMU
cpeaa
8 anpens
’ VXLAN/EVPN ¢ab — L4-L7
JeTepr / dabpuka — nHTerpayma CepBUCOB
9 anpens,

VXLAN/EVPN —
NATHULA / $dabpuKa — akcnayaTauma U NoaaepIKKa



CopaepraHue

+ OcHOBHble Npobsiembl 3KCNAyaTaLMK CETU

VXLAN OAM

Day2 Ops BO3MOXKHOCTU, BCTpoeHHble B8 DCNM

Nexus Assurance Engine

Nexus Dashboard

Nexus Insights

[1paKTMyecKkmne acnekTtobl pazsopauymsaHma DCNM n MSO

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



OcHOBHbIe nNpobsiembl
3KCNAyaTauumn cetTu



JKkcnayatauma cetn UOJM — BaXKHee n aopoXKe
NOCTPOEHMA N HACTPOUKU

Day 0: NnaHnpoBaHue, Day 2: ¢asa skcnayatauum
NOCTaBKa, Ppa3BEPTbIBAHUE

Day 1: C6op TpeboBaHUn,
HACTPOWKa, 3aLlumnTa

14% TCO



OCHOBHble
npobsaembl
3KCNAyaTauum ceTtu

4

HeT ckBO3HOM BMOANMOCTU U
NOHUMAHMA MPOUNCXOAALLETO

HeT koppenaunmn cobbiTun
n npobnem

HeT BO3MOXHOCTU
npeackasaTb NocieacTeuA
N3IMEeHeHU"

Mpobnembl
NPOMN3BOANTENbHOCTU U
HaAEXHOCTU



Cisco Network Insights

Analytics

“Y10 Nnponcxogut”
AHanuns TenemeTpumn

AHOMaNMn 1 pekomeHaaunm

W~
7 BN

LIOJl Ha ocHOBe

HKU3HEHHbIN LUMKN CETU )
HamepeHunmn

N

Cisco ACI n NX-OS

Intent

“YT10 BbI XOTUTE NONYYUTDL”

Cisco Network Assurance

Assurance

“YT1O cnyumTCca 1 YTO AO/MKHO
cnyuntbea’

AHanus KoHPUrypaumm n coCToAHUSA

Foe ownbKM 1 Kak X UCNPaBUTb

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



JlnueH3ua Essentials



[lpeanocCbINKMN NOABNEHUA



Ping/Traceroute B oBepaenHbIX ceTaAX — KoOMMyTaLua

tc@boxA:~S$ ping HostB

PING HostB (192.168.10.102): 56 data byte
64 bytes from 192.168.10.102 : icmp seqg=0 Jttl=64 Jtime=0.653 ms
64 bytes from 192.168.10.102 : icmp seg=1 Jjttl=64 Jtime=0.631 ms

--—-192.168.10.102 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss

VNI 30001 (L2VNI) ()y
tc@boxA: " S

—

—=®

Host A Host B
192.168.10.101 192.168.10.102
VLAN 10 VLAN 10

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Ping/Traceroute B oBepaenHbIX ceTaAX — KoOMMyTaLua

tc@boxA:~S$ ping HostB
PING HostB (192.168.10.102): 56 data byte

64 bytes from 192.168.10.102 : icmp seqg=0 Jttl=64 Jtime=0.653 ms
64 bytes from 192.168.10.102 : icmp seg=1 Jjttl=64 Jtime=0.631 ms

--—-192.168.10.102 ping statistics ---

2 packets transmitted, 2 packets received, 0% packet loss

VNI 30001 (L2VNI) Oy
tc@boxA: " S

tc@boxA:~S$ traceroute HostB
traceroute to HostB (192.168.10.102), 30 hops max, 38 byte packets
1§192.168.10.102 (192.168.10.102)f 0.302 ms 0.251 ms 0.259 ms

tclboxA: ™S

Host A Host B
192.168.10.101 192.168.10.102

VLAN 10 VLAN 10

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Ping/Traceroute B oBepaenHbIX ceTax — mapLupyTm3auma

VNI 50000 (L3VNI)

tc@boxA:~$ ping HostC
PING HostC (192.168.20.101): 56 data bytes

64 bytes from 192.168.20.101 : icmp seg=0Jttl=62 fime=0.767 ms
64 bytes from 192.168.20.101 : icmp seg=1|Jttl=62 fime=0.642 ms

-—-192.168.20.101 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss

tclboxA: ™S

Host A
192.168.10.101
VLAN 10

*L3VNI: VNI for all Routing operation (”VRF-VNI”)

Host C
192.168.20.101
VLAN 20

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Ping/Traceroute B oBepaenHbIX ceTax — mapLupyTm3auma

VNI 50000 (L3VNI)

<l

[
Baremetal

Host A
192.168.10.101
VLAN 10

tc@boxA:~$ ping HostC

PING HostC (192.168.20.101): 56 data bytes

64 bytes from 192.168.20.101 : icmp seg=0 ttl=62 time=0.767 ms
64 bytes from 192.168.20.101 : icmp seg=1 ttl=62 time=0.642 ms

-—-192.168.20.101 ping statistics ---
2 packets transmitted, 2 packets received, 0% packet loss

tclboxA: ™S

|
tc@boxA:~S$ traceroute HostC

traceroute to HostC (192.168.20.101), 30 hops max, 38 byte packets
1 192.168.10.1 (192.168.10.1) J0.593 ms 0.303 ms 0.312 ms

2 192.168.20.1 (192.168.20.1) J0.661 ms 0.400 ms 0.378 ms

0.509 ms 0.387 ms 0.217 ms

tc@boxA: ™S

Host C
192.168.20.101
VLAN 20

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



KaK y3Hame Yymo «noo Kariomom» y
VXLAN EVPN ¢abpuku?



BoamoxXHoctn VXLAN OAM,
mcnonb3osaHwme 8 CLI



Operations, Administration and Management (OAM)
4 N

* OAM — npouecchbl, aKTUBHOCTMH,
cpeacTBa M CTaHAAPTHI

* PasnnyHbie pexknmbl PpaboThbl

* Pro-Active
 KoHTponb Hag cutyaumemn

e Re-Active
* Peakuua Ha cobbITUSA

. %

https://tools.ietf.org/html/draft-tissa-nvo3-oam-fm-04




ApceHan cpeacts VXLAN OAM

I'IpOBepKa AOCTYNHOCTU
XOCTa

BO3MOXHO nposepuUTb
AOCTYNHOCTb A5 NaKeTa C
onpeaeneHHOM Harpy3Kom

Ping / Path MTU Pathtrace Endpoint Locator Pro-Active Monitoring

MNowncK nyTen Ao XOCTOB U
VTEP

NpeHTUdUKauma yCTpomncTs,

NHTepdEencoB, CTaTUCTUKA
no owmnbKam Ha nyTu

O6Hapy*KeHne XocToB

OTcnexmnsaHme nctopum
nepemeLleHnm

CTaTUCTUKA U aKTUBHOCTH
XOCTOB

MOHUTOPUHT K
yBeaoM/IeHUA

2021 Cisco and/or its affiliates. All rights reserve:

d. Cisco Public




VXLAN OAM — aktnBauma ¢pyHkumm (Command Line)

___________________ >
feature ngoam feature ngoam

feature ngoam feature ngoam
ngoam install acl ngoam install acl
interface loopback 10 interface loopback 10
vrf member BLUE vrf member BLUE
ip address 10.50.1.15/32 ip address 10.50.1.18/32
Host A Host B Host C
MAC: 0000.3001.1101 MAC: 0000.3001.1102 MAC: 0000.3002.2101

IP:192.168.10.101 IP: 192.168.10.102 IP:192.168.20.101

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



[IpoBepka AOCTYMHOCTU XOCTa Yepe3 OBEPIEN

-~

XOCT KUB»? * JlOCTYNHOCTb XOCTa
Iay * Wcnonb3yetca ICMP
* (Csasb mexay VTEP n Endpoint
* (CBasb mexay VTEP n VTEP

* [lpoBepKa ECMP nyTtewn
* Single Random Path
* Multiple, Random/Specified Path

Host A Host B Host C
MAC: 0000.3001.1101 MAC: 0000.3001.1102 MAC: 0000.3002.2101 \

IP:192.168.10.101 IP: 192.168.10.102 IP:192.168.20.101

2021 Cisco and/or its affiliates. All rights reserved. Cisco Pu

blic




[IpoBepka AOCTYMHOCTU XOCTa Yepe3 OBEPIEN
[Tpumep

XOCT «}KUB»?

L

L154 ping nve ip 192.168.10.101 vrf BLUE source 10.50.1.15 verbose
Codes: '!' - success, 'Q' - request not sent, '.' - timeout,
Host A 'D' - Destination Unreachable 'X'" - unknown return code
MAC: 0000.3001.1101 'm' - malformed reqguest ( araméter roblem) ,
IP: 192.168.10.101 9 b POz '
'c' - Corrupted Data/Test, '#' - Duplicate response

Sender handle: 32
sport 35977 size 56,Reply from 192.168.10.101,time =
sport 35977 size 56,Reply from 192.168.10.101,time =
sport 35977 size 56,Reply from 192.168.10.101,time =
sport 35977 size 56,Reply from 192.168.10.101,time =
sport 35977 size 56,Reply from 192.168.10.101,time =

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2
Total time elapsed 89 ms

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Endpoint Traceroute — VXLAN OAM

-

Kakoit nyTb ncnonb3yetcs

ONA nepefayn B CTOPOHY
XocTa A?

* J1oCTYNHOCTb XOCTa
* cnonbsyetca ICMP
* (CBAa3b mexay VTEP v
Endpoint
* (CBA3b mexay VTEP n VTEP

* [lpoBepKa nyTen
* Single Specified Path

(] * Multiple, Specified Path
( )
Host A Host B Host C
MAC: 0000.3001.1101 MAC: 0000.3001.1102 MAC: 0000.3002.2101 k

IP:192.168.10.101 IP: 192.168.10.102 IP:192.168.20.101




KakK Bbirnaant obbiyHbIX Traceroute?

Eth1/5
10.1.1.17

NVE1 <::> Kakoii
10.200.200.18 aKou NyTb NCNONb3YyeTCA
A9 nepenayn B CTOPoH

L15# traceroute 192.168.10.101 source 10.50.1.15 vrf BLUE

traceroute to 192.168.10.101 (192.168.10.101) from 10.50.1.15 (10.50.1.15), 30 hops max, 40 byte packets
1 10.50.1.18 (10.50.1.18) 0.96 ms 0.817 ms 0.746 ms
2 2 192.168.10.101 (192.168.10.101) 4.751 ms 0.69 ms 0.697 ms

Host A
MAC: 0000.3001.1101
IP: 192.168.10.101

Eth1/5
10.1.2.17

Mo Kakomy NyTH nepeparoTca Nakertbl?

2021 Cisco and/or its affiliates. All rights ﬁeﬁek?ﬁ%‘&



Traceroute ana VXLAN

Eth1/5
10.1.1.17

NVE1

10.200.200.18 Kakoit nyTb ncnonb3yetcs

ANA nepeaaym B CTOPOHY
XocTa A?

Codes: '!' - success, 'Q' - request not sent, '.' - timeout,
'D'" - Destination Unreachable, 'X' - unknown return code,
'm' - malformed request (parameter problem),

'c' - Corrupted Data/Test, '#' - Duplicate response

Traceroute Request to peer ip 10.200.200.18 source ip 10.200.200.15
Sender handle: 94

1 'Reply from 10.1.1.17,time = 1 ms
2 !Reply from 10.200.200.18,time = 1 ms
3 'Reply from 192.168.10.101,time = 4 ms

2021 Cisco and/or its affiliates. All rights ﬁeﬁek?ﬁ%‘é‘(



Traceroute ana VXLAN OAM

L15# traceroute nve ip 192.168.10.101 vrf BLUE source 10.50.1.15

Codes: '!' - success, 'Q' - request not sent, '.' - timeout,
'D' - Destination Unreachable, 'X' - unknown return code,
'm' - malformed request (parameter problem),

'c' - Corrupted Data/Test, '#' - Duplicate response

Traceroute Request to peer ip 10.200.200.18 source ip 10.200.200.

Sender handle: 94

sport 35977 verbose

15

1 'Reply from 10.1.1.17,time = 1 ms < Spine Ingress Interface IP

2 'Reply from 10.200.200.18,time = 1 ms <

3 'Reply from 192.168.10.101,time =

Destination VTEP IP

4 ms
\ TEUNT

JononHnTeNnbHO K 06bIUHOM ANA KOMAHAbI
Traceroute nHpopmaummn, AOCTYNHbI AEeTaNAn No
nepeaaye yepes spine u leaf

2021 Cisco and/or its affiliates. All rights feseryed



Day2 Ops BO3MOXHOCTH,
BCTpoeHHble B DCNM



Dashboard — obuwee coctosHMe 300p0BbA
Real Time Network View



Day 2 Operations - moHUTOPUHT

€ Dashboard
* Topology
@ Control
® Monitor

e _p -
A Administration

@ Applications

© My Data Center Network Manager

Quick Search
Host name (vCenter)
= ‘abric : CORE ,_,_,,1«-"11;:.'11-';:.'-‘3‘-'*"““
Host | e =
Host MAC B2
|

Multicast Group RA2

I\

|\
VXLAN D (VNI)

EHEESS
B i

Site2-Leat3 Site2-Leaf2 Site2-Leaf1

CocTtodaHume

nHrepdemnca

Pexknmbl
PaCKNaaKu

Ethernet1/51
Site1-BG2
(5 40Gb

0 Ethernet1/51
Site1-Spine2

Summary

Status: v ok

24 Hour Traffic

Avg Max Min
Rx 32.3Bytes 46 Bytes 4 Bytes
T 32.8Bytes 50 Bytes 4 Bytes

50 bytes —

20 bytes —
10 bytes —

0 bytes -

0 22:25 03:10 07:55 12:40 17

40 bytes
20 bytes
0 bytes

0 22:25 03:10 07:55 12:40 17!

VMer V@

E= «- »-

Tuesday, February 12, 2019 at 5:44:56 PM
Pacific Standard Tima

© Site2-Leaf2
1.57.52.9 ~N

N9K-C9372PX

Summary

Status: v ok
Serial number: SAL1936NJ52
CPU: E
Memory: [ £3% |
VPC Domain ID: 1

Role: Secondary
Peer: Site2-Leaf3
Peerlink State: Peer is OK

Keep Alive State: Peer is alive

Consistency State: Consistent

Send Interface: mgmt0

Receive Interface: mgmt0
Health

Modules in waming 13

B Switch ports in waming 0/63

Events marked in warning or 1/1000

higher

Tags

System Tags

CocTosiHue Tononornm Gabpuku

CocTtodaHume
KOMMYyTaTopa




MOHUTOPUHT U NOAAEPHKKaA

Day 2 Operations — Device Maintenance

Onepauumn c Pexknmbl paboTbl
YCTPOMCTBOM Ponu yctponcrs YCTPOWUCTB

NHTepdencol

Yarteracce Mooz

Monntnkm

Configuration Status
& History

Discovery

NpumeHeHune
KOHbUrypaumm Ha
yTCponcTBe

Site1-Leaff1 Site1-Leaf2 Site1-Leaf3

Fabric Builder Day 2 Topology Views




MOHUTOPUHT U NoAAEPHKKa...

Day 2 Operations — cocToaHMe YyCTPOUCTBA

Leaf-1

Leaf-4

e

Leaf-1

e
=‘.«—3

Leaf-1

Leaf-2

Fabric Builder Real Time Status

Ready to Success/In Failed/Out of Unknown
Deploy Sync Sync State / NA

7]
(_
1‘.—3

Leaf-1

-
-

Leaf-1




Day 2 Operations - MOHUTOPUHT
[letanbHaa nHPopmaLmMa 0 KOMMyTaTope

10.8.254.33
hiogrcine © N9396-EVPN-DC1-2
R ’0-8-25‘-33
| | Leaf vio NOK-C9396PX
| S ——————————
Leaf v 6
Summary R
[ 1 .
Status: v ok System Info Modules Interfaces Fex License Features § VXLAN |j VLAN [»/ D
Serial number: SAL1812NTB6 '_______.!
CPU: BA% | VXLAN Toal22 (7 & ™
Memory: 2% VNI Multicast Address VNI Status Mapped VLAN
9900 230.1.1.99 Up 99
Need to find me? Beacon
20000 230.1.1.200 Up 200
20001 230.1.1.201 Up 201
Health
30007 239111 Up 2407
Modules in waming 0/8 30009 239.1.1.2 U 2409
Switch ports in warning 11/88 P
Events marked In waming or  3/1000 30011 239.1.1.0 Up 2411
higher
30012 239115 Up 2412
39000 n/a Up 3900
Tags
50007 n/a Up 2001
+
50009 n/a Up 2002
1 System Tags |
1 : 50012 n/a Up 2003
1
. e : 55555 nia Up 2555
(. -

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



MOHUTOPUHT, NoAAepPKa, MOUCK HeI/ICI'IpaBHOCTef/'I
Day 2 Operations — Configuration Compliance Status & Visibility

Config Preview - Switch 1.57 5216

Pending Config I
Config Preview - Switch 1.57.52.10
et oot E——
feature pin ing Conl Xpecte onfi
factors naapt NS =P Il Config Preview - Switch 1.57.52.10

nv overlay evpn
feature interface-v}
feature vn-segment-y
feature dhcp
feature lldp
feature nv overlay
feature bgp

cfs eth distribute
feature lacp
feature ngoam
feature tacacse
nxapi http port 89
router ospf UNDERLAY
router-id 10.2.0.3
ip pim ssm range 233
ip pinm rp-address 14
ngoam install acl
ip dhcp snooping
service dhcp

ip dhcp relay

ip dhcp relay infory
ip dhcp relay infore
ipvé dhcp relay

hostname Sitel-Leafl

Current Config

Side-by-]

Pending Config Expected Config

Config Preview - Switch 1.57.52.10

no password strength-check
!Command: show running-config
ITime: Sat Jan 5 @3:05:50 2019

Pending Config Expected Config Current Config Side-by-side Comparison

feature vpc

version 7.8(3)17(2)

hostname Sitel-Leafl

vdc Sitel-Leafl id 1
1init-resource vlan minimun 16 maximum 4894
linit-resource vrf minimun 2 maximum 4096
1init-resource port-channel minimum © saxisum 256
1init-resource udroute-mem minimum 248 maximun 248
linit-resource ubroute-mem minimum 96 maximum 96
linit-resource miroute-mem minimum 58 maximum 58
linit-resource méroute-mem minimum 8 maximum 8

Running config Expected config (i

power redundancy-mode ps-redundant
4 P version 7,8(3)i7(2)

"

hostname Sitel-Leafl hostname Sitel-Leafl

~

copp profile strict
vde sitel-leafl §d 1

w

feature ospf linit-resource vlan minimun 16 maxinum 4694

&

linit-resource vrf minimum 2 maximum 4096

w

feature pim cfs eth distribute

1init-resource port-channel minious @ maximum 256

o

no password strength-check

T aaes] | ceature. uapt username admin password 5 $53ASBC 3 € 7 linit-resource udroute-mem mininum 248 maximum 248

route-map fabric-rmd nv overlay evpn ARt

::::rx;:’xzxx feature interface-vlan copp profile strict 8 linit-resource uroute-mem minimum 96 maximun 96

router-1d 10.2.0.3 feature vn-segment-vlan-based snmp-server user admin network-admin auth mdS @x66¢51 b943082]

router bgp 6501 feature dhcp snmp-server host 172.20.179.5@ traps version 2¢ public udp-port 2162 9 limit-resource mdroute-mem mininum 58 maximus S8

neighbor 10.2.0.7 feature 11dp rmon event 1 description FATAL(1) owner PMONGFATAL

remote-as 65001 feature, nv overlay rmon event 2 description CRITICAL(2) owner PMONECRITICAL 10 lmit-resource méroute-mem minisum 8 maximus &

update-source loopb{  feature bgp rmon event 3 description ERROR(3) owner PMONGERROR

address-fanily 12vp rmon event 4 description 4) owner 11 cfs eth distribute cfs oth distribute

send-conmunity cfs eth distribute roon event 5 description INFORMATION(S) owner PMONGINFO

send-community exter| 12 feature lacp
ipvé switch-packets 1la
feature lacp vlan 1 13 feature ngoan
- vrf context management 14 feature tacacse
eature ngoam
ZR(IOUte\9:9:0:8(9.792:159.200. 1 15 no password strength-check no password strength-check

hardware access-1ist tcam region qos @
hardware access-1ist tcam region arp-ether 256 double-wide

interface Ethernet1/1
description "port-channel 580 (vpc-peer-link) member”

username admin password S

$58A9bC
network-admin

ip domain-lookup

15 role

feature vpc

username adnin password 5
$5$A9BCH

KEIS role

network-adnin

Configuration Compliance (Expected nnun Current Configuration View)




Day 2 Operations - MOHUTOpUT

[ I= VMM unHTerpauum 8 ACI ]

/

Quick Search ~ Search

OTobparkeHune
NOAKNOYEHHbIX XOCTOB

OTobparkeHune
DVS/Vswitch

OTobparkeHne BM

vianB00_..1.1.210

@) Ethernet1/48
&) vmnicS

r vSwitch4

Aragoo-Plus: S‘} AJV:P -:41

1 A | \
/ / > @ | ‘.
‘ ‘ \
/ \ APVus122 \ .
/ @ DCNM-10...-laege \ ‘ \
Arngon-Phus-S7 MR2-64

I | 2.64 .
1.1.100 | |
. MR2-61 Q
@ AL > ragon-2..vil-LAN
DCNM-1.. pgrade DONM-3:
CSH-Cloud

DCNM-S..pgrade

v | VMlList

Utilization: B <60% M 60-80%

Show (%)
Auto Refresh
Switch Health
FEX
Links
Errors Only
O Al
VPC Only
Bandwidth
otV
Ul Controls
Compute
Host
O Al
VM Only

¥

59 DCNM-S12-128

Virtual Machine Manager (VMM) — BugmumocTb npouncxogdwero Ha VMware vCenter




VXLAN OAM — BO3MO¥KHOCTWU,
BCTpoeHHble B DCNM



Day 2 Operations - moHumopuHa
VXLAN OAM — Ping Trace Route

e ‘éll';él(;. Data Center Network Manager SCOPE:  ext-fabrics v @ admin B
€ Dashboard VXANOAM~ | Search
Auto Refresh
* Topology Switch Health
FEX
. H Links
@& Control sl b Source Switch Soaivk
* Destination Switch |,y oA
: * VRF myvri_50000 " o . VPC Only
Monitor — Destination Switch Bandwidh
orv

NOTE: Please ensure loopback interface is configured
for corresponding VRF, which is required for switch to
switch OAM

Ul Controls

V R F Compute

e} S
4 Administration

Appli ) ) ,
& Applications e Switch to Switch OAM Result X
Ping Status Success
Source port 62155
Success rate 100%
Minimum RTT ms
Maximum RTT 5ms
Average RTT 2ms
TpEGVETCﬂ 35 Traceroute Path
HacTpouTb Loopback Switch Name ~ spine2
P P L yiRe 1 IP address 11.4.0.17
B VRF ana kotoporo Time 1 ms
Aenaerca aHanus Switch Name leaf1
. 2 |IP address 11.3.0.5
Time 5ms
rm re Switch Name leaf1
0 3 IP address 11.3.0.5
Time 1ms
leaf1 leaf3

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Day 2 Operations - MOHUTOPUHT
VXLAN OAM — Endpoint Path Trace

e whalt Data Center Network Manager SCOPE:  fabrics v @ smn O
€ Dashboard VXLANOAM »  Search Show O
Switeh 1 + R Auto Refresh
* Topology ViR ¥ Switch Health
=4 ¥ FEX
. L]
i UcxoaHble AaHHble: @ Unis
@ Control * Source IP P e Source IP Errors Only
© Al
* Destination IP 61.1.1.100 . . VRG Only
® Monitor * VRF MyVRF 50000 v DeStInatlon IP ¥ Bandwidth
Source Port FTP 20 - VRF _ez2® orv
& Administration Destination Port | 4 8o v . = ] W L Consom
Protocol . — Payload Information (Onuwus) I Compute
Q Applications
Details Clear Data Submit
B cusomsavesioyon joer! leaf2 leaf3 Utizaton: @ <60% W50-50% W _—

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Day 2 Operations - MOHUTOPUHT
VXLAN OAM — Endpoint Path Trace

Host to Host OAM Details
Index 1

Switch Name spinel
IP address 11.4.0.25
Interface

Ingress

if_name Eth1/45
if_state upP

rx_len 84
rx_bytes 270524673
rx_pkt_rate 0
rx_byte_rate 129
rx_load 10
rx_ucast 137842
rx_mcast 1464258
rx_bcast 3
rx_discards 0
rx_errors 0
rx_unknown 0
rx_bandwidth 10000000
tx_len 76
tx_bytes 119477380
tx_pkt_rate 0
tx_byte_rate 67
tx_load 10
tx_ucast 138349
tx_mcast 829012
tx_bcast 204
tx_discards 0

. & 0
Oetanu: D barawidih 10000000
*  CyeTtumku Ingress et i Em/a3

if_s.ltate ]
Interface Z:&'Ies 829353342
s CueTumkm Egress e s
Interf rx'badt :883465
rx_ucas
nteriace rx_mcast 1277603
rx_bcast 47
rx_discards
rX_errors
rx_unknown

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public




End Point Locator



Day 2 Operations - MOHUTOPWUHT

MOHUTOPUHT NOAKNKOHYEHUN

“ Endpoint Locator (EPL) )

* [lpunoxeHune sHyTpn DCNM
* [lupwunr c Overlay Control-Plane (i.e.

@) /‘@ @\‘@ BGP EVPN)

 BGP Receiver only (Passive)

 Co3paHue B/l noncK B KOTOPOW
MOXHO NPOU3BOAMUTb B Pea/IbHOM
MacliTabe BpemeHun

x
1]
®)

e CoxpaHeHue KarxKaoro cobbiTmA
Endpoint Control-Plane

* Koppenayuac
\_VHBEHTApU33aLMOHHbIMM AAHHBIMU )

2021 Cisco and/or its affiliates. All rights reserved. Cisco Pu

blic



Day 2 Operations - MOHUTOPUHT
Endpoint Monitoring Lifecycle

© . Data Center Network Manager @ admin
Endpont History Network Histoncal View Operatonal Heatmap Endpomnt Life KOﬂ ML‘I eCTBO a KTM B H bIX V R F
Switch VRF IPv4 & IPV6 Host IP
KonnuecTBo akTUBHbIX
NUMBER OF ACTIVE ENDPOINTS NUMBER OF ACTIVES VRFs NUMBER OF ACTIVE NETWORKS
o o e ceTeBbiX CermeHTOB
Active Endpoints Active VRFs Active Networks
3,904 4 7

KO/IMYEeCTBO KOHEYHbIX /

XOCTOB

TOP VRFS BY ENDPOINT COUNT TOP SWITCHES BY ENDPOINT COUNT ACTIVE SWITCHES BY VRF

© ®foo © ®lean * 3 © @ Switch Count
' @ beer_corona ® leaf2
® julce_orange @ lea3 S
@ myr 30000 : f— i AKTUBHbIX KOMMYTAaTOPOB

Switch Count

Ha VRF

VRF
LIST OF ACTIVE ENDPOINTS
15007806 < > [
Time - VRF 13 MAC Switch_Name Port VLAN |
»  February Tth 2019, 23:23:58.999  foo 102012 00:00:20:9¢:3:5¢ leaf2 portchannel16 10
il [leTtann no KoHeYHbIM
»  February 7th 2019, 23:23:58.998  foo 121782 00:00:20:9¢:(7:30 leaf2 port-channel16 10
XOCTam
»  February 7th 2019, 23:23:58.998 foo 1.0.190.2 00:00:20:9e:3:48 leaf2 port-channel16 10
»  February 7th 2019, 23:23:58.997 foo 1.0.1952 00:00:20:9¢:3:52 leaf2 port-channel16 10

Endpoint Locator (EPL)

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Network Assurance Engine

Kak BaainampoBaTth ceTb — ceiyac 1 Ha byayulee?

Mpeackasatb”™ U NOKasaThb
pe3ybTaT MU3BMEHEHNN

[lpoBepuTb COCTOAHME B
MmacluTabax cetu

[apaHTUPOBATb NOUTUKY
6e30MnacHOCTU U ee
cooTBeTcTBUE®

[MpoBepKa N3MEHHUI
lnarHoctuka

InHamunyeckue
npobnembl

OnTmmmnsaums

[lepenaya

CooTBeTcTBME
[MoaknoyeHnA

Be3onacHocTb™

* Nopaepmaetca Tonbko ana ACl pabpukm Ha momeHT pennsa NAE 5.1(1a)

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Kak pabotaet Cisco Network Assurance Engine

Knowledge Exhaustive
Base Checks
Infra State E I ’

C60p AaHHbIX PopmanbHoe UHTeNnNeKTyanbHbI
MOZE/INPOBaHME CETH aHaNU3
C60p BCeX JaHHbIX O CETH: Matemartu4ecku To4HOe MOAENMpOoBaHHe KOHTpOAb TOrO, 4TO CeTb peannsyeT HamepeHus, 1
HaMepEeHMA, NOAITUKA, COCTOAHME Ha ocHose 30+ net onbiTa Cisco B ceTax u MHPOPMaLMA O TOM, YTO He TaK, FAe, MoYemMy, Ha YTo
CMEeXHbIX 0b1acTAX BAIMAET M KaK YCTPaHUTb

5000+ cueHapues npobaem m ownboK

Om ycmpaHeHus npobsem K npoaKmueHol 3Kcnayamayuu — HernpepovieHO, 8 macwmabax eceli cemu

2021 Cisco and/or its affiliates. All rights reserve

d. Cisco Public



NAE ana dabpuk LO/J Ha ocHoBe NX-OS

« KOHTPONb COrNacoBaHHOCTU KOHUrypaLuun m
noseaeHmnA B macwtabax ¢pabpukm

« ObHapyXeHue ceTeBON TOMNOAOTMN C MOMOLLbIO
DCNM

- Onpoc KoHpuUrypaumm n coCToAHNA KOMMYTAaTOPOB
(c ncnonb3zoBaHmem NXAPI CLI u NXAPI REST) n

nocTtpoeHune ceTeBou moaenn anAa aHaanm3a

« KoHTponb mHormnx pabpuk Ha ogHom NAE c
MCMNONb30BaHMEM assurance groups

- MHoxectBo VXLAN dpabpuk/caiitos
« Wnn cmecb ACI n VXLAN ¢pabpuk

© 2021 Cisco and/or its

affiliates. All rights reserved. Cisco Pul

blic



3ameyaHue otHocutenbHo DCNM

Bepcua NAE 5.x Tpebyetca DCNM ana nonyyeHma nHpopmaumm o
TONOJ/IOTUU

NHbopmauma o }kenaemom coCTosHUM 060pya0BaHUA, KOTOPAsA NOJIyYaeTCs
oT DCNM orpaHunyeHa

NUHTerpauma c DCNM nopgpepXmnBaeTca B 2-X pexkmmax
- Managed mode
- Unmanaged mode

NcTOYHMKaMM cOObITU O HEKOHCUCTEHTHOM COCTOAHMM ABNAETCA aHaNn3 U
cpaBHeHne KoHourypaumm NX-OS ycTtponcTsa n ero onepaumoHHOro
coctoaHus, ¢ KoTopbimn NAE pabotaet Hanpsamyto mmHya DCNM



[Toaaepunsaemble Tononornn B pexxmme NX-OS

VXLAN dhabpuka
Ha ocHoBe BGP

~S 2
~, -
~, -
~. -
Sol o7
ros,

ing FHRP

L3/L2 Boundary

ore — Centralized Gateway runn

L3/L2 VPC

<. -
~., P
~, -
~, -
~ R
Soe

S ToR Layer

d ToR Layer

ed. Cisco Public

affiliates. All rights reservi

nd/or its

2021 Ciscoa



NAE Smart Events



Smart Events
Kakyto nHdopmauuto OHM AQtOT

Y10 ?
A MAJOR CHANGE_ANALYSIS VPC VPC_DOMAIN_PEER_INCONSISTENT
A MAJOR FORWARDING VPC VPC_LACP_CONVERGENCE_ERROR
Kto v roe?
Switch Name vPC Domain Id vPC-Id Interface
DC1-BGW2 4 1 po1
Moyemy ? KaK ycTpaHUTh?

Failing Condition Suggested Next Steps

For best VPC convergence result make sure to configure lacp vpc-convergence under port-

lacp vpc-convergence not configured on edge
channel

ports

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



BoamoxkHocTn no aHannsy NX-OS ¢pabpuk

VNI MNoaaepkusaeTcs N/A

Underlay MNoppepxnsaetca (5.1)

BGP EVPN Nonaepkusaetca (5.1) § N/A

vPC [logaeprknsaetcA [loppeprknBaeTca
L1 [logaeprknsaetca [loapeprknBaeTca
Endpoints Noppepxnsaetca (5.1)

noapobHoctn no EVPN panee B aTom npeseHTaumm



VPC Assurance

[lpoBepKa KOHCUCTEHTHOCTU MeXay
ydacTHUKamu VPC napbl

* Type 1lwu Type 2
Ownbkm peer-keepalive
Backup SVI HEKOHCUCTEHTHOCTb
VPC host ports best practice
VPC orphans best practice
KOHCUCTEHTHOCTb HAaCTPOUKMU
nHTepdpencos
[MpoBepka Peer link
[lpoBepKa Feature vPC

2021 Cisco and/or its affiliates. All rights reserved. Cisco Pul

blic



vPC Smart Events

VPC_DOMAIN_OR_IP_MISCONFIGURED

VPC_DOMAIN_INCONSISTENT

Spine 1 e== Spine 2

VPC_PEER_KEEP_ALIVE_ERROR

VPC_PARAMETERS_INCONSISTENT

VPC_BACKUP_SVI_INCONSISTENT

VPC_BACKUP_VLAN_INCONSISTENT

VPC_BACKUP_SVI_ROUTING_ERROR
L 5 5 =5 5 5 5 5 5 &5 &5 &5 B 35 B 35 B |

VPC_HOST_PORT_BEST_PRACTICE_CONFIG

VPC_ORPHAN_PORT_BEST_PRACTICE_CONFIG

VPC_LACP_CONVERGENCE_ERROR

VPC_PEER_LINK_ERROR

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



[Mpnumep n3 GUI

The NVE infra VLAN or the vPC backup VLAN configuration error.

Description
inipact If a vPC switch has no uplinks, either due to misconfiguration or lack of an alternate path, traffic will be lost.
Affected Objects Switch Name vPC Domain Id Nve Infra VLAN
Details N92160-L1b-S1 1 VIan3900
Vian3901

Checks

Check Code  Failing Condition Suggested Next Steps

7015 The NVE infra VLAN is configured butis not =~ Ensure that the NVE Infra VLAN is part of the allowed VLAN list on the vPC peer link.

allowed as part of the peer link.
Example:
interface port-channel Y
peer-switch
switchport trunk allowed vlan add <X>

Helpful CLL:
« show vpc
« show interface port-channel Y trunk

Switch Name Peer Link Allowed VLANs Nve Infra VLANS not on Peer Link
N92160-L1b-S1 po500 {1, 11-15, 21, 23-24, 33-34, 77, 88, 99, 2000-2001, 3600] a

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



VNI Assurance

Host A
209.165.200.225

Host X
209.165.201.30

HostY
209.165.201.31

HacTtponka n namenenumna VNI
* Pa3Hble otobparkeHua VNI B VLAN Ha
PA3HbIX KOMMYTaTOpPax
* L2/L3 VNI configuration inconsistent
 Hanpumep: replication mode,
ingress replication, suppress arp,
mcast group IP
 KoHcucteHTHOCTb L2/L3 VNI SVI
* Hanpumep: VRF mapping, Anycast
Gw enabled, MTU mismatch
e L2/L3 VNI SVI Operational Status
e L2/L3 VNI Operational Status

2021 Cisco and/or its affiliates. All rights reserved. Cisco Pul

blic



VNI Smart Events

L2_VNI_MISMATCH_VLAN

L3_VNI_MISMATCH_VLAN

L2_VNI_SVI_INCONSISTENT_CONFIG

L2_VNI_SVI_OPER_DOWN

L2_VNI_SVI_SECONDARY_IP_NOT_UNIQUE

L2_VNI_INCONSISTENT_CONFIG

L2_VNI_OPER_DOWN

Host A Host X HostY
209.165.200.225 209.165.201.30 209.165.201.31

L3_VNI_SVI_INCONSISTENT_CONFIG

L3_VNI_SVI_OPER_DOWN

L3_VNI_INCONSISTENT_CONFIG

L3_VNI_OPER_DOWN

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



[Mpumep n3s GUI

Description
Impact
Affected Objects

Details

Checks

A fabric-wide check has found inconsistent configuration on L2 VNL.

Traffic across VTEPS could be disrupted.

L2 VNI
30014°
Check Code  Failing Condition Suggested Next Steps
7115 The L2 VNI is associated with an SVI on Ensure that Anycast Gateway SVis are defined on all VTEPs where L2VNI is present.
some VTEPs but not on others.
Helpful CLI:
« show interface vlan X
o show run interface vlan X
SVI Associated? Switch List
YES Switch Name
N92160-L1b-S1
N92160-L1a-S1
NO

Switch Name

N93180EX-L3-51

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



YcTpaHAemM HencnpaBHOCTb

Preview Config - Switch (10.5.31.206)

Pending Config

To re-compute the running config, please click the Re—sync button on the right hand side. Lastly, to resolve unexpected diffs, please review the leading &

Side-by-side Comparison

spaces and edit the appropriate policies to match show run output.

36
37

v

21
42
43

45
46
47

43
se
51
52
53
54
55
56
57
58
59
e
61
62
63

Running config

router bgp &5@1@
vrf s1_inside
address-family ipv4 unicast
advertise 1l2vpn evpn
maximum-paths ibgp 2
redistribute direct route-map fabric-rmap-redist-subnet
address-family ipvé unicast
advertise 1l2vpn evpn
maximum-paths ibgp 2
redistribute direct route-map fabric-rmap-redist-subnet
vlan 2ee2
N0 0vn-segment 52001

vrf context si_inside

f%] Expected config

router bgp 65018
vrf s1_inside
address-family ipv4 unicast
advertise 1l2vpn evpn
maximum-paths ibgp 2
redistribute direct route-map fabric-rmap-redist-subnet
address-family ipvé unicast
advertise 12vpn evpn
maximum-paths ibgp 2
redistribute direct route-map fabric-rmap-redist-subnet
vlan 2ee2

BU0Evn-segment 51e€1
vrf context si_inside

address-family ipvé
route-target both
route-target both
address-family ipvée
route-target both
route-target both
rd auto
vni 51001
configure terminal
copp profile strict

unicast
auto

auto evpn
unicast
auto

auto evpn

fabric forwarding anycast-gateway-mac 2020.0000.003a

feature analytics
feature bgp
feature dhcp

address-family ipv4
route-target both
route-target both
address-family ipve
route-target both
route-target both
rd auto
vni 51ee1
configure terminal
copp profile strict

unicast
auto
auto evpn
unicast
auto
auto evpn

fabric forwarding anycast-gateway-mac 2020.0000.02a33

feature analytics
feature bgp
feature dhcp
feature icam

&

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Layer 1 Assurance

[TpoBepKa KOHPUrypauum u
OnNepaumMoOHHOro COCTOAHUA

MCOB

dU3nYecKknx uHTepode

Ob6HapyXeHune cuTyaumm

14

channel

)

partial port-

membership




L1 Smart Events

PHYSICAL_INTERFACE_OPER_DOWN_ADMIN_DOWN

PC_INTERFACE_OPER_DOWN_ADMIN_DOWN

PHYSICAL_INTERFACE_OPER_DOWN_ADMIN_UP

PC_INTERFACE_OPER_DOWN_ADMIN_UP

PC_INTERFACE_OPER_UP_PARTIAL_MEMBER_OPER_UP

FABRIC_INTERFACE_OPER_DOWN_ADMIN_DOWN

FABRIC_INTERFACE_OPER_DOWN_ADMIN_UP

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Q Cisco Network Assurance Engine

Assurance Group Sitel ¥ Q ¥ °
Dashboard Explorer “hange Manageme Epoch Delta » Policy CAM Smart Events v
@ ° . . .o . oo ° oo ° e ° .. ece @ 09 2:54 AMGMT+3 ®
1203 A4 1215 12:30 1245 01 AM 0115 0130 0145 02 AM 02:15 02:30 0245 3 AM 0303 AM
04/08/2021 02:54 02/09/2021
Live Update Zoomlevel Ay 1m 3w  1d  12h ) 6h  1h Custom Epoch Controls I«
N Dashboard
Smart Events by Severity (2]
Critical Major Minor Warning Info Total
o A 228 o ! S © 10 238
Category o A o o @ Total
System 0 1 0 10 n
Change Analysis 0 6 0 0 6
Forwarding 0 221 0 0 221
Endpoint { 0 0 ! 0
Unhealthy Count by Resource (2]
VRFs VNIs VLANs VPCs

Interfaces Leafs

OI3 0/10 0/7 2/2 270/367 O/4

3 — ]

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



EVPN Assurance

* [lpoBepKa KoHcucteHTHOCTU RD 1 RT
ana Kaxpgoro VRF

* [lonHoTa KOHOUrypaumumn ana BGP
L2VPN EVPN




EVPN Smart Events

EVPN_L2_VNI_INCONSISTENT_CONFIG

EVPN_VRF_IP4_INCONSISTENT_CONFIG

EVPN_VRF_IPV6_INCONSISTENT_CONFIG

EVPN_BGP_VRF_IPV4_INCONSISTENT_CONFIG

EVPN_BGP_VRF_IPV6_INCONSISTENT_CONFIG

EVPN_BGP_NEIGHBOUR_INCONSISTENT_CONFIG

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



[Mpumep n3s GUI

The configuration of the VNI EVPN not consistent across fabric.

Description
Impact The traffic could be dropped or sub-optimal.
Host mobility could fail.
Switch operations may not be optimal.
Affected Objects L2 VNI
Details 30001 .
Checks Route Target Export value is not unique across all L2 VNIs in the fabric
Check Failing Condition Next Steps
Code 99
7504 Route Target Export value is not unique Ensure that 'route-target export X' parameter is unique across all L2 VNI in the switch. Each
across all L2 VNIs in the fabric VNI must use a unique export value.
Helpful CLI:
e show running bgp | section evpn
e show system internal dme running-config all dn sys/evpn
Switch Name L2 VNI Route Target Export Value
Rack2-Leaf2 20001 route-target:as2-nn2:20001:2

Rack2-Leaf2 30001 route-target:as2-nn2:20001:2

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



MU3HeHHbIN uMKa ana Smart Event

Smart Events of VPC_BACKUP_SVI_ROUTING_ERROR

Severity A Major Event Category CHANGE_ANALYSIS Event Subcategory VPC

Event Description vPC backup SVI routing error

Epochs Leafs VPC Event ID

1 rows

0a81f06d6c458a8fdd854656b001d271

07/15/2020 06:32 PM PDT  N92160-L1b-S1 1

Totw! Duration 60min (S Epochs)

First Raissd Lost Raized Clsaring Clsored
30min (3 Epochs) —~ %
(4 O ) ®)
..... 08:32:16 PM 07/16/2020 07:02:16 PM 07/16/2020 07:17:16 PM 07/16/2020 07:32:16 PM
Epoch Controls P <« ® » N

i

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



NAE Explorer



Endpoint Explorer

- Explorer naeT genatb pasHoobpasHble
3anpocbl 0 KOHEeYHbIX XocTax (endpoints),

KOTOPbl€ NOAKNHKOYEHDbI K c|>a6pm<e Q, What EPs are associated with |

+ Hanpumep 4To6bI BLIACHWTH K Kakomy
kommyTaTtopy, VLAN, VRF oHn nogKkntoveHbl B What EPs are associated with any ?
,£I,3HHbIl71 MOMEHT What EPs are associated with EP:

" . What EPs are associated with INF:
- Mpumep 3anpoca “What endpoints are

associated with”

What EPs are associated with LEAF:

What EPs are associated with VLAN:

« Any

« INF (interface)
- VLAN

- LEAF

« VRF

What EPs are associated with VRF:

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



[lpmep 3anpoca
Kakue xoctbl BHYTpU EVPN-pabpumkm nogkntodeHbl K VLAN?

Epoch on Monday, July 13, 2020 5:23 PM

Explorer aliows network operators to discover assets and their object associations in an easy-to-consume natural language query format. In the search bar, enter a What query.

Q_ What EPs are associated with VLAN:vian15

What EPs are associated with VLAN:vian15

L ied on Mondey, July 13, 2020 526 PM

What EPs are associated with VLAN:vian15?
Query Results

What EPs are associated with VLAN:vian15 and

What EPs are associated with VLAN:vian15 or

Object Name Interfaces VLANS EPs

VRFs

Reset

2 rows

Leafs

N

192.161.15.11

[

192.161.15.12

)

(S

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



[lpumep 3anpoca
Kakue xoctbl BHYTPU EVPN-pabpunkm noakntoveHol K VRF?

Q_ What EPs are associated with VRF:blue Reset

Query Results

10 rows

Object Name Interfaces VLANs EPs VRFs Leafs

192.161.13.11
192.161.13.21
192.161.14.11
192.161.14.12

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AHaNN3 UBMEHEHNN MeXKOY «3NO0XaMn»

4 BOMpOCa U OTBETbI HA HUX...

| | *  YTO M3mMeHunnocb?
@ Cisco Network Assurance Engine
e Hawuto noBamano?
Dashboard Epoch Analysis v Change Management v o Bbin1o 1 CBA3aHO C USMEHEeHUSMU
HAaCTPOUKN?
@ © 00060600000 0 0 0o * YT1o npomn3sowno B pesynbrarte?
01:29 AM 01:30 01:45 02 AM 02:15 02:30
05/17/2018
« . CueHapuun
A
Before / After / Current * YNpaB/ieHMe U3MEeHEeHNAMMU
Baseline * T[loncKk npuymH npobaem

* KoHTponb anrpengos

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



O6LWMM aHaNN3 NUSMEHEHUN MEXKOY «3MOXaAMMU»
N3meHeHune «300poBba» pabpuku

Delta Analysis
MW1

Earlier Epoch: 07/15/2020 6:32:15 PM PDT Later Epoch: 07/16/2020 12:17:15 PM PDT Time Range: 17 h 45 min

Health Delta

Smart Event Count (2]

€ Critical A Major ¢ Minor © Wwamning © Info Total

v

226 | 225

2: | 2 215 | 214

KoiinyecTBo cobbITUii MmexKay 3noXaMmn YMEHbLLW/IOCh

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



EPOC Delta Analysis

Health Delta by Resources 2]
— Total Unhealthy Total Unhealthy Total Unhealthy Total Unhealthy No Issues
Earlier | Later Earlier | Later in Earlier Epoch Only in Later Epoch Only in Both Epochs Earlier | Later

VRFs 51 5 - : (A - 1 4:| 4 -
VNIs 21 1 21 - 8 | 8 - 8 13 43 -
VLANS 16 | 16 - 7|7 - 7 919 -
VPCs gl - gols - ] | 2
Interfaces 278 | 277 N) 212 | 21 NA 1 211 66 | 66 -
Leafs 313 - - - ~

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



[Nob6anbHbI NOUCK MO BCEM U3MEHEHUAM

Mouck no obbeKkTam

06 / 09 / 2020 06 /10 / 2020 .
5 ] | - X
06:33 PM PDT AT BN BT L2VNI | DN | vni-10020 Search o

' Check Code

Check Status

Y (] A o © System Policy Analysis Forwarding
Event Code

Interface JUN

e P o 08

6:33 PM PDT
09 PM Wed 10 03 AM L2 VNI 12 PM 03 PM

L3 VNI
Leaf

Bbibop MHTepBasa All SN mac
BpemeHu Event Name

Aggregated (1) Individual

1 rows

M
3

Severity v 1 Event Category Event Subcategory Event Name « 2 Count Event Description

Filter v Filter - Filter Filter Filter

A fabric-wide check has found inconsistent

& CRITICAL CHANGE_ANALYSIS OVERLAY L2_VNI_INCONSISTENT_CONFIG ) .
configuration on L2 VNI.



Nexus Dashboard



Nexus Dashboard
TpaHcdopmauma noaxoaos K skcnayatauum cetn LO

[1poCTO BHEAPUTb
[1pOCTO MCNO/1Ib30BaTh

Nexus Network Assurance
Insights Engine

@)«

Multi-Site
Orchestrator

3rd Party
Tools

Nexus Dashboard: egnHoe okHo B akcnayatayuto AClI n NX-OS dabpuk

2021 Cisco and/or its affiliates. All rights reserved. Cisco Pul

blic



Nexus Dashboard
JKcnayaTauma MHOMMX CauToBs

cisco Nexus Dashboard

Sites

Filter by attributes

] Health Score ~ Name

| | @ Healthy @ APIC - San Jose

[ ] © Heaithy @ APIC - Dallas

[ ] © Healthy @ APIC - Miami

[ ] @ Healthy @ DCNM - New York
| @ Healthy &) Cloud APIC - London

R

Connectivity Status v

+ Up

+ Up

+ Up

+ Up

+ Up

Anomaly Score v

S N/A

S N/A

< N/A

< N/A

< N/A

Advisories v

N/A

N/A

N/A

N/A

N/A

0000 =
< 0

Services Used v/

Multl-Site Orchestratar

Multl-Site Orchestrator

Launch

Launch

Launch

Launch

Launch

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Nexus Dashboard
JKcnayaTauma MHOMMX CauToBs

el Nexus Dashboard

Your Sites

: Site L h
g' @ APIC - San Jose —

Health Score Anomaly Score
© Healthy @ Critical
45 15 5

Leafs Spines Controllers

[ Nexus nsights il MultSte Orchesteator |

Your Services

‘ Nexus Insights @ Multi-Site Orchestrator

~—— 2.1.2 4.0.5

5 5

Todsestcing

or its affiliates. All rights reserved. Cisco Public



Nexus Dashboard
AOMUHUCTPUPOBAHKUE NAaT

OpMbl

Dashboard

Nexus Dashboard

System Dashboard

System Dashboard
Overview
Sites System Status

Service Catalog

¥ Healthy

System Resources

Nodes

Sites, Apps And Infra Services

Pods @ s

Sites by Connectivity

Containers

DaemonSets E
Deployments
StatefulSets Inventory
Node Role Nodes
Services
Worker 3
Namespaces
Master 3
E3 Operations
Event Analytics
Service Node Storage
Firmware Management
ifav201-se6 ‘ 1.97%
Tech Support
PP ifav201-sed ‘ 1.97%
Backup & Restore ifav201-se2 . 3.06%
ifav201-sel . 2.96%

Infrastructure

Cluster Health

© Ok

@ Apps by Statu
B
L Pod eployment
tilizat
CPU
40.66 of 192 Cores
3 N\
o / \
A | A~

Intersight Status

©® Ok

0 StatefulSets ‘ DaemonSets

Memory
21% 1078.18 of 1124.05 GB

or its affiliates. All rights reserved. Cisco Public



Nexus Dashboard

PasmelleHne npunoxKeHnm

et Nexus Dashboard

Service Catalog

Services App Store

Filter by attributes

Nexus Insights
Cisco Systems, Inc.

~a Nexus Insights is a platform for all dat...
2.1.2

°© L ool
Pods Containers

%

Multi-Site Orchestrator
Cisco

ACI Multi-Site Orchestrator is respo...

(
)

4.0.5

2/2 6/6

Pods ontainers

Q000

Service
x

Nexus Insights O X

® CRITICAL © MAJOR MINOR © WARNING
0 0 0 0

General v
Status
) Running
Vendor

Cisco Systems, Inc.

Description

Nexus Insights is a platform for predictive analytics,
correlation and alerting using streaming telemetry data
for networking fabrics.

System Resources v

6 2

imainers Pods

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



[Mnatdpopma Cisco Nexus Dashboard Platform

CoBpeMeHHbIM MacliTabmnpyembl CTEK ANA pa3MeLleHna NPUNOXKEHUN Ans sKkcnayaTaumm cetu LO,

Network . o
A  Nexus 3 Party O Multi-Site
¢ © i Assurance
ey |nsights . MSO Orchestrator
Engine
v

2.2 GHz 10 core CPU x 2

256 GB memory
gﬁg 0 gﬁg gﬁg gﬁg f“ 2478 x4 HOD
10G/25G/40G connect

Network automation Scale-out cluster High Availability

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



PaszsepHute Nexus Dashboard tam, rae sBam yanobHo!

Appliance

Nexus
Dashboard

Virtual Appliance*

Cloud Hosted*



JlnueH3suna Premier



Nexus Insights —
NPOAKTUBHAA 3KCN/lyaTauMa Ha OCHOBE TenemMeTpumn

NCcTOYHUKN PekomeHOoBaHHbIE

COop 1 obpaboTka CpoenaTb BbIBOObI >
TenemeTpun P P A A nencTBusd

21110107 1ue . Complex
correlation

11000111010
10101100110, Metadata
Debug Logs 1100011101 extraction
101011001
0110001110
11071011001

Cores
100110001110 Correlate 2
0011101011001 against ll(%%

SW-Version /
PSirts

Network
Protocols

0101100110 Database
1010177~

[oBbICUTb JOCTYMHOCTb U NMPOU3BOAUTENBbHOCTb
ACI | NX-OS

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Nexus Insights
CueHapunn ncnonb3oBaHMUA

Identify, Locate, Upgrade impact
Root cause, Remediate Advisories

Error detection, latency,
Packet drops
Control plane issues

Mitigate
Prevent outages

Software Hardware
recommendations

0
Pre-change analysis PSIRT notices
Compliance alerts EoS/EoL notices

N exus Automated alerts ' Hardening checks

Visibility

Insights

End to end workflows TAC assist

Automated remediation Topology checker




Kakune gaHHble nonyyaeT Nexus Insights?

[lporpammHas TenemeTpusa

AnnapatHaa TenemeTpus

[1aéT BMaANMOCTb B: [1aéT BuANMOCTb B :

- YTUAM3auuto pecypcos - MHdOopMaLMIO O NOTOKaX AaHHbI

- MapameTpbl cpeabl (TemenepaTtypa, - MyTb NOTOKOB
nUTaHue n T.4.)

.- CobbITA NOTOKOB
- CTaTnCcTnKy nHtepdemncos

- CTaTUCTUKY M CODBbITMA NPOTOKONOB YPOBHA
MNJIOCKOCTU yNpaBaeHus

NCTOYHUKN
[AaHHble

NI
TenemeTpum | %

021 Cisco and/or its

affil

iates. All rights reserved. Cisco Pul

blic



AnnapaTHaa TenemeTpus Ha cemencTee

Cisco Cloud Scale

Flow Table (FT)

CobupaeT nonHyto
MHGOPMaLUNIO O NOTOKE
JAHHbIX Yepes
KoOMMmyTaTop +

MeTadaHHble

Nexus 9300-EX n no3gHee

Flow Table Events (FTE)

YBeaomneHus
OCHOBaHHbIe Ha nNoporax
NN COOBITUAX B MOTOKE
NaHHbIX

Nexus 9300-FX n no3aHee

Ncnonb3ytotca Nexus Insights cerogHa (NI 5.0)

Streaming Statistics
Export (SSX)

[loTOKOBaA nepeaaya
CTAaTUCTUKM C YMUNA Ha
OCHOBe 3a4aHHbIX
HacTpoeK



Pa3ssutue ymnos Cisco Cloud Scale:
GYHKLUMK, NIOTHOCTb, NPOUN3BOANTE/NIBHOCTb

CY16 CY17 CY18-CY19 CY20+

LS25600 GX2

25.6Tbps High Density 400G — 64x 400G
120MB Smart Buffer
FT, FTE, SSX, INT-XD

LS12800 GX2

12.8Tbps High Density 400G — 32x 400G
120MB Smart Buffer

FT, FTE, SSX, INT-XD

$6400 LS6400 GX
6.4Tbps (Nexus 9332€/9364C) Smart Buffer
FT, FTE, SSX, INT-XD
SSX 16x 400G, SRv6
LS3600 FX2
3.6Tbps Smart Buffer
FT, FTE, SSX
MACsec, CloudSec
Legend
eatures FT — Flow Tabl
151800 EX LS1800 FX LS1800 FX3 Feat ow Table
. FTE — Flow Table Event
1.8Thps Smart Buffer Smart Buffer Smart Buffer Density

FT, FTE FT, FTE ’ SSX SSX — Streaming Statistics Export

Density +
Features INT — In-band Telemetry

FT

MACsec MACsec, CloudSec



Kakas ewe nHdopmauma ncnonbsyertca Nexus Insights
Kpome TenemeTpmm?

Cisco

CeTb
* Haunnydwine npakTUKK

* PSIRTs, FNs, EOS/EOL

* Software release notifications

- Running config Bcex yctpouncts

- “show tech” Bcex ycTtponcTs

* LndpoBble CUTHATYpPbl U3BECTHbIX
nedpeKToB

Cloud Data Cisco

On- prem Data

© 2019 Cisco and/or its affiliates. All righsaiesesy gch/oGisemiRudlia rights

rmed. Cisco Public



Nexus Insights: 3arpy3ka u3 Cisco App Store

O6wmin «marasuH npunoxeHnin» ana ACl and NXOS - https://dcappcenter.cisco.com/

HenocpeactseHHo goctyneH Ha Nexus Dashboard -> Services -> App Store

(& & https://aciappcenter.cisco.com

Join Cisco DevNet and léVerage the tools, the resources, and the code Yol heed to build inngvative, network-enabled

solutions.

Join Now

Featured Apps

EnhancedEndpoint... @ EnhancedEndpoint... @ Base Package
Cisco Cisco

¥ D load ¥ Downioad Cisco Systems
8 8. 8 8 ¢ ke 2 8. 8.8 8 4 - guleior b8 8.8 8 4

i Download

Network Insights - ... 2. ApplQ (Beta) StateChangeCheck... @i
N t

StateChecker

Cisco Cisco Cisco
_*_ Download i Download

v
E 2. 2.2 84 * ok kK ook ok ke ¥ Download

© 2019 Cisco and/or its affiliates. All rightsorieseryeed/oGisemiRubliar rights reserved. Cisco Public


https://dcappcenter.cisco.com/

Nexus Insights
O630p MHPOpPpMaLLMM CanTa

Site Overview

Site Overview

Dashboards

Custom Dashboard 1 Dashboard  Topology

Custom Dashboard 2
Alert Summary Advisories (23) Node Inventory
Nodes

$ Critical - , R

Anomalies . | 45 \ ’ 15 ( ] \ .

3 ‘ i
Advisories . 4 ’ \ /
v \ \, /
e Othe . e Other . P « Other

Troubleshoot

Log Collector

Timeline
Connectivity Analysis
o ] lfj}fi:\,
Browse
Jul 2 Jul 2 Jul 26 Jul 29 Aug 1 Aug 4 Aug Aug 1 Aug 13 Aug 16 Aug 2
Resources
Environmental
Anomaly Breakdown @ Advisory Breakdown
Statistics
) A ]
\-J ¢ 1 )

Flow

Endpoints

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Nexus Insights
CnUCOK aHOMAIUU U UX AeTanu

Dashboard Topology

Custom Dashboard 1 __ Anomaly
Search ()] )
-~ 21.0.0.11, 22.0.0.14
Custom Dashboard 2
Alert Summary / @ 21.0.0.11,22.0.0.14 Anal
Nodes f flow from 21.0.0.1 22.0.0.14, packet drop is detected due 1o nalyze
forward drop
N o B General Information Vv
1l  Analyze Alerts o ( :r|t|Ca
& candid5-leaf2, candid5-leaf31 varit
Anomalies Vil -
PR 08 & Critical
Advisories 3 e\ Statl
& candid5-leaf3, candidS-leaf44
= ‘ f . 3 ; Active
%¢  Troubleshoot low from : 0.0.14. pach : b
wdd ch
teg
Log Collector Flows
Timeline @ candid5-leafd, candid5-leaf5
Connectivity Analysis U.0: 14, pach o Ty
wd o
: Flow
A~  Browse
bt ul 2 @ candid5-leafS, candid5-leaf16 Descript
Resources : Ui0. 18, pack AR For flow from 21.0.0.11 to 22.0.0.14, packet drop is
wel droy detected due to forward drop
Environmental
Anomaly Breakdown &_?w candid5-leaf6, candid5-leaf?7 Affects t
Statistics oW froq ' 1014, packst BCIeCiCue | 21.0.0.11, 22.0.0.14
wrd drop
Flow
@ candid5-leaf7, candid5-leaf8
. ) Ao § \ () 14 Nana ok candid5-leaf1
Endpoints Al 1% BN
i
\ Dete
Applications R e
o July 13, 2020, 10:25:30 AM

Top Nodes by Anomaly Score & candid5-leaf8, candid5-leaf9

Events

o ar

@ ifav22-leafs July 13, 2020, 10:25:30 AM ed. Cisco Public




[Mpobnema npon3BoANTENBHOCTU?

Top 7 nodes contributing to Anomalies

Node Anomaly Score
scaleleaf-201 c Major
Q e :LI scaleleaf-204 s Major
0)
General Information
ANOMALY START TIME END TIME FLOW PROTOCOL PACKET DROP LATENCY FLOW MOVE
SCORE Nov 19 2019, 03:37:31 Nov 19 2019, 04:51:38 TYRE ubP INDICATOR (ks) IHDIGATOR
c Major A A DAA 1ID\/A 0 A Fal
Total Anomalies
|  Path Summary
Severity
12.12.12.16 409
& Major
& Major NODE VR
scaleleaf-206 cty m Destination
& Major BURST MAX (Bytes)
1984 12.12.12.16 scaleleaf-206 scalespine-602 scaleleaf-201 16.16.16.16
& Major Port: 4096 eth1/5 eth1/6 eth1/7 eth1/8 eth1/5 eth1/6 Port: 4096
EPG: - EPG: -

View reverse path

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Nexus Insights

AHann3 MMKpPoBCNieckoB (microbursts)

Analysis Tim
Analyze X
Lifespan
Thu20 0O1AM 02AM 03AM 04AM O05AM 06AM 07AM 08AM 09 AM

Estimated Impact

Detected 100 unicast flow(s) that may have contributed to the detected microburst(s).
may experience higher latency/delay during burst periods. View Report
Recommendations

1. The identified unicast flows are the top 100 with large max burst values, which may

2. Consider rebalancing application traffic load to reduce bursts and avoid potential bt

Mutual Occurrences

Anomalies (1244) @ D00 ODODDODOO® O I

Faults (4)

Evante (O)

Affected Entities

Q [Search

50.10.1.136:32855 -> 50.8.1.136:32855 UDP
50.10.0.120:47619 % 50.8.0.120:47619 UDP
50::2:0:a0:48159 -> 50::8:0:a0:48159 UDP
50.10.1.166:25385 -> 50.8.1.166:25385 UDP
50.10.0.238:48737 -> 50.8.0.238:48737 UDP
50.10.1.218:15473 -> 50.8.1.218:15473 UDP
50::2:0:32:17057 -> 50::8:0:3a:17057 UDP
50.10.1.167:36922 -> 50.8.1.167:36922 UDP
50::2:0:27:26538 -> 50::8:0:27:26538 UDP
50::a2:0:15:54020 -> 50::8:0:15:54020 UDP
50.10.1.218:15473 -> 50.8.1.218:15473 UDP

50::a:0:3a:17057 -> 50::8:0:3a:17057 UDP

- : ‘
"  50.10.1.136 t0 50.8.1.136

prved. Cisco Public




[NoanepXKa FTE Tenemetpum 8 NI 5.0

Forward drop, Buffer drop, Policy drop, Policing drop, IDS drop

" Hosbiti TMN pecypca ana FTE — ‘FlowEvent’

Anomalies By: Categor

ry

oooooooooooooo

MOo*KHO Nony4nTb 6osee AeTabHbI aHaNu3

..............

vewsse: Q Q © @ ‘

eneral Information

Analyze - Anomaly - scaleleaf-203

nnnnnnnn

Estimated Impact

..................

...................

'View Report’ noKasblBaeT 3aTPOHYTbIE MOTOKK

© 2019 Cisco and/or its affiliates. All rightsorieseryeed/oGisemiRubliar rights reserved. Cisco Public



Nexus Insights
AHann3 aHoOMaInun

Analyze Analysis Time-Range: 20 minutes before and after v
Lifespan
G 5) 4
09:55 10:00 10:05 10:10 10:15 10:25 10:30 10:35 10:40 10:45
By correlating the anomalies, we found the root cause of this issue to be: An incorrect contract scope configuration is preventing
communication between the Provider and the Consumer EPGs
Estimated Impact
« 20 Endpoints associated to the EPG are affected
+3 AQplications experiencing connectivity issues
Timeline View only correlated items a )
3
@
?
P
09:45 10:00 10:05 10:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45

Anomaly Details

General Information

Severity

@ Critical

Status

Active

Category

Flows

Type

Flow

Description
For flow from 21.0.0.11 to 22.0.0.14, packet drop is
detected due to forward drop

Affected |)I}J"x‘1
21.0.0.11, 22.0.0.14

Node
candid5-leafl

Detection Time

July 13, 2019, 10:25:30 AM

Last Seen Time

July 13, 2019, 10:25:30 AM

Clear Time

rved. Cisco Public




XBaTaeT N pecypcos?

APIC Capacity

Bridge Domains Contracts
125 of 1K 12% 303 of 1K
IP Endpoints \ L3 Contexts
293 of 1K 29% 295 of 1K
Proxy Database Entries
599 of 1K 59% 244 of 1K
Top Nodes by Utilization

e Critical scalespine-602

LPM 384%

BD 574 of 1K

VLAN 517 of 1K

Port Usage 493 of 1000 ports

IPV6 (learned) TMTRANICC SRR 273 of 1K

e Critical
LPM

Port Usage

IPV4 Host Routes
VLAN

EPG

\ Endpoint Groups Hypervisors \
309 486 of 1K 48% 335 of 1K 33%
10001 R
® scaleleaf-203 Top Nodes by MAC (learn|
® scaleleaf-206 Node
N 750+ ) scaleleaf-201 scaleleaf-204
o
N » scaleleaf-205 scaleleaf-203
® scalespine-602 scaleleaf-206
TP Pk i scaleleaf-201
E 500 o 207 leleaf-205
= = ® scaleleaf-210 SR Ied
scalespine-602
2l D ——— ® scaleleaf-202 P
scaleleaf-207
scaleleaf-209
scaleleaf-210
scaleleaf-202
scaleleaf-209
2 0 T T T
scalespin 11-14 5:07:14 PM 11-15 12:50:25 AM 11-15 8:33:36 AM 11-15 4:16:47 PM

Operational Resources

Time

Configuration Resources

Hardware Resources

1
11-15 11:59:59 PM

Anomaly Score Node MAC (learned) IPv4 (learned) IPv6 (learned) IPv4 Host Routes IPv6 Host R
D A s E=1
& critical scaleleaf-203 2 = = i
595 of 1K 429 of 1K 464 of 1K 322 of 1K
= = Qe=
e Critical scalespine-602 -~ 7 e o
273 of 1K 246 of 1K 273 of 1K 177 of 1K
- == =3
@ Critical scalespine-601 iz b b i
155 of 1K 137 of 1K 163 of 1K 566 of 1K
F— — ~ ey [y A

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



[Mpobnembl c BGP?

General Information
ANOMALY SCORE ASN ADMIN STATE OPERATIONAL STATE VERSION NUMBER OF AS PATH NUMBER OF ROUTE ATTRIBUTE
& Wwamning 65555 @ Enabled ® Enabled v4 190 190
Anom .
Recommendations
Severit lateaorv Nodes Description Cleared
A wi 1. Check the peer side configuration

2. Check for any misconfiguration on the local and peer side
3. Check for IP reachability(VRF, IP)

D wa e —— Total Errors
60
& Warning
@ Warning .
Neighbors
Neighbor VRF Operational State Address Family Connection Attempts Prefixes Sent Accepted Paths
10.2.0.1 default ® Established 12vpn-evpn 21 1000 20
10.2.0.2 default © Open - Confirm 12vpn-evpn 40 0 30

© 2019 Cisco and/or its affiliates. All rightsieseryad/oGisemiRubliol rights reserved. Cisco Public



Flow State Validator —npoBepKa KoppeKTHOro
coctoaHua B 10 n annapaTtype A41A NOTOKa

Flow State Validator

o

The Flow
validation

* Required

Flow Type

(®) vxLAN

Inner Sour|

10.1.1.1

Inner Sour|

10

Source M/

Quick @l

Can

Flow State Validator

Com Iete Start Time

P Jan 06, 2020 03:49:41 pm

SOURCE IP DESTINATION IP SOURCE VLAN VRF NAME

10.1.1.1 20.1.1.1 10 Default
Hop Device Fabric

1 LEAF-1

demo_fab_1

Job ID
FSV10250641713317
RUN TYPE FLOW 1]
FULL VXLAN
State Va
FAIL

Flow State Validator details for LEAF-1

CC_TYPE_FAB_IETH_LINKSTATE

CC_TYPE_L3_UC_SINGLE_ROUTE

CC_TYPE_L2_SWITCHPORT

CC_TYPE_MEMBERSHIP_VLAN

CC_TYPE_VPC

Page

Paths

Local Logical
Interface

port-channel3.1

of2 P }I

Peer Device

TOR-Seoul-1

show consistency-checker port-state
fabric-ieth module 8 ieth-port 06 brief

show consistency-checker forwarding
single-route ipv4 20.1.0.0/16 vrf
default brief

show consistency-checker 12
switchport interface port-channell

brief

show consistency-checker
membership vian 1 brief

show consistency-checker vpc
source-interface port-channel1 brief

Objects Per Page 5rows %

Peer Physical Peer Serial
Interface Number
Ethernet1/49 FDO20101HO09

Fail
Fail
Pass
Pass
Pass
Displaying Objects 1 - 5 of 11
Peer VLAN Local Physical
Interface
3 Ethernet1/49



MpeaynpexxaeHna o PSIRT/Field Notice u T.4.

Analyze

Lifespan

19:40 19.45 19:56 20:00 20:20 20115 20:30 20:25 20:40 20:35 2010 20:05

Description

A vulnerability in the SPINE and LEAF components of the Cisco Application Policy Infrastructure Controller (APIC) software could allow an
authenticated, local attacker to gain elevated privileges and execute arbitrary commands with root privileges on an affected device.

The vulnerability is due to insufficient sanitization of user-supplied input on certain background daemon operations running on the affected
underlying NX-OS operation system. An attacker could exploit this vulnerability by injecting specially crafted strings via the Command-Line
Interpreter (CLI) which may contain malicious content which may trigger superuser or root level commands. A successful exploitation could allow
the attacker to gain elevated privileges and execute arbitrary commands with root privileges on the affected system, allowing for a complete
compromise to the APIC operating system.

Recommendation

- To address the vulnerabilities on 6 nodes, upgrade to the versions 5.0(1k), 4.2(4i).

Firmware Update Analysis

3

Estimate the time and impact a firmware update might have.

- For further assistance on 4 nodes please contact the Cisco Technical Assist Center (TAC).

Cisco Technical Assistance Center

Around-the-clock, award-winning technical support services, online and over the phone to all customers

Advisory Details

General Information

Title

Cisco Nexus 9000 Series Switches ACI Mode Privilege
Escalation Vulnerability

St,‘vt:lllv

w4 Critical

Status
Cleared

Affected Nodes
10

Category
Field Notice

Detection Time
Feb. 10, 2019, 09:15:30 AM

Last Seen Time
Feb. 10, 2019, 09:15:30 AM

Clear Time

Feb. 10, 2019, 09:15:30 AM

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



PekomeHaauum no o6HOBNEHUIO U €ro BAUAHUE

Advisory Detall

Recommended version is 7.0(3)17(6)

Recommended version is 7.0(3)17(6)
8 : : g 2 —— Rerun Upgrade Impact
We recommend upgrading to version 7.0(3)17(6).Please find the release notes for this version in the following link(s).

https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-release-notes-list.html

Release Notes: 7.0(3)17(5a) 7.0(3)I17(6) 7.0(3)14(9)

Upgrade Paths

Recommended Upgrade Paths Devices Affected Non Disruptive Disruptive
7.0(3)17(1) — 7.0(3)17(5a) — 7.0(3)17(6) 1 0 1
7.0(3)14(1) — 7.0(3)14(9) — 7.0(3)17(6) 1 1 -
Page 1 of 1 Objects Per Page 10 rows 4 Displaying Objects 1 - 2

Upgrade Impact Result

Device Name Version Version To Result Upgrade Impact Status Last Run Time
LEAF-1 7.0(3)17(1) DISRUPTIVE Jan 06, 2020 03:42 pm
LEAF-2 7.0(3)14(1) NONDISRUPTIVE Jan 06, 2020 03:42 pm

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



TAC Assist

[Momoraet cobpatb norn ana TAC SR HenocpeACTBEHHO U3 MPUJIOKEHUS

Collect Logs

Select up to 5 devices to collect logs to assist TAC.

2 selected

Filter

= Device Name Version

E] TOR-Heavenly-1 9.3(3)

TOR-LP-1 9.3(2.49)

TOR-LP-2 9.3(2.49)

] TOR-Heavenly-2 9.3(3)

] TOR-sumpin-2 9.3(3)
Page 1 of 1

TAC Assist

Begin the Log Collection Process

Log Collection

You will be asked to select the device(s) for which to collect Logs to assist TAC.

Type Start Time Status Devices Action
TAC Assist Jan 17, 2020 04:08 pm COMPLETE 2 View details
TAC Assist
172.29.206.136
STATUS DEVICES FABRIC START TIME JOB ID
2 vxlan_nia_hema Jan 17, 2020 04:08:38 pm TACASSISTxtVjrYWJTUCIgjYeld7gPQ
Objects Per Page 10rows %
Logs (2 of 2 Successful)
Device Name Related Job ID Status Status Message Log Location d Cloud
TOR-LP-1 N/A Success /var/afw/vols/ceti/uploads/TAC Upload
ASSISTxtVjrYWJTUClIgjYeld7gP
Q
TOR-LP-2 N/A Success [var/afw/vols/ceti/uploads/TAC Upload

ASSISTxtVjrYWJTUCIgjYeld7gP
Q

2021 Cisco and/or its affiliates. All rights reserved. Ci

sco Public



[IpaKTU4YeCcKne acnekTol
pa3BopavymBaHma DCNM n MSO



JdKkocuctema Cisco DCNM

Mnatdopma A XOCTUHIA NPUNOKEHUMN
Cetesble ¢pabpukn O, (Day2 Operations n paclwumpeHHbie GyHKL M)
yl'lpaBHEHVIe N KOHTPO/1b

ah

SR
Network Insights

Resources

Q

CeTU XpaHeHUsA AaHHbIX CeteBble ¢pabpuku gna Network Insights
(SAN) meauaselaHuA Advisor
(IP Fabric for Media)

YnpasneHue v KOHTPO/ib

YnpasneHue & aHanUTUKa

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco DCNM — J/lnueH3npoBaHue

DCNM-SVR-11-K9 DCNM Server License per server instance
DCNM-SVR-11-K9=

Switch Licenses

DCNM LAN for Fixed Switch: Perpetual Fixed Chassis RTM Advanced feature license License for
e.g. DCNM for one Switch

DCNM-LAN-N93-K9=

DCNM-LAN-N3K-K9=

DCNM LAN for Modular Switch: Perpetual Modular Chassis RTM Advanced feature license License
e.g. DCNM-LAN-N95-K9= for DCNM for one Switch
NN

NnyeHsunn NX-0S Essentials u Advantage skntouatot Right-to-Manage amuyeH3snn Ha DCNM

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Pa3BepTbiBaHUE
Cisco DCNM LAN Fabric



Cisco DCNM — BapunaHTbl pa3BepTbiBaHUA

Ha AaHHbIM MOMEHT AOCTYMHO ABa BapMaHTa pa3BepTbiBaHUA:

1. Standalone — ogHa BupTyanbHaa mawmnHa (OVA) nnm eunsmdecknin cepsep
(1SO)*

2. Native HA — aBe BupTyanbHble mawmnHbl (OVA) nnmn asa dnUsnyeckmx
cepsepa (ISO)*

Ka)K,LI,bIl\/JI U3 BAPUAHTOB MOXKeET ObITb AO0MNOJ/IHEH TpeMA BbIHUCTUTE/IbHBIMU

y3namm, obecneymsatowmmm 3anyck Day2 Operations npoayKTOB 1 CTOPOHHMX
NPUNOXKEHUN,

Ba*KHO npaBu/ibHO BblIOpaTh LEEBYIO CXEMY PAa3BePTbIBAHUA B CAMOM Ha4vane, Npu
nepsom ctapte VM/y3na Cisco DCNM!

* Cisco Nexus Dashboard bare-metal

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco DCNM — MacTtep ycTaHOBKM

[Mocne nepBOro 3anycka BUPTYa/ibHOM MallunHbI, 1nbo ASE, 3anycKaeTtcs

MacTep YCTaHOBKM.

Cisco DCNM Installer

Please select how you want to setup this instance of Cisco Data Center Network Manager:

@ Fresh installation - Standalone

QO Fresh installation - HA Primary
Install Mode

O Fresh installation - HA Secondary - P
[E———

O Fresh installation with backup file for restore

Pexxum LAN Fabric ucnono3yetca kak gns VXLAN
EVPN, Tak 1 ansa legacy/classic cueHapues

Cisco DCNM Installer

Please choose how to install DCNM

Installation mode *

& Enable Clustered Mode

B chyyae nnaHoB no ncnonbsosaHuto App Hosting
HeobXxo4MMO M3HaYaIbHO aKTUBUPOBATb NOALEPHKKY
compute-node

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco DCNM Native HA

ObecneymBaeT OTKAa30yCTOMUYNBYHO KOHOUTYPALIMIO B PAaMKaX OHOM
naowaaku. Tpebyet Hanmume L2 cBA3SHOCTU MeXKAY Y3NaMu.

~ Inband
== Ethi
¥

\

ethO

eth1

eth1 ethi

eth1

Compute-only

eth1 ethi

eth1 eth1

ethi 4 doB

>

and/or its affiliates. All rights reserved. Cisco Pul

blic



Cisco DCNM LAN - lNogKkntovyeHue K ceTtu

Management
Network

In-Band Network

EthO ncnonbsyetca ansa poctyna K DCNM GUI n DCNM REST API

Ethl ncnonbsyetcs ana paboTbl C KOMMYyTaTOPaMM Yepes BHEMOMOCHYIO CeTb YNpaBaeHuUs
Eth2 ncnonbsyetcs ana paboTbl C KOMMyTaTOpamm Yepes nopTbl goctyna (inband)

021 Cisco and/or its

affiliates. All rights reserved. Cisco Pul

blic



Cisco DCNM LAN — Ha3HayeHune nHtepdpemncos

EthO [padpunuecknin nutepdenc, REST API

Ethl Hactponka kommyTtatopos, SNMP, Software Telemetry, DHCPv4, POAP, software
upgrade

Eth2 Endpoint Locator, Day2 Operations (NIR, NAE), MSO

PekomeHayeTcAa n3HadyanbHO opraHmn3osaTb nogkntovyeHune Cisco DCNM
Tpemsa ceTeBbIMU MHTepdencamu!



Cisco DCNM — CuctemHble TpeboBaHUA

CPU: 8 vCPUs CPU: 16 vCPUs CPU: 16 vCPUs CPU: 32 vCPUs
RAM: 24 GB RAM: 32 GB RAM: 64 GB RAM: 64 GB
DISK: 500 GB DISK: 500 GB DISK: 500 GB DISK: 500 GB

https://www.cisco.com/c/en/us/td/docs/dcn/dcnm/1151/verified-scalability/cisco-dcnm-verified-scalability-1151.pdf



https://www.cisco.com/c/en/us/td/docs/dcn/dcnm/1151/verified-scalability/cisco-dcnm-verified-scalability-1151.pdf

Cisco DCNM
Disaster Recovery



Kakune cueHapum Cisco DCNM DR noapepkuBatotca?

1. [loppeprKKa penamkaumm BupTyanbHom matumnHbl ¢ Cisco DCNM 11.5(1) c
nomouwibo VMware SRM

2. BoccTtaHoBNeHMe U3 pe3epBHOM KONMUKU BPYYHYIO

3. WHTerpauuma c Cisco MSO



Cisco DCNM + MS

Cisco Multi-site
Orchestrator

%

O

Site 1

Site 2

LleHTpann3soBaHHoOe
yrnpasneHue

Disaster Recovery

@O0 02 Q@ O

“ff" Ve EW)

dopmmpoBaHue Overlay mexay catamm

[opn30oHTaNbHOE MaclTabupoBaHue

6 cantos Cisco DCNM. 1o 900 KommyTaTopos

500 VRFs & networks (L2 - 1500, L3 — 1000)

PactarmsaHue VRF

PactarmsaHue L2VNI

AsTomaTtun3lauma KoHourypaumm VXLAN EVPN Multi-Site
BGW

Moaaeprkka pa3nmyHbix Tononornit VXLAN EVPN Overlay
(Full-mesh, Route-Server)

KoHdurypauymsa underlay

OTcnexmBaHMe COCTOAHMA TYHHeNen

dopmunpoBaHue LleHTpann3oBaHHbIM
30H JOCTYMHOCTM MOHWUTOPUHT

© 2021 Cisco and/or its attiliates. All rights reserved. Cisco Public




NUHTerpaumna Cisco DCNM wu Cisco MSO

MuWHUManbHaa KoHeurypauwa .

[laHHaA Tononorua
MSO MCMNOJIb30Ba/1aCb B paMKax

TpEeTbEro AHA CNpPUHTa

—————————————————————————

Regionl Region2

S D
C 1110 1108

e e SRR
-I--I--- ----—-

EEE EEE Bié EEE Eiﬁ Ei Eii HHHE Eiﬂ Ei EEE
\ Fabricl (AZ1) j \ Fabric2 (AZ2) j
MSD Sitel MSD Site2




UHTerpaumna Cisco DCNM u Cisco MSO

KOMMOHEHTHI peleHnA

[na HaCTPOMKM UHTErpaLmnum HeobxoaMMo HannYme Tpex KOMMNOHEHT:
1. Cisco Nexus Dashboard (ND)

Mnatpopma ana 3anycka Day2 Operations npoayKktoB (Cisco Network Insights) n Cisco MSO.

1. Cisco Multi-Site Orchestrator (MSO)

EAnHaA KOHCONb YNpPaB/eHUA U MOHUTOPMHIA COCTOAHUA HECKOIbKMX canToB. Cisco MSO obecneunBaeT LeHTpanM30BaHHOE
ynpasaeHne NOJIMTUKAMK PasHbIX PETMOHOB, B KaXKA0M U3 KOTOpbIX NpucyTcTeyeT cBon 3Kk3emnaap Cisco DCNM

2. OauH nnu HeckonbKo gomeHoB Cisco DCNM Multi-Site Domain (MSD)

OauH ak3emnasap Cisco DCNM moxKeT ynpaBasaTb Kak OAHUM, Tak U HECKONbKMMMK canTamm (MSD) B pamkax Cisco VXLAN
EVPN Multi-Site. OgnH nnm Heckonbko MSD, HaxoasawWwmMxca noa ynpasneHnem ogHoro ak3emnasapa Cisco DCNM popmupytoTt
oauH pernoH Cisco MSO.

Ona paboTbl MHTEerpaummn Heobxoammo ncnonbzosatb Cisco DCNM 11.5(1), Cisco Nexus Dashboard 2.0.1, Cisco MSO 3.2

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



NUHTerpaumna Cisco DCNM wu Cisco MSO

HeCKoNbKO 30H AOCTYNMHOCTU B PaMKaX O4HOIO N3 permoHoB

MSO

Region1 Region2 Region3

” o o
Eﬁﬁ Eﬁﬁ Eﬁﬁ EEE EEE Eﬁﬁ e B8 &fe aie o it SR L EEE EEE EEE Eﬁﬁ Eﬁﬁ EEE

Fabric1 ( Fabric2 (AZ2) Fabric3 (AZ3) Fabric4 (AZ4)
A y h A

MSD1-West MSD-North MSD-East




NUHTerpaumna Cisco DCNM wu Cisco MSO

dopmmnpoBaHme 30H AOCTYNMHOCTH

Regionl

K Fabricl (AZ1)

/

K Fabric2 (AZ2)

MSD-West

Site1-Leaf1

Site1-Leaf2

Site1-Leafd

Site2-Leaf1

B Ponding W In Syne/Success 8 Out-of-SyncFalled  In Progress B Unknown/NA

Site2-Leafd Site2-Leaf2

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



UHTerpaumna Cisco DCNM u Cisco MSO

Cisco Nexus Dashboard

« Cisco Nexus Dashboard (ND) npeactaBnsier coboit annapaTtHbI Knactep™ obecneymBatoLLMX XOCTUHT NPUTOKEHUN
Day2 Operations n Cisco MSO. YneHbl Knactepa MOryT HaxoAUTbCA B PA3HbIX MapLUPYTUIUPYEMBIX NOACETAX, HA
3HaYMUTE/IbHOM PACCTOAHUM APYT OT Apyra, Nnpu ycnosum obecneyeHna RTT He 6onee yem B 150ms (npunoxkeHnsa
3anyCcKaemMble Ha KnacTepe MoryT MMeTb CBOW COBCTBEHHble TPpeboBaHUA K 3a4eprKKkam!).

« B Tekywen Bepcum Cisco ND 2.0.1 He moxkeT anaTtbeca naatdopmon ana 3anycka Cisco DCNM™, noatomy TekyLas
peannsauua Tpebyet Hannuma otaenbHo pasBepHyToro Cisco DCNM (Standalone nnam Native HA) B Kaxkaom

pernone. Mpu HeobxoammocTn 3anycka Day2 Ops npunoxxeHun (Nexus Insights) Heobxoanmo ncnoab3oBaTb
compute-only y3nbl Cisco DCNM.

*ModoepxKa supmyanvHozo Cisco Nexus Dashboard 6ydem dobasneHa 8 bauxcaliuiem 6ydywem
**Cisco DCNM moxcem 6bimb ycmaHoeneH Ha cepsep ND, Kak bare-metal

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



UHTerpaumna Cisco DCNM u Cisco MSO
Cisco MSO

HaunHana ¢ pennsa Cisco MSO 3.2(1) aaHHbIN KOMMNOHEHT A0/*KeH 3anycKaTbca noepx Cisco Nexus
Dashboard

Cisco MSO oTtBe4aeT 3a UEeHTPaAN30BaAHHYIO HACTPOMKY, MOHUTOPUHT COCTOAAHUA, N YyNpaBaeHUe
YU3HEHHbIM LUMKAOM NOJUTUK CaUTOB HaxodALLMXCA NoAa ynpaBneHnem pasHbix akzemnnapos Cisco
DCNM

Knactep Cisco MSO cocTouT 13 Tpex HoA, KaxKaasa U3 KOTOPbIX MOXET HaXxoAUTbCA B Pa3HbIX
MapLLPYTU3NPYEMbIX NOACETAX Ha 3HAYUTENbHOM paccTosHuM apyr ot apyra (RTT go 150ms). RTT mexay MSO
n DCNM go 500ms.

2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



PasmeweHmne KOMNOHEHT NO naoLWaaKkam

- AnnapatHbiii Knactep Cisco Nexus Dashboard coctoauwmin us Tpex y3nos

Site 2

Sitel

Cisco Nexus Dashboard cluster 1

MSO

MSO

M BapMaHT, TaK KaK HOAbI

He pekomeHO0BaHHbI

(V)

He pacnpeaeneHbl N0 Pa3HbIM canTam

MSO

ed. Cisco Public

nd/or its affiliates. All rights reserv
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UHTerpaumna Cisco DCNM un Cisco MSO

Me)KceTeBoe B38VIMO,£I,€I\/JICTBVIE B PaMKax canTa

« Kaxkgbin pmsmnueckum cepsep Cisco Nexus Dashboard nmeet gga
- TMNa nHTepdericos: data (inband) n mgmt. (OoB). Kaxabiii n3
- ] Y3/10B MOKET HaX0AUTbCA B Pa3HbIX NOACETAX

s )

[ Admin
- . Mexay ethl nutepdencamm Cisco DCNM un Data nHtepdpencamu
Cisco Nexus Dashboard gonHa npucytctsoBathb IP cBA3ZHOCTb

eth1]| | eth1 ethi etht eth1| |eth1 eth1]| |eth1 etht p ' OoB S\

; i i i i { == mgmt0 )
~~— Inband - \ )
[ == e

\ g

Mgmt Data

MSO

Nexus Dashboard
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