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YckopsoLwasicd KOHBepreHums cetm u 6esonacHocTun

YMEeHbLWUTb [lonHas ocBeAOMNEHHOCTb, CerMeHTaLna 1
O 1 nnowanb 3alumTa oT Yrpo3 ¢ nomoLlblo Security Fabric
NOBEPXHOCTM aTaku n Enhanced FortiGuard Services

KoHcon nanpoBaTb CeteBble yHKUNU N DYHKUNKM Be30NacHOCTU
O 2 N YCKOPUTDH

(Hanpumep IPS, Web Filtering) Ha nto6om
macwtabe (Hyperscale) ¢ ncnonssoanmem SPU

ABTOMaTU3MN poBaThb 3awmTa rmbpunaHsix IT ¢ NTOMOLLbIO
pacwmpeHHbIX yHKUni_Fabric Automation v
ynpaslieHue u Unified Console

pearnpoBaHue Ha
- MHUWAEHTDI

© Fortinet Inc. All Rights Reserved.



Fortinet
Security
Fabric

O6wunpHan

OcBenoMIEeHHOCTb M 3awmTa no
BCEW LMppoBOKN NIIOCKOCTU aTakn
ANs nyywero ynpasfeHns puckamm

UHTerpupoBaHHas

YMeHbLUEHNEe CINOXHOCTU
ynpaBneHnsa n obMeH gaHHbIMKN 06
yrposax

ABTOMaTU3NPOBaAHHAA

CamoBoccTaHaBnNmMBatoLWMNECH CETU C
nogaepkKkon 6e3onacHoOCTU Ha
ocHoBe Al ans 6bicTpon n
adhdeKkTMBHOM PaboThI

Zero Trust
Access

FortiGuard Threat
Intelligence
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ObecnevyeHne KOMMNJIEKCHOU Knbepbe3omnacHOCTHU
c nomowbro Fortinet Security Fabric

f Zero Trust Network Access ﬁ Security-driven Networking q". Dynamic Cloud Security
@ ‘ @ Eii' |iii =
NpeHTndgmkaunsa KoHeuHble iecure SD-WAN ERmtHLIe oA SaaS
ccess obnaka
y3nbl
Al-driven Security Operations Fabric Management Center
3awwmTa OGHapyxeHue PearupoBaHue ABTOMaTU3auus EAvHoe okHO YnpaBneHue
ynpasneHus Sads

—_— l \
YcTpoiicTea - BupTyanbHbie @ SaaS Ob6naka KoHTeliHepbl

MaLlUnHbI

- © Fortinet Inc. All Rights Reserved. 4



OnepauunoHHasa cuctema FortiOS
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MonuTtukn 6e3onacHocTu Mopaynb aBToMaTM3aLUm >KypHanupoBaHue 1 0T4EeTHOCTb MoHuTOopUHr 1 HA OpkecTtpaums
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U
HeoOxoaonMmMoCTb 3alUUTbI B NTFOOOUN TOUKE NOAKIIOYeHUs

Security-driven Networking
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Y10 Takoe FortiISASE ?

ObnayHbIn cepBuc obecnedeHns 6esonacHoro 4ocTtyna K NpunoXXeHUsmM n cepeucam
opraHmsauun ans noodoro Tuna goctyna (Access Edge)

MoHuTOpPUHr
acdhdekTMBHOCTH
paboThbl
KOpnopaTUBHbIX
NPUIIOXKEHUN U
cepBUCOB

CeTeBas
©e3onacHOCTb C
BbICOKUMM
He3aBUCUMbIMU
OoLleHKamMm
adheKkTMBHOCTH

Hanbonee rubkue
BO3MOXHOCTH
obecnevyeHus
aocTtyna

. . Dat
ApplicationaaS Cg:;er E E laas Q Saas
NetworkaaS & Peering Diital FortiCASB
afp gita
% secure Integrated
SecurityaaS NGFW Web
oo SetEey ZTNA
.é.. FortiGate "= FortiExtender FortiClient
~* SD-WAN I

&b @ o
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Jsonwouna TpaguumoHHbiX VPN B ZTNA

= VPN

Client DCFW DC
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OFF Network

OpHoKpaTHasA NpoBepKa goBepus

[docTyn Ko Bcen cetun

Ba3oBbIM cTaTU4ecKnn Habop
npaBun gocrtyna

Cloud
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ON/OFF Network
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Access Proxy

MocTtosiHHaA npoBepkKa AooBepusd

D,OCTyﬂ TOJ1IbKO K ornpeaesieHHbIM
NMPUINIOXEeHUAM

OvuHamunyecknn AO0CTyn B 3aBUCUMOCTU
OT TeKyLluero KOHTekcTa 6e3onacHocTun
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BuaeHue Zero Trust Access (ZTA)

Be3onacHbI 4OCTYN K NpunoXxeHnam B noboe Bpemsa n n3 niodoro mecra

yCTpOﬁCTBa MU nonb3oBaTtesin

90 M

Nonb3oBaTenu

Kamnyc

A

[oBepue, Ha OCHOBe Ha MOCTOAHHOW NPOBEepPKe KOHTeKCTa

AyTeHTudukaums Token EMS

A

) 5

Pabota n3 gpoma

T @) ——

loT

CermeHTauma ceccum F'M6KOCTb B pa3MeLLeHMU NPoKCcKU AocTyna [JocTyn B paspese NnpunoxeHus

I

AnnapaTtHoe BupTtyansHoe O6nako
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YCTPOWUCTBO YCTPOWCTBO
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Fortinet SPU u FortiGate

Mopagynun annapatHon obpabotkn SPU Tpaduka u oOHOBIIEHME
noptdonuno w308 6be3onacHocTn FortiGate




Fortinet pa3padbaTbiBaeT cobcTBeHHble SPU £t

YckopeHue 3agadv ob6paboTku ceTeBoro Tpaduka n 3agadv MHCNeKummn

UrpoBble cuctembl u
3apgaum Al

Security Processing
Unit (SPU)

U

Network Processor Content Processor
Mpachmyeckuin npoLieccop (NP) (CP)
(wnu GPU) 3aHnmaeTcs 3aaaqamm SaHnMaeTcs 3anadamm
obpaboTkn ceTeBoro Tpaduka NHCMEeKUMn

YckopsitoT 06paboTky u
pPEHOEPVIHT rpadhnyeckon
nHpopmauumm ot CPU

H © Fortinet Inc. All Rights Reserved. 11



Bbi3oBbl MacwTabupyemoctu — SPU NP7

CnoXHo pewarnTcAd TEKYyLWWMMN pelleHUAMN N TEXHOJTOTUAMN

CermeHTauus
ceTu

=
~

AnnapaTtHoe
yckopeHune VXLAN

l"|yB(.7TBI/ITeJ1 bHbl€ K
3agepXxKaM npunoxeHus

MuvHuManbHble
3aEPKKN Npn
obpaboTtke

BbicokonpousBoam Mopnepxka
TenbHbIn VPN Elephant Flows

= W

NHTepdencol

75Gbps IPsec 100G

BbinonHeHne
TpeboBaHun 5G

()

AnnapaTHas 3awmTa >KypHanupoBaHue un
oT atak DDoS CGNAT

3awmTa oT atak

© Fortinet Inc. All Rights Reserved.

PaboTta B
ANHaMMYeCcKunx
cpepax

OrpomHbIN TeMn
YCTaHOBK/ COeaUHEHNN

Tsaxénbin Tpaduk
(UHD TV)

200Gbps nponyckHas
CNocoOHOCTb 04HOro
SPU
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.
SPU NP7/ - HoOBble OpUeHTUpPbI NPOU3BOAUTENLHOCTU

YnyduweHua NP7 B yuncnax

Xapaktepuctuka | NP6 | NP7 __|Wamenenve | BO3MOKHbie cueHapy

Elephant Flows 10Gbps 100Gbps 10x Bonblmne 06 bLEMbI AaHHbIX
Connections Per Second CPU based 2M CPS New AVnHamMunyeckme HarpyskKku
IPSec Encryption 25Gbps 75Ghbps 3X NMpousBogutenoHbin VPN
Firewall Throughput 40Gbps 200Gbps 5X MCO (L4 Stateful Firewall)
VXLAN Acceleration - docTtynHo New! CermeHTauusa, BupTyanusauus cetu
Hardware Logging - docTtynHo New! Bce cueHapuun
@ X a@s Q<= | B
2X100G| 100 M 2 M/SEC (200 GBPS| 75 GBPS | VXLAN 20 W

NETWORK CONCURRENT HARDWARE SESSION FORWARDING IPSEC POWER
PORTS SESSIONS LOGGING SETUPRATE | THROUGHPUT | THROUGHPUT NVGRE ESTIMATION

-~ © Fortinet Inc. All Rights Reserved. 13
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*All performance are preliminary performance targets subject to change
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llaccu FortiGate 7121F

Powered by and

dopm-thakTop 16 RU
1.9 Tbps*

CeTteBble UHTEpchenchbl 10GE / 25GE / 40GE / 100GE / 400GE

520G IPS (Intrusion Protection)*
450G Threat Protection*

n poun3BoaAnUTeribHOCTb

NP7 E:l.ﬂ: CP9 f@%
® Large Enterprise/ @ Flexible
Data Center / Deployment
Service Provider Options

NGFW / ISFW / DCFW /CCFW

—— *LleﬂeBble nokasarernun npon3soanTesribHOCTMU.
-nw © Fortinet Inc. All Rights Reserved. 15



FortiOS 7.0

Bonee 300+ HOBbIX PYHKUMOHANbHbLIX BO3MOXXHOCTEWN




OcHoOBHbIe MHHOBauuun B FortiOS 7.0

YMeHblueHue
NOBEpPXHOCTU aTaKun

S

Video Expanded
Filtering DNS
Service Security

¥ \ 4

HoBbin cepBuc PacwmpeHue
KaTeropusauumu dYHKLUN
Buaeo a4 ©0e3onacHoCTMU
COOTBETCTBMUSA DNS ansa 3awmThbl
TpeboBaHMAM 1 norb3oBartersen,
KOHTpOns Tpaduka u
AocTyna K DNS-
KOHTEHTY NHMPaCTPYKTYpbI

KoHconupauusa m
yCKOpeHue

250

ool
oo p— 'o@qo! P
NP7 CP9 iqiojo
NP7

Ultra- 400G 1/0
scalable Support
Chassis PP

\ 4

$

MacwTabnpyemocTb MocTtpoeHune
no mogenu Pay-as- GesonacHbix DCI ¢

you-grow o ynbTpaBbICOKOMN
MaKCUMarlibHbIX B npoun3BoaunTenb-
MHAYCTPUU HOCTbIO
3Ha4YeHun
npon3BoauTENb-
HOCTH

© Fortinet Inc. All Rights Reserved.

ABTOMaTHN3aLUUA ceTu

Automated

$ \ 4

ABTOMaTnyeckue Pexum obyyeHusn
obHoBneHua MO  ansa onTummnsauumm
(FG, FAP, FSW NOMUTUK,
firmware) ons 3o pEeKTMBHOIO
BbIMOMHEHUS npegoTBpaLleHus
COOTBETCTBUS paboTbl TEHEBOIO
TpeboBaHNAM NT (Shadow IT).
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FOS 7.0 — 3to 300+ HOBbIX PYHKLMN

Security Driven Networking
(SASE Edge - SASE)

» Securing remote workforce with orchestration portal
for SASE capabilities

» Securing thin branch with FEX 200F + 25Mbps
subscription

* New Thin Edge line us (LTE/5G)

» Journey to Zero Trust with extended risk posture
checking

Security Driven Networking
(WAN Edge: SD-WAN)

* Increased Resiliency (FEC/DUP)
« Enhanced packet duplication
* Accelerated Convergence (FWF 80F)

- Efficient Operations (scalable ZTP, Analytics,
Passive WAN Measurement)

» Accelerated convergence for Thin & WAN edge

Security Driven Networking
(DC Edge: NGFW)

» Ultra-Scalability with pay as you grow model (FGT
7121F, 400G)
» Attack surface Reduction (Video filtering , DNS)

» Efficient Operations with network automation (Policy
Learn mode, automated upgrades)

Security Driven Networking
(LAN Edge: WiFi/Switch)

» Unified code base (L3 FortiLink, NAC Visibility and
Zero trust response)

» Convergence (WLM and AlOps on FMG, FortiLAN
cloud)

» Simplified Operation Al/ML driven wireless easy
classification and remediation)

Security Driven Networking
(LTE Edge: 5G)

* 5G backup (+SD-WAN for WWAN with new dual
modem)

* LTE portfolio expansion (+WWAN
application release, 101F/201F)

* SASE bundle for Thin edge and remote workers

Zero Trust Access
(ZTNA)

» single policy for on-net / off-net behavior

+ Better & easier VPN with automated setup for
HW/VM//SASE & cloud

» Granular access with role based application access
» Leverage existing products

FortiGuard Threat Intelligence
(Security Services)

* Increased Attack Surface Coverage — Video Filtering
enhancement to our web filtering offering
» Security Rating expended to Fabric Rating

* loT real-time query service

Fabric Management Center
(SOC)

* MITRE attack analysis with expansion in cover and
automated protection across the fabric and
ecosystem

* SOAR enhanced Al/ML & out-of-the-box content
packs. Intergrations. FSR cloud. mobile app.

* IR unified console, FORTISOAR container,
FortiCASB connector

Adaptive Cloud Security
(VM, CWP, CASB)

+ Centrally managed hybrid cloud (expended support
& multi tenant policies)

+ Effective usage of resources with autoscaling
» Extended application support for CASB
+ Container guardian

Adaptive Cloud Security
(WAF & Email)

+  Email continuity switch to FortiMail cloud when
service go down

* FortiWeb enhanced with ML-based API discovery,
deeplearining and more.

+ FortiADC/FortiGSLB user experience visibility and
Auto-Scaling capabilities

Fabric Management Center
(NOC)

» Insider threat analysis with UEBA support

* Enhanced visibility with extended product support
across the Fabric & SD-Branch

» Efficient and scalable operation with SIEM

* SaaS management with Unified GUI, easy on
boarding with ZTP templet and more & efficient full
branch operations

© Fortinet Inc. All Rights Reserved.

Advance Services

* SOC as a Service to augment organization and
MSSP's SOC

* Best Practice Evaluation

* FortiGuard Consultant

18



Security-driven Networking
YnyyweHns B DNS Inspection (Bkrntodasds DNS over TLS, DNS over HTTPS)

PaclunpeHnmne noanepxku
DNS npoTtokonos B FortiOS

» [lobaBneHne nogaep>Kkm NPoKcu
Ana nHenektuposaHusa DNS over
HTTPS n TLS ¢ ncnons3oBaHnem
DNS inspection profile

» HacTtponkn GUI gnsa BknoyeHns
nognepxkm DNS npotokonos — DNS
(UDP), DNS over TLS 1 DNS over
HTTPS

DNS Settings

DNS servers Use FortiGuard Servers [Jille13%
Primary DNS server 208.91.112.53

Secondary DNSserver 208.91.112.52

Local domain name

DNS Protocols

DNS (UDP/53) © © J

TLS(TCP/853) @ (O k
HTTPS (TCP/443) @& @
SSL certificate @ ¥ Fortinet_Factory

Server hostname

4]

(® FortiGuard DDNS

DNS Servers
208.91.112.53 FeliiH

DNS Filter Rating Servers
173.243.140.53 klInG

Additional Information

@& API Preview
>_ Editin CLI

A Local Out Setting

= Setup guides

& DNS Local Domain List (£
& Using FortiGate as a DNS Server (&
& FortiGuard DDNS (&'

(? Documentation

& OnlineHelp (&
@ Video Tutorials (4

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking
FortiGuard Video Filtering Service

% Favorite
Video Filter

HoBbi cepBuc punbTtpaunn FortiGuard

@ Dashboard

obecneunBaroLLMN PUITbTPALINIO
MOTOKOBOIro BUAEOKOHTEHTAa Nno i Neward

Q& System

KaTe ro p M ﬂ M B Policy & Objects

Security Profiles

VPN

* [Moggepxka YouTube, Vimeo u Daily Motion

User & Authentication

= WiFi & Switch

» Onuma ctatnyeckon punbTpauum ans KaHanos Controlier

L | og & Report

YouTube

F RTINET

AR
- = © Fortinet Inc. All Rights Reserved.

Edit Video Filter Profile

Name category_filter

Comments | Write a comment

@ FortiGuard Category Based Filter

Category
Not Rated
Business
Entertainment
Games
Knowledge
Lifestyle
Music
News

People

YouTube

Restrict YouTube access (B

Channel override list

+ Create New

Channel ID

#0/255

Action ¥
© Block
@ Block
@ Allow
@ Allow
@& Monitor
@ Allow
@ Allow
@ Allow
@ Allow

0% €D

Search Q

Comments = Action =

Noresults

I
~

A A A AAAAAAAAAALAAALAALAAALAALAAALAAALAALAAALAAALAALAAAALAALAALAALAALALALL
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Security-driven Networking
ABTOMaTM3aumMsa ynpaeneHna ceptudukaramu ¢ nomouibio ACME

ABTOMaTN4yeckoe

reHepupoBaHue ceptTudukaTa

OJ19 yCTpoucTBa C
ncrnonb3oBaHMEM MNPOTOKOMa
ACME (Automated Certificate
Management Environment)

» [ina poctyna HTTPS / SSL-VPN
GUI

* [1pocTon B ncrnonb3oBaHum
MHCTPYMEHT AN HasHa4YeHus
cepTuunkaToB Ha yCTPOMUCTBO 6e3
CNOXHOCTEWN C PY4YHbIM
ynpasrieHnemM ceptudmkaTtamm

System Settings

System Time

Current system time 2021/03/23 18:37
Time zone (GMT+8:00) Kud
Set Time PTP ™Ma

Select server
Sync interval 60
Setup device as local NTP server

Listen on Interfaces fortilink

Administration Settings

HTTP port 80
Redirect to HTTPS

HTTPS port 443

HTTPS server certificate iV self-sign
C

SSH port L

B¥ Fortinet Fnctjf
¥ Fortinet_Fact)
¥ Fortinet_Wifi

iV self-sign

Telnet port
Idle timeout

ACME interface €

Redirect to HTTPS
FortiCloud Single Sign-On (B

WiFi Settings
WiFi certificate ¥ Fortinet_Wifi
WIFi CA certificate Fortinet_Wifi_CA

WiFi country/region United States

l Import Certificate

Type Local Certificate PKCS #12 Certificate Certiﬁcate

This certificate will be automatically provisioned using the ACME

o protocol with the Let's Encrypt service. It's the easiest way to install a
trusted certificate on your FortiGate. For more information, please visit:
Let's Encrypt.

| Certificate name

Domain [N

Email
ACME service Let's Encrypt o1l

By continuing, you agree to the CA Terms of Service.

RSA key size 3072 | 4096

Renew window 30

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking

NGFW

HA Failover B
3aBUCUMOCTU OT
3arpy3kum RAM

=

» Allow user to define a base line and
threshold of RAM usage for failover

» Threshold may be referencing
conserve mode

* A flip timeout may be implemented

0 MNMoanepxka 4-x
{“ y310BOrO Knactepa
N’ FGSP

» Resolving challenges supporting 4
FGs in a FGSP cluster

* By supporting FGSP sync when
session TTL is set to 300 seconds

© Fortinet Inc. All Rights Reserved.

op

YnyJlweHHas
nopaepxkKa
MOHUTOPUHra
FIMHKOB U Heartbeat

* [f certain network is not accessible

and failure detected with link
monitor, only the route to this
network will be removed from routing
table.

* New option for 10ms heartbeat

interval, compared to default 100ms

22




Security-driven Networking

NGFW

NMoanepxka NetFlow
ansa nHtepdgencos
FortiExtender n
TyHHeneun VPN

» Add NetFlow visibility for 2 types of
logical interfaces - FortiExtender and
VPN tunnel interfaces

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking
SD-WAN

[NlaccuBHOE namepeHue 0 YnyJdweHun B
—W“ npousBoauTenbHocTn T l; mMexaHu3mMme Packet
N\ npunoxeHun Duplication

 Uses probe-free network monitoring * New IPsec Interface to handle
specific to the application by various packet duplication, supports static
methodologies and dialup VPNs

* Reduced load on the network and
simplified configurations

AR
- = © Fortinet Inc. All Rights Reserved.

SSL VPN Client Ha

<,La’ FortiGate

» Allow site-to-site connection using
SSL VPN

 Similar to IPsec dial-up client on
FGT behaviour

24



Security-driven Networking
Secure Access - Switching

OnHamuyeckue YnyJweHus
y & K
+ amme 1POCPMIIN NOPTOB U | oToOpaXxeHus
~eamm NAC Policy Table 19 Tononoruv ans
ArA nopToB FortiLink /
FortiSwitch FortiSwitch
* New mode that simplifies NAC policy * Show FortiLink over L3 Switches in
deployment so that admins do not Topology and Allow customized
have to assign NAC policy to each display of Switch GUI

FortiSwitch port

© Fortinet Inc. All Rights Reserved.

2. o basoBas nopaepxka

(o) (o)
o»@o MYNbTUTEHAHTHOCTMU
o =Fo FortiLink B GUI

* Adjust implementation of FortiLink
multi-tenancy, so that it can be
presented and configured on GUI

* Need to be configured via the CLI
(port exports) first

25




Dynamic Cloud Security
Nutanix Connector

AP| koHHekTop K Nutanix Private SDN
Prism Central

v/
» AHanornyHeln OpenStack @
Connector .

Connector Settings

Name

Status (N ELECN © Disabled

Update interval @ REESIBEENE Specify

Nutanix Connector

IP

Port Specify
Username

Password

© Fortinet Inc. All Rights Reserved.
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Network Access

OnNTMMN3NpPoBaH NO BPEMEHMN
npolecc obHapyXeHnsa HOBOIO
YCTPOMCTBA N Ha3Ha4YeHUs ansi Hero
VLAN

* BMecTo nepuoandeckoro onpoca
(eXXeMUHYTHO) MCrnonb3yeTcsa Noaxon
OCHOBaHHbIN Ha 0bpaboTke cobbITUA

» HoBasi KomMaH4a HaCTPOWKM YacTOTbl 3anycka
NAC engine B criy4ae nponycka foboro
cobbITnd

LS = R

With minimum nac-periodic-interval (5 seconds), it now takes
40 sec shorter for a PC from link up to match to NAC policy

config switch-controller

set nac-periodic-interval <5-60 sec>
end

" © Fortinet Inc. All Rights Reserved. 27



Zero-Trust Network Access
HoBoe pelueHune Zero Trust

Trust Verification

[lo6aBNEHO HECKONBbKO HOBbIX v Verify user identity (SSO/MFA)
BO3|V|O)KHOCTel7I Nsa v' Verify Security Posture (on-net*)
noaaep>XKkm HOBgFO peLleHns X v Verify Access Permissions
Zero Trust ZTNA Tags

ith iCli v' Tag endpoints by rules
« HTTPS access proxy with FortiClient N ——

as ZTNA agent to FortiGates

 Support trust verification with
certificate-based authentication

ZTNA Telemetry
v" Device information (OS, network info, model)
v' Logged-on user information

v' Security Posture (AV software, Vul, detection)

© Fortinet Inc. All Rights Reserved. 28



Zero-Trust Network Access

KOHeYHble y3nbl

NMoppepxka
G,X@k\a IPv4/IPv6
Ea SSL-VPN

 Support dual stack where both IPv4
and IPv6 traffic can be sent over the
tunnel and terminate on FortiGate

* To be supported for Web and
Tunnel mode

YnpoleHue
( nogknovyeHusa EMS

* Allow EMS side to approve
connector request for the entire
fabric (of FG) with a single click,
when the request comes from the
root of the fabric.

© Fortinet Inc. All Rights Reserved.
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Security Operations

3aMeHa cTaporo
9BPUCTUYECKOrO ABWMXKKA Ha
HOBbIW C noaaepxkom Al

» PaspabaTbiBancs komaHaom
AV/Sandbox engine B nocneaHue 4
roga.

 TOT ke OBWXOK UCMNOSb3yeTcH B
FortiClient 6.4

H © Fortinet Inc. All Rights Reserved. 30



Management Center

[lobasrneHa onuus
aBTOMaTU4YEeCKOW YCTaHOBKM
firmware nocne pobasnexHus
N aBTOpPU3aLIMn HOBbIX
FortiSwitch k FortiGate

Heobxoanmo npeaBapuUTenbHO
3arpyxeHHoe O gnga FortiSwitch Ha
FortiGate

[Mopaepxka 4 obpasoB ogHOM
moaenu FortiSwitch gnsa FortiGate ¢
anckom, 1 obpas ans FortiGate 6e3
JVICKOB.

config switch-controller managed-switch
edit "FSW"

© Fortinet Inc. All Rights Reserved.

set firmware-provision [ enable |

disable ] firmware-provision-version <
major.minor.build >
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Fabric Management Center
OboraweHnne gaHHbix EMS ¢ nomouwibto Exchange Connector

FortiClient EMS MS Exchange

[TyTem 06 beanHeEHUS Connector Connector
NHpopmauum n3 EMS u
Exchange connector, FortiOS
npegnocTaBndeT geTanbHYyHo
NHOpMaLnIO O
nofib3oBatensx 6es
HeobxoaMmocTun
OCYLLECTBIIATb
ayTeHTUdpukauuno Ha MC3.

» bonee nonHas MHdopmauma o
nonb3oBatene ans User Store

i
S
reaEeea=— =
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Fabric Management Center
[Mogoepkka Security Fabric B pexume Multi-VDOM

MoxxHo fobasnaTte FortiGate ¢ VDOMSs B Security Fabric
* Features (as Global scope) include Fabric Topology, Security Rating and Automation

8% Root-E VDOM:& Global -

* Favorite »  Q Search Device Hardware Vendor -~ A

@ Dashboard
A — Upstream Internet~ Metrics Sessions
& Security Profiles .
- 1.,
B System . - --.
— T\
1/

Root-E L1
Fabric Root

? : . @ 1 VMware
NX Security Fabric

Level1l-downstream-10

Physical Topology
Logical Topology
Security Rating
Automation

Fabric Connectors
External Connectors

L | og & Report

F::RTINET

& FG-traffic

wan2
~ @ root
FortiAnalyzer mgmt
Sl
2E vIan90 (vlan$0)

@ vdom_natl
38 vlan50 (vlan50)

Security Fabric: CSF_E

= - =
»EEE x @

&

Topology last updated 9 second(s) ago. Security Rating

results that ran 51 minute(s) and 43 second(s) ago were
aggregated.

& for_mgmt
28 vlan20 (int_vlan20)
& vdom_nat_f

= lan

(1 /
T

downstream-G
aroot
28 vlan50 (vlan50-int)
a FG-traffic
«gvlan71 (sw-vlan71)

’<

1))
L1/
T\

Level2-downstream-H

aroot

vlan71 (wan2)

it 1 Fortinet
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Fabric Management Center
MHuTerpauunsa c FortiAl, FortiDeceptor, FortiTester, and FortiWeb

)
FG otnpasnget gann B
FAI o
 —
FDC/FTS
oTobpakatoTcs o
B Fabric ® Mogaepxka SAML ans
topology SSO

« 3anyck Security Rating
 Dashboard widget display
« Trigger Automation Actions

Fabric integration with more Fortinet products to yield unique solutions

r 1 1
© Fortinet Inc. All Rights Reserved. 34



Fabric Management Center
YJ'IyHLIJeHI/IFI B npoueccax aBToMaTu3auunn

YnpoLllieHne npoLeccos
aBToOMaTU3aumu
ynpassoWwmx MHOXeCTBOM
CBA3aHHbIX OEUCTBUN U
obecneyeHne ans
nonb3oBaTeNd Npo3payvyHoro
nopsaka ux BbINMOJTHEHUS.

 Takke nogaepxka

» CBA3b MHOXecTBa event log ID ¢
OOHWUM TPUITEPOM

» KactomHbin HTTP body code ans
yBegomMreHumn 4yepes Slack

» dunbTpauma event log ans 6onee
TOYHOro cpabaTbiBaHWsi TPUITEPOB

Dashboard

X% Security Fabric

Name
Physical Topology

Status
Logical Topology

FortiGate(s)
Security Rating

Automation Description

Fabric Connectors .

External Connectors Stitch

% Network
£ System

B Policy & Objects

a8 Security Profiles

8 VPN

.'. User & Authentication

= WIFi & Switch
Controller

1 Log & Report

F RTINET

bl Edit Automation Stitch

Compromised Host Quarantine

© Enable J{xJeIEEl

&4 All FortiGates x
Es

0/255

Trigger

Compromised Host Quarantine
@

Action
Compromised Host Quarantine_guarantine

@
Action

Compromised Host Quarantine_guarantine-
forticlient

x

x

@ API| Preview

>_ EditinCLI

& Guid

& Chaining and delaying actions (3

& Execute aCLIscript based on CPU and memory
thresholds ('

& Default automation stitches (&'

®\“ 1entation

& Online Help &'
M Video Tutorials (&

Cancel

© Fortinet Inc. All Rights Reserved.
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Fabric Management Center

Bbi3oB TpurrepoB aBTOMaTM3aLmnmn ¢ NOMOLLbIO YCTPOUCTB Security Fabric

PaclupeHne Bo3MOXHOCTEN
aBToMaTusaunu B Security

Fabric nytem paspeLleHnd ( ‘
Bbl30Ba TPUITEPOB

aBTOMaTM3aLUn CBA3AHHbIX C

ycTponcteammn Security Fabric ——

» Pacwmpenmne npotokona CSF n

paspelieHne downstream
OTNpaBnsATb 3anpockl Ha

BblLLECTOALLNE yCTpOIZCTBa

(Hanpumep root FGT) Device-

Specific

» ObpaboTka cobbiTun Ha FGT Triggers

aHanornyHa FAZ event handling

© Fortinet Inc. All Rights Reserved.

»

( .
Automation
Engine

» )

Actions
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Fabric Management Center
[lpocmoTp akBuBaneHTa komaHa REST API ana aencteumn GUI

System Settings

[lobaBneHa nogaepkka

Hostname  SG-FTNT

npocMmoTpa kKomaHg REST o APt preview
APl COOTBeTCTBy}OLLI,I/IX System Time >_ Editin LI

' A Current system time 2021/01/28 17:13:18
'E"eMCTBMﬂM B G U I Time zone (GMT+8:00) Kuala Lumpur, Singapore v © Virtual Dpmai
. . . Set Time PTP Manual settings Setup guides ‘ .
 API Preview is added to the right- - Ee R 8 Howtoffonfigure Virtual Domains (2

hand side (gutter) allowing the user Syncinterval 60
to see what API calls will be made setupdevice 3 loca TP server €

AP| Preview

The following REST API requests will be sent when you save your

A A n " n "n Listen on Interfaces de fortilink changes. Full APl documentation is available here.
when clicking "OK" or "Apply".
FortiGate & SG-FTNT
Administration Settings Show modified changes only @

« If multiple requests are required, this
would be broken into multiple tabs

No changes have been made.

»{
"method": "PUT", I Copy to clipboard
"url": "/api/v2/cmdb/system/ntp",

~ params”: {

- © Fortinet Inc. All Rights Reserved. 37



Fabric Management Center
Fabric / Automation

YnpoueHue FortiCloud Admin
l) NOAOKMIOYEeHUS 9 login

FOS/IFMG/FAZ
» Use Oauth-like dialog to log into * Allow SAML SSO using FortiCloud
remote FMG/FAZ to authenticate credentials

FG request for pairing - Disabled by default

-.w © Fortinet Inc. All Rights Reserved.

N\ Threat Feed
* Connector Ha

Kaxabiu VDOM

e B

» Extends Threat Feed connectors to
each VDOMs
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