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I3ameHseTca naHgwadoT — M3MEHAKTCS YIrpO3bl
ﬂ,OI‘I)K@H N3MEHUTBCA N MNMOOX0[4 K OpraHn3aunif 0e30MacHOCTU — Zero

trust

81%

Yrpo3 HaueneHbl Ha
naeHTudunKaumto

81% B3NOMOB OCHOBaHbI Ha

CKOMMPOMETUNPOBAHHbLIX YYETHbBIX
3arnmecax
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94%

Yrpo3 HauerneHbl Ha
NPUNOXKEHUS

54% ysa3BMMOCTEN B BEG-
NPUNOXKEHUSAX UMEOT Ny6nMUHbIe
SKCMAOUTHI

co Public

300%

Yrpo3 HauesneHbl Ha
YyCTPOMNCTBA

300% pocCT KonnuecTaa
BapWaHTOB BpenoHOCHOro 10,
HaLleNeHHbIX Ha YCTPONCTBa
VIHTEepHeTa BeLLen



[logxon Zero Trust

Mopenb yrpos [lencTteue BO BpEMEHU CTaTuuHbIe MONUTUKK

He 3aB1CAT OT MPOLLMNOro u

(Oymaem, uto [Nlocne aBToOpM3aLnn npaea B KGTERE ), FEITT
Tpaﬂm Ll,l/IOHHbII/I “cUeprbiBatoLLe) 3Haem OOCTYMNa OENCTBYOT Hé JBMEHIETCS Bcﬁe 3ay
VYrPO3bl, 3aLUMLLIGEMCS OT HMX MOCTOAHHO a

KOHTEKCTOM

Mogenb gosepus [lencTteBue Ha TpaH3aKUMIO [MHaMUyHbIE MONUTUKMK

Kaykabl monb3oBaTerb,
YCTPOMUCTBO W MPUIOXKEHME
[OMXHbI
ayTEHTMUUMPOBATHCA U
aBTOPM3aUMA 3aBUCUT OT
OLIEHKM PUCKOB TPaH3aKLIMK

3MeHat0TCs B 3aBUCUMOCTM
OT KOHTEKCTa Monb3oBaTens,
YCTPONCTBA, MPUMNOXXEHNS,
YUMTbIBas NpedbiayLine
TPaH3aKL MM

3HaeMm rge gaHHble,
Zero Trust chokycupyemcs Ha

OrpaHnyeHnmn gocTtyrna K HAM

alraln
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Cisco Secure Zero Trust

KoMnneKkcHbIM noaxod K 3aLmTe
MOOOro JOCTYMNa K BallMM CETAM,
NPUNOXEHWAM U cpefe.
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Knrouesble HanpaBneHna Cisco Secure Zero Trust

Cisco Zero Trust for Workforce

TMNOBOW CLEHapWn NPUMEHEHMS: 6e30MacHOCTb YaaneHHOro gocTyna
KntoueBon npoaykT: Cisco Secure Access by Duo

maBHasa 3agaua: 3alUTUTb nepcoHar, rapaHdTnpoBaTb JOCTYM K MOUNOXEHNAM
TOMNbKO HY>XHbIM MOMb30BaTENAM U 6€30MacHbIM \/CTpOl7ICTBaM.

Cisco Zero Trust for Workloads

TnNoBOW cUeHapui NPUMEHEHNA. ©E30MaCHOCTb B MYNbTHMOBMNaUHOM cpeae
Kntoueson npoaykT: Cisco Secure Workload

maBHasa 3agava: 3alMTUTb Paboune Harpysku, BCe COEAMHEHNS B MPUNOXKEHUSX
B My/bTMOGMaKe.

Cisco Zero Trust for Workplace

TrNoBOW CLUEHAPUN NPUMEHEHNA: CeTEBAsA BUOMMOCTb M CErMEHTaLMsA
KntoueBon npogykT: SD-Access for Workplace

maBHas 3agaua: 3aLLUTUTL pabouee MecTo, BCe MNOOKMHOUEHNA NMONb30BaTeNen n
YCTPOMCTB B BalLeWn ceTu, Bkouasd loT.

asco SECURE



The Forrester Wavem™: Zero Trust exXtended
Ecosystem Platform Providers, Q3 2020

Strong

Challengers Contenders Performers Leaders
. Stronger

- «CisSCO roHMT BOMHY Zero Trust B BEPHOM curert
HanpaBneHum» A .

- «KnMeHTbl BbICOKO OLEHUMN HEOQABHO YNYULLIEHHbIE GW"’O&) Q °
NONb30BATENbCKNE MHTEPIENCHI /14 Foros Rl omuan
aOMUHUCTPATOPOB 1 CMOCOBHOCTbL CUCTEMDI lonic Security (-)  BlackBerry () ?Gmm
MCMOMb30BaTb MOLLHYH BHYTPEHHIOK aHanuUTUKy 14 Proofpoint ()

NPOABMKEHMSA BO3BMOXXHOCTEM KOHTPOMNSA 3a npefensl
nepnmMeTpPa BIMmnoTb A0 nonb3oBaTtenem n nx yCTpOIZCTB»

- «OpraHmsaumam, y KOTOPbIX eCTb XOPOLLO
NPOayMaHHbIK annapaTt 6€30MacHOCTM 1 KOTopble
nepexogaT K bonee MobunbHOMY NepcoHany, cnegyeTt
PAaCCMOTPETb BOBMOXXHOCTb PAaCLUMPEHNS 3TNX _—
BOSMOXXHOCTEW C MOMOLLIbIO MPOCTOThl MCMOMNb30BaHNA, s
KOTOPVYIO Tenepb npepocTtasnaeT Ciscon

Weaker strategy = Stronger strategy

Market presence

N
00 )
1N

.CISCO SECURE ( Cisco and/or its affiliate | rights reserved. Cisco Publi

157484 Source: Forrester Research, Inc. Unauthorized reproduction, citation, or distribution prohibited.



Kakmnm o6pa3om Duo
ObecneumBaeT

nosepue ang
nonb3oBaTenam”?

Duo 3almaeT opraHnsaLmm, npoBepss
NMMYHOCTb MOMb30BaTENEN M COCTOAHME NX
YCTPOMCTB nepen NoaKntoueHneM K
HY>KHBIM UM MTPUOXKEHUSAM

‘ascoc SECURE

[1oBEPEHHbIN
NONb30BaTENb

[TpunoxxeHus

_—

[loBepeHHoe
YCTPOMUCTBO



YoaneHHbi goctyn no VPN

SSL VPN MC3

Username 1 > _

Passcode @ < ; = RADIUS
[}2
A —

T l Active

‘ Authentication Proxy 3 -
Directory or

Windows
RADIUS
or Linux -&’- 4
+ 6 EE=EE —
Tl Auth Proxy
—— Access 1o

— 5

> Outbound Port
< 443 HTTPS

-
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3awmTa yganeHHoro goctyna no VDI

Citrix Netscaler
|
= > S
[password ] <
v Commn  RADILS
Tl 2~ Active Directory or RADIUS
/ 'm:‘g:l * Authentication I =
Passcode - P‘mx’- - ‘
/ ) E @ ......... ; 3 o)
/"/’ //// ?l
// o
Windows or Linux
6 4

Tl Auth Proxy Access to
QOutbound Port 443 HTTPS
:
alraln
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MFA ona Windows Login/Remote Desktop (RDP)

[Togoep»xmBaeTcs odpdonanH-ayTeHTUdUKaLmns

Microsoft Windows Authentication
Session Host (e.g., Active Directory)

Username 1 [0 — | 2 ad
> =32 4—' VU
L

4—
‘ Passcode 6 =

RDP Client

Duo RDP l
Credential
-4% Provider 5 _Qﬁ’_ 3 Server Access to
=== Outbound Port 443 SSL

* I

E———m

v

P
<
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3alnTa 0bnayHbIX MPUMNOXKEHUN

Duo Authentication Active Directory
Proxy Domain Controller

Username
Password I I —_— |l —— w

| I - - “
Duo Factor I I - U)

: : Kt
Quithoumd Access 1o Por -
[ 443 HTTPS
6
3 |7
1 Duo Push
¥ — Phone Call SAML
(- _:‘,. | Service Provider
= Passcode
1 .
- 2
7 -
@ Cloud Hosted
Services
alraln
cisco SECU RE o and/or its affiliates. All rights reserved. Cisco Public



I roe TyT JoBepue
NOMb30BATENAM 7



[ IpocTaga v
beszonacHada MFA

* BbICTPO MHTErpmpyeTcs C
MNPUNOXEHUAMM

«  (CamocTodaTenbHas
PErMCTPAaLMA NOMb30BATENEN
33 CUMTaHHbIE MUHYTHI

* [lonb3oBaTenu Npoxoaoar
ayTEHTUIUKALIMIO 33
CEeKyHMbl; HEe TPebyoTCcsa Koabl
0715 BBOAA

'Iclllsl('llt;l SECURE 2021 Cisco anc its ates. All rights reserved. Cisco Public




LLInpoyanLLmnm

nanasoH =) earates ~
BAPUAHTOB - -
MHOIOPaKTOPHOM —
ayTEHTUUKALINM = B o Toker

« HacTtpoika napameTtpos
ayTEHTUMKALMKM NS KaXKOoro q
NPUNOXEHUS UNK TPYNMb @) Biometrics I U2F
NOMNb30BaTENEN

« BKIoueHne HeCKONbKMX BapPMaHTOB

a4 Nonb3oBaTenen On4 npocToThl
Hardware SMS
MCMNONb30BAHMA U TMOKOCTM Tokens

asco SECURE




BapvaHTbl pernctpaumn nonb3osatenei

ABTOMaTHUecKasa perucrpauus
AOMUHUCTPATOP MMMOPTUPYET NONb30BATENEN
n3 katanoroB Azure, LDAP vnn AD,
nocpenctsoM Cisco Duo REST APl nnn CSV-
dhanna

CamocTosTenbHas permctpauus
[Tonb3oBaTENM MOTIyT CaMOCTOATENbHO
gapermnctpuposaTtbes B Cisco Duo MeHee uem 3a
1T MUHYTY

PyuHasda permcrtpauyms
[lonb3oBaTenn 0O6aBNAKOTCA BPYUHYHO
aOMUHNCTPATOPOM

cisco SECURE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public Learn more abOUt Eﬂro\lmeﬂt ODUOHS



https://duo.com/docs/enrolling-users

CaMOCTOATENbHAA PErnMCTPaUmsa YCTPOWCTB

Add a new device

o CHWMXKeHWe 3aTpar,
Nno3BONA8 MONb30BaTENHO
NErko 3aperncTpmpoBaThCS _

Y Landiine +1 | 7345550105 ‘v
6e3 Kakom-nmb0o NMOMOLLN whtis higeC? s i

Need help? U2F token Need help?
(734) 555-0105 is the correct number.

Add a new device
My device's phone number is...

lam enrollinga ...

© Mobile phone recommEnDED United States

Tablet (iPad, Nexus 7, etc.)

Powered by Duo Security Powered by Duo Security

« [lonb3osartenu UCNonbayoT
COBCTBEHHbLIE YCTPONCTBA 1 2

o Peructpauns thicau
Nnofb30BaTeNnen 3a yachl

Add a new device
Install Duo Mobile for iOS

Activate Duo Mobile for iOS

1. Open Duo Mobile.
2. Tap the "+" button.

1. Launch the App Store app and
search for "Duo Mobile'.

2. Tap "Get" and then "Install’ to
download the app.

Tap "OK" when asked if Duo Mobile

3. Scan this barcode,

Having problems? We'll send you an

What is this? [ should be able to send push What is this? [ N
C activation link instead.
Need help? notifications. Need help?

Powered by Duo Security

3 (oo e 4

Powered by Duo Security
m | have Duo Mobile installed

Learn more about self-enrollment

alraln
cisco SECU RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



https://duo.com/product/trusted-users/user-access-policies/user-self-enrollment

CamMoobCnyXMBaHME
NOMNb30BaTENEN

CHMKEeHMe COBOKYMHOM CTOMMOCTH
BMageHua, No3BONg4 Nonb30BaTENto
NEerko ynpaesnaTb CBOMM
YCTPOMCTBOM

[Tonb3oBaTENM MOIYT YMNPaBIsaTb
CBOMMM yCTponcTBammn 2FA BO
BPEMS BXOOa B CUCTEMY

[lobaeneHue, yoaneHue n HacTpomka
YCTPOUCTB

"dseh’ SECURE

Powered by Duo Security

My Settings & Devices
=1 Android 734-555-1311 JUST ADDED
+ Add another device

Default Device:  Android 734-555-1311

Whenllogin: | ask me to choose an authentication method



https://duo.com/docs/device-management

A UTO NPo
[oBepune K yCTponcTBam?




[loBbILLEHME OOBEPUS K YCTPOWCTBAM C

nomoLlpto Duo

L/

[NlonHaga BMAMMOCTDL

[lonyunTe NonHyr BUOMMOCTb
Ha BCEX HOYTOYKaxX v
MOOUMbHBIX YCTPOMCTBAX,
MCMOMb3ysd BCTPOEHHbIE B
YCTPOWCTBa CpeacTra.

‘asco SECURE

OueHkKa cocTosaAHUS

Onpepenute COCTOAHKE
6e30MacHOCTM YCTPOWCTBA, a
TaKkKe ABNSAEeTCS N OH
KOPMOpPaTWBHBIM UM MUYHBIM Ha
ocHoBe perncTtpaumnm 8 MDM /
EMM.

HenpepbiBHbIA MOHUTOPUHT

[TOCTOSIHHO OTCNeXxmnBanTe,
3apakeHbl N1 YCTPOMCTBA
BPEOOHOCHBIMW MPOorpaMmmMamu,
MCMOMNb3ys TakMe peLleHmns, Kak
AMP, uTObbI NPENOTBPATUTD
OOCTYM K KOHMUOEHUMANbHbIM
MPUNOXXEHNSAM.



Kak Duo nonyvyaeT KOHTEKCT

Mo6unbHble YCTPOUCTBA

MobunbHbIe Bpay3epbl K
npunoxexnne Duo Mobile

|
|
Acme, Inc.
wvelopment
T:07am
Approve [
[
~

HoyTtbyku / MK

bpaysepbl 1 NpUNoXxXeHme
Duo Device Health

Q sccess Gataway e L

=By a :
!v‘iw Qoffice365  wgrkday.

Nxégpg&&g . @ slack  zendesk

ises o0, Atlassian
23 Dropbox %’\/ebex XJIRA mx

. CiTRIX'
Docu§|’m, . s & Pulse Secure
ShareFile B

.CISCO SECURE ) 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



VIHdbopmMaumsa ond oTYEeTOB PYKOBOACTBY

Operating Systems by Platform

macOS ¢ Greate mas0s Polcy  Windows ) Grste winsows Poicy  Android, i0S Graata Android, 10 Policy
® End-of-Life 0(0%) © End-of-Life 0(0%) ® End-of-Life 0(0%) Dashboard

Out-of-Date 0{0%) Supported by Micresoft 1(100%) Out-of-Date 7(14.3%) &

Up-to-Date 6(100%) Up-to-Date 42 (85.7%) QutorDuta UptoDate Autbaniication Success Totattsars s Lackadon

Trusted Endpoints s

Includes major Windows versions, not patch levels.

Accass devices + 2FA devices using Dus Motils

83k Authentications

) Thisted 0(0%) Authentication Log L st 5 WhatsNew?
Tenestoenp Rl Ut Aewlcatin  AcorssDeviee
Admin$sO
Not-Trusted 7(12.1%)
Unknown 51 (87.9%)
il

cisco



OueHnTe MobunbHble ycTponcTtea 6e3 MDM

[TpoBepKa 0OOHOBNEHMSA MOOUMTbHbBIX YCTPOMCTB

Your device's security score
is perfect!

[TpoBepKa LWMGPOBaAHMA U BIOKMPOBKM MapOonem

i0S is up to date

[poBepka pyTOBaHHbBIX YCTPOWCTB

Duo Mobile app is up to date

PaboTaeT ¢ KopnopaTUBHBIMK U NTMUYHBIMU

YCTPOMCTBAMM

il
cisco



OueHnTe HoYTOYKM K TIK
Duo Device Health

= Home

D Your System
© nestherbury-nealocal

”
v . macOS is up to date

* bBe3onacHOCTb HOYTOYKOB / HACTOMbHbBIX

KOMMbHOTEPOB
o v 6 System password is set
» [lpoBepka yCTPOMCTBa nepen BXOOOM B CUCTEMY

v FileVault is enabled

» KoprnopaTuBHbIE M NTUUHbIE YCTPOWCTBA
v 6 Firewall is enabled

« [lopoep»xmBaeT BEO-MPUNOXKEHNS

Login secured by ='I=

« Windows 10 n MacQOS

‘asco SECURE



Kakyr MHopmMaumo cobupaeT Duo?

— Mo6wunbHble ycTpoiicTea

Corp managed asset status
Biometrics (Touch/Face) status
Screen lock status

OS condition (tampered) status
Encryption status

Platform type

Device OS type

Device OS version

Device owner

Duo Mobile version

cisco SECURE 021 Cisco and/or its affiliate Il rights reserved. Cisco Publi

L Hoyt6ykn / TIK

Disk encryption

Firewall enabled

Device password

OS patch level (Win 10)

Third party agents

Corp managed asset status*
OS type & versions

Browser type & versions

Flash & Java plugins versions
OS, browser and plugins status

Learn more about Unified Device Visibilit



https://duo.com/product/trusted-devices/unified-endpoint-visibility

BapuaHTbl OTAMUNTD ynpaBngemble YCTPOMCTBA

MobunbHbie

Duo: ncnonbsoBaTb Duo Mobile
ONS 0OBEPEHHbBIX MOBUABbHbBIX
YCTPOWUCTB (XOPOLLIO A1F KOMMNaHMIA
6e3 MDM)

PogHble cpeactea: AirWatch,
Mobilelron, Google G Suite,
Sophos

AnbTepHaTtmea: Cisco Duo
npegnaraeT CTaHOapTHOE
pPa3BePThIBaHWE cepTudmkaTa

.CISCO SECURE ) 2021 Cisco and/or its affiliates

Windows

PoaHble n cneumansbHble cpeacTBa.

Microsoft AD, Ivanti (Landesk),
AMP, Symantec Altiris, Chef,
Microsoft SCCM, AirWatch, etc.

AnbTepHaTtmea: Cisco Duo
npegnaraeT cTaHOapTHOE
pa3BepThiBaHME cepTudunKkaTa

Il rights reserved. Cisco Public

g

MacOS

PoaHble 1 cneunanbHble cpeacTsa:
Jamf, AMP, Symantec Altiris, Chef,
Microsoft SCCM, AirWatch, etc.

AnbTepHaTtmea: Cisco Duo
npennaraeT CTaHOapTHOE
pa3BepThiBaHME cepTudmkaTa

Learn more about Trusted Endpoints



https://duo.com/docs/trusted-endpoints

lapy 6bl CNOB MPo
TOCTOSAHHVYHO
BEPUDUKALMIO? e



[ locTOAHHasA BepumpuKaLms

Duo n Cisco Secure Endpoint (oH »e Cisco AMPA4E) paboTatoT BMecTe
Ha[f obecrneyeHnemM 6ornee BbICOKOro YpoBHSA 6€30MacHOCTM JOCTYNa

! =

[Nonb3oBaTenu
MCMOMb3YyOT CBOU
YCTPOMCTBa Ang OocTyna
K MPUNOXEHNIO

‘asco SECURE

o

Cisco Secure Endpoint,
3anyLeHHbIM Ha
YCTPOWCTBE, OOHAPYXMTI
BpegoHocHoe 10

nd/or its affiliates. All rights reserved. Cisco Public

po—R

Cisco Secure Endpoint
yBegomnseT Duo o
3apaXkeHHOM YyCTPOMCTBE

o=
S —

Duo 6nokMpyeT OoCcTyn K
MNPUNOXEHNAM C 3TOrO
YCTPOMCTBA



HacTtpownTe nonntuky Secure Endpoint B Duo,
YTOObl MTHOBEHHO OMOKMPOBATH OMacHble
YCTPOUCTBA

Edit Policy X

You're editing the Global Policy which is used by all applications. This can be overridden with custom policies. Revert to default

Policy Name Trusted Endpoints

Global Policy
A Trusted Endpoint is an endpoint that exists in a management system such as your EAM or

MDM. It can be matched to your management system using Duo certificates or information

Users
provided by Duo Mobile.
& New User Policy
@ Group Access Policy @ Allow all endpoints
& User Location Endpoints will be checked for trustworthiness to aid reporting, but un-trusted endpoints will be allowed.
Require endpoints to be trusted
Devices 2
Only Trusted Endpoints will be able to access browser-based applications.
@ Trusted Endpoints
© Remembered Devices Allow AMP for Endpoints to block compromised endpoints
© Operating Systems Endpoints that AMP deems to be compromised will be block from accessing browser-based applications.
@ Browsers Note: This option only applies to trusted endpoints.
M

.ICIIISIéIOII S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



He 3abblTb MPOUHMOPMMPOBATL MOMb30BATENS

KOHeuHble Monb3oBaTenu nomyyaroT Ecnn nonb3oBatenn He OO6HOBAAKOTCSH K
CBOEBPEMEHHOE YBEAOMAEHWE 06 YCTaPEBLLIMX onpeneneHHoMy OHI, YCTPOoMCTBaMm
OC, bpayzepax, Flash 1 Java. ONnoKMpyeTcsa AoCTyn
-'I‘ Choose an authentication method @ You have been blocked from accessing your application because your
4 w software is 31 days out of date!

Duo Push Send me a Push
What s this? [7 ‘Why should | update?
. . P d by Duo St it
el mmle A &) Firefox is out of date. Update Firefox [ i L R
My Settings & Devices 43" Call Me Call Me Updating doesn't take

Need help? much time.
= M it will help keep your
i Enter a Passcode < p keepy
Powered by Duo Security Enter a Passcode o on safa from
bad guys.

Your computer software is out of date. You will be blocked in 5 8 :
days if you don't update. x

Learn more about self remediation

cisco SECU RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://duo.com/product/trusted-devices/self-remediation

3d

oUW UeEM TyT
IMTa MPUNOXKEHNIN




3amMTnTe NHO0E KOPNOPaTUBHOE MPUNOXKEHME

@penveN- BB paloalto mganay Internal

Proprietary C# «, @python I CheckPoint | fe.0a () APPlications
fops (A7 nede 7 @Ruby romrner ot uoper (VPN

2 Forefront &8 Windows 33 Drophox ° Google Apps
Microsoft () Office365 B8 Microsoft 7~ oS Cloud
Environments - Worlkdoy mzr box Applications

- Active Directory @& Outlook 1 Office 365 %”ébex ¥ slack

o § Active Direclory 'g) splunk> Drupal
Services onelogin  Centrify o oy _Svesers va?p?lications
okta MPingidentity KJIRA g Shibboleth.
Unix Devices W Li’nlx& Googleine: Wien SAML 2.0
(SSH Sessions) @ rearot b@t 1 Office 365 0 box Applications
Qe ubuntu

Integration documents are available at duo.com/docs

.CISCO S EC U RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://duo.com/docs

HDMMeHeHVIe aldalTBHbBIX MONMNTUNK

« Co30aTb HacTpamnBaeMble
NONMUTUKM BE30MAaCHOCTH

> [TpUMEHNTb Ha ypOoBHE
rMoGanbHOM, NMPUNIOXKEHUS
WK rpymMnbl Nob3oBaTenen

* YCTaHOBUTb YPOBEHb
[0OBepMs Ha OCHOBE
Nonb3oBaTenen n yCTponcTB

‘ases’ SECURE

(2)

@
ROLLE:



OpraHm3aums nonuTrk

« [MonuTukK ynpaenaTCcs LUeHTpanM3oBaHHO 13 naHenu Duo

« ConocTtaBneHune TpeboBaHNM COOTBETCTBUSA /| 6E30MAaCHOCTM C
nonuMTrkamm Duo
Hanpumep:
- bnokupoBka gocTyna yCcTapeBLINM U YA3BUMbBIM
YCTPOMCTBAM K MHOOBIM MPUNOXEHWAM

~ [loBbICKTb CTeneHb ayTeHTVICbl/IKaLlVIl/I ON5 Nonb30BaTEeNewn,
NOOKMHOUAIOLLMXCS N3 HENMBBECTHBIX CETEM

- [loHM3UTb CTeneHb a\/TeHTM(bl/IKaI_I,l/]I/I 115 NOMb30BaTENewn,
NOOKMHOUAKOLLMXCS N3 M3BECTHBIX CETEM

* [MonUTUKM MOXXHO MPUMEHATH
~ [nobanbHO = BCE MOMNb30BATENN U MPUNOXEHNA

- |_|pl/II'IO>KeHl/Ie = TOMNbKO K 3afaHHbIM MPUMIOXEHNAM

- [pynna nonb3oBaTenemn > ToNbKo K 3aAaHHbIM rpyrnam
nonb3oBaTenen

.CISCO SECURE 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public




[Tonmep gencTBusa rnobdanbHOW NOMUTUKN

B aTOM mpumMepe rmobanbHon nonuTukin kopnopauna ACME sanpetuna
OOCTYN CO BCEX PYTOBAHHbBIX YCTPOMCTB KO BCEM CBOMM MPUNOXXEHUAM

ACME Corp Apps

— S Office 365
|
-
\Webex
=
- ‘/

Namely

X Box

‘asco SECURE



[Tomep gencTBmMa NONUTUK NPUNOXKEHUI

B cooTBETCTBMMK C
NOMUTUKOW MPUNOXKEHMI
poctyn Kk AWS paspelleH
TOMbKO TPYMMe MHXEeHEepPOB,
MCMOMb3YOLLEN OOBEPEHHbIE
KOPMopaTUBHbIE
yrnpaBnsemble yCTPOWCTBA.
Bce ocTtanbHble
3a6N0OKMPOBaHbI

‘ases’ SECURE

Sales

Engineering

Engineering

A 3R

3R

Py N}

X
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[Tonmep oencTBra rpynnoBbIX MOMUTUK

C NOMOLLbIO TPYMNMOBbLIX
NOMUTUK agMUHUCTPATOPDI
MOTIyT YCTaHaBNMBaTb
NONMUTUKK ONs
onpeneneHHou rpynrbl
nonb3oBaTenen. Hanpumep:
Bpauam, NpmMXoasLimm C
3aLUMPPOBAHHbBIX U
KOHTPOMMPYEMbIX YCTPOWCTB,
paspeLleH aocTyn K Epic.
Bce ocTtanbHble
3a6MOKMPOBAHbI Doctors

Admin

Nurses

‘asco SECURE

3R

f AL

3R

X

Epic



A KaK 3TO TexXHMUEeCKU
VCTPOEHO??



O630p apPXUTEKTYPDI

R
kﬁ)
A i - Internal App
Access Device
4 Duo Network Gateway
Reverse Proxy CDI 1 CZ>| ]
User L__Jl' «—> iL.J
MFA Device Duo Access Gateway Cloud App
' : <« SAML IdP
_ % Launcher ‘
v RAVPN Headend
T F et o
l T , ul'
< > «—> .
e - — Duo Authentication Proxy User Directory
Duo Cloud Platform (AWS) RADIUS/LDAP

. . AD Synchronization
User & Device Policy

User & MFA Management
Device Visibility Duo Direct-Plugin-Integrated

‘ases’ SECURE RDP, SSH



Cxema MHTElPauni C MOUNNOoXXeHNAMN
weeredw [ Integration Decision

Gateway

g Flowchart

duo.com/docs/dng

Is the integration D
Documented? § @ )

e =2

»
L

Is there access to
the application
source code?

Is the application )
internally hosted No
web application? :

Is the application
externally
hosted web app

No
and support e

SAML?
Utilize Duo
Access - p Is the application
Gateway No using RADIUS or
(DAG) LDAP?

thaln
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Duo ong VPN

[1ns cueHapues
MCMNOMNb30BaHMSA YOaneHHOro
goctyna ¢ ntobsiMm VPN

‘dsts’ SECURE

I
CI1SCO.

S Pulse Secure

Juniper

(] Check Point

SOFTWARE TECHNOLOGIES LTD

CITRIX

®MPENVPN

F::RTINET




Duo mn Cisco AnyConnect @
BapUaHTLl MHTErpaLmm -
ASA

Duo SSO (SAML) ansa ASA.
Haunyullee BocnpuaTMe nonb3oBaTenemM 1 oyHKLUMOoHansHOCTb Duo Trusted @

Endpoints

BapuraHT - ncnonb3oatb DAG B nepnumeTpe KoMnaHum
ASA Bepcun 9.7.1.24,9.8.2.28, 9.9.2.1, 9.10 nnu BblLLe
AnyConnect 4.6 vnu BbllLe

3 call Me

| Enter a Passcode

Choose an authentication method

[#] Duo Push recommenpes

Enter a Passcode

FTD/ASA

Duo Auth Proxy (Radius).

[MNonb3oBaTenb NonyyaeT aBToMaTMUEeCcKoe push-yBeagoMneHne nnu TenedoHHbIN
3BOHOK.

[Nonb3oBaTeNnb MOXET 00OaBUTb K CBOEMY Maponto KkueBoe cnoBo ans 2FA
NHTepakTrBHOE npurnaweHne Duo n camoperncTpaums HeBO3MOXKHbI

cisco SECU RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public




Duo SSO ¢ Cisco ASA n AnyConnect

Duo Authentication Active Directory
Proxy Domain Contraller

Username |

Password | | l 4 -
| | -
| Duc Faster | | I
Qutbansd Access in Port
L 443 HTTRS
&
3 17
v Diuo Push
L Phone Call

Passcode

1 - Cisco ASA
- > - e D
7 -
()
Y

AnyConnact Secure
Mobility Chent

alraln
cisco SECU RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



Duo SSO c Cisco ASA n AnyConnect (c DAG)

) Duo Access On-premises
Cisco ASA Gateway Directory
1 1 2
A IR , A R e
li 1—_’ T« [nim--o] 4 -0 4—— =T < u
| 7 L L 7 |||||-.-O 6 ?LJ II Il y
AnyConnect [_. ] i 0
Secure Mobility SAML mye
Client Username wilw
Password Al
(T(r\x,? Outbound Access to
S T 3 Port443HTTPS
=
: ol

4
@ < s
0o
0 Cisco and/or its affiliate Il rights reserved. Cisco Publi

‘ases’ SECURE



RADIUS:
noctynHo ¢ Cisco ASA, FTD vnn ctopoHHUM FW

SSL VPN MCO
Username @ 1 > _
< RADIUS
P d
asscode . w
AN _ -
Authentication Proxy -
!% T l Active
Directory or
Windows M 5 ADIUSy
or Linux _-_-_- 4
+ 6 mmmm= —
T l Auth Proxy
 — 5 —— Access 1o
> Outbound Port
< 443 HTTPS
-

Learn more about AnyConnect RADIUS integration

‘ases’ SECURE


https://duo.com/docs/cisco-alt

Duo ong obnayuHblX
NOUNOXXEHWNI

‘ses’ SECURE

X

amazon

web services

S
<2 Dropbox

workday.

Google Apps

] Office 365

¥ slack




Duo SSO ¢ nokanbHOWM 6a30M MONb30BaTENEN

Duo Authentication Active Directory
Proxy Domain Contraller
Username y A A
Password | | s | ; ; -
e e e R
Duo Faclor
o
| | >
Outbound Ascess to Port )
A 443 HTTPS
6
3| |7
¥ Due Push
- SAML
- Phore Call
" & _ Service Provider
) Passcode

I'I.r'"_
\”j) Cloud Hosted

Services

.CISCO SECU RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



[TopTan gocTtyna K Beb-npunoxxenmsam Duo Central

@ ‘ Q Search ’ john.doe v

@ =2 -
Naw Webservices”
1Passwor d Acme Wiki Amazon Web Services

it
salesforce
box [l &

Box Lunch Menu Salesforce

Secured by Duo

‘ases’ SECUR.



] Office 365

Duo onga Microsoft

‘ses’ SECURE



Duo 1 Microsoft
[oTOBbIE MHTErpaummn ¢ O365, RDP/Windows Logon 1 Azure AD

Azure AD Office 365

Cloud
On-Premises

©

On-Premises On-Premises Exchange
Active Directory

thaln
.CISCO SECU RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public



MFA ona Windows Login/Remote Desktop (RDP)

Microsoft Windows Authentication
RDP Client Session Host (e.g., Active Directory)
Username 1 = 2 ad
PEE——— o — [u——
Passcode 6 ? -’
Duo RDP H
-4% Credential
Provider 5 a3 Server Access to
——— Outbound Port 443 SSL
v —— A
-
Learn how to set up Duo's RDP

.ICIIISIéIOI' SECURE ( Cisco and/or its affiliate I rightsr I


https://duo.com/docs/rdp

Admin o-":
| ->
KaK gaTb gOCTYM K

SSH/GUI

pecypcam 6e3 VPN o -

-ed

‘dsts’ SECURE



Duo Network Gateway (DNG)

3awmTta Tpadmka HTTP/S n SSH

« Peepc npoken gnsg HTTP/S n SSH

* 3alUMLLIaeT pecypchbl BHYTPK U
BOBHE

* MaclwTabunpyemoe u
OTKa30yCTONUMBOE peLLeHme

« Pabotaet ¢ DAG unu mHbimm [dP
* He tpebyet VPN-knneHTa
* lcnonb3yeTtcsa Beb-nopTan

asco SECURE

Internet

A

L

HTTPS
443

Perimeter Firewall

Internal
DMZ Network
Duo Network gateway
=
o ° — | >
= Internal Web
Applications
TSAMLl [eee ]
EEN
[ I N |
[0 — | Company Intranet
=
= X Confluence
SAML 2.0 splunk >
Identity Provider s
XIJIRA

Internal Firewall

Learn how to set up DNG



https://duo.com/docs/dng
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BapuaHTbl nakeTrnpoBaHuS

Duo MFA Duo Access Duo Beyond

* Multi-Factor Authentication * Duo MFA + * Duo MFA and Access +

«  Single Sign-0On (SSO) + Adaptive Groups Based Policy « 3rd Party Agent Verification

«  Protect Any Application Controls * Trusted Endpoints

+  Protect Federated +  User Based Policy +  Secure Remote Access
Cloud Apps *  Device \/|S|b|||ty «  Duo Mobile as Trusted

+  Device Health Checks
*  Device Based Policy

B LeHy BkoueHa 6a3oBada nogaepkka Standard Support
Full Capabilities: https://duo.com/pricing

llclllsléloh SECURE ) 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://duo.com/pricing
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Onuncanmne

« Cant - https://signup.duo.com

- Heobxognmaa nHdpopmaumsa — KOHTaKTHbIE JaHHbIE MEPBOro
agMUHUCTPaTopa (MMA, dbamMunng, agpec INeKTPOHHOM MouThl,
KenaTenbHO HOMEP MOBUMNbHOIO TeneoHa Pe3ePBHOW CBA3M O/14
2FA), HaMMeHOBaHWe opraHn3aumnm

- [lanbHenLwne cnamgbl MoKa3biBarOT MOLUAroByH PErmcTpaLnto
TECTOBOW YUETHOM 3armcKy Ha KOMMNbOTEPE M MOOUMTBHOM
YCTPOMCTBE

- KpacHbIM BblgeneHbl MyHKTbl, TPEOYOLLUME BHUMaHMS

il
cisco


https://signup.duo.com/

( & signup.duc.com )
Get simple, powerful access secunty designed to protect your

organizations data at scale. Register for a free trial to test Duo today.

Current customers can upgrade now to try more features
US government agencies/contractors, leam more about our
FedRAMP Authorized editions.

mm - 9851234567

51 - 200 employeas y

@ signing up | agree 1o the T%rmb

| would like to receive marketing communications regarding Duo Security
products, services and events. | understand that | may unsubscribe at

anytime.
™
Q’ I'm not a robot L)
reCAPTOMA
Prrescy ¢ ferrra

Start My Trial

Infarmation you provide Is subject to Duo Security's Privacy Policy.

=

o ke



& signup.duc.com

= Your account is being created. Please wait...




& signup.duo.com

Please check your email to complete your
registration.

We have sent you an email with a verification link.

t




Welcome to Duo, Ivan lvanov

Duo Security & no-reply@dussecurity.com ceronHs B 17:16
Bam
A3k NMCEMA — aHIMWACKWA. MNepeeecti Ha pycekmA? | Mepesecty D X

You're almost there!

We just need to verify your email adgs%ss to complete your registration.

Verify Your Email »

alvaln, After activation, you can manage your account at
asco SECURE hitps:/admin.ducsecurity.com.



o088 <> m L 8 & mailyandex.ry < ull
3 e g R D T D PE. ma.' —‘-" n

Aupekc Moyra Kowraktsl  Mowmck Q ## fipyrue cepeucel | (I
GEIZNRO - s e m -
Bxopsuwme o1/t V' Cnacubo, 0GBABNEHNHE CXPLITO.
OTmnpasnexHsie
K @ MW @ Welcome to Duo, Ivan lvanov You're almost there! We just need 1o, Noareepauts agpec 1716
Cnam
Mucema no mecsyam: 2021  aHeapL
=+ Coanars nanxy
= o1 Q
+ Coagars memxy
fobansre saw AumMK @ ™M
Cnacubo, 06bABNEHNE CKPHITO



® < M L] i admin-ce89425f duasecurity.com

) Duo Account Created [™] Ncso sWeleame ta Dus, lvan vanoys — Duo Security — Rnaak_

New Admin Setup

Ivan Ivanov
G andex.ru

Welcoma, lvan!

You have been added to the Romashka OO0
organization with the Duo role of Owner.

Get started uh;.ing the Duo admin panel by clicking
tha button balow.

Get started

[} Accoun Setup - Duo



= admin-cadia 26 dussecunty.oom

) Duo Account Created ™) Miucomo siWelcome to Dua, kan [vanavs — Duo Security — Axae...

New Admin Setup

lvan Ilvanov
-G andex.ru

Create your password

1 Lo D

Must be at least 12 characters long.

Confirm your password

; T

) Account Setup - Duo




i

() Duo Account Created

& admin-ce99425f.duosecurity.com

[¥] Nncemo «Wedcome 1o Duo, Ivan vanovs — Duo Security — Riaex.

New Admin Setup

lvan lvanov

older00@yandex.ru

Next, let's enable Duo Push. Use your smartphone
to download the Duo Mobile app and scan the

barcode below.

Don't have a smartphone? Skip for now

) Account Setup - Duo

th



_ OTKPbITE MOBUMBbHOE

"gl.';'.:lé' DUOD-PROTECTED y ﬂpMﬂO)K@HVle ClSCO DUO 'clf‘é'& DL{OPROTECTED 5
Cisco Cisco
N HaXKaTb + ON4

DUD ADMIN ~ DUO ADMIN

O e " 0OOaBNEHNS YUETHOM & e >
3anmcu. I'osasumTcs

DUD ADMIN DUO ADMIN

(1 ) - . Kamepa, OTCKaHMPOBaTb O s S
QR-ko[f ¢ npenblayLero
L]Jara o DUO ADMIN .
ABOUT PASSCODES Romas‘wka 000 Admin

518118 -

B cnuncke nogasuTcS

HOBad y4yeTHad 3alimcCb
ABOUT PASSCODES




L)) # admin-ce99425¢.duosecurity.com

[¥] Nucsmo «Welcome to Duo, van lvanavs — Du.., & Marroring | AirDroid Web

New Admin Setup

Ivan Ilvanov
SR andex.ru

k

You've successfully activated Duo Mobile!

Now when you log into Duo you will receive a push
notification to authenticate.

Cr

3 Account Setup - Duo



(] L)) ¥ admin-ce994251.duosecurity.com

New Admin Setup

lvan lvanov
)y andex.ru

Set a backup (Optiona))

Your admin has pre-populated your phone number
to use as a backup verification method. If you skip
this step, the number will not be stored as part of
your profile.

&

Mobile phone number

v +7 985 761 ‘

Skip setting a phone number as a backup

© Account Setup - Duo

&



© Duo Account Created

L Dok sVesioonaty DR e Tt =D

U & admin-ce99425f duosecurity.com

New Admin Setup

Ivan lvanov
Ry andex.ru

Congrats, you're good to go!

You're all set with your Duo admin account.

Click below to continue to login.

Continue to Duo Admin Panel Login

(’I

) Account Setup - Duo

&



Pernctpaums 3aKoHUeHa ycneLuHo!

- Bxogmum nop yueTHoOM 3anncbto agMUHUCTPATOPa B MaHenb
yNpaBneHuns

- [ToTpebyeTca MMa yUeTHOWM 3anucu, naponb (MX BBOOMMN MpU
perucTpaumm), BTopon dakTop (push-ysegoMmneHme Ha MobunbHoe
npunoxxenne, SMS nnm ogHOPa30BbIM Maponb)

CCCCC



£ Duo Account Created

L)) # admin-ce994251.duosecurity.com

[™] Nucsmo «Weicome to Duo, ivan vanavs — Du... & Mirroring | AirDroid Web

Admin Login

Enter your admin credentials

Email address

@yandex.ru > 44

Save my email address for next time
Not recommended for public or shared computers

Want to protect your organization with Duo? Start a free trial

Y

Confirm your identity

Privacy Statement

) Login - Duo



o0e < > i

0 & admin-ce99425f duosecurity.com &
O Duo Account Created [¥] Mucamo «Wielcome to Duo, van ivanovs —Du.. & Mirroring | AlrDrold Web
Admin Login

Enter your admin credentials

Oy andex.ru

Log in as someone else

Password

Forgot password?

Confirm your identity

Privacy Statement



e8e <> O 0 # admin-ce99425¢.duosecurity.com ¢ ey o=

Admin Login

Enter your admin credentials

Confirm your identity

We'll contact you at +X XXX XXX -X i,

s =
Duo Push ||  Text Me

>

Passcode

I Submit




Bblbop BTOPOro dpakrtopa

- Push-yBegomMnermne - camoe npoctoe. [HonycTuMm, Boibpanu ero

- Ha MOOWNBbHOM YCTPOMCTBE MOXXHO NOATBEPOUTL NOTMH MO0 B
LUTOPKE YBEOAOMMIEHUN, MO0 B caMOM npunoxenun Duo Mobile app

CCCCC



&4 Duo Mobile
Login request: Admin Panel

Approve  Deny

NI

170

Login Request

Romashka 000
Admin Panel

o
[}

Py andex.ru

®
173.38.220.37
GB

C)
14 January 2021,17:21

A

APPROVE




® 0@ (< i [ ) & admin-ce994251.duosecurity.com ) 0
) Duo Account Created [¥] * Nucsmo «Welcoma to Duo, van Ivanovs — D,.. “& Mirroring | AirDroid Web ) Protect an Application - Applications - Roma...
Il a
=7 ol Q, Search for users, groups, applications, or devices @ Romashka OO0 | ID: 3466-1504-95 Ivan Ivanov v
Dashboard
Dashboard > Applications > Protect an Application
Device Insight
Policies pp
Applications Add an application that you'd like to protect with Duo two-factor authentication.
Protect an Application You can start with a small “proof-of-concept” installation — it takes just a few minutes, and you're the only one that will see it, until you decide to
add others.
Single Sign-On
Documentation: Getting Started (f
Users
Choose an application below to get started.
Groups
: L3
Endpoints
|
2FA Devices
Administrators Application Protection Type
Reports
Settings @ 1Password 2FA Documentation (4 Protect

Billing

amazn  AWS Directory Service 2FA Documentation (7 Protect



[lanbHenwmne 0encTBsmg

« CanT - hitps://duo.com/docs cCoagepXmMT Maccy MHPoOPMaLmMm O
HacTponkax DUo ¢ mpuMmepamm KOHPUrypaumm, CXemamm MHTerpaLmnm
M BUOEOPONMMKAMK, KOTOPbLIE MOKa3blBaAtOT OOLLME Liaru, warm co
CTOPOHbI aAMUHUCTPATOPa M LWarn co CTOPOHbI MOMb30BaTENS

‘ases’ SECURE


https://duo.com/docs

[lononHuTenbHasd
MHCDOPMaLNSA




[lononHutenbHas MHoOpMaLms

- 3anpoc nunoTa https://signup.duo.com

- [lowaroBoe pyKkoOBOACTBO O714 MONyYEeHUs nmnoTa
https://cisco.box.com/shared/static/5e 1yvyghviimxpntThvb78hw64nmb8sw.

pdf
- [JokymeHTauma no HacTporkam DUO hitps://duo.com/docs

- [leMOHCTpaumsa nHTepdenca nonblosartensd hitips://demo.duo.com/

thaln
.CISCO SECU RE © 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://signup.duo.com/
https://cisco.box.com/shared/static/5e1yvyqhviimxpnt1hvb78hw64nmb8sw.pdf
https://duo.com/docs
https://demo.duo.com/

[Tpoune pecypcbl NOAAEPXKKM KITUEHTOB U

napTHEPOB

o

Duo Liftoff Guide

PyKOBOACTBO MO PEKOMEHOOBAHHBIM
MeTofam pas3BepTbiBaHnsa Duo

MnaH NpoekTa ¢ aTanamu
pa3BepTbIBAHMA

KOHTPOMNbHBIM CAMCOK KOHKPETHBIX
Laros

LLlabnoHbl, QONONHUTENbHbIE
MaTepuanbl 1 pekoMeHaaLmm ans
Ka)xgoro Lwara

asco SECURE

QL0
o--0
g b©
Duo Help Center

Hanoute gokymeHTaumo no
YCTPaHEHMIO NPO6NEMbI

HaliguTe cooTBeTCTBYIOLIME CTaTbM B
Haluen 6a3e 3HaHun

[MpocmaTpmBanTe 1 CO30aBanNTE CBOM
06paLLEHMS B CNYXXOY NOAAEPIKKM

222

Duo Community

O6LwanTech ¢ Konneramm m
aKcnepTamu B NpeaMeTHOM 0bnacTm

Ha kayxgoe coobLUeHne NpmuxoanT
oTBeT



tses’ SECURE



