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- ISR 1100

« MogynbHbie ASR 1006-X 1
1009-X

- Catalyst 8500

- [NpoBepka 3HaHU 1

- Catalyst 8300
::::ﬂepepb|B:::

- Cisco Catalyst Cellular Gateway
- Catalyst 8200

- [lpoBepka 3HaHU 2
- [lnueHsnposaHmne Cat8000

- Smart Licensing Using Policy
- [1lpoBepka 3HaHUK 3

© 2021 Cisco and/or its affiliates. All rights reserved.



MapLpyTtnusaTopbl ong knaccunueckmnx n SD-WAN

Catalyst 8000V

ceTeun

TN T —n - e pEE=———=F =

DEC ] Desci |

isor/Cloud

Catalyst 8000V

SD-WAN + Catalyst
Services 8300/8200/8200L
(10S XE) ISR 1000
=g -
N R @
sk ISR 4000 CSR 1000V
ISR 1100-4G/6G/LTE (Dual O3)
ISR 1100X-4G/6G (Dual OS]
: -
SD-WAN | N e B S e T &~
(Viptela OS) i
vEdge 2000 vEdge 5000 vEdge Cloud
@ Catalyst 8000V
Virtualization | lsgsee. N P ' SRIOV
(NFVIS) I%‘J}")/ . -\ - - @ Hypervisor/Cloud
Catalyst 8000V

Catalyst 8200 uCPE ENCS 5400 CSP 5000

© 2020 Cisco and/or its affiliates. All rights reserved.



TpaguumoHHbin WAN, SD-WAN,
pacLlMpPeHHbIe YHKLMK MO
6e30nacHOCTU, NPOBOAHON U
6ecnpoBOAHOM OOCTYIM

..B OHOMN,
BHCOKOHpOMSBOﬂMTeﬂbHOM n
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ISR 890 vs ISR 1100

Toxe Do v

LTE 10 Cisco
Advanced Wireless 802.11ac  IPSec @ SD-
Pro PoE+ Domains Wave 2 480Mbps Quad Core 100 VLANs IOS XE SDWAN

LTE PoE 2 Wireless 802.11n IPSec @ Dual Core 25 VLANs I0S No
Domains 100Mbps Classic SDWAN

ISR 860/880/890

BRKARC-2005 © 2020 Cisco and/or its affiliates. All rights reserved. 5




CpaBHeHune ISR 890 n ISR 1100

« ISR 1100 is an extension to the ISR fixed router portfolio

Connectivity & Scale
w/High Performance

Security

Costs & Business
Agility

Cyber Threat
Protection

Throughput

Separate data and
control planes

Next-gen WAN

Cisco 10S®@® XE

Wireless

VPN acceleration

Pay-as-you-grow

Boot Protections
Runtime Defenses
H/W & S/W Security

2021
100 Mbps

K L SE SE 9L 8L S

BRKARC-2005

__I EOS 2 unions |-_

Up to 10 times performance increase

Minimal performance impact as network services
are added and throughput increases

Faster connectivity with LTE Advanced

Open Programmable operating system

Faster wireless access with 802.11ac Wave 2
Supports Catalyst 9100 802.11ax APs in ME

Higher performance for encrypted traffic
Dedicated Crypto off-load

Ability to buy what you need today and upgrade
anytime with no equipment upgrades

Trustworthy Systems
Assurance and peace of mind with hardware and
operating system integrity

© 2020 Cisco and/or its affiliates. All rights reserved.
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Enterprise Class WLAN pgna sawero cdomnunana (Mobility
Express)

Virtual WLAN ME controller in embedded access point (1815i) o
802.11ac Wave 2 Dual Radio (2.4GHz & 5GHz) 2x2, 2 SS MU-MIMO |\/|ob|||ty Express

Enables simple and fast initial setup
Less than 10 minutes.

Manages our full suite of Access Points
(Aironet 700, 1540, 1560, 1600, 1700, 1815, 1830, 1850, 2600, 2700,
2800, 3600, 3700, 3800, 4800 + Catalyst 9115, 9117, 9120 & 9130)

Internal antenna

Scales up 50 APs & 1000 clients Simple yet
sophisticated deployment
Supports WLAN controller features and High Availability Enterprise Class HA

with no price premium

QOO

BRKARC-2005 © 2020 Cisco and/or its affiliates. All rights reserved. 7



MapLupyTusatopax Cisco (sce 10S-XE) -
Trustworthy Solutions

Cisco Secure Boot

Boot Code Integrity Anchored in Hardware

Boot integrity visibility - Protects against...

 Attacker compromises the code that is supposed to protect ool || ——
against compromised code recta || checks 05

Secure NVRAM Storage - Protects against...
« Attacker steals device - Uses forensic techniques to read

[ Microloader Bootloader

secrets & credentials from non-volatile RAM e seore st | [TAm
Sansitive Data -—""!l':"-UF'J’-" ] g
Simplified Factory Reset (I0S XE 17.2.1)
* Resets all writable file systems, licenses, ROMMON
variables, User credentials etc.. C nepesanucbto 3 unu 7 pas. e

MomMHnTE Npo OC © #factory-reset all secure

Secure Guest Shell

« Prevents Open Container hosted applications and their users
from manipulating underlying Linux system on ISR4k & 1100

© 2020 Cisco and/or its affiliates. All rights reserved. 8



Habop mexaHn3amoB 6e3ornacHocTn ISR1100

CepBUCbl, KOTOPbIE 3aLUULLaoT Ball dounuan

Umbrella Stealthwatch Advanced
App Aware FW Snort IPS Advgirl]tg?s] IR Branch Learning WEWETE
H M 9 OpenDNS Network Protection

.........
cisco’

mm
cisco

e e ) i
s e DE I = S s 1SR 1100 Serias.
=

of wwww s . S : |
Secure - Hardware Trust Counterfeit o= Runtime 25 OS Validation CE8 Modern
Boot Anchor Protections efenses Crypto

ISR1100 - 3awmTa cepBUCOB, KOTOPbIE 3aLUMLLIAIOT Ball dounuan
All XE based ISR’s & ASR’s ship with built in Cyber Resiliency

© 2020 Cisco and/or its affiliates. All rights reservedSESSION ID



Next
Generation
DSL

WLAN

Innovation
Controller-less
Design

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Publi8ESSION 1D



ISR 1100 O630p annapaTHOM yacTu

[1Be OCHOBHblEe NMNaTdOPMbl Ha 6a3e KOTOPbLIX OOCTYMHbI BCE OCTaNbHble
MoaudomkaLmm

1. C1100-4: 2 WAN + 4 LAN Ports

2. C1100-8: 2 WAN + 8 LAN Ports - 60nbLuas npon3BoanTenbHOCTb (BbllLle
yactoTta CPU)

Bce mogenu nMeroT OOMHAKOBYH BHYTPEHHIOK apXUTEKTYPY - 4-X AOEepPHbIN
CPU

- BblgeneHHble aapa ansa Data Plane u Control Plane
« OtpnenbHbin Crypto Engine ons wmndpoBaHUS KU X3LLMPOBAHUS

PoE (gocTynHO Ang Bcex ¢ OOMNONHUTENbHOM KapTOM, KPOME KOMMaKTHbIX
C1101n C1109)

- C1100-4P: 2 PoE or 1 PoE+ (ISR-1100-POE2(=) 1100-4P with 115W PSU)

M 110AN OD A DAC ~r D DAC: (me 110N _OD ~ [CD® 2970 qsipqor itpqfjalei-hl jogts resprved. - CregRupliey 5 17



APXNUTEKTYPA CEMENCTBA
Cisco ISR1100

ﬁ'e;r;;;c;;;.;a; x. C1100)

(2 cores) *
4GB DRAM . 4-Core SoC
4GB Flash . . .

WAN GE Phy R \ DataPlane |
| WAN GE Phy | —

1 Gbps Connection ]

Ethernet
T

C1100-8P: 2.5 Gbps
C1100-4P: 1 Gbps

e e )

* SoC - System on Chip Microcontroller
Includes some or all of the peripheral resources typically
used by a CPU in the same package as the actual CPU core

© 2020 Cisco and/or its affiliates. All rights reservedSESSION ID 12



C1100-8P
Ethernet + LTE + WLAN

<+«— |TE
Antenna

LTE ——>»
Antenna

GPS Console/
8xGE LAN Antenna uSIM*2 Micro USB

» «— KENSINGTON
! SLOT

Micro USB
2xGE RJ45 SFP USB3.0 LTE Debug

© 2020 Cisco and/or its affiliates. All rights reservedSESSION ID
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C1110-4P
Ethernet + DSL + LTE

<+«— |TE
Antenna

LTE ——>»
Antenna

GPS Console/
4XGE LAN Ante"na uSIM*2  Micro USB

l

S
i’i% ou— I

. 0/0/4

<+— KENSINGTON
SLOT

Micro USB T
1XGE RJ45 SFP USB3.0 LTE Debug DSL

© 2020 Cisco and/or its affiliates. All rights reservedSESSION ID
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C1101-4P

N
L AR

1SR 1100 Serfes

SKU Detail

C1101-4P Compact format

C1101-4PLTEP With pluggable LTE

C1101-4PLTEPWX With pluggable LTE and
embedded 802.11 ac WiFi

071X

— = C1101-4P
SRl L Ll ] .
on ve ] e
12VDC =2 5A Lo oa Ta 2a RS . . = ® ss<-
“neH PENT— =] =5
—
| &
(2 = i
|l L 4w
| cisco L 4}
o
o
of: .
'.._l oe -_— e
T R s i M ¥ Sl - ®
o sma —— L =
- -——

© 2020 Cisco and/or its affiliates. All rights reservedSESSION ID 15



C1109 - Hardened Platform

<+—— LTE Antennas

Dual pluggable LTE

Modules SKU Detail
. - C1109-2PLTEXX Compact form factor, Embedded LTE
Active/Active LTE Cat4 , temperature range 0-50C
C1109-4PLTE2P Dual LTE pluggable slots
Temp range -15-55C
C1109-4PLTE2PWX Dual pluggable LTE and embedded
802.11 ac WiFi, Temp range -15-55C

© 2020 Cisco and/or its affiliates. All rights reservedSESSION ID 16



ISR 1100-4G & ISR 1100-6G for

S DWAN vEdge Series

Powered by Viptela OS 19.
Or I0S XE SD-WAN

Next-Generation vEdge

vEdge 100B

> ISR 1100-4G

alraln 1SR1100-4G
=====
ok - |
@%o > e
"
=

4 Ethernet WAN ports

vEdge 100M

ISR 1100-4GLTExx* * xx = LTE domain

aliale ISR1100-4GLTENA W . & |
CI5CO
o el . 2 | [ ®
P " — ~
o = p—— Lo o
(N
L]

4 Ethernet WAN ports
Integrated LTE (CAT4)

—m
vEdge 1000

ISR 1100-6G

bl 1SR1100-60 [ ]
cisco
® on -
"
@ ° = o P Ty T T
(- oo

L -
-

-

6 WAN ports (4GE and 2 SFP)

© 2020 Cisco and/or its affiliates. All rights reservedSESSION ID 17



SD-WAN Ready, New, C1120 & C1160

Multi-core CPU Trustworthy Systems High IPSec performance

C1161 x—sm@

=4 <16 4%

ADSL2/2+/VDSL/G.SHDSL Pluggable LTE Advanced 802.11ac WAVE2
Mobility Express

© 2020 Cisco and/or its affiliates. All rights reservedSESSION ID



ISR 1100 Portfolio

Crypto
(CPU
clock
rate)

Cisco
SD-WAN

SD-WAN
Security

LTE

Wi-Fi

DSL

PoE

New!

For your refererence

C1101-4P | C1109-4P | C1109-2P

C1161X-8P * C112xX-8P * C1111X-8P * C111x-4P
480 Mbps 350 Mbps 250 Mbps 200 Mbps
(1,6GHz) (1,2GHz) (800Mhz) (600Mhz)
Yes
Yes No
8G DRAM 4G DRAM
CAT(13%(_34AT6/ CATéi/_&AT& No CAT6 CAT(138A/TC4AT6/ CATéi/_&ATB/ CAT4
No Yes No Yes No
No Yes No Yes No
Yes No

LASH variants available - Supports only Ent. FW App aware, DNS/web-layer security on SI)-WAN

© 2020 Cisco and/or its affiliates. All rights reservedSESSION ID
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For your refererence

Kak untaTtb naptHomepa ISR1100 *

Supported Wireless DSL PIDs
Domains for C1121 * .
Name of the Series

. 8 port Ethernet LAN
B North America P C1127 | DSL Annex A&M
Z Australia/Brazil
New Zealand C1128 G.SHDSL
R [ s 1) 21x-[8P LTEP] WR
l —> —>
Supported Wireless . Series Variants
Domains for C1121X * Cisco
E Europe Name of the C112x CPU 1.2 GHz
) sub-series
& North America v C1161 | CPU 1.6 GHz
v Pluggable
Z Australia/Brazil 8 GB LTE Module
New Zealand DRAM/FLASH v
ussia . Doesn’t apply to Vipela OS based
WAN Interface Type domain PPy 2 VIP

ISR1100-4G/6G
(1 - Ethernet WAN )

© 2020 Cisco and/or its affiliates. All rights reservedSESSION ID 20



Wireless WAN Overview

L TE-Advanced Pro
- 1.2 Gbps Download

- Carrier aggregation
- CBRS - Band 46,48, 66, 71

« Dying gasp

PLTP
s 8 B‘“
- Auto SIM SW|tCh|ng s

- Mobile I[P - PMIPv6
«  4x4 MIMO

Maximum Data Rate

Region M m
seje 2k (DL/UL) Mbps
AT&T, T-Mobile
Global CAT 4 150/50
Verizon
Europe, North America

CAT 6 300/50
Latin America, APAC,
ANZ
Global CAT 18 1200/150

© 2020 Cisco and/or its affiliates. All rights reservedSESSION ID
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LTE Category 4 ¢ ncnonb3osaHnem USB Dongle

Single Micro SIM

Supported on ISR

CAT 4 LTE

LTE Antenna

75/50 Mbps | @ 112X, 116X ?er|es
(npoBepsnTe
nogaoepxky no Data
sheet)
V \g&*?,- _
Modem Types Region Bands .
\\\\\k T
D-LTE-GB Global Bands 1,3,7,8,20,28 -~ )@
D-LTE-AS ASEAN Bands 1,3,5,8,40,41
North Bands

PRI America 2,4,5,12,13,14,17

© 2020 Cisco and/or its affiliates. All rights reservedSESSION ID
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[TpouzsoanTenbHocTb Cisco 1100 Series

1100 Non-crypto throughput is unshaped v =
« Unencrypted throughput from 800Mbps to 1.8 Gps
« Depending on 1100 model
1100 IPsec Crypto throughput is shaped e
« 50 Mbps @ Factory default GPU Glocking 800MHz 1.26H2 o
Activating IPsec Performance license -
sec (AES256) IMIX 230 Mbps 335 Mbps 480 Mbps
° Up to 250 MbpS with IPSec - 256 AES (C1 100_8P) NAT IMIX 660 Mbps 960 Mbps 1130 Mbps
« Up to 150 Mbps with IPSec - 256 AES (C1100-4P) HQoS IMIX 650 Mbps 910 Mbps 1230 Mops

HSEC License disables the shaper for crypto throughput
« Up to 480 Mbps with IPSec - 256 AES (C1161-8P)
« Up to 230 Mbps with IPSec - 256 AES (C1100-4P)

© 2020 Cisco and/or its affiliates. All rights reservedSESSION ID
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ISR 1100 Non SD-WAN

Licensing and packaging model

Application Experience
(Optional Add-on License)

MPLS, PfR, AVC,NBAR, IP SLA Probe...

IP Security Performance
HSEC* (Optional Add-on License)

Removes Performance Security License Mandatory
shaper & tunnel count : _
for IPSec 1100 Series 4 Port: 100 Mbps upgrade

1100 Series 8 Port: 200 Mbps upgrade

Security

(Optional Add-on License)

VPN ( DMVPN, GETVPN, Flex VPN..), Firewall, Open DNS Connector... 50
Mbps Crypto Throughput Default

v
IP Base
(Default)

Routing Protocols, ACL, NAT, QoS, BFD...

* Available with 10S XE 16.7.1

© 2020 Cisco and/or its affiliates. All rights reservedSESSION ID 24



vManage

On-site Services

@ @ I.E Bl Eg8
d e

\

Cloud Data Center Campus Branch

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Publi8ESSION 1D



Cisco SD-WAN Security - Platform Support

DNS/web-layer security

VEdge & ISR1100-4/6G

All Services

ISR 4000

Intrusion Protection System
Onboard IPS engine powered by TALOS

ISR 1100

Adv. Malware Protection
File Reputation and Sandboxing

App Aware FW and ENCS 5400 N . .
DNS/web-layer security Enterprise Firewall
+1400 layer 7 apps classified

Simplified Cloud Security
ASR 1000 Cisco Umbrella

© 2020 Cisco and/or its affiliates. All rights reservedSESSION ID 26



[Togoepyxkka pyHKUMM 6e3onacHocTn B SD-WAN

e e e I N O I O A
Cisco - CSR1000v v Y Y Y Y Y
Cisco - ENCS (ISRv) Y v % Y Y Y
CISCO - ISR4K (4461 4451, 4431, % v Y Y Y Y
CISC - ISR1K(111X 8P 1121X, % Y Y
N N N O B

* Umbrella Subscription / DNA Premier Tpebyetca ansa enforcement/SIG Tunnel establishment
** vEdges nogaep)kmBatoT knaccuueckmn stateful FW 6e3 pyHkumnoHana Application Aware.
*** MNoppeprxka ¢ default DRAM 4GB DRAM

A 1100X 8GB DRAM models only

© 2020 Cisco and/or its affiliates. All rights reserved.



Heobxogumble pecypcbl and Security App Hosting
B SD-WAN

ISR1K/4221X/4321

Default IPS + URLF (Cloud Lookup only) + 8GB Bootflash & 8GB Memory 4331/4351/44xx
AMP (hash analysis) 1/ 2 SP cores 4/8 vCPU CSR / ISRv

IPS + URLF (On-box DB + Cloud
High Lookup) + AMP (hash analysis) + 16GB Bootflash & 16GB Memory 4331/4351/44xx
19 Threat Grid (TG) 2 SP cores 4/8vCPU CSR/ISRv

Enterprise Firewall n DNS/Web-layer security byneTt padotatb ¢ 4 GB DRAM

© 2020 Cisco and/or its affiliates. All rights reserved.



ASR1009-X

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public




Cisco ASR1000 Series Routers

ASR1009-X
200 Gbps
o
Q
‘©
>
< 40 to0 200
- ASR1006-X

3’ E—— Gbps
= ASR1002-HX

100 =

aos g | =R

Q
(%]
8‘ ASR1001-HX 440 100 40to 100
% AT N Gbps Ghbs

40 g

Gbps -
p g ASR1002-X o
k3 ==
ASR1001-X
20 .
Gbps

2.5t020
— Optimized Application and User Experience

DGTL-BRKARC-2013 © 2020 Cisco and/or its affiliates. All rights reserved. 30



O630p annapaTHbIX KOMMOHEHT
ASR1006-X, ASR1009-X



Chassis ASR1006-X___ ESP slots

\ (ESP40 / 100 / 100X / 200X)
,,,,,,, 2L RP slots

6 power supply modules

2 fan trays

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 32
DDIZ N\



. ESP slots
:-..h,aSS'S ASR1009-X (ESP40 / 100 / 100X / 200 / 200X)
e RP slots

3 fan trays

6 powe r S U p ply m Od U |eS BRKARC-2013 © 2020 Cisco and/or its affiliates. All rights reserved. 33



CnoTbl Anga nuHenHbix KapT B ASRT000-X

- Kaxkgbl cnoT Aang NMHEenHbIX KapT NogaepXnBaeT Ao
100 Gb/sec Full duplex (T.e. Tyga 1 06paTHO) C TekyLmmmn ESP

- AnnapaTHo waccu moxeTt obecneunTtb 200 Gb/sec Full duplex Ha
KakablK CNOT ¢ 6yayLmMMn noTeHUManbHbiMn ESP, KoTopble cMoryT
NnoaaepPXmMBaTb Takytd CKOPOCTb.

- JononHnTeENbHO nogaep>XmBatoTcs NMHenHble kapTbl 40 Gb/sec Full
duplex
- SIP-40
- ASR1000-2T+20X1GE
- ASR1000-6TGE

BRKARC-2013 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Control Plane Hardware



ASR1000 Route Processors

RP3

CPU

Memory
Built-in
Boot flash

Storage

Chassis Support

Intel Dual-core , 2.66GHz

8, 16GB

2GB

80GB HDD,
External USB

ASR1004
ASR1006
ASR1006-X
ASR1009-X
ASR1013

Intel Quad-core, 2.2GHz
8, 16, 32, 64GB
8GB

100 - 400 GB SSD,
External USB

ASR1006-X
ASR1009-X
ASR1013

© 2020 Cisco and/or its affiliates. All rights reserved.
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ASR1000 RP3

MGMT
USB SSD BITS G Console/Aux

Clocking

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



RP3 block diagram

No forwarded traffic

Route Processor
Manages all

chassis functions
and runs |0OS

Ethernet
a

Management ]

Console
& Aux

Card Infrastructure USB

RIB, FIB & other
processes

SSD

GE, 1Gbps

12C

SPA Control

SPA Bus

ESI, 11.2-40 Gbps
SPA-SPI,11.2Gbps

Other

System Logging
Core Dumps
BITS

Hypertransport, 10Gbps

(input & output)
1 |

Runs IOS, Linux OS

Boot Flash .
Determines BGP (OBFL...) Manages boards and chassis
routing table size
RP3: 8/1 6/32/64 NVRAM 32MB
GB
CPU Memory <+—>  Bootdisk ,:réGB
I > 5iatum-3 Network
clock circuit
I2C Chassis ML A
Management Bus Interconnect EOBC Switch >
y V § YV § y V N A
[For punt path traffic
w * v \ A 4 VVYVY A\ A 4 v \aad A 4
SIPs ESPs RP Misc.  ESPs SIPs ESPs RP SIPs SIPs RP RP
Ctrl Output Input
clocks clocks

DGTL-BRKARC-2013

© 2020 Cisco and/or its affiliates. All rights reserved. 38



Data Plane Hardware



Overhead view of new ESP100X and ESP200X

ESP-200X

ESP-100X

Control processor

memory

Interconnect ASIC

® | — Control processor

QFP resource

memory
e QFP1
QFPO

BRKARC-2013

© 2020 Cisco an

.

d/or its affiliates. All rights reserved. 40



ESP Ge

QFP 2x QFP

2.0 2.0

ESP100 ESP200 ESP100X ESP200X
System BW (IMIX) 130Gbps 260Gbps 134Gbps 268Gbps
Performance (64B) 79Mpps 153Mpps 87Mpps 168Mpps
# of Processors 124 248 224 448
Clock Rate 1.5GHz 1.5GHz 1.0GHz 1.0GHz
Crypto BW* (IMIX) 15Gbps 45Gbps 67Gbps** 128Gbps**
QFP Resource 4GB 8GB 32GB 64GB
Memory
Packet Buffer 1GB 2GB 1.4GB 2.8GB
Control CPU Dual core Dual core Dual core Dual core

1.73GHz 1.73GHz 2.2GHz 2.2GHz
Control Memory 16GB 32GB 16GB 32GB
TCAM 80Mb 2x80Mb 80Mb 2x80Mb
Chassis Support ASR1006, 1013, ASR1013, || ASR1013, 1006- ASR1006-X,

1006-%, 1009-x 1009-x X, 1009-X 1009-X

* Crypto BW is measured using 200 sVTI in IMIX with ESP-GCM256 in post encryption data.

** Crypto BW is measured using 1 sVTI in IMIX with ESP-GCM256 in post encryption data.

41



ESP100-X Block Diagram

» Forwarding table . Counters

* NAT sessions . IPsec SA
+ Class/Policy Maps: Qos, PfR, AVC * FW hash table . FNF cache
+ ACL/Route map: NAT, FW, IPsec, |l _ _ _ _ o o e e e e e e e e e A oo
PBR =S
4 ] Resource Packet Buff N
acket Buffer

'I TCAM DRAM . \‘

| |

l QFP complex l

| |

| M166rgoBry FECP ( Processor Array \ / Crypto \ ( ™ \ |

I Intel Bruoadw?II— - I

e | (e (e (e (e o] [ 1L ) | | p——

—— XY Yy — I2C

I VY m 1 - u u V 174 =

I msmm |PPE,, - \ | — Hypertransport, 10Gbps

| \ J jg l l ) | GPM - Global Packtet Memory

I DST - Distributor
|
| [ GPM/DST/GTR ] | GTR - Gather
| CRY - Crypto
: | TM - Traffic Manager
\ Chassis Interconnect /
Mgmt Bus 7
\ - - I } I% {}I _______ - /
I I \ A4
RPs RPs ESP RPs MIPs

DGTL-BRKARC-2013
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Input Output Hardware
donkcupoBaHHble ELC
mopaynbHble SIP/SPA n MIP/EPA



Fixed Ethernet Linecards (ELC)

Ports 2 x TenGE and 20 x GE 6 x TenGE
Throughput 40 Gbps ingress / 40 Gpbs egress

Features Feature Parity to all other Ethernet interfaces
RP requirement RP2, RP3

ESP requirement ESP40, ESP100, ESP200, ESP100-X, ESP200-X

Features Feature Parity to all other Ethernet interfaces

ASR 1004, ASR 1006, ASR 1006-X, ASR 1009-X, ASR
1013

Chassis

© 2020 Cisco and/or its affiliates. All rights reserved.



MogynbHblE IMHENHbBIE KaPTh

Installable cards

Egress Buffering

Features

4 half height SPAs,
ethernet and / or "legacy” WAN
interfaces (E1, E3, serial, STM)

2 EPAs, Ethernet Port Adaptor,
Ethernet interfaces only

8 MB 8 MB

Basic ingress classification for high and low priority forwarding path to ESP.
Egress high and low priority paths. All other features implemented on ESP.

* When installed in ASR1013 chassis, 40 Gbps throughput in slots 0, 1, 4, and 5

© 2020 Cisco and/or its affiliates. All rights reserved.
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MIP-100: High Density Modular Ethernet

Modular Interface Processors

Carrier Card + 2xEthernet Port Adapters

Chassis Slots

1013 Slots 0,1,485
1009-X Al Slots

Throughput e 200G I/O with up to 100G’ throughput per line card

1Max Bandwidth per slot for EPAs (ESP100 and ESP200)

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 46
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BoamoxxHocTb SD-WAN Ha moaynbHOM nnaTtdopme
ASR1006-X

Camoe npowussogutenbHoe SD-WAN
ycTponcTeo oT Cisco

[MpOon3BOANTENBHOCTb
SDWAN fo 2 pags Bbllle, ue

C8500 1

ASR1006-X

Bbicokast NNOTHOCTb nopToB

100/40/10GE Ports

Mopoep»kka ¢ pennsa I0OS XE 17.5.1

47
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Cisco’s Highest Performance SD-WAN Headend

« Up to 2 X SD-WAN performance AB
- High 10/40/100GE port density (40 / 8 / 4)

Cisco’s Highest Performance
SD-WAN Headend

Investment Protection

- Common hardware across all use cases
- Based on latest QFP3.0

« Proven hardware and software technology

- Consistent consumption, deployment and
operation model

- For smooth multi-cloud SD-WAN journey Featuring dual QFP3.0 on the

ESP200-X

A. Estimate only, actual performance numbers
based on test result

B. Relative to 1X QFP3.0 system SD-WAN
performance

What’s Supported’

SKUs Quantity
ASR1006-X 1
ASR1000-RP3 1
ASR1000-ESP200-X 1
ASR1000-MIP100 Upto 2
EPA-10X10GE
EPA-2X40GE Egg;‘t’o‘t‘al
EPA-QSFP-1X100GE
Cisco DNA T3 license 1

Target Availability

Apr|| 2021 (0sxE175.1)

1. Only modules with specified type and quantity are
supported in each ASR1006-X chassis
. No RP or ESP HA, no ISSU, no OIR
. Other EPAs/SPAs/LCs not supported

Optimized for high-performance SD-WAN in DC/Hub
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CemenctBo Cisco Catalyst 8000

[TononHeHne B TEKYLLEM MOPTHONNO MaPLLUPYTU3aTOPOB

Catalyst 8500/8500L Catalyst 8300/8200 Catalyst 8000V Edge
Up to 200 Gbps CEF Up to 12 Gbps CEF Software
& 33 Gbps SDWAN & 5 Gbps SDWAN Catalyst 8200 Edge uCPE

R E
R 1K Fixed
Aggregation

ISR 4400/4300 CSR T000V/ENCS 5100

Modular Access Cloud/Virtual

|OS XE Controller Mode: SD-WAN, SD-Branch, SASE

AS

|IOS XE Autonomous Mode: DMVPN, GETVPN, FLEXVPN




Cisco Catalyst 8000 Edge Platforms Famlly

The Leading SD- WAN Edge Platforms with Rich Services
C8500-12XQC (30Gbps) [M-

C8500-12X (22Gbps) lm-

C8500L-854X (8Gbp) [ [l ™
s e T

C8300-2N2S-4T2X (6Gbps) #} ,v :

‘@ C8300-1N1S-6T (2Gbps)

l ©8200-1N1S-4T (1Gbps)

l C8200L-1N1S-4T (500Mbps)

{;“%‘%ﬁ .' m......w g #’ C8200-uCPE-1N8 (500Mbps)

Scalable Architecture with x86 and QFP

Number in () is SD-WAN IPsec throughput with IMIX

am» Pcrformance and Rich Services ﬂ

© 2020 Cisco and/or its affiliates. All rights reserved.
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Cisco Catalyst 8500/8500L

BbicokonpouasoauTensHble 1RU mapLipyTru3aTopsbl

C8500-12X4QC : pwwn | QFP based hardware forwarding
C8500-12X = Third generation QFP ASIC designed by Cisco

Port flexibility for 100/40/10 Gig interfaces
Up to 200 Gb/sec forwarding on C8500-12X4QC
TCAM hardware assist for pattern matching

Advanced Flow based forwarding

x86 based SOC design

Dedicated cores for control, data, and services

Optimized technology for efficient packet processing

Core reallocation to balance forwarding and services needs
Up to 20 Gb/sec forwarding on C8500L-854X

I0OS XE 5G Ready WAN MACsec Port flexibility




Catalyst 8500, 8500L Series Edge Platforms

© 2020 Cisco and/or its affiliates. All rights reserved. 54



Cisco Catalyst 8500 Series Edge Platforms

Highly Capable TRU SD-WAN Headend

C8500-12X4QC

CEF: up to 200 Gbps
IPsec: up to 46 Gbps

C8500-12X SD-WAN IPsec: up to 33 Gbps

CEF: up to 120 Gbps
IPsec: up to 30 Gbps

CSSOOL—884X SD-WAN IPsec: up to 22 Gbps

Performance

CEF. up to 20 Gbps
IPsec: up to 12 Gbps IMIX traffic
SD-WAN IPsec: up to 6.6 Gbps CEF: Autonomous mode
IPsec: Autonomous/Controller mode

All Throughput numpbers are Aqgregate IMIX values

2 Cisco and/orits affiliates. All rights reserved.



YpoobcTBo nonb3oBaHusa - Label Tray, RFID,

usability

iooooocoo‘;? l
> 1/1064 |‘ . a8

o sy
!
TROTROTROT
LTI
PID V0: Cxxcory yog
W [T |

€;do\ 1

000

coseece [ ©

:HH”HL

:2222;

00000

1&:’2& °

XXX XX

Label Tray

|

Label Tray has a

]
L

ITALIAN DES

that can be pulled out

Label Tray contains

Hardware version number

BRKARC-3002

PID version ID

Product ID
CLEI

TAN
MAC and

with encoded

GN AND ENGINEERING

RFID Tag

56
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AC vnun DC Power Supply
?5;\ [

Miaasass
AC Input PSU FAN / |

PSU FAN

BRKARC-3002 © 2020 Cisco and/or its affiliates. All rights reserved. 57
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Replaceable FAN Tray
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F
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Management Flexibility

Console Flexibility

.0,
M

{

o

{

&

Traditional RJ45 Console Port
Micro USB Console Port

Out-of-band Management

Dedicated Management Interface

External Storage

2 x USB 3.0 Ports

BRKARC-3002

Management i/f
GigabitEthernetO

=) = -
o 0 0 0
0%0%:%9%9%
020%0% %%
0%0%0%: %%
020%0%0%%
0%0%2%:% %!
0209,959,9,
0,000,500,
229,909,004

=

1=}

4
4

-
4

3
o,

0%0%:%

020%:%
o®e%s |

026%0%0% %
e

o %%

%%
o®e

=€ 3= )={ )

Micro USB
Console

USB3.0
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ApxutekTypa Catalyst 8500

C8500-12X4QC,
C8500-12X .

o

¢
Teeee
L

KACK XY
ceeeees
R LA

AL LT RAAA
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ApxuntekTypa HoBoro QFP 3.0

Multi-threaded Parallel Processing

» 28 clusters of 8 PPEs each
o 224 PPEs, 4 threads each - 896 threads

Hardware Accelerated Crypto

» 16 Crypto Engines with dedicated
resources

« Flow queues for complex stateful features

Layer-2 Aggregation

+ 240Gbps of aggregation
» Per Port Classification and Accounting

Traffic Manager

PKT / xBAF

DDR4 Memory Controller

HW Assist:
DST
FLB
Crypto PLU

Packet Processor RLB

Engines (PPEs) ARL

TCM

Pkt Buffer GPM
Manager

Ingress Classification, Egress Buffering, Scheduling
Accounting, Policing and and Flow Control, Time Stamp
Oversubscription Buffer and 1588*

L2 MACs w/MACsec / Interlaken & Mesh

QFP 3.0

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



Passutne Cisco QFP

Continuing Investment in Network Processor Technology

3 Gen QFP

Up to 200G
(] ]
] |

Ll 2nd Gen QFP
U LG D Up to 60G
cisco . [ Vv
Up to 3x IPsec
P Over 100 . . # Cores: 224
# Threads: 896

1st Gen QFP Patents
Awarded! = s
an
an

6 Up to 2x NBAR
]
# Cores: 40
@ Up to 2x NAT # Threads: 160

e |ncreasing network intelligence and services requirements ﬁ

# Cores: 64
# Threads: 256

Performance

>

2020

© 2020 Cisco and/or its affiliates. All rights reserved.
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Bay 1: 4xSFP+/1xQSFP

4x 1/10G SFP+ Ports

1x 40/100GE QSFP28 Port

1@ O 0
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C8500-12X4QC Block Diagram

-~ &
Control Plane

Processor
4 Core 3rd Generation QFP

EP1
} 120Gbps

Packet Buffer Resource Memory sTCAM I/F

Crypto

120Gbps

Chassis
Mgmt.
CPLD/FPGA
Reset Ctrl t

!

QE/HE
0/2/0 0/1/0
QSFP28 QSFP Port QSFP28
Port 40G Port
100/40G 100/40G

C8500' 1 2X4QC SF1PO+“P%'TS SF;D(;“P(oarts

BRKARC-3002 © 2020 Cisco and/or its affiliates. All rights reserved.
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C8500-12X Bay

0/0

Bay 0: 12xSFP+
12x 1/10G SFP+ Ports




C8500-12X Block Diagram

Control Plane
Processor

4 Core 3rd Generation QFP

EP1

Packet Buffer Resource Memory sTCAM I/F

Crypto

120Gbps

Chassis
Mgmt.
CPLD/FPGA
Reset Ctrl

TE
0/0/6

TE
0/0/7

TE
0/0/8

TE
0/0/9

TE TE
0/0/0 0/0/2

TE TE TE
0/0/1 0/0/3 0/0/5

C8500- 1 2X SFP+ Interfaces 1/10 GE

TE
0/0/4

BRKARC-3002 © 2020 Cisco and/or its affiliates. All rights reserved.
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Catalyst 8500 TCAM Capacity

m C8500- .. TC@I;/I Is high-speed memory B C8500-12X4QC

380,000

47,000 200,000
25,000
- Moderate scale High scale
TCAM use-cases TCAM use-cases
IPva ACEs  IPv6 ACEs IPv4 ACEs  IPv6 ACEs

C8500-12X: 10Mb C8500-12X4QC: 80Mb

C8500-12X4QC is better choice for high scale TCAM use-cases

*An Access Control List (ACL) is an ordered list of classification filters and actions. Each single classification

rule, together with its action, is called an Access Control Element (ACE).
© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 68



C8500-12X4QC Port Connectivity

Purpose-built T00GE, 40GE Port SD-WAN 1RU Platform

Max 120G of Max 120G of ports across
ports from Bay 2 Bay O + Bay 1

-

< <> 406 <> 40G
0000 0000 0000

8.1

Port Speed Maximum Port Configuration
1 100GE 2x100G
2 100/40GE 1x100GE + 3x40GE
3 100/40GE 1x100GE + 12x10GE
4 40/10GE 4x40GE + 8x10GE
5 40/10GE 3x40GE + 12x10GE
6 100/40/10GE 1x100GE + 1x40GE + 8x10GE
7 10GE 12x10GE + 12x10GE (using breakout* cable)
8 1GE 12x1GE

Note: 1/10GE port’s speed is detected based on SFP/SFP+ used in the port, *breakout cable support in autonomous mode only
© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



100GE, 40GE Connectivity Options (i)

C8500-12X4QC

Option 1 2 x 100GE

()
.
q

()
.
q

Note: For port speed change on any bay; there is an expected 1 sec traffic disruption due to backplane reset

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public
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100GE, 40GE Connectivity Options

C8500-12x4QC

@J6jile]a"el 1 x 100GE + 12 x 10GE

.vvwvvwvvv»vovv.bbvv”vbvvvvvvvvvoovvvvvvvvv-ou.vvvachv-vuvvvvvvcvvvd«utocwvdv‘vd
i TS S T ~ 0 { grema
9000050000000 89 LU

1106 1/106  1/106 17106 1/106  1/106
<> 406G ; . >
O.QO (XX X] 0000 A 3

“ ¥ ! ey ¥
100G m m - 1106 1/106  1/10G  1/10G  1/106  1/10G ~
i 0. . : 0.3 7 3 3

vevvevevewvwvwvwvevwewwvewwwww

-U'U.VUUT‘Vv'U’UVU’(UUUUG'.‘U.‘U‘U‘“UU“UU

Note: For port speed change on any bay; there is an expected 1 sec traffic disruption due to backplane reset

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 71



100GE, 40GE Connectivity Options

C8500-12x4QC

Ole]ifelaNsI 3 x 40GE + 12 x 10GE

.vvwvvwvvv»vovv.bbvv”vbvvvvvvvvvoovvvvvvvvv-ou.vvvachv-vuvvvvvvcvvvd«utocwvdv‘vd
i— e A S M T e T e (— (=
0000030000000 89 LU .
1106 1/106 1106 1106 1/106  1/10G
ALV | ALY 3
1106 1/106 1106 1106 1/106  1/10G ~
Option 6 1 x 1T00GE + 1 x 40GE + 8 x 10GE
.vvwvvwvvv»vovv.bbvv”vbvvvvvvvvvoovvvvvvvvv-ou.vvvachv-vuvvvvvvcvvvd«utocwvdv‘vd
st Crnctidininding g ptinly
0 .
L]

Note: For port speed change on any bay; there is an expected 1 sec traffic disruption due to backplane reset

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 72
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CLI will not be available until mode change is complete and EPA

returns to OK state.
Do you want to proceed?

Router

frl
c1sco
8500-12X4QC
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C8500-12X4QC, HacTpovka Bay

Pexxum SD-WAN

Cisco vManage

admin v
X CONFIGURATION | TEMPLATES

Device Feature

Feature Template - Add Template - Dynamic Interface Mode

B R Attt bbb e bbb s
ol = _

T P 1
15C0 <> 10106 ORR e 11106
C8500-12X4QC 0 2 2 4

o 0
%

®e®
L)

SUBSLOT MODE PARAMETERS

Bay 0 v | &*10g -
-- Choose --
4*106G

Bay 1 -]
1*100G

Bay 2 v | 11006 v

m cance'

© 2020 Cisco and/or its affiliates. All rights reserved. 74



MakcumanbHaga nnotHocTb 10GE, 1GE

C8500-12X and C8500-12x4QC

@lejileNpi7Ael) C8500-12X: 12 x 1/10GE

<> 10Gg

el C8500-12X4QC: 12 x 1/10GE + 12 x 10GE*

J

Option 7

. .
S —
1g8,0.0 8.0
02020202
’e%0%e%%"

1 0/0/x

bbbt bbb

12 x 10GE using Breakout Cable

*C8500-12X4QC breakout cable is supported from 17.4.1 and on Autonomous mode only.

75
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APXUTEKTYPA
Catalyst 8500L

C8500L-854X
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C8500L-8S4X Block Diagram

Resource Memory PCle
Ctrl
Fwd Crypto

x86 SOC
Architecture

Fwd Crypto
PCle 12C SPI

Chassis
Mgmt.
CPLD/FPGA
Reset Ctrl

TE TE
0/1/0 0/1/2

TE TE GE GE GE GE
0/1/1 0/1/3 0/0/1 0/0/3 0/0/5 0/0/7

C8500L-854X G o

BRKARC-3002



Advanced Flow-based Forwarding e

Re-imagined x86 Forwarding Architecture

9 DATA PLANE DEVELOPMENT KIT

Ingress
Flow

Quick Assist Technology
Match

found in Forward to

flowDB? Bl cere

Protocol Tuple hashing elements

Calculate TCP/UDP srclP, dstIP, protocol, srcPort, dstPort, vrflD
hash
ESP srclP, dstIP, protocol, vrflD
Add entry in
flowDB All other srclP, dstIP, protocol, vrflD
Protocols

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Public 78



Data Plane vs Service Plane Heavy e

L i X
> = oSN G

Control /O & Data Crypto
Plane queuing Plane

Service ‘ “ # ** ﬁ
Plane "lllll” 1" 1"E1lt 1"n‘lt

Heavy

Control  Service /O & Data Crypto
Plane Plane queuing Plane

CLI configuration and reboot required to change modes. Roadmap for future software to not require reboot.

© 2020 Cisco and/or its affiliates. All rights reserved. 79



Catalyst 8500
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nnHenkon ASR 1000X/HX



ASR1002-HX vs C8500-12X4QC

Product Comparison

Up to SD-WAN,

Up to CEF, Crypto

All perf numbers are aggregate throughput

BRKARC-3002 © 2020 Cisco and/or its affiliates. All rights reserved. 81



ASR1001-HX vs C8500-12X

Product Comparison

Up to SD-WAN, Up to 23Gbps SD-WAN, 8000 tunnels

Up to CEF, Crypto Up to 120Gbps CEF, 32Gbps Crypto

NAT/PAT, CGN Sessions 12M NAT/PAT, 24M CGN Sessions
DP Memory, Queues 32GB DP Memory, 256K Queues
Ports: Ports: 12x 1/10G

upgradable DRAM 16GB to 64GB upgradable DRAM

All perf numbers are aggregate throughput

BRKARC-3002 © 2020 Cisco and/or its affiliates. All rights reserved. 82



ASR1001-X vs C8500L-854X

Product Comparison

Up to SD-WAN, tunnels Up to 8.5Gbps SD-WAN, 8000 tunnels

Up to CEF, Crypto Up to 20Gbps CEF, 13Gbps Crypto

NAT/PAT, NAT perf
DP Memory, Queues
Ports:

upgradable DRAM

.
H]
-
-

:lll]tllll s <
—_— D BRERIIEIRRIRIERIIRIINRNINNN

-
Rens

All perf numbers are aggregate IMIX throughput

BRKARC-3002 © 2020 Cisco and/or its affiliates. All rights reserved. 83



Catalyst 8500
Performance and Scale



|OS XE Performance

B C8500-12XQC

m C8500-12X
| | | B C8500L-854X
IPv4 CEF  IPv6 CEF HQoS Firewall

All numbers are for aggregate IMIX traffic in Gbps
IMIX Profile: 64B:7, 594B:4, 1418B:1



IOS XE IPsec Throughput Performance

B C8500-12XQC
m C8500-12X
B C8500L-854X

©

™

-
©

I . |
I

IPSec IPv4: Multi- IPSec IPv4: Single- IPSec IPv6: Multi- IPSec IPv6: Single- IPSec + QoS + ACL +
tunnel tunnel tunnel tunnel NAT + AVC PerfMon

All numbers are for aggregate IMIX traffic in Gbps
IMIX Profile: 64B:7, 594B:4, 1418B:1



B C8500-12XQC

SD-WAN Throughput Performance
W C8500-12X
B C8500L-854X

© <t
0 0
o < o —

IPSec IPSec + QoS |IQDF* |IQDF* + ZBFW IQDF* + NAT IQDF* + NAT +
ZBFW

All numbers are for aggregate IMIX traffic in Gbps
*IQDF: IPsec + QoS + DPI + FNF




SD-WAN 1D-Scale

Feature C8500-12X4QC C8500-12X C8500L-854X
'(f/fstzlg)v SRS 8,000 8,000 8,000
g/ﬁ%gts;/)erlay Tunnels 8 000 8 000
DPI Flows 2,000,000 2,000,000 500,000
cFlow Flows 2,000,000 2,000,000
OMP Routes (Overlay) 2,000,000 2,000,000 300,000
IPv4 Routes 2,000,000 2,000,000
NAT Sessions 6,000,000 6,000,000
Firewall Sessions 6,000,000 6,000,000

ARP Entries 500,000 500,000



IOS XE 1D-Scale

Feature

C8500-12X4QC

C8500-12X

C8500L-8S4X

ARP Entries
IPv4 Routes
IPv6 Routes

IPsec Tunnels
FlexVPN Tunnels
NAT/PAT Sessions
CGN Sessions

Firewall Sessions

IPv4 ACE
IPve ACE

1,000,000
4,000,000
4,000,000
8,000
10,000
16,000,000
32,000,000
6,000,000
380,000
200,000

1,000,000
4,000,000
4,000,000
3,000
10,000
12,000,000
24,000,000
6,000,000
47,000
25,000

3,500,000
3,000,000
4,000

2,000,000
3,200,000
2,000,000
50,000
25,000
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Catalyst 8300/8200 (Branch)



Cisco Catalyst 8300, 8200 Edge Platforms

Transforming your branch...

Catalyst 8300 Series Catalyst 8200 Series Catalyst 8200 Series
Edge Platforms Edge uCPE

ISR 4451/4431 | ISR 4331/4321 ENCS 5100

Optimized for SASE with

Cisco Secure Cloud-scale SD-WAN




Cisco Branch Routing portfolio
The leading SD-WAN Edge Platforms with rich services

" Modularity Voice Integration Dynamic Core Allocation ™~
O]

o Modular Branch Edge C8300-2N2S-4T2X

c C8300-1N1S-4T2X Up to 5 Gbps SD-WAN

[0} Up to 5 Gbps SD-WAN Up to 12 Gbps traditional

w Up to 12 GbpsLtradmonal e i., o -

O =0 l=‘ mepj R ©8300-2N2S-6T ; ’nD

(ad Up to 2 Gbps SD-WAN -

ko) C8300-1N1S-6T Up to 10 Gbps traditional

c Up to 2 Gbps SD-WAN e —

© Up to 10 Gbps traditional ﬂi‘

8 C8200-1N-4T R LR : = 1

© Up to 1Gbps SD-WAN

& Up itional

— 0 7 -

ug C8200L-1N-4T B I

) Up to 500Mbps SD-WAN

o Up to 3.8 Gbps traditional _ Agg. throughput SD-WAN IPsec IMIX ~352 Bytes Packet Size

I l Agg. throughput traditional routing: no IPsec, IMIX ~352 bytes packet siz/e



Catalyst 8300

BRKARC-3003
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Cisco Catalyst 8300 Series Edge Platforms

Introducing 10G in Access with higher port density
4 RJ45
2 SFP+
1G WAN Ports R O 4 RJA5
& 2G IPsec i L Tiflmme tomm ) seveseesen 8 2 SFP

M.2 USB/
NVMe Storage

C8300-2N2S-4T2X

10G WAN Ports
& 5G IPsec

UADP-based switch User Centric Design
modules/10G WAN module (RFID, QR label, FRUSs)

Higher-efficiency AC
and DC power supplies

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 95



C8300 Storage Options

External M.2 storage

Storage Options

8 GB default bootflash

(not upgradable)
//8Gb DRAM default (up to
32Gb)//

16G default M2. USB
32 GB M.2 USB options
600 GB M.2 NVMe SSD options

SD-WAN storage

App Hosting

Logging local

Guest Shell/Python

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

96



el
cisco

i @

C8300 Power Supply

Dual AC, DC, POE PSUs

HVDC PSU support

PoE, PoE+ & UPOE Capable

PoE Boost with 500W and 1000W
Power DC DC Dual AC DualDC AC+POE AC+DC

Supply 400W  400WHV  PSU PSU 500W  Mix mode PoE Supported Modules

8300-1N15-6T [NICSINENEY 4 v v v v v v NIM-ES2-8-P

C-SM-40G8M2X

C8300-1N15-4T2X (RS Ge] v v v v v v v C-SM-16G4M2X

DC DC 650W  Dual AC Dual DC
650W NEBS PSU PSU

C8300-2N25-6T [TV 4 v v v v

Device Model

PoE
Adaptor Mix mode

v Vv
C8300-2N2S-4T2X EInCInEl V V V V V V V

1 + 1 Redundancy with Inline Power

BRKARC-3003 © 2020 Cisco and/or its affiliates. All rights reserved. 97
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OxnaxageHune B C8300

Replaceable fan tray, 4 Internal Fans assembly module

NEBS)

(

Reverse Airflow

[na 2RU nnatdpopm BEHTUNATOPHbLIM BNOK PEKOMEHOYETCH 3aMEHUTb B TEUEHUE 2

Fixed Fan tray, 3 InternaMBHYs assembly module

>
©
s
s}
C
©
L
©
C
.
()
=
£

[Ina 1RU nnaTtpopM BEHTUNATOPHbBIM 610K OOCTYNEH A1 3aMEHbI C BbIK/TFIOUEHUEM

FAN Module Build N+1 Redundancy for Cooling

98
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HocTynHble moaynun gna C8300



O6bpaTHas COBMECTUMOCTb MOAY/EN N 3aLUUTa
MHBECTULINY

5% Mopaynen OT ISR 4400 coBMeCTUMbI C

Cat8300* HoBble moaynum

UCS-E M3
SM Modules SD-WAN Perf. MACsec

L3 1x10G

Ethernet WAN WAN Module

4P/8P/8P PoE L2 1G/2.5mG/10G

Ethernet LAN

NIM Modules Switch Modules
CAT4/6 5G**/CAT18 LTE
NIM Modules LTE/SG PIM
FXS/FXO/BRI/T1E1 \oice DSP Modules for

Voice .
IP Services

SM-NIM Modules

Serial/Async/DSL Legacy WAN

*ISR 4K Modules Not Supported: UCS-E M1/M2, Ethernet SM, Ethernet WAN, SM-NIM Carrier
**5G Roadmap

© 2020 Cisco and/or its affiliates. All rights reserved.



Catalyst 8300 noaaep)KMBAEMbIE MO LYy so-ustsusorsnve

Blue color: new modules

B p————————— A p—

NIM-ES2-4 C-NIM-1X NIM-LTEA-EA SM-X-PVDM-3000 NIM-2FXSP NIM-VAB-A SSD-M2NVME-600G
NIM-ES2-8 NIM-1T NIM-LTEA-LA SM-X-PVDM-2000 NIM-4FXSP NIM-VA-B* M2USB-16G
NIM-ES2-8-P NIM-2T* P-LTE-VZ SM-X-PVDM-1000 NIM-2FXS/4FXOP NIM-VAB-M M2USB-32G
C-SM-40P8M2X NIM-4T* P-LTE-NA SM-X-PVDM-500 NIM-2FXO NIM-4SHDSL-EA*
C-SM-16P4M2X SM-X-1T3/E3* P-LTE-US SM-X-24FXS/4FXO NIM-4FXO

NIM-2BRI-S/T* P-LTE-JN SM-X-16FXS/2FXO NIM-4E/M*

NIM-4BRI-S/T* P-LTE-GB SM-X-8FXS/12FXO NIM-2BRI-NT/TE*

P-LTE-IN SM-X-72FXS NIM-4BRI-NT/TE*
WAN + Voice: P-LTE-AU NIM-PVDM-32
NIM-TMFT-T1/E1 P-LTEA-EA NIM-PVDM-64 ADAPTOR UCS-E

NIM-2MFT-T1/E1 P-LTEA-LA NIM-PVDM-128
NIM-16A* NIM-AMFT-T1/E1 P-LTEAA-EA NIM-PVDM-256 C-SM-NIM-ADPT UCS-E160S-M3/K9
NIM-24A* NIM-8MFT-T1/E1 P-LTEAP18-GL UCS-E1120D-M3/k9
SM-X-64A* NIM-1CE1T1-PRI CG418-E UCS-E180D-M3/K9

NIM-2CE1T1-PRI CG522-EE

NIM-8CE1T1-PRI 5G

(1H, CY21 : Roadmap)

5G sub-6GHz PIM

BRKARC-3003 101



Mopynb Catalyst 8300 SM Based Layer 2 Switch
4 x mGig (2.5G Ethernet)

Layer 2 Features compatible

2 x 10G port i _
’ X(1SOF?DF)O”S X(SFP+|O)Or ) with Cat switch
(2,§GXEThG;?net) LAN MACSec for switch to

host communication

16 x 1Gig (w/ 128-bit
LAN MACSec)

C-SM-16P4M2X

2.5 mGig to connect to future
Access Point/ 5G

a Support for SDWAN features

40 x 1Gig e UPoE Capable
(w/ 128-bit LAN MACSec)

C-SM-40P8M2X

© O O O

Port Speed and Diversity LAN MACSec Power Over Ethernet Cisco UADP ASIC
(1G, 2.5G mGig, 10G Fiber) (128-bit/ 256-bit***) (PoE/ PoE+/ UPOE) (UADP 2.0)



Mopynb Catalyst 8300 10G WAN NIM (C-NIM-1X)

Layer 3 Features compatible
w/ Router FPGE

1 x 10Gig

WAN MACSec for Secure
WAN and Metro Ethernet links

RIS X ': v R e SDWAN support

- -‘..
4 ’
n .
N -
. ....

o
CLLEEEue e l
sense sesseeeny =

C-NIM-1X
Port Speed and Diversity WAN MACSec

(10G Fiber) (256-bit) Higher Performance SD Managed



C8300 NIM Based DSP Voice Modules

4 different NIMs to support
32,64,128,256 voice channels

IP based voice services like
transcoding and conferencing

Can be paired with service modules

for DSP farm capability

Supports wide range of codecs
for different complexities

Optimized for rich-media voice applications



Enables up to 2 NIM modules critical
to support all combinations of Voice,
WAN, LAN modules to be hot
swappable and functioning in SM slot.

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public




Wireless WAN: BBontounsa TeXHONOMrmm

LTE Advanced
Pro

LTE
CAT6 CAT 11 CAT 18
3.3 Gbps

LTE AdvanCe( m——

Cisco’s Wireless WAN portfolio supporting the evolution

Integrated Solutions + Cellular Gateways
Catalyst Network Modules

8000/|SR4K/|SR1 K ) ) Shipping

(..m: —!ill"”“"f | 7
a«—-~w ; - v 2 ' .
—- P ! !
!

&)

5G Sub-6 GHz/ ' 5G/Sub-6
4G/Cat18 (PIM)* 4G/Cat18 GHz
\. y, \ )
* 5G Sub-6 PIM Roadmap

Lower TCO and operational costs High performance & reliability

More flexibility at the branch




[ MObKMK, 6e3onacHbin U MynbTUrMradbuHoin WAN

CG522-E CG418-E
5G Sub-6 GHz \\

% & CAT 18 LTE

4 3.3 Gbps L 1.2 Gbps

™ 420 Mbps 1 150 Mbps

10G Ethernet port 2.5G Ethernet port

Zero Touch Dual micro SIM, 4Ax4 ¥ MIMO,

Deployments single radio 2x2 ™ MIMO

© 2020 Cisco and/or its affiliates. All rights reserved.



Cisco Catalyst Cellular Gateway

- YcTponcTso IP Passthrough G
- LTE to Ethernet IPv4/IPv6 connectivity
- No NAT
- No Firewall
- No L3 / L4 features

+ BoiHOC LTE papno nHTephencos ang nyywero
npuema 4

- lcnonb3ynTe CyLEeCTBYHOLLYIO
MHJpacTPyKTypy Ethernet

- He onga BHeLWHero MoHTaxka, HO €CTb Onuums
Bbl[HOCA aHTEHHDI.



Nutepdencol Cellular Gateway

Management
- Serial console /% wé\
- optional micro-USB for debug ~ SIMs (0nHa akTusHa)
« Reset switch * 2 micro-SIM cards '
@@ :
@ 3 L] -
- s,
AUX console Ethernet ;
* Roadmap for reverse * mGig 2.5G ethernet link to "
console support the client device

. tional PoOE+ power
op P Antennas

e 4 SMA connectors
* Supports 4x4 MIMO

© 2020 Cisco and/or its affiliates. All rights reserved.



Korga Heobxoamm Cisco Catalyst Cellular
Gateway?

= Ry Cellular gateway no3BonsieT )
NoNyunTb KauecTBeHHbIn LTE/S5G curHan.
Pacnonoxumte psgomM ¢ OKHOM UK OKOMNO
KpbILK (ECTb BO3MOXHOCTb BbIHOCA

HTEeHHhI) J

I loopkntoueHne Cellular Gateway no h

Ethernet kabento ¢ BO3AMOXXHOCTbO POE+
OMTadHIing J

Z

1 “ ~ d OJTIOXXEeHNE S0BEPHDbIX UYd O
7/ BCTPEUaeTCs B MOA3EMHbBIX MOMELLEHUSX.
LTE/5G curHan o6bluHO nMnoxon. BoiHOC
AHTEHHbI MO COoax Kabento orpaHUUEH.
YacTo xBaTaeT TOMbKO A0 A0 YPOBHS

oYal VW inlV]
DUV TVIT.

© 2020 Cisco and/or its affiliates. All rights reserved.



[TopkntoueHune Cisco Catalyst Cellular Gateway

ﬁ] cTtopoHe Catalyst Cellular Gateway 10/2.5/1G
nHTEPdEnC.

PekomeHOoBaHO nogkntoueHne Hanpsamyto Ethernet
kabenem kK WAN mHTepdeincy yctponcTtaa (0o 100m).
Hanpumep, GigabitEthernet 0/0/0 - 0/0/3 Ha C8300.
*He pekomeHOoBaHO, HO BO3MOXXHO uepeld switch, HO
B otoenbHoM VLAN, 6e3 opyrux yCTPOWUCTB M TOMbKO
oguH DHCP (Hanpsamyto unmn uepes helper)

Cellular Gateway mMo)eT nonyyaTb nuTaHme oT PoE+,
wwer injector nnu 6noka NUTaHus. /

© 2020 Cisco and/or its affiliates. All rights reserved.



[lepepblB

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco 112



ApxutekTtypa Catalyst 8300



Catalyst 8000 Edge Platforms Family — SoC

X86 Multi-core CPU

el 5)DPDK

EEEEEEEEEEEEEEEEEEEEEEE

Quick Assist Technology (QAT)

KVM — Hypervisor LXC Container
\ 7
\ e

\ 7
1/0 7 .
. . /// Dynam|C
cp l Allocation* i

* Available in XE 17.4 release
Dynamic Core allocation — meet throughput and services demand

PPE
- @

Service Plane Optimized

CP

Optimized

Service Plane Core



Dynamic Core Allocation

- Optimum utilization of compute resources

- Dynamic & flexible CPU core allocation

- Ability to do core allocation independent of the license levels
 Allocate cores to data plane or services plane based on request
- Core allocation change takes effect only after a system reload

» Default core allocation is service-plane-heavy

« New CLI command platform resource added




Catalyst 8300 Series Edge Platforms

Default optimized Core allocation XE 17.3

Default Optimized Core Allocations™

C8300-2N2S-4T2X

CP-1, DP-6, SP-5

* Dynamic Core allocation available in XE 17.4 release

© 2020 Cisco and/or its affiliates. All rights reserved.



Catalyst 8300 Built for Service Optimization
CPU Core Allocation

(Default - Service optimized mode)
Service Optimized mode Data Optimized mode

5
4 4
2 3
2 2 1
1 P
CP /0 PPE SP CP 110 PPE SP

B C8300-1N1S, C8300-2N2S-6T B C8300-1N1S, C8300-2N2S-6T
B C8300-2N2S-4T2X B C8300-2N2S-4T2X

Number of Cores
Number of Cores

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Dynamic Core CPU Allocation

C8500L-854X

2CP + 6DP (1 10, 1Crypto+ 4PPE) + 4SP

2CP + 10DP (2 10, 2 Crypto, 6PPE)

C8300-2N2S-4T2X

1CP + 6DP (2 10, 4PPE) + 5SP

1CP + 7DP (2 10, 5PPE) + 4SP

C8300-2N2S-6T

1CP + 4DP (2 10, 2PPE) + 3SP

1CP + 7DP (2 10, 5PPE)

C8300-1N1S-4T2X

1CP + 4DP (2 10, 2PPE) + 3SP

1CP + 7DP (2 10, 5PPE)

C8300-1N1S-6T

1CP + 4DP (2 10, 2PPE) + 3SP

1CP + 7DP (2 10, 5PPE)

C8200-1N-4T 1CP + 4DP (2 10, 2PPE) + 3SP 1CP + 7DP (2 10, 5PPE)
ISR1100X-4G 1CP + 2DP (1 10, 1PPE) + 1SP 1CP + 2DP (1 10, 1PPE)
ISR1100X-6G 1CP + 2DP (1 10, 1PPE) + 1SP 1CP + 3DP (1 10, 2PPE)

@ I/O Core e Control Plane Core
@ Data Plane Core Service Plane Core



C8300-2N2S Block Diagram

DDR4

USB 3.0
——

TAM 2.0

QAT
Engine Console and USB

NVMe

12 Cores (4T2X)
8 Cores (6T)

e
G D
G

Crossbar Switch

2 x10GE 1 x10GE 1 x10GE

PCle Gen3 X4
2 x 1G(6T)
2x 10G (4T2X)

DRAM 8/16/32 GB SoC with High QAT for Crypto Rich
Scalability Performance Acceleration Connectivity

BRKARC-3003 © 2020 Cisco and/or its affiliates. All rights reserved. 119




C8300-1N1S Block Diagram

. DDR4

USB 3.0 PCle Gen3 X4
1 x10GE 1 x10GE
2 x 1G(6T)
A1 2% 10G (4T2X)

DRAM 8/16/32 GB SoC with High QAT for Crypto Rich
Scalability Performance Acceleration Connectivity

BRKARC-3003 © 2020 Cisco and/or its affiliates. All rights reserved. 120

DPDK USB 3.0

TAM 2.0

x86 SoC CPU

8 Cores

QAT




Performance

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco



Catalyst 8300 Baseline Throughput

25

20

15

Gbps

1

o

ol

o

C8300-2N2S-4T2X

C8300-1N1S-4T2X
m |P CEF

19.9
14.4
I 11.8 11.6

C8300-2N2S-6T C8300-1N1S-6T

Throughput numbers are based on IMIX packets



Catalyst 8300 I0S XE IPsec Profile Throughput

9
7.9
8
7
6
5.1
25
o)
G4
’ 2.1
) : 1.8 16 1.8 1.6
0

C8300-2N2S-4T2X C8300-1N1S-4T2X C8300-2N2S-6T C8300-1N1S-6T
m|PSEC ®IPSEC+QoS+FNF+NBAR2

Throughput numbers are based on IMIX packets



Catalyst 8300 SD-WAN Profile Throughput

7 6.8

4.34

2.34

1.75

1.75
1.37
. I 1 . 1

C8300-2N2S-4T2X C8300-1N1S-4T2X C8300-2N2S-6T C8300-1N1S-6T
B |[PSEC ®|PSEC+QoS+DPI+FNF

Throughput numbers are based on IMIX packets



Catalyst 8300 Series Platforms Scale XE 17.3

Features

Number of IPv4 routes (BGP)

Number of IPv6 routes (BGP)

Number of IPv4 VRF Routes (MPLS VPN) - per prefix
label

Number of IPv4 VRF Routes (MPLS VPN) - per vrf label

Number of IPv6 VRF Routes (MPLS VPN) - per prefix
label

Number of IPv6 VRF Routes (MPLS VPN) - per vrf label

Max NAT44 static entries

Max NAT44 static networks

Max number of Firewall sessions
Max number of NAT+FW sessions
IPv4 ACLs per System

IPv6 ACLs per System

8G Default DRAM
All Platforms

16G DRAM
All Platforms

32G DRAM
All Platforms




Catalyst 8300 Series Platforms Scale XE 17.3

Features

DMVPN / BGP Adjacencies, IKEv1, IPv4
DMVPN / BGP Adjacencies, IKEv2, IPv4
DMVPN / EIGRP Adjacencies, IKEv1, IPv4

DMVPN / EIGRP Adjacencies, IKEv2, IPv4

Number of IPsec tunnels (FlexVPN, AAA/CERT), IKEv2,
IPv4

Number of IPsec tunnels (FlexVPN, AAA/PSK), IKEv2,
IPv4

Number of IPsec Tunnels (IPsec/GRE, S2S), IKEv2, IPv4
Number of IPsec Tunnels (IPsec/GRE, S2S), IKEv2, IPv6

Number of IPsec Tunnels (IPsec, S2S), IKEv1, IPv4

Number of IPsec Tunnels (IPsec, S2S), IKEv2, IPv4

Number of IPsec Tunnels (IPsec, S2S), IKEv2, IPv6

Number of IPsec Tunnels (IPsec/sVTI, S2S), IKEv2, IPv4

8G Default DRAM 16G DRAM 32G DRAM
All Platforms All Platforms All Platforms

3K 6K 6K

3K 6K 6K

3K 5K 5K

3K 5K 5K

4K 5K 5K

4K 5K 5K

4K 4K 4K

4K 4K 4K

4K 6K 6K

4K 6K 6K

4K 6K 6K

4K 4K 4K




CpaBHeHue ISR 4400 Catalyst
3300



Migration Path - ISR 4400 to Catalyst 8300

C8300-2N2S-4T2X

(12 Gbps CEF, 5 Gbps IPsec)

ISR 4451
(3.8 Gbps CEF, 1.6 Gbps IPsec)

C8300-2N2S-6T

(10 Gbps CEF, 2 Gbps IPsec)

C8300-1N1S-4T2X

(12 Gbps CEF, 5 Gbps IPsec)

ISR 4431
(3.4 Gbps CEF, 900 Mbps IPsec)

saBEN S T

C8300-TN1S-6T

(10 Gbps CEF, 2 Gbps IPsec)

Note: All throughput numbers are based on IMIX giiljli;%?_!ﬁ




ISR 4451 vs C8300-2N2S

Product Comparison

Up to IPsec Tunnels Up to 6000 IPsec Tunnels
Upto 1.4 SD-WAN IPsec Up to 2-5Gbps SD-WAN |Psec

Up to 3.8 CEF, Crypto Up to 10-12Gbps CEF, 2-5Gbps Crypto

All perf numbers are IMIX of aggregate throughput

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 129



ISR 4431 vs C8300-1N1S

Product Comparison

Up to IPsec Tunnels Up to 6000 IPsec Tunnels

Up to 750 SD-WAN IPsec Up to 2-5Gbps SD-WAN |Psec

Upto 3.4 CEF, Crypto Up to 10-12Gbps CEF, 2-5Gbps Crypto

IPS/IDS + URL-Filtering 600Mbps IPS/IDS + URL-Filtering

upgradable DRAM 8GB to 32GB upgradable DRAM
Ports/Slots: Ports/Slots:4P+2xGE/TE, TNIM/1SM/1PIM

X86 SoC, 8C Cores, HW Crypto

"3‘6‘.‘fo‘&‘?}.‘o?o‘?-‘?o‘o‘-‘o"o‘h‘?-‘o“-"i‘-‘o‘-"“‘o‘o‘?’f-‘.‘.“\‘.‘-‘.\‘.}. =

Ll oo

: o

o

AL L e ol

All perf numbers are aggregate IMIX for Crypto throughput

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 130
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ISR 4400 vs Catalyst 8300 - gocTyrnHble CNoThl

ISR 4400 Catalyst 8300

4451 IN1S-6T TN1S-4T2X ANPSE] 2N2S-4T2X

CPU ; 12 core
Architecture 4 + 6 core 4 + 10 core 8 core multithread multithread
Form Factor 1 RU 2 RU 1 RU 2 RU
gggber of 3 NIM 3 NIM, 2 SM 1SM, 1 NIM, 1 PIM 2 SM, 2 NIM, 1 PIM
DRAM Default - 2 GB (Data) + 4 GB (Control) Default - 8 GB

Max - 2 GB (Data) + 16 GB (Control) Max - 32 GB
FLASH DEEUE - 9 G 8 GB Fixed

Max - 32 GB

© 2020 Cisco and/or its affiliates. All rights reserved.



Catalyst 8200




herformance and Rich Service

Cisco Catalyst 8300, 8200 Series Edge Platforms

The leading SD-WAN high performance branch router with rich services

C8300-2N2S-4T2X
C8300-1N1S-4T2X (5Gbps SD-WAN)

(5Gbps SD-WAN

C8300-1N1S-6T

(up to 2Gbps SD-WAN)

C8200-1N-4T
(up to 1Gbps SD-WAN)

C8200L-1N-4T Traffic profile: Cisco IMIX (352 Bytes)
(up to 500Mbps SD-WAN) CEF: Autonomous mode Routing
5 > IPsec: Autonomous & Controller/SDWAN mode
Throughput: Aggregate

Flexible SoC Architecture with Multiple Cores

© 2020 Cisco and/or its affiliates. All rights reserved.



C8200/C8200L Front View

1 NIMand 1 PIM

Status/physical security

Status LED Data Interfaces (FPGE)
FAN LED 2 RJ45 GE WAN Network Modules
Power LED 2 SFP GE WAN PIM slot NIM slot
..“';.:f:" r ol = r_ .
.. :
..
\ Catatyst Ldge —
Management Inventory Storage Inventory
RJ45 Console QR Label NVMe M.2 (16/32/600G) RFID
USB Type A

Note: Both C8200 and C8200L have same chassis view

© 2020 Cisco and/or its affiliates. All rights reserved.



C8200/C8200L Rear View

1 NIM and 1 PIM

Power supply

AC Power Supply
Power ON/OFF switch

dfren]n,
CISCO

PoE connector
External PoE Adaptor

FAN
2 Internal FANs

Note: Both C8200 and C8200L have same chassis view

© 2020 Cisco and/or its affiliates. All rights reserved.



C8200/C8200L Connectivity Richness

Next-gen modules and backward compatibility

Slot type Module type
Pluggable Interface

Module (PIM) Sl
Network Interface LAN, WAN, LTE, VOICE,

Module (NIM) DSL, ASYNC



Backward Module Comiatibilit¥
ISR 4300 Modules™ New Modules

4P/8P/8P PoE
NIM Modules

CAT4/6
NIM Modules

FXS/FXO/BRI/T1E1
Modules

Serial/Async/DSL

Ethernet WAN

Ethernet LAN

LTE/SG

Voice

Legacy WAN

L3 1 MGig,2Gig
WAN Modules**

5G**/CAT18 LTE
PIM

Voice DSP Modules for
IP Services

SD-WAN Perf. MACsec

© 00

®© e

Modules not Supported: Ethernet WAN
** Roadmap

© 2020 Cisco and/or its affiliates. All rights reserved.



Catalyst 8200/8200L Supported Modules

_—_—

NIM-ES2-4
NIM-ES2-8
NIM-ES2-8-P

NIM-16A*
NIM-24A*

NIM-1T
NIM-2T*
NIM-4T*
NIM-2BRI-S/T*
NIM-4BRI-S/T*

WAN + Voice:

NIM-TMFT-T1/E1
NIM-2MFT-T1/E1
NIM-4MFT-T1/E1
NIM-8MFT-T1/E1
NIM-1CE1T1-PRI
NIM-2CE1T1-PRI
NIM-8CE1T1-PRI

NIM-LTEA-EA
NIM-LTEA-LA
P-LTE-VZ
P-LTE-NA
P-LTE-US
P-LTE-JN
P-LTE-GB
P-LTE-IN
P-LTE-AU
P-LTEA-EA
P-LTEA-LA
P-LTEAA-EA
P-LTEAP18-GL
CG418-E*

P-5GS6-GL
(Roadmap)
CG522-EE

NIM-2FXSP
NIM-4FXSP
NIM-2FXS/4FXOP
NIM-2FXO
NIM-4FXO
NIM-4E/M*
NIM-2BRI-NT/TE*
NIM-4BRI-NT/TE*
NIM-PVDM-32
NIM-PVDM-64
NIM-PVDM-128
NIM-PVDM-256

NIM-VAB-A SSD-M2NVME-600G
NIM-VA-B M2USB-16G
NIM-VAB-M M2USB-32G

NIM-4SHDSL-EA

*10S XE support, SD-WAN support in roadmap
Blue color: new modules
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C8200-1N-4T Block Diagram

DDR4 QAT USB 3.0

Engine

DPDK

x86 SoC CPU

8 Cores

NVMe TAM

Flash Console, USB Ports

PCle Gen3 X4

il

2 x1GE RJ45 2 x 1GE SFP

DRAM 8/16/32 GB SoC with High QAT for Crypto Rich
Scalability Performance Acceleration Connectivity

© 2020 Cisco and/or its affiliates. All rights reserved.




C8200L-1N-4T Block Diagram

. DDR4

Engine

PCle Gen3 X4
2 x1GE RJ45 2 x 1GE SFP

DRAM 4/8/16/32 GB SoC with High QAT for Crypto Rich
Scalability Performance Acceleration Connectivity

© 2020 Cisco and/or its affiliates. All rights reserved.

QAT USB 3.0

x86 SoC CPU

4 Cores

TAM

Console, USB Ports




Performance and Scale



Catalyst 8200 vs ISR4331
|OS XE Baseline Throughput- IMIX 352B*

4 3.793.79

3.5

3

2.5

Gbps 2

1.5

0.8

0.48 0.45

05 04
° 0.3

0.5 0.21

IP CEF IPSEC IPSEC+QoS+FNF+NBAR2
B C8200-1TN-4T mC8200L-1N-4T ®|SR4331 MISR4321

* ]OS XE numbers are in Data-plane heavy mode



Catalyst 8200 vs ISR4331
SD-WAN Profile Throughput- IMIX 352B*

1.2

0.79

0.8

0.4

0.2

IPSEC IPSEC+QoS+DPI+FNF
B C8200-1TN-4T mC8200L-1N-4T ®[SR4331 MISR4321

*SD-WAN numbers are in Data-plane heavy mode



I(g)thaElyst 8200/8200L Series Platforms Scale

Features C8200-1N-4T C8200L-1N-4T
8G Default DRAM 4G Default DRAM

Number of IPv4 routes (BGP) 1.5M 280K

Number of IPv6 routes (BGP) 1.5M 270K

Number of IPv4 VRF Routes (MPLS VPN) - per prefix label 700K 200K

Number of IPv4 VRF Routes (MPLS VPN) - per vrf label 700K 200K

Number of IPv6 VRF Routes (MPLS VPN) - per prefix label 700K 200K

Number of IPv6 VRF Routes (MPLS VPN) - per vrf label 700K 200K

Max NAT44 static entries 10K 1K

Max NAT44 static networks 2K 1K

Max number of Firewall sessions 512K 512K

Max number of NAT+FW sessions 340K 280K

IPv4 ACLs per System 4K 4K

IPv6 ACLs per System 4K 4K

Refer to Scale sheet in Sales connect for more info



%gt};dElyst 8200/8200L Series Platforms Scale

C8200-1N-4T C8200L-1N-4T
FEEEE 8G Default DRAM 4G Default DRAM
Number of NAT44 (classic) sessions, PAT ™M 512K
Number of NAT44 (CGN) sessions, PAT ™ 512K
DMVPN / BGP Adjacencies, IKEv1, IPv4 3K 3K
DMVPN / BGP Adjacencies, IKEv2, IPv4 3K 3K
DMVPN / EIGRP Adjacencies, IKEv1, IPv4 3K 3K
DMVPN / EIGRP Adjacencies, IKEv2, IPv4 3K 3K
Number of IPsec tunnels (Flex\VPN, AAA/CERT), IKEv2, IPv4 4K 3K
Number of IPsec tunnels (FlexVPN, AAA/PSK), IKEv2, IPv4 4K 3K
Number of IPsec Tunnels (IPsec/GRE, S2S), IKEv2, IPv4 4K 3K
Number of IPsec Tunnels (IPsec/GRE, S2S), IKEv2, IPv6 4K 3K
Number of IPsec Tunnels (IPsec/SVTI, S2S), IKEv2, IPv4 4K 3K

Refer to Scale sheet in Sales connect for more info



Catalyst 8200/8200L Series Platforms Scale
XE SD-WAN

Features C8200-1N-4T C8200L-1N-4T

IPSec Overlay Tunnels

GRE Overlay Tunnels

OMP Routers (Overlay)

VPNs (VRF)

Refer to Scale sheet in Sales connect for more info



Catalyst 8200 Edge Platform
vs ISR 4300 Comparison



Migration Path - ISR 4300 to Catalyst 8200

C8200-1N-4T

ISR 4331 (3.8 Gbps CEF, 1 Gbps IPsec)
(1.8 Gbps CEF, 500 Mbps IPsec) " :

ISR 4321 C8200L-1N-4T

(1.6 Gbps CEF, 325 Mbps IPsec) (3.8 Gbps CEF, 500 Mbps /Psgg)

I wE ESogmiin 1

Note: All throughput numbers are based on IMIX



ISR4331 vs C8200-1N-4T

At a glance

Upto 1.8 CEF, 445 Crypto

Up to 2500 SD-WAN & 4000 Traditional
IPsec Tunnels

Up to 1Gbps SD-WAN IPsec
Up to 3.8Gbps CEF, 1Gbps Crypto

All perf numbers are aggregate IMIX throughput (352B)

© 2020 Cisco and/or its affiliates. All rights reserved.



ISR4321 vs C8200L-1N-4T

At a glance

Up to 250 & 2000 Up to 2000 SD-WAN & 4000 Traditional
IPsec Tunnels
Up to 300 SD-WAN IPsec Up to 500Mbps SD-WAN IPsec

Upto 1.6 CEF, 300 Crypto Up to 3.8Gbps CEF, 500Mbps Crypto
upgradable DRAM 4GB to 32GB upgradable DRAM
Default WAN Ports: Default WAN Ports: 4 Ports

X86 SoC, 4 Cores, HW Crypto

e TR R e+

i

% - -
.
o

All perf numbers are aggregate IMIX throughput (352B)

© 2020 Cisco and/or its affiliates. All rights reserved.



Catalyst 8000
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[Tepexon Kk eanHOMy nMnmky 10S-XE &
VYMNPOLLUEHHOE NMNULEH3MPOBAHNE

ISR G2 (2900/3900) Catalyst 8000
|IOS Classic (M&T) |I0OS XE
Single CPU Multicore CPU

‘Autonomous’ ,SD_WAN,
mode Controller

mode

Cisco DNA Advantage
P tual
End of PSIRT Support: Dec 2020 ol

Last Day of Support: Dec 2022



Migration Path - ISR 3900 to Catalyst 8300

ISR 3945E

(4.5 Gbps CEF, 800 Mbps IPsec)
C8300-2N2S-4T2X
(12 Gbps CEF, 5 Gbps IPsec)

S W-

ISR 3925E

(3.6 Gbps CEF, 650 Mbps IPsec)

C8300-2N2S-6T

(10 Gbps CEF, 2 Gbps IPsec)

ISR 3945

(2.4 Gbps CEF, 250 Mbps IPsec)

ISR 3925

(2 Gbps CEF, 200 Mbps IPsec)

Note: All throughput numbers are based on IMIX



Migration Path - ISR 2900 to Catalyst 8300

ISR 2951 C8300-1N1S-4T2X

(1.4 Gbps CEF, 150 Mbps IPsec) (12 Gbps CEF, 5 Gbps IPsec)

nmEEN s ——T ]

ISR 2921 C8300-1N1S-6T

(1.2 Gbps CEF, 80 Mbps IPsec) (10 Gbps CEF, 2 Gbps IPsec)

nsEEN s T ]

Note: All throughput numbers are based on IMIX



Migration Path - ISR 2900 to Catalyst 8200

ISR 2911 C8200-1N-4T

(900 Mbps CEF, 65 Mbps IPsec) (3.8 Gbps CEF, 1 Gbps IPsec)

> ! -

ISR 2901 C8200L-1N-4T

(870 Mbps CEF, 58 Mbps (3.8 Gbps CEF, 500 Mbps /Pseq)

Note: All throughput numbers are based on IMIX
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Cisco Catalyst 8200 Edge uCPE

.SySé?r? StEtEUS LTE WAN PIM Slot Physical Security

atus 0 Network Modules + Kensington lock
« FAN LED USB Storage e CAT 4/6/18 PIM NIM slot :
e Power LED

alvali
ccccc

uuuuuuuuuu

Management Interface Data Interfaces (FPGE) Storage Storage
« RJ 45 Console « 4 RJ45 GE WAN « USB M.2 (32GB) + SATA/SSD(2TB/4TB)
« 2 SFP WAN « NVMe SSD M.2 (600GB, 2TB)



Cisco’s Virtualization Portfolio

Small/Lean SD-Branch Enterprise Virtualization DC, Hub and Colocation

Catalyst 8200 Series Edge uCPE ENCS 5400 Series CSP 5200 & 5400 Series
8 cores 6 to 12 cores 16 to 56 cores

© 2020 Cisco and/or its affiliates. All rights reserved.



C8200 Edge uCPE pacnpepenenune pecypcos CPU

2 £ > £
S
% o 3 s % o 3
o

0 a © B & S %) a = s &
> o + ™M 5 X > (a)] — M s
1 (2] « O > L [72) = O
= g’ > o @ = > (72) > o @
S ) 5 = © ]

8 3 . 8 3

< <

H B EnNDEOnNER - N-N-N-N-NN

HEEEEEENEN
8=core- CPU 8-core CPU
(No-Hyperthreading enabled) (No Hyperthreading enabled)




Catalyst 8000V

SRIOV
@ Hypervisor/Cloud

Catalyst 8000V



KoHconupauma npeanoXXeHns no BUPTYanbHbIM
MapLUpyTU3aTOpam

VNF Convergence Approach

17.1.x and earlier

=
—- g

an

CSR 1000V
IOS XE

—> -

.

vEdgeCloud
Viptela OS

—> -

an

ISRv
XE SD-WAN

=
— g

aa

CSR 1000V
XE SD-WAN

17.2/17.3

—> e

an.

ISRv on ENCS
Unified

CSR 1000V
Unified

vEdgeCloud
Viptela OS

17.4.1

Catalyst 8000V
Unified

T
—g=—

an.

vEdgeCloud
Viptela OS

© 2020 Cisco and/or its affiliates. All rights reserved.




Catalyst 8000V ocHoBaH Ha CSR 1000V

. X
v ENCS NIM Support x
v SD-WAN on Google x
Cloud
v Azure Virtual WAN %
Integration
DNA Licensing Classic + DNA licensing

py s . 10G* A 2G*

SD-WAN vHub

*Expected throughput, actual performance number is subject to change, will be published at FCS



[Toooep»xKa rmnepBn30poB X386

AKVM
& RedHat

Enterprise Linux 7.5
Enterprise Linux 7.7

vmware

ESXi 6.5 Update 2
ESXi 6.7 Update 3

NInir
CISCO

NFVIS on ENCS &
CSP Platforms

.- Microsoft
.- Hyper-V

Hyper-V
(roadmap)



[ MBKOEe Ha3HaueHne pecypcoB

DT Physical Hardware:
e '
i * CPU - Intel Nehalem or AMD
= « CPU yvith _clock frgque_ncy >= 2.Q
» TenGigabit and Gigabit Ethernet interfaces
Catalyst 8000V Virtual Machine specs:
Catalyst 8000V

* CPU: 1 to 16 virtual CPUs

* Memory: 4 GBto 16 GB

» Disk space: 8 GB or 16GB

 Virtual Network Interface Cards (vNICs):
ESXI - A maximum of 8 vNICs is supported;

et VMXNET3, iXGBeVF, and i40eVF

KVM - A maximum of 26 vNICs is supported;
Virtio, ixgbevf, or i40evf




Cisco Catalyst 8000V Upgrade & Downgrade

Greenfield Deployment
C8kv «——>» C8kv

PEeKOMEHOOBAHHbIWM BapWaHT 015 NOMyUeHMst BCEX MPEUMYLLECTB Secure
object storage

Opgrade
CERIOISRY, [a, HO Bbl HE NOAyunTE KNUEBbIX NpenmyLlectTs C8000v.

CTpyKTypa pasbueHne Oucka oCTaHEeTCH NpexHen [ T.e. He ByaeT 3alnMdpPoBaHHOro
XpaHeHnss 6r10KOB JaHHbIX]

[lpu anrpevige ¢ Bepcun paHee 16.12 He byneT Tak xe yHKUnMoHana secure boot
UUID npu Takom anrpenge He namenutca [PID: <> Chassis Number<>]. 3To no3s8ouT
cepTugbmukaTam rnpogornkaTbe JeNCTBOBATb.

vManage 6ygeT pacrno3HaBaTb ycTponcTeo kak CSR1Kv/ISRv [With Current SWv
C8000v]

MoryT npuMeHsTbCs Tonbko TemnnenTsl ang CSR1Kv/ISRv

- EHS3UDORBAHNY

pDowngrade

CSR1Ky/ISRv

Ecnu 6bin nepexon ¢ CSR1kv/ISRv 17.2 Ha C8000v 17.4. To, downgrade o6paTHO
BO3MOXEH.

Ecnu 6bin ycTaHoBneH C8000v 17.4 3aHoBO, TO downgrade Ha CSR1kv/ISRv He
BO3MO)KEH.

© 2020 Cisco and/or its affiliates. All rights reserved.



[TpoBepka 3HaHuUI 2 (Poll 2)



JInueH3npoBaHme
MapLLUPYTU3aTOPOB
Catalyst 8000



EonHoe nuueH3npoBaHme Ong BCEN NMUHENKU
Cat8000

Consistent across
the portfolio

Cisco DNA Advantage
Cisco DNA
Essentials*

Cloud Managed

On-Premises

Catalyst 8000 is only available with Cisco DNA software subscription

* Only C8300, C8200, C8200-uCPE & C¢

© 2020 Cisco and/or its affiliates. All rights reserved.
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C8000
Systems DNA Licensing

P - I Cisco DNA Advantage
Ly (B r—

e ) (B
0 Cisco DNA Essentials™

--..m‘
Catalyst 8000 Family - DNA Packaging

Catalyst 8000 Edge Platforms

i + :

Network DNA Stack Network DNA Stack
Stack Stack Term
(Perpetual #) Term (3/5Y) Perpetual # 3/5/7Y

Performance, Flexibility & Investment Protection * Only G8300, G8200, C8200-UCPE &

For more information read the on SalesConnect C8000V


https://salesconnect.cisco.com/#/content-detail/6a8cd229-2cb6-4c6a-bb92-04ebd6ddeede

YHumkauma B cpaBHeHUn ¢ ISR4AK n ASR1K

ISR4K Catalyst 8000 ASR1K

(Multiple Licenses) (Essentials & Advantage) (Multiple Licenses)

Below Bundle Variations +

HSEC HW (Port based) Licenses

Advantage

Adv. Security + Segmentation,

Adv. Networking ENT/SP Licenses

Voice AIS/AES
Basic Security + HSEC .
Essentials

Basic Security

IP Base

Single Selling Motion Across IBNG Portfolio - Consistency & Simplicity



Catalyst 8000 Essentials (TierQ, 3 year) vs ISR4K

Quoted platform Platform to replace it with Customer’s benefits in switching to Cat8k Pricing Delta

* 1.5-2x increase in performance
ISR 4331 C8200L-1N-4T e 1 additional Ethernet port TBD
e Increased Memory

e 2xincrease in performance
ISR 4351 C8200-1N-4T * 1 additional Ethernet port Avg. -30%
» Higher default memory

» bxincrease in performance
e 2 additional Ethernet ports

* Higher default memory

* Dual Power Supply included

ISR 4431 C8300-1N1S-6T Avg. -10%

¢ bxincrease in performance
C8300-1N1S-6T e 2 additional Ethernet ports

» Higher default memory

* Dual Power Supply included

ISR 4451 Avg. -30%

C8300-1N1S-6T » Performance increase up to +10%

ISR 4461 * Dual Power Supply included

Avg. -45%



Cisco Catalyst 8000 Edge Platforms DNA Licensing

Detall

Cisco DNA Essentials

Connectivity/Mgmt

Cloud or On-Prem Management
Flexible Topology
- Hub and Spoke
+ Full Mesh/Partial Mesh

- App and SLA based policy
Dynamic Routing (BGP, OSPF)

- VNF Lifecycle Management

Enterprise Firewall with Talos-powered
IPS and application controls
Cisco Umbrella DNS Monitoring (visibility only)

SD-WAN Services

Basic Path optimization with
FEC and Packet Duplication
- TCP Optimization

Cisco DNA Advantage

Cloud/Analytics

Cloud OnRamp for laaS and SaaS
Automated Service Stitching
Encrypted Traffic Analytics

+ VAnalytics

Security

Segmentation (Unlimited VPNs)
Cisco AMP and SSL proxy

URL filtering

Cisco Umbrella app discovery

X-domain Innovations

Integrated Border for Campus (SD-Access)
Integration with ACI for Application SLA

Services

- Web Caching, DRE (incl. SSL proxy)
- Voice Module and SRST Integration
Multicast

Cisco DNA Essentials

Cisco DNA Premier

Security

Cisco Umbrella SIG Essentials
Transactional
- Tier 0: 25 Licenses
- Tier 1: 40 Licenses
- Tier 2: 100 Licenses
- Tier 3: 285 Licenses
Enterprise Agreement
- Tier 0: Not Available in Premier
. Tier 1: 45 Licenses
- Tier 2: 110 Licenses
- Tier 3: 325 Licenses
- Additional Cisco Umbrella SIG Essentials
licenses can be purchased separately.

Cisco Threat Grid

- Provides entitlement for 200 files per day
per customer account

- Files sent to Threat Grid cloud for
sandboxing. On-premises Threat Grid not
available in Premier

- Global entitlement across all customer sites

- Additional Cisco Threat Grid licenses can be
purchased separately.

Cisco DNA Advantage

Cisco DNA Essentials



Cisco Catalyst 8000 Edge Platforms Licensing
Network Stack Capabilities

v Network Advantage

E Network Essentials

Catalyst 8300 only

Network Advantage
. ; erpetual
(Inclusive of Essentials)

Overlay Technologies: MPLS, VPLS, LISP, VXLAN,

Network Essentials

Routing Essentials: Routing Protocols, Vrf-lite, OTV, EVC, OAM

Multicast, NAT
Security: MACSEC-128, VPNs, ZBFW, PKI, ACLs,

Security: MACSEC-256, ALG for ZBFW, VASI
Cisco Innovation: SMU Patching, SGTs, ETA, ISSU,

§ Umbrella Connector, Snort IPS mMDNS Bonjour, EPC

(O - - - .

O Application Experience: HQOS, PR, PBR, AVC, Unified Communication: SRST, Support for
Unified Communication: Cube Connector WAN Optimization: Cisco WAAS RTU*
Router Management: TACACS+, NETCONF, AAA,
DNS, DHCP

*Available on UCS-E on C8300

With DNA Essentials With DNA Advantage and DNA Premier



Cisco DNA Software for SD-WAN Feature Matrix

Cisco DNA Software
SD-WAN and Routing Matrices

https://www.cisco.com/c/m/en e e
p - - . nse 3- or 5-year term subscription Includes Cisco DNA Essentials
& Advanta: -

License type yei m Includes Cisco DNA Essentials Iu
3-, 5-, or 7-year term d Cisco DNA Ad ge 3- or
us/products/software/sd-wan
Management options: CLI, Web Ul vManage CLI, Web Ul vManage CLI, Web Ul vManage

routing-
matrix.html?oid=otren019258

SD-WAN Layer 2 and Layer 3 routing - general v "y v
SD-WAN Layer 2 and Layer 3 routing - IPv6 v v v
Essential security v v v
SD-WAN services v v v
Software Support Service (SWSS) v v v
Smart Net Total Care” (STNC) Optional’ Optional® Optional®
Advanced SD-WAN Layer 2 and Layer 3 routing - general v v
SD-WAN Layer 2 and Layer 3 Multicast routing - [Pv4 v v

SESSION ID © 2020 Cisco and/or its affiliates. All rights reserved. 175


https://www.cisco.com/c/m/en_us/products/software/sd-wan-routing-matrix.html?oid=otren019258

HoBbI nogxon K BbIbopy NMUEH3UKM MO Nonoce ans
C8000 (Bkntouas BMpTyanbHbin C8000vV)

Enabling higher value at lower TCO
(Lowered min. BW for high-end Access platforms)

Consistency of consumption models
(Similar Tiers as those in EA)

f b |
1 |
I I . . . ape
: SO T2 : Providing flexibility to scale
I 1 (Ex. 1G at the price of 250M!)
|
: 1G I
e |
: 2.5G :
1 ! Consolidated tiers applicable across Essentials,
I 5G T3 1 :
| : Advantage and Premier
[ 10G 1
R |

© 2020 Cisco and/or its affiliates. All rights reserved.



[1OCTYMHOCTb NMUUEH3UIN O PA3MTUYHbBIX
nnaTdpopm

C8500L-| C8500- | C8500-

854X 12X 12X4QC

Tier 0 Vv v vV vV v v vV v v v vV
Up to 15M

BW level

(30M Aggr)

Tier 1 v v vV vV v v Vv vV Vv
Up to 100M

BW level

(200M Aggr)

Tier 2 v v v vV v v v v v vV v vV v vV v v
Up to 1G BW

level (2G

Aggr)

Tier 3 e o e % i

Up to 10G
BW level
(20G Agagr)

SESSION ID © 2020 Cisco and/or its affiliates. All rights reserved.
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NMULEH3NU

What traffic do you need to include in your BW Tier calculation?

Cisco DNA 5
BW Tier

SD-WAN Non SD-WAN Non SD-WAN

(All traffic in Transport VRF to/from WAN) (Crypto enabled) (No Crypto)
* |Psec between SD-WAN Sites » All IPsec encrypted traffic on the box * Non-IPsec traffic is not charged by the
License on Physical platforms. (Not
 IPsec to Umbrella SIG / ZScaler SIG or » Non-IPsec traffic is not charged by the Applicable for C8000V)
any other non-SD-WAN I|Psec License.
« Choose the lowest (TO) BW Tier
« GRE / DIA traffic (no Crypto) regardless of total estimated traffic
+ HSEC license ($1) required ( over « HSEC license(S1) required ( over + Utilize the max forwarding capacity of
250Mbps in one or both directions). 250Mbps in one or both directions). the platform
Select HSEC option with T2 & T3 Select HSEC option with T2 & T3

Choose lowest BW Tier

Choose BW Tier based on all aggr. Choose BW Tier on agg. Crypto
WAN traffic, divide by 2 traffic only, divide by 2

© 2020 Cisco and/or its affiliates. All rights reserved.



PacueT nonocbl nponyckanuna gns DNA noanucku
Cisco DNA Subscriptions

With Cisco DNA subscription, bandwidth entitlement
aMopé bown 15bge Down é&%é’?%ﬁﬁn is the sum of total bandwidth utilization (either
upstream or downstream) across all WAN circuits
Examples

M Internet
‘ :
In the example, bandwidth utilization adds to

n e For a 100 Mbps license, 3+15+75= 93 Mbps (downstream) and to 3+6+20=
utilization can be up to 29 Mbps (upstream). Considering the maximum
100 Mbps upstream and utilization, you will need a 100 Mbps license,
J' 100 Mbps downstream permitting you to use 100 Mbps up and 100 Mbps

down for 200 Mbps of aggregate bandwidth.

— QD

Aligned with how service providers sell WAN bandwidth

© 2020 Cisco and/or its affiliates. All rights reserved. 179



VYposHKM Bandwidth (Tier)

Calculating BW Tier = Aggregated SD-WAN or |IPsec traffic, divided by 2

Unlimited Unlimited
* C8500-12X4QC - Autonomous Mode
Q: T3 = Only BW tier for C8500-12X & 12X4QC
1001 Mbps Select HSEC option Regardless of throughput, encryption or SD-WAN
1000 Mbps Up to 2Gbps aggr. C8500L- Autonomous Mode

T2 = Starting BW tier for C8500L

-
«

t

O

C8300-2N2S-4T2X - SD-WAN

101 Mbps Select HSEC option Running an estimated aggr. of 2 Gbps, Transport side
100 Mbps Up to 200Mbps aggr.
< C8300-2N2S-6T - Autonomous Mode
I’'m running aggr. 200 Mbps IPsec + 9 Gbps unencrypted traffic
16 Mbps
15 Mbps Up to 30Mbps aggr.

C8300-2N2S-4T2X - Autonomous Mode

I’'m running 11 Gbps of unencrypted traffic

o

© 2020 Cisco and/or its affiliates. All rights reserved.



Kak 3aKka3biBaTb?

Cisco Catalyst Edge
8300 2RU Chassis

C8300-2N2S-4T2X

C8300-2N2S-6T

Cisco Catalyst Edge
8300 1RU Chassis

C8300-1N1S-4T2X
C8300-1N1S-6T

Cisco Catalyst Edge L-DNA-C8200
. _8_200 1RU Chassis ~ C8200-1N-4T
| ﬂ@@ﬂi_!m“m- _ C8200L-1N-4T

C8200-1N-4T
C8200L-1N-4T

) (S

L-DNA-C8300

C8300-2N2S-4T2X
C8300-2N2S-6T
C8300-1N1S-4T2X
C8300-1N1S-6T

| owomsai
G

Cisco DNA Advantage

IOSXE-AUTO-MODE
(Autonomous mode)

Cloud/On-Prem
3Y, 5Y, 7Y

I0SXE-CTRL-MODE

(Controller mode)

Cisco DNA Essentials
Cloud/On-Prem
3Y, 5Y

* Only for C8000V and C8300

Performance, Flexibility & Investment Protection




DNA License model - Catalyst 8K platforms

Traditional Routing
Autonomous Mode
(CLI Managed)

Controller Mode
(vManage -

Choose
Operation mode

Choose DNA License depending DNA
on required features Advantag Premier Advantag Premier

Choose Min. Term - 3Y

o 3Y BY 7Y*
Subscription (Perpetual Network Stack®)
Term
v
TO T1 T2 T3
Choose BW Tier
v
———————————————————————————————————————— R - - - - - -~~~ ------=======—==-—=mmmmmm b
v
Perpetual License
After term expiry No Renewal Renewal
Required *7Y term in Advantage only

#Not applicable for C8000V

© 2020 Cisco and/or its affiliates. All rights reserved.



CSR1000V and Catalyst 8000V Licensing

Traditional Routing
Autonomous Mode

CSR1000V C8000V

(Term based Licenses) (Term based Licenses)

U Orir=riered pvv

(For all traffic - Crypto & Non llier resa] Ligznses

(For all traffic - Crypto & Non Crypto)

Cisco DNA Premier
Cisco DNA Advantage

3Y 5Y 3Y 5Y
7Y* 7Y*

SD-WAN
Controller Mode

CSR1000V C8000V

(Term based Licenses) (Term based Licenses)

UIVI 1O o= cletud DVV

(For all traffic - Crypto & Non

(For all traffic - Crypto & Non

Cisco DNA Premier
Cisco DNA Advantage

Cisco DNA Premier
Cisco DNA Advantage

3Y 5Y 3Y 5Y
7Y* 7Y*
*7Y term in Advantage ol

Subscription models of Software and Bandwidth Consumption for Virtual Routers



Smart Licensing Using Policy nnn kak
NPOCTO KYMUTb U HauaTb
3KCMyaTnpoBaTb MapLupytusatTop Cisco

IOS XE 17.3.2/ 17.4.1 and later



Kak MeHseTcsa cTaTtyc NMuUeH3nn?

Smart Licensing (SL) Smart Licensing USING POLICY (SLF

Un-
Registered

Failed

Register
Product

Consume
Registered In-use License
State
Consume » OcCTaéTcs TOoNbKO OANH CTaTyC NMueH3nmn“In-
License ”
use
. Mopgenb NoCTPOEHa Ha OOBEPUM
Authorization > he— o .. N
Expired *  YCTPOMCTBO BEOET YUET NUCMOMb30BAHHbIX

PYHKUMA U MUMLEHSUOHHOIO YPOBHS

B Smart Account TpebyeTcs oTnpaBnsATb
oTueThbl B TeueHne 90 gHen, ecnu Bbl
aKTUBMPOBaNn 60nee BbiICOKYH MULIEH3NIO,
Uem npu O6ped>-Hd|20 Cisco and/or its affiliates. All rights reserved.



Smart Licensing Using Policy - I0S XE 17.3.2 / 17.4.1 and later (MO yxe
0OCTYMHO)

be3 nameHeHun B Npouenype 3akala 060pynoBaHUs 1 NULEH3UIN
Note: He 3abygobTe coobwmTb NapTHEPY cBOM Smart Account

Bonbwe HET Evaluation nepuoga. He Hy)XHO perMcTprupoBaTb NULEHINIO

nepen ncnoib3oBaHNEM
Note: He Hy)>KHO perMcTpupoBaTb NULIEH3UIO NEPEeL UCMoNb3oBaHMeM 060pyaoBaHus. Ecnu
3aKaHUMBaETCA CPOK NMULEH3NUM NN NBMEHAETCH YPOBEHD HY>XHO OTMPaBUTb OTUET B SA

He TpebyeTcsa perynapHas KOMMyHMKaLMsa 060pynoBaHMs C

cisco.com
Note: [lpu ycnosuu, UTo Bbl HE MOBbLILLAETE YPOBEHDb NMNUEH3NN. Kaxkagoe yCTPONCTBO
B CETW BEOET YUET UCMNOMb3YyEMOW NULIEH3MM CAMOCTOSATENbHO.

OTI'IpaBbTe OTUeT 06 UCMOMb30BAHUM NMNLEH3UN TOMNbKO nen USMEHEHUN

YPOBH4A NMUUEH3UU UK TTIPU OKOHYaHWNKN CPOKa OENCTBUSA.
Note: OTnpaBka OTUETa MOXET ObiTb on-line munun off-line

© 2020 Cisco and/or its affiliates. All rights reserved.



Korga HeobxoamMmMo OTNPaBnATb OTUET?

VWhen should | report?

Perpetual
Report on-change

Know when:

Am | using what | purchased?
Yes - no report needed
No - report within 90 days

Recommended: Establish a smart account SW asset
baseline, report after upgrade to 17.3.2. / 17.4.1 or >

Subscription
Report on-change

Know when:

Am | using what | purchased?
Yes - with EA, report per policy
Yes - no EA, report upon renewal
No - report within 90 days

© 2020 Cisco and/or its affiliates. All rights reserved.



Reporting options

(2,

(1

Direct Connect

v Devices directly
connected to CSSM on
Cloud either HTTPS or
through proxy.

v" No dependency on
external tools

CSLU

Windows

4

-
x
-

*SSM on Prem support expectedsMarchi22 A rkHakxsupeadsisicoming mid 2C



YTO nponcxoguT C NULEH3NAMU MPK anrpenae Ha

penns3 c Smart Licensing Using Policy (IOS XE
17.3.2 / 17.4.1 and later )?

- Ye akTuBnpoBaHHble uepe3 PAK nuueH3nn npu nepexone Ha Smart Licensing
Using Policy ons non-export controlled/ export-controlled SW, HMKakux gemcTeum
He TpebyeTcs. O6HOBNSUTECDH, UCMOMNb3yNTe, OTNPaBNANTE OTUET NPU
HEOH6XO0OMMOCTW.

- RTU to Smart Licensing Using Policy for non-export controlled SW, HUKakux
nencTeuii He Tpebyetcsa. O6HOBNANTECH, UCMONb3YMTE, OTNPABMANTE OTUET MNPW
HEo6XxoanuMOCT!.

- SL to Smart Licensing Using Policy for non-export controlled SW/ export-controlled
SW, HuKaknx gencTeum He TpebyeTtcs. O6HOBNANTECH, MCNOMb3YyMUTE, OTNPABASUTE
OTUET MNMPMU HEOOXOOUMOCTM.

Nolt-éoaaﬂ nokynka export-controlled nuueHauin (HSEC): TpebyeTtca Auth Codes Ha
K yg&umU[%Wunl ue device identifie grr/n|§eNde%|SC tools uin APIs DOCTyMHbI /1S

uses use orts se pDetween purchase vs. u

dBTOMaTHU3auUnn I'I ouecC
- US Commerce requires all trade controlled SW to be purchased in advance



AkTmBaunsa HSEC nuueH3unu

SEENIG

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Inventory I:onvert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: CVD «

General Licenses Product Instances Event Log

Click here to follow single or
bulk auth code processes

Authorize License-Enforced Features...

Smart Account, Smart Licensing using Policy
APlIs:

https://apidocs-
prod.cisco.com/explore;category=Smart_Accou
nts_& Licensing APIs;sgroup=Smart_Licensing

Using_Policy

PSOEMT-1100

Automate the processes by:
v" Using Smart Account
3" party systems

with

v A Cisco DNAC, SD WAN
controller

v' SSM on-prem

v' Cisco Smart Licensing Utility
windows App (CSLU)

Smart Licensing Auth Code Request API:

https://apidocs-
prod.cisco.com/explore;category=Smart_Accounts_& Licen
sing_APIs;sgroup=Smart_Licensing_Using_Policy;epname=
Request_Authorization_Codes
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https://apidocs-prod.cisco.com/explore;category=Smart_Accounts_&_Licensing_APIs;sgroup=Smart_Licensing_Using_Policy;epname=Request_Authorization_Codes
https://apidocs-prod.cisco.com/explore;category=Smart_Accounts_&_Licensing_APIs;sgroup=Smart_Licensing_Using_Policy
https://apidocs-prod.cisco.com/explore;category=Smart_Accounts_&_Licensing_APIs;sgroup=Smart_Licensing_Using_Policy;epname=Request_Authorization_Codes

[Topoep»kka Smart Account Using Policy

Supported Products for 17.3.2: Supported Products for 17.4.1

VAII ISRTK family v All products supported in
17.3.2

&/ All ISR4300 family
CSR1000v upgrade to C8Kv

All ISR4400 family

o All 8200 family v

& All C8300 family

ISRv upgrade to C8Kv

C8Kv

V' Al c8500 family
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[TpoBepka 3HaHun 3 (Poll 3)



ITOrn n BoiBOObI
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MapLpyTtnusaTopbl ong knaccunueckmnx n SD-WAN

Catalyst 8000V

ceTeun

TN T —n - e pEE=———=F =

DEC ] Desci |

isor/Cloud

Catalyst 8000V

SD-WAN + Catalyst
Services 8300/8200/8200L
(10S XE) ISR 1000
=g -
N R @
sk ISR 4000 CSR 1000V
ISR 1100-4G/6G/LTE (Dual O3)
ISR 1100X-4G/6G (Dual OS]
: -
SD-WAN | N e B S e T &~
(Viptela OS) i
vEdge 2000 vEdge 5000 vEdge Cloud
@ Catalyst 8000V
Virtualization | lsgsee. N P ' SRIOV
(NFVIS) I%‘J}")/ . -\ - - @ Hypervisor/Cloud
Catalyst 8000V

Catalyst 8200 uCPE ENCS 5400 CSP 5000

© 2020 Cisco and/or its affiliates. All rights reserved.



Cisco Catalyst for Intent-based Networking

Intent-based Networking

Campus Branches

Catalyst

Wireless Controller Core & Distribution 8200/8300 Catalyst 8500
9800 Family 9500/9600 Family Series Edge Series Edge
Platforms
Platforms
Catalys
A Point Access = —_— : . t
ccess "ol 9200/9300/9400 ==l e NEE e em—; 8000V
9100 Family : e T TR ==
Family :

Consistent Experience End to End
Int& . Polic . Automatio Q Analytics
y

n
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