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Ele HemHOro onpeaeneHnm
Hybrid vs Multicloud Networking

Hybrid Cloud Networking = CeTeBoit TpaHCNOPT MeXAy on-prem MHPPACTPYKTYPOIi U e AUHCTBEHHbIM 06/1a4HbIM NpOoBalaepom

Multicloud Networking = CeTeBoi TpaHCnoOpT MmeXAy on-prem MHPPaACTPYKTYPOiIl U HECKONIbKMMU 061a4HbIMKU NPOBaiAepPaMHm, a TaKKe Mexay
HECKO/IbKMMM pa3NnyHbiMU 061a4HbIMKU NpoBaaepamm

TexHonorum MOoryT 6bITb NOAEHTUYHbIMW ONA BCEX COG,CI,VIHEHMVI WUIN Pa3inyaTbCA B 3aBUCMMOCTU OT nposaﬁ,u,epa, PErnMoHa, NPoeKTa N T1.A4.

ObwMme nHrpegmeHTbl ANa co3aaHuna TpaHcnopTta gna hybrid n multicloud:
« Encryption (IPsec/IKEv1/IKEv2, SSL, PKI)
+ Routing (Static, BGP u OSPF, EIGRP)

+  Tunneling (IPsec tunnel mode, GRE, mGRE, MPLS, segment routing..)

O6wmit Habop BapMaHTOB OKOHEYHbIX YCTPOMCTB:

« Native VPN (IPsec over Internet) —cepsuc ot nposaiigepa nybamyHoro obiaka gna coegmHeHuns ¢ on-prem MC3/mapLipyTM3aTtopom nosb3oBaTena
+  Kommepueckasa/Open Source VPN nsnatdopma, pacnosioKeHHas B 061ake, coeanHaeman c on-prem MC3I/mapLipyTnsaTopom nosab3oBaTens

+ Colocation/Direct Peering: cepsuc oT npoBaiiaepa nybanuHoro obnaka Kk on-prem nHppacTpykType Yepes colo-nnouwagkm 3-ux KomnaHuim

+ Google Cloud Platform Dedicated Interconnect/Direct Peering/Carrier Peering: https://cloud.google.com/interconnect/

- Amazon Web Services Direct Connect/PrivatelLink: https://aws.amazon.com/directconnect/

«  Microsoft Azure ExpressRoute: https://azure.microsoft.com/en-us/services/expressroute/

2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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3a4emM NOKynaTb CEPBUC OT HECKO/IbKMX 06/1a4HbIX
npoBanaepoB?

O6ecneueHune BbICOKOI AOCTYNHOCTU - pe3epBupoBaHue 061aU4HbIX CEpBUCOB

Pasznnuma B permoHanbHOM NPUCYTCTBUM 061a4HbIX NPOBaNAepPOB

Pasnuumna s HOMEHKANaType AOCTYMNHbIX CEPBUCOB B KOHKPETHbIX PETMOHAX

CneundunyHble NPoeKTHble TpeboBaHMSA

NMpedepeHumnn no 6usHec-npuunHam (M&A)
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BapuaHT Internet Over-the-Top (OTT)

- KopnopaTtuBHble
NoNb30BaTENU/NIPUNOKEHUS
npucoeanHATCA K Ny6nyHbIM IP
NPUNOXKEHUN UAN NYDBANYHBIM
agpecam W/308B NpoBanaepa
o6nayHbix yenyr (Cloud Service
Provider, CSP)

. bes ‘tpagnuymnorHoro’ S2S IPsec VPN
- NMNoppeprka TLS

- MoKeT npoTMBOPEUYUTb NOJIUTUKAM
NUb 3aKa3uuka

: P Csp- ‘
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Public Subnet 2

| Enterprise

Enterprise )
Application _Private Subnet 2

172.16.4.0/24

= Amazon Amazon 1 servu.:e
ECR s3 = endpoints
--------------------------- 3
Internet
— Gateway
EIP
NAT GW 2 172.16.1.0/24

VPC
Router

\

BRKCLD-3440

Enterprise
Site
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VPN over the Internet vs Direct
Connect/ExpressRoute/Dedicated Interconnect

Throughput Winner
QoS Winner
Latency Winner
Inline Services Winner
Managed Services Winner
Cost Winner
Time to Provision Winner
Flexibility Winner
Location Availability Winner




Cepsuc Native IPsec VPN

Cisco ASR,
© CSR, ISR

IPsec/IKEv2 Private Network

Default Network
10.138.0.0/20

Google : :
Cloud e e ee e e e e e e e eeeeee————oe——————e—————— ~
VPN
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/4
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|
e

Google Cloud Router

) Google Cloud Platform
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Mepexoanum K Multicloud Networking

MHoOXKecTBO pa3nmnyHbix cepsmcoB Native IPsec VPN

) Google Cloud Platform

Google Cloud
VPN

VPC Network

10.138.0.0/20 _
Private Network

172.16.0.0/24

BGP/OSPF/EIGRP
On-Prem NHdopacTpykTypa

Mockon bKY KO/INYECTBO 3TUX

Google Cloud Router

VPC Network 8
172.31.0.0/16
WHAS U MOAKAOYEHUI yBenumBaeTca u / unm
Router Gateway
@ 4ACTO MeHseTc ... Bbl mosKeTe

NpeanonoXKNTb, K Yemy 3To NnpusegeT
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Multicloud with Transit VPC

Transit VPC

VNet Subnet o

Azure VPN
GW

D

Private Network(s)

Cisco
vEdge

VPC Subnet 0—0

On-Premises

AWS VPN
O -

Transit VP

VPC Subnet

Google Cloud
VPN

> Google CIOUd Platform BRKCLD-3440 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 14




AWS — Transit Gateway (TGW)

VPC VPC VPC VPC VPC VPC
Dev Prod Dev Prod Dev Prod
VPC VPC VPC VPC VPC VPC

Transit VPC

VPC Subnet(s)o—ﬁ—o

VPC VPN
Router Gateway

TGW ‘can’ replace transit VPC -

Cisco ASR/
CSR/ISR

Private Network(s)

On-Premises

BRKCLD-3440
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Onumm mapuwpyTtmsaumm n noggepxka Split-Tunnel

« AWS/Azure/GCP ponycKatoT ucnonbsosaHue split-tunneling nnu forced/direct mapwpyTtrsaumio

 Split-tunneling:

* Pecypcbl nybanyHoro obnaka (instances/VMs, container clusters) 6yayT ncnoib3oBaTh LW/O3 MO yMoa4aHuio B ceoem VPC
ANna Bcex mapwpyTtos non-On-Premises

* Pecypcbl nybanyHoro obnaka 6yayT Mcnonb3oBaTb cneundumyHble MappyTbl K On-Premise MHPPaACTPYKTYpE,
aHoHcupyemble CSR

« Forced/Direct mapwpyTtnsaunsa — Bce pecypcbl nybanuHoro obnaka byayt ncnonb3sosaTtb VPN coeanHeHums

KaK MapLipyT No YMO/I4aHUIO AnA Bcero TpaduKa (Becb TpaduK -> B cTopoHy On-Premise)
External/NAT

, @
,/

d

/' le Cloud Cisco
& Compute 0004 e Google Cloud VPN CSR1000v
Engine —@ . Routing 35 YOXOXXXX.X
10.0.0.5 \\ - ' '
N
VPC Subnetwork 192
Y . i XXX XXX. X
N
“a | BGP

Google Cloud Router
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OTKa3 oT ncnonbzosaHumAa cepsmncos Native VPN

KakoBbl NPUYNHBbI MU3MEHEHMA AN3aNHA?
- Ecnm Bawa on-prem nHdpactpykrypa Haxoautca 3a NAT npoBanaepa — u HeT NAT-T

- Bam HY>XHO pacnpoCcTPaHUTb NPUMEHAEMbIA HA Ballen NoWaaKe NPOTOKO
mapuwpytusaumm (OSPF/EIGRP) Ha ny6anyHoe obnako

- CornacoBaHHOCTb NPOLLECCOB 3KCNyaTauum

- Bam HyxHbl KoHduUrypauum IPsec/IKE, KoTopble He noaaep>KMBaeT Ball NpoBanaep
obna4yHbIX ycnyr

« Bbl xoTnTe ncnonobsosatb SSL VPN

- Bam HyxeH MPLS VPN

- Hy»*KHa nopgaep»xka QoS, IP SLA, NetFlow, KopnopaTUBHOro MHCTPYMEHTapua Ans
HACTPOMKU N MOHUTOPUHTA

 MpounssogutensHoctb Native VPN cepBncoB HeagoCTaTOYHA

2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



MapLpyTusaTop AnA pasmeLleHua B UHGPaACTPYKType npoBanaepa 061auHbIX
ycnyr Cisco Cloud Services Router (CSR) 1000V

Cisco I10S XE

MporpammHoe obecneyenue
- 3Hakomasa no ASR1000 u ISR4000 onepaunoHHaa cuctema IOS XE

CSR 1000V

YHunBepcasibHOe pewieHue

. PaboTtaet Ha nnaTtdopmax x86

- Nopaepxnsaemble runepsmnsopbl U naatdopmol: VMware ESXi, Linux KVM, Citrix
Xen, Microsoft Hyper-V, Cisco NFVIS n CSP2100

. MNoppepxnBaemble obnauHble nnatdopmbl: Amazon AWS, Microsoft Azure,
Google Cloud Platform

Hypervisor [Mbkoe ynpasneHve Npon3BOANTENBHOCTbIO

- lnueHsnun ot 10 Mbps ao 10 Gbps

- Ucnonb3zosaHue ot 1vCPU ao 8vCPU

Server
BaQVIaHTbI anueHsnpoBsaHmAa
- 1-3-5 nert
https://www.youtube.com/playlist?list=PLCi - Smart License

TBLSYkcoTUS6b4MFthdvhDrseo6MeN

ABTOMaTVI3aLI,VIF| 1M NporpamMmmmnpyemocCTb
- NetConf/Yang, RESTConf, Guest Shell, SSH/Telnet
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C8Kv

HoBunHKa — Catalyst 8000v Edge <5

PaboTtaeT Ha nnatpopmax x86, ENCS nnu CSP B public/private obnakax. oy
Hypervisor/

- VMWare, RH KVM Cloud
« Hyper-V/XenServer/KVM Ubuntu/SUSE Linux - no3xe

MNoppepxuneaetrca B AWS, Azure, Google Cloud C8Kv

OCHOBHble BapMaHTbl NPMMEHEHMA B 061a4HbIX 3a4a4ax:

« LWno3 ans route-based IPSec VPN ( DMVPN, FlexVPN, GetVPN)
+  MPLS WAN endpoint

Hypervisor
« VXLAN wnto3 On x86 server

« SD-WAN Headend

« TouKa KoHTpons ceTesblx cepsucos (AppNav/ZBFW/NAT/AVC n T.4.) 9

n n Llle H3 n pO Ba HW e . Google Cloud Platform

« [Tonoca (10 Mbps — 10 Gbps), ypoBeHb NMNLEH3UN, CPOK AENCTBUSA

« Mogenb PAYG (AWS/Azure marketplaces) & AAzu re
C8Kv

https://www.cisco.com/go/cloudrouter

2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 19
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Pa3BuTME BUPTYa/IbHbIX MapLLPYTU3ATOPOB
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VNF Convergence Approach
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XE SD-WAN
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Cisco SD-WAN

vManage vBond vSmart

@ @ 9

VNet Network
10.50.0.0/16

D>

> —

vEdge/cEdge

Private Network
172.16.0.0/24

vEdge/cEdge

VPC Network
172.31.0.0/16

O

SD-WAN On-Premises Private Cloud

vEdge/cEdge

Cisco SD-WAN:

https://www.cisco.com/c/en/us/solutions/en
terprise-networks/sd-wan/index.html
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Cisco SD-WAN and Multicloud

10.16.241.4 Transit VNet

Container

D

o
v

pod
Azure VPN
GW

vEdge 10.1.1.106

Pod:172.16.3.206 Transit VPC

.
EKS
Worker

Node AWS VPN
O .
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IPsec VPN — Ha npumepe Cisco SD-WAN

Per-VPC Cisco vEdge
m—‘Private Network(s)

VPC Subnet(s)o—ﬁ—
vedge On-Premises

VPC vEdge

Router ~ Cloud |Psec
Transit VPC: Cisco vEdge + CSP VPN

Transit VPC

VPC Subnet(s)o—®—° m—‘Private Network(s)

vEdge .
VPC VPN On-Premises

Router Gateway

Transit VPC: Cisco vEdge + Per-VPC vEdge

m—’ Private Network(s)

vEdge .
On-Premises

Transit VPC
VPC Subnet(s)o—ﬂ—

VPC vEdge

Router ~ Cloud
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DMVPN — Knaccuka B npumeHeHnn K multicloud

Cisco DMVPN — npocTtoe B HacTpounKe pelueHue

VNet Network
10.50.0.0/16

D>

Cisco

. CSR1000v
Cisco

CSR1000v

Private Network
172.16.0.0/24

VPC Network
172.31.0.0/16 .

m CSR1000v

DMVPN On-Premises Private Cloud

Cisco DMVPN:
https://www.cisco.com/c/en/us/products
/security/dynamic-multipoint-vpn-
dmvpn/index.html
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DMVPN — Enable Dynamic Multicloud Networking
Cisco DMVPN

VNet Network
10.10.1.0/24

Cisco
CSR1000v

D

Private Network

192.168.200.0/24

VPC Network )
172.16.2.0/24 o o , BGP/OSPF/EIGRP

\ 1 /’ . .
@ CoR1o00v NG On-Premises Private Cloud

N L7
4
/4 DMVPN
VPC Network RV
r—
10010/24 '@,Spoke
CsR1000w

) Google Cloud Platform
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IPsec VPN - Cisco CSR 1000v Example

Per-VPC Cisco CSR 1000v

VPC Subnet(s)o—db

VPC

CSRs

Router DMVPN/IPSGC
Transit VPC: Cisco CSR + CSP VPN

Transit VPC

VPC VPN
Router Gateway

Transit VPC: Cisco CSR + Per-VPC CSR

DMVPN/IPsec

Private Network(s)

Cisco

ASR/CSR/ISR On-Premises

Private Network(s)

Cisco

ASR/CSR/ISR On-Premises

Transit VPC
VPC Subnet(S)‘—ﬂm Private Network(s)

VPC CSRs CSRs

Router

DMVPN/IPsec

Cisco

ASR/CSR/ISR On-Premises

BRKCLD-3440

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 26




A Note On MTU

 All three providers recommend a different size interface MTU for the IPsec tunnel interface:

+ Google recommends 1460 on the tunnel: https://cloud.google.com/vpn/docs/concepts/advanced#mtu

+ AWS recommends 1399 on the tunnel:
https://docs.aws.amazon.com/AmazonVPC/latest/NetworkAdminGuide/Introduction.html

« Azure recommends 1400 on the tunnel: https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-
gateway-about-vpn-devices

 In addition to MTU, you need to set and test your TCP MSS values

* In real world testing, an IP MTU of 1400 and TCP MSS of 1360 worked for all sites but this may
need to change based on your applications and if you are adding other encaps like MPLS

BRKCLD-3440 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 27
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Public Cloud Provider — CSR High-Availability

« Common challenge with all public cloud provider is that there is not true layer 2 support on a
VPC subnet — this prevents FHRPs from working properly

- Must setup a monitoring/tracking feature to watch for CSR interface/instance failure and adjust
the VPC route table to point to 2@ CSR inside interface

. AWS CSR High-Availability:

« https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/aws/b csraws/b csraws chapter 010
0.pdf

« Azure CSR High-Availability:

« https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b csr1000config-
azure/b csr1000config-azure chapter 0110.html
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Colocation - With or Without VPN

Cisco Routers or Firewalls + Some Combo of Colocation/peering

R .
I ! VLANSs
VIRE S, dp_ | @ : @—‘Private Network(s)
1
PG VPN I Cisco ASR i Cisco O P ]
: SR/CSR/AS n-Fremi
Router Gateway :_ _E_nslplo:n_t____l_ogq__: ASR/CSR/ASA emises
IPsec

VPC Subnet(s)o—ﬁ—

VPC VPN

Private Network(s)

On-Premises

Router Gateway

AWS Direct Connect (DX)
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Cisco SD-WAN

Public Cloud Support

« Cisco SD-WAN (vEdge) on AWS: https://sdwan-
docs.cisco.com/Product Documentation/Getting Started/Viptela Overlay Network Bringup/07Deploy the
vEdge Routers/01Create vEdge Cloud VM Instance on AWS

« AWS Marketplace: https://aws.amazon.com/marketplace/pp/B07BZ53FIT

« Cisco SD-WAN on Microsoft Azure: https://sdwan-
docs.cisco.com/Product Documentation/Getting Started/Viptela Overlay Network Bringup/07Deploy the
vEdge Routers/02Create vEdge Cloud VM Instance on Azure

« Microsoft Azure Marketplace: https://azuremarketplace.microsoft.com/en-
us/marketplace/apps/cisco.cisco cloud vedge 4 nics?tab=Overview

« Cisco SD-WAN Design/Deployment Guides: https://www.cisco.com/c/en/us/solutions/design-
zone/networking-design-guides/branch-wan-edge.html

+ Cisco SD-WAN Cloud OnRamp for Colocation: https://www.cisco.com/c/en/us/td/docs/routers/sdwan-cloud-
onramp-for-colocation/solution-user-guide/cisco-sdwan-cloud-onramp-colocation-solution-guide-19 1.html
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DMVPN (Dynamic Multipoint VPN)

Cisco DMVPN

https://www.cisco.com/c/en/us/products/security/dynamic-multipoint-vpn-dmvpn/index.html

Cisco Live DMVPN

https://www.ciscolive.com/global/on-demand-library/?search=dmvpn#/

Cisco IWAN CVD

https://www.cisco.com/c/en/us/solutions/design-zone/networking-design-guides/branch-wan-edge.html

DMVPN is a Cisco innovation for building GRE/mGRE + IPsec VPN connections in a dynamic and
scalable manner

BRKCLD-3440 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Automation

Challenges







Automating the Multicloud Network

+ Challenges:

Different toolsets for different jobs (Ansible, Python, Bash scripts, Terraform, etc..)

Different toolsets for different clouds (Heat for OpenStack, CloudFormation for AWS, Deployment Manager for GCP, Azure Automation)

Different toolsets for different vendor products (Cisco NSO, CloudCenter Suite, YANG development kit, etc..)

« Thereis no silver bullet - Start simple:

Use what your team knows — Perform a gap analysis on what you have against what you need

Initially, automate the things that hurt a lot to do by hand and that change frequently — | use free tools but that doesn’t mean the process is
free ©

Native Tools: It’s safe to use the cloud provider’s native automation toolset (e.g., AWS CloudFormation) when that is the only provider you
need to deal with

Abstracted Tools: When you are dealing with multiple providers to include on-premises providers (e.g., VMware vSphere or Microsoft Azure
Stack), it makes life easier to abstract away from native cloud provider tool sets and use something like Terraform and/or combo of tools

Full Stack Tools: When you want to stop pulling your hair out and you want to build full ‘stacks’ in nearly any environment, move to something
that can treat the environment as a whole

Cisco CloudCenter Suite: https://www.cisco.com/c/en/us/products/cloud-systems-management/cloudcenter/index.html

Cisco Managed Services Accelerator: https://www.cisco.com/c/en/us/products/cloud-systems-management/managed-services-accelerator/index.html
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Amazon CloudFormation

« https://aws.amazon.com/cloudformation/

- Template-based (JSON/YAML) — Build a stack(s) from a template file

- Sometimes you need to run more than one stack (in order) to get what you need

- Example template: https://github.com/shmcfarl/multicloud/tree/master/aws/cloudformation
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Google Cloud Platform — Deployment Manager

« https://cloud.google.com/deployment-manager/

« Configuration files (YAML), Templates (Python/Jinja2), Schema files (JSON)

- Sometimes you need to run more than one stack (in order) to get what you need

- Example templates: https://github.com/shmcfarl/multicloud/tree/master/gcp/deployment-manager
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Microsoft Azure Automation/Resource Manager

« https://azure.microsoft.com/en-us/services/automation/

« Runbooks (create graphically, PowerShell, Python)

« Read and select these carefully: https://docs.microsoft.com/en-us/azure/automation/automation-
runbook-types

- Resource Manager: https://docs.microsoft.com/en-us/azure/azure-resource-
manager/resource-group-overview

« https://github.com/Azure/azure-quickstart-templates/tree/master/cisco-csr-1000v

« Example template: https://github.com/shmcfarl/multicloud/blob/master/azure/resource-
manager/az-arm-csr-cleaned.json

BRKCLD-3440 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://docs.microsoft.com/en-us/azure/automation/automation-runbook-types
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-overview
https://github.com/Azure/azure-quickstart-templates/tree/master/cisco-csr-1000v
https://github.com/shmcfarl/multicloud/blob/master/azure/resource-manager/az-arm-csr-cleaned.json

Call APIs Directly

Cisco SD-WAN APIs: https://developer.cisco.com/sdwan/

Google Cloud Platform: https://cloud.google.com/compute/docs/reference/latest/

Amazon Web Services:
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Welcome.html

Microsoft Azure: https://docs.microsoft.com/en-us/rest/api/
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https://developer.cisco.com/sdwan/
https://cloud.google.com/compute/docs/reference/latest/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Welcome.html
https://docs.microsoft.com/en-us/rest/api/

HashiCorp Terraform - Abstracted Model

https://github.com/terraform-providers

ng Terraform

Providers

https://qithub.com/terraform-providers/terraform-provider-aws

/ A Azure kub
https://qithub.com/terraform-providers/terraform-provider- ‘% u e rn e te s

azurerm
https://github.com/terraform-providers/terraform-provider-
kubernetes
™ Google Cloud Platform ' I I I I
https://qgithub.com/terraform-providers/terraform-provider-google C I S C o

https://qithub.com/CiscoDevNet/terraform-sdwan
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https://github.com/terraform-providers
https://github.com/terraform-providers/terraform-provider-aws
https://github.com/terraform-providers/terraform-provider-azurerm
https://github.com/terraform-providers/terraform-provider-google
https://github.com/terraform-providers/terraform-provider-kubernetes
https://github.com/CiscoDevNet/terraform-sdwan

Summary

Cisco Multicloud Solutions: https://www.cisco.com/c/en/us/solutions/cloud/multicloud-portfolio.html

Public cloud native IPsec VPN support is good, but it is always point-to-point, does not have consistent support and lacks network-rich
features - It may be good enough for your initial use case(s)

If you have deployed or want to deploy SD-WAN, adding in your public cloud sites into your overall SD-WAN design can reap many
operational and cost benefits

If you have an existing WAN/Branch deployment of DMVPN, adding spokes at public cloud site(s) can help optimize traffic flow (no hair-
pinning), enable rich network features at the public cloud site and allow for a consistent technical and operation experience

Keep an eye out for AClI Anywhere (Cisco Cloud ACI): https://aws.amazon.com/blogs/apn/extending-on-premises-cisco-cloud-aci-network-

security-segmentation-to-aws/

Multicloud between multiple public cloud providers and on-premises look like distinctly separate hybrid cloud deployments but..

«  You have to take into consideration:
Team knowledge of public cloud operations, tools, automation
Cross cloud tools and automation
Diversity of network designs, protocols, security
Multi-region designs

Availability zones within and across providers
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https://www.cisco.com/c/en/us/solutions/cloud/multicloud-portfolio.html
https://aws.amazon.com/blogs/apn/extending-on-premises-cisco-cloud-aci-network-security-segmentation-to-aws/

Thank you || =




