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FortiIEDR vs. HeaBTOMaTU3npoBaHHbIU EDR
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Cxema pabotbl FortiEDR
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FortiEDR: TpeboBaHusa k cucteme (10k konnekropos)

KoMnoHeHT NoppepxuBaemas TpeboBaHus
nnatdgopma

KonnekTop Windows, MacOS, Linux < 1% cpu; 60MB memory; 20MB Disk
usage
LieHTpanbHbIN 2 CPUs; 8GB RAM; 60GB* Disk size
KomnoHeHT (Core)
Arperartop 2 CPUs; 16GB RAM; 80GB* Disk size
MeHemxep VM/Bare metal 2 CPUs: 16GB RAM: 150GB* Disk
Size
Penosutopun Threat 4 CPUs; 16GB* RAM
Hunting 200GB* Disk size and up

TpeboBaHus K kKaHany ~ 50 Mbps

10000 konnekTopos
CBA3N

* KaK MUHUMYM
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DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL v @ SECURITY SETTINGS ™ INVENTORY v o ADMINISTRATION o [ ] Protection v kmikhaylov
Q Generate Reporis
SECURITY EVENTS COMMUNICATION CONTROL COLLECTORS @ Running
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FortiEDR: nonutnkun 6e3onacHoOCTu

DASHBOARD EVENT VIEWER FORENSICS W COMMUNICATION CONTROL e

SECURITY SETTINGS v

INVENTORY

W

ADMINISTRATION ()

(@ simulation v

SECURITY POLICIES Search *Q ASSIGNED COLLECTOR GROUPS
Clone Po A ecto =: Exception Manager Delete
v All POLICY NAME RULE NAME ACTION STATE test (1 collector included)
= E IRansomware Prevention _®
Debugged Process - Connection from a Debugged Process I Log (® Enabled
Dynamic Code - Malicious Runtime Generated Code Detected @ Block (® Enabled
Executable Format - Bad Executable File Format @ Block (® Enabled
Executable Stack - A Stack with Executable Code @ Block (® Enabled
Executed Program has no installer @ Block (@ Enabled
Fake Critical Program - Program Attempted to Hide as a Service @ Block (® Enabled
Fake Packer - A Fake Known Packer Detected @ Block (&) Enabled
il Crsnmtar  Cucnisiaus fila meadifisatian 2 Block @ Enabled

< ADVANCED POLICY & RULE DATA

Rule Details

RULE NAME: Fake Critical Program - Program Attempted to Hide as a Service
RULE DETAILS

Many malware try to hide by looking like a critical system process, such as a service. This alert is a very strong indicator of malicious activity as it is rare for a legitimate software to do this.

FORENSICS RECOMMENDATIONS
Retrieve the executable file from the targeted device according to its Path by using the Forensics Tab in order to perform deeper analysis.

FRTINET

© Fortinet Inc. All Rights Reserved.
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FortiEDR: aBTOMaTu3auusa pearmpoBaHUs

DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL W @ SECURITY SETTINGS v

INVENTORY v ADMINISTRATION () (® simulation v kirill ~

ASSIGNED COLLECTOR GROUPS

. test (1 collector included)
E 2 = f 4
NAME MALICIOUS SUSPICIOUS PUP INCONCLUSIVE LIKELY SAFE
b EL] Default Playbook Fezariner (@
< EL] my_playbook ®

NOTIFICATIONS (sent in protection and simulation modes)

Send mail notification

%3]
@
=}
=}

INVESTIGATION

Isolate device
<~ ADVANCED PLAYBOOKS DATA

ACTION NAME: Isolate device

ACTION DETAILS

This option enables you to isolate a device and prevent its application and process from communicating externally, based on an event-specific classification. The definition that specifies which application can and cannot communicate is defined using the Communication Control Manager.
This mechanism enables you to define which application should be allowed to communicate for debug or other purposes. This feature is supported by Collectors 3.1 and up.

F::RTINET © Fortinet Inc. All Rights Reserved. 24



FortiEDR: cobbiTus

DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL v @ SECURITY SETTINGS W INVENTORY W ADMINISTRATION o @ Simulation v kirill »

EVENTS Showing 1-414 Multpie searcn v || CLASSIFICATION DETAILS
Archive B Export Handle Delete Forensics =: Exception Manager
1 + Unhandled ID DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED * LAST UPDATED
[] report.pdfexe (10 events) * Malicious 01-Apr-2020, 13:22:26 History
[] cscriptexe (3 events) * Malicious 01-Apr-2020, 13:16:49
[]  dkINTpuA.dil {1 event) * Malicious 01-Apr-2020, 13:05:37
[ rundii32.exe (3 events) * Malicious 25-Mar-2020, 10:59:45

D> ADVANCED DATA
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FortiEDR: cobbiTus

DASHBOARD EVENT VIEWER FORENSICS W COMMUNICATION CONTROL W G SECURITY SETTINGS v INVENTORY W ADMINISTRATION o @ Simulation v kirill

EVENTS Showing 1-41 Multple search v || CLASSIFICATION DETAILS
Archive B Export ~ Handle Event Delete Forensics =: Exception Manager
1 » Unhandled 1D DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED ~ LAST UPDATED
[]  report.pdfexe (10 events) #F Malicious 01-Apr-2020, 13:22:26 | nreat name: Unknown
o ) Threat family: Unknown
[| cscriptexe (3 events) # Malicious 01-Apr-2020, 13:16:49 Threat type: Unknown
p 428807 @ DESKTOP-CLLEKQ2 3.vbs * Malicious 192.168.163.4 01-Apr-2020, 13:16:49  01-Apr-2020, 13:16:49 @
History
b %R User DESKTOP-CLLEKQ2\kmikhaylov  Certificate: Signed Process path: C:\Windows\System32\cscript.exe Raw data items: 1
- . < # Malicious, by FortinetCloudServices , on 01-Apr-2020, 13:16:55
L] p 428768 @ DESKTOP-CLLEKQ2 2.vbs * Malicious 192.168.163.4 01-Apr-2020, 13:16:44  01-Apr-2020, 13:16:44 @
[ ] * . . o o Simulation Process ...oads\report.pdf.exel With PID 4348 was ferminated at
L] p 428730 @ DESKTOP-CLLEKQ2 1.vbs Malicious 192.168.163.4 01-Apr-2020, 13:16:36  01-Apr-2020, 13:16:36 @ device DESKTOP-CLLEKQ2 once
[] dkINTpuAdil (1event) ¥ malicious 01-Apr-2020, 13:05:37 o Simulation Device DESKTOP-CLLEKQ2 was isolated once
I:I rundli32.exe (3 events) # Malicious 25-Mar-2020, 10:59:45

Triggered Rules

~ Mgy Exdiltration Prevention
> @ Suspicious Application - Connection Attempt from a Suspiciou. ..

> @ Unmapped Executable - Executable File Without a Correspon. .

> ADVANCED DATA

F:2=RTINET © Fortinet Inc. All Rights Reserved. 26



FortiEDR: cobbITUsA

DASHBOARD EVENT VIEWER FORENSICS W COMMUNICATION CONTROL W G SECURITY SETTINGS v INVENTORY W ADMINISTRATION o @ Simulation v kirill

EVENTS Showing 1-4/4 Multiple search v CLASSIFICATION DETAILS
< @ Suspicious Application - Connection Attempt from a Suspiciou. ..

Archive Some applications do not initiate connections to the network on their own, but
are still commonly used by threat-actors to ex-filirate data from the network.

»Unhandled 1D o o CEIVED * LAST UPDATED
S Communication from such applications is blocked by default.
report.pdf.exe (10 eve ) ) 01-Apr-2020, 13:22:26 I nreat name: Unknown
_ MITRE Techniques: Threat family: Unknown
cscript.exe (3 events) T1064 - Scripting 01-Apr-2020, 13:16:49 Threat type: Unknown
P ‘ T1086 - Powershell 01-Apr-2020, 13:16:49  01-Apr-2020, 13:16:49 ()
o T1170 - Mshta History
< " N i i -
b mm User DES T1047 - Windows Management Instrumentation 32\cscript.exe FELEEE R ©
- Malicious, by FortinetCloudServices , on 01-Apr-2020, 13:16:55
4 T1121 - Regsvcs/iRegasm 01-Apr-2020, 13-16:44  01-Apr-2020, 1316144 @ + -0y : Ap :
T1117 - Regsvra2 o o o Simulation Process ...oads\report.pdf.exel With PID 4348 was ferminated at
> T1118 - InstallUtil DFATIRAV, RFIEES  GIHRIRAAD, TRFISEE Z device DESKTOP-CLLEKQ2 once
dkINTpuA._dil (1 event T1191 - CMSTP 01-Apr-2020, 13:05:37 = Simulation Device DESKTOP-CLLEKQ2 was isolated once

rundli32.exe (3 event: 25-Mar-2020, 10:59:45

< @ Unmapped Executable - Executable File Without a Correspon. ..

An executable running in memory does not have a comesponding file in the file
system. Malware can therefore hide in process memory without being listed by
the operating system. Commonly, this technique is used by both Advanced < Mgy |Exdiltration Prevention
Persistent Threat (APT) and Volatile Persistent Threat (VPT). It may also be < > @ Suspicious Application - Connection Attempt from a Suspiciou...
used by application installers or very aggressive application protectors, though
this scenario is rare.

Triggered Rules

> @ Unmapped Executable - Executable File Without a Correspon. .

Go to the Forensics Tab. Get the Base Address and End Address, as
specified in the relevant stack entry. Retrieve the memory from the
targeted device according to these memory addresses by using the
Forensics Tab and perform a deeper analysis.

> ADVANCELD _.....

==RTINET © Fortinet Inc. All Rights Reserved. 27



FortiEDR: aHanu3 B necoyHuue

DASHBOARD EVENT VIEWER @) FORENSICS COMMUNICATION conTROL v @) SECURITY SETTINGS Vv INVENTORY ADMINISTRATION () (@ simulation v Kirill v

EVENTS Shoving 1-13/13 Search Event vQ || CLASSIFICATION DETAILS
Archive B Export = Handle Event Delete Forensics =: Exception Manager

[ ~an D DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED = LAST UPDATED

[]  updater_0520.exe (3 events) * Malicious 20-May-2020, 17:00:02

Threat name: Unknown
Op @ 934599 @ DESKTOP-CLLEKQ2 updater_0520.exe * Malicious Service Access 20-May-2020, 17:00:02  20-May-2020, 17:00:02 @ Threat family: Unknown
Threat type: Unknown

ap 934583 @ DESKTOP-CLLEKQ2 updater_0520.exe ﬁ Suspicious 192.168.163.21 20-May-2020, 17:00:00 20-May-2020, 17:00:00 @
p @ 934567 @ DESKTOP-CLLEKQ2 updater_0520.exe * Malicious 20-May-2020, 16:59:52  20-May-2020, 17:00:00 @ History
[ :: Ceriificate: Unsigned Process path: C:\Users\ipetroviDownloads\updater_0520.exe Raw data items: 2 - * Malicious, by FortinetCloudServices , on 20-May-2020, 17-08:38
I:I 112.exe (1 event) # Malicious 20-May-2020, 16:24:54 o Simulation Process ...S\updater_0520.exe\ with PID 9223372036854775807
. was lerminated at device DESKTOP-CLLEKQ2 once
|| checkexe (2events) # Malicious 20-May-2020, 16:19:45
o Simulation Device DESKTOP-CLLEKQ?2 was isolated once
[ test_fileexe (2 events) # Malicious 20-May-2020, 16:19:45
[ payloadexe (3 events) & Malicious 20-May-2020, 16:17-04 £ Suspicious, by FortinetCloudServices , on 20-May-2020, 17:00:17
[]  1ransexe (1event) * Malicious 06-May-2020, 16:04:11 Triggered Rules
I:I hdtunepro.exe (1 event) * Malicious 06-May-2020, 15:34:29 - ' IExecution Prevention
[[]  LittleCryptexe (1event) =! PUP 06-May-2020, 15:21:40 < @ Sandbox Analysis - File was sent to the sandbox for analysis
] lockyexe (2 events) * Malicious 06-May-2020, 15-14°56 A susp_icious file was sent to t_he :_;andbox for a.nalysis and_ ir_15pec}i0n. After the .
analysis completes, the file will either be classified as malicious, in which case its
[] testexe (3 events) * Malicious 15-Apr-2020, 16:02:12 future executions will be blocked, or it will be classified as benign, in which case
its execution will continue.
L) ssh (1 event) & inconcusive 14-Apr-2020, 11:02:22 Check the event classification. If cloud classification was not set, sandbox
— I Y A+ e 44 Amennnn aa.no.on

> ADVANCED DATA
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FortiEDR: aHanu3 B necoyHuue

DASHBOARD EVENT VIEWER @) FORENSICS COMMUNICATION conTROL v @) SECURITY SETTINGS Vv INVENTORY ADMINISTRATION () (@ simulation v Kirill v
EVENTS Shoving 1-13/13 Search Event vQ || CLASSIFICATION DETAILS
Archive B Export = Handle Event Delete Foren =: Exception Manager
] A ID DEVICE PROCESS CLASSIFICATION  DESTINATIONS  RECEIVED ~ LAST UPDATED
[| updater_0¢ 20-May-2020, 17:00:02
Threat name: Unknown

Op @ Histo 20-May-2020, 17:00:02 20-May-2020, 17:00:02 @ Threat family: Unknown

- ry Threat type: Unknown

0Py 20-May-2020, 17:00:00  20-May-2020, 17:00:00 @

Oré - ¥ Malicious, by FortinetCloudServices , on 20-May-2020, 17:08:38 20-May-2020, 16:59'52  20-May-2020, 17:0000 @ /" Tistory

* . . - :
> ud o  Simulation Process ...s\updater_0520.exe\ With PID 9223372036854775807 € Raw data items: 2 < % Malicious, by FortinetCloudServices , on 20-May-2020, 17-08:38
- was terminated at device DESKTOP-CLLEKQ2 once
[ ] MM2exe (1  20-May-2020, 16:24:54 o Simulation Process ...slupdater 0520.exel With PID 9223372036854775807
o s Simulation Device DESKTOP-CLLEKG@2 was isolated once h was terminated at device DESKTOP-CLLEKQ2 once
|| checkexe 20-May-2020, 16:19:45
o Simulation Device DESKTOP-CLLEKQ?2 was isolated once
] test file.ex _— - . My .
L tesd $ Suspicious, by FortinetCloudServices , on 20-May-2020, 17:00:17 20-May-2020, 16:19:45 " - _ n
[ payloadex 20-May-2020, 16:17-04 \_ Suspicious, by FortinetCloudServices , on 20-May-2020, 17:00:17 -
O 1ransexe 1 Inconclusive, by Fortinet , on 20-May-2020, 16:59:56 06-May-2020, 16:04-11 Triggered Rules
] hdtunepro 06-May-2020, 15:34:29 v @ IExecution Prevention
[} LittleCrypt 06-May-2020, 15:21:40 < @ Sandbox Analysis - File was sent to the sandbox for analysis
[ lockyexe (2 events) & malicious 06-May-2020, 15'14:56 Asuspicious file was sent to the sandbox for analysis and inspection. After the
analysis completes, the file will either be classified as malicious, in which case its
[] testexe (3 events) * Malicious 15-Apr-2020, 16:02:12 future executions will be blocked, or it will be classified as benign, in which case
its execution will continue.
L) ssh (1 event) & inconcusive 14-Apr-2020, 11:02:22 Check the event classification. If cloud classification was not set, sandbox
F0 it 8 ceimten Fr i nmnme asnnn
> ADVANCED DATA
=RTINET © Fortinet Inc. All Rights Reserved. 29



FortiEDR: paboTta ¢ coobITUSMHU

DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL W @ SECURITY SETTINGS INVENTORY W ADMINISTRATION o @ Simulation v kirill

EVENTS | n CLASSIFICATION DETAILS
EVENT HANDLING
Archive Mark As.. Export andle Event Delete Forensics Exceptid
Unhandled event 428807
- R CLASSIFICATIS for process cscript.exe
report.pdf.exe (10 events # Mmalicious
Threat name: Unknown
cscript.exe (3 events) Aalici Threat familv: Unknow
e ¥ valcious - ncation | Maliious . tamily: Unknown
- e 1 e: Unknown
v 428807 DESKTOP-CLLEKQ2 3.vbs ¥ Mmaiicious Malicious  FezrATINET Mg
Type comment:
DESKTOP-CLLEKQ2\kmikhaylov Signed 0g PUP
DESKTOP-CLLEKQ2 2.vbs * Malicious Safe n4
DESKTOP-CLLEKQ2  1.vbs ¥ malicious B6 . __cadsireport pdf.exe\ With PID 4348 was terminated at
& Maic device DESKTOP-CLLEKQ2 once
\alicious|
Simulation Device DESKTOP-CLLEK@?2 was isolated once
¥ malicious
[ ] Archive When Handled
< Advanced Triggered Rules
|| Mute Event Notifications (&) for 1 week @ IExfiltration

Ty N
Save and Handled ) | Cancel )
\~_ 7 N S

ADVANCED DATA
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FortiEDR: paccnegoBaHue UHUMAOEHTOB

DASHBOARD EVENT VIEWER FORENSICS W COMMUNICATION CONTROL W G SECURITY SETTINGS v INVENTORY W ADMINISTRATION o @ Simulation v kirill

EVENTS Showing 1-41 Multple search v CLASSIFICATION DETAILS

& Archive Q Mark As.. ~ G Export ~ PHandIe Event 'i'DeIete @ Forensics =: Exception Manager

« Unhandled ID DEVICE PROCESS CLASSIFICATION ~ DESTINATIONS  RECEIVED ~ LAST UPDATED
reportpdf.exe (11 events) #F malicious 01-Apr-2020, 15:09:05 1-10/11 > _
# Malicious Fepminer
2 429955 @ DESKTOP-CLLEKQ2  report.pdiexe #F malicious 192.168.163.21  01-Apr-2020, 15:09:05  01-Apr-2020, 15:15:27 @ By ReversingLabs
| 2 428920 @ DESKTOP-CLLEKQ?2  report.pdf.exe ¥ walicious Sensitive Inform...  01-Apr-2020, 13:22:26  01-Apr-2020, 13:22:26 @ Threat name: Unknown
Threat family: Unknown
2 428782 @ DESKTOP-CLLEKQ2  report.pdiexe #F malicious File Delete Attempt  01-Apr-2020, 13:16:44  01-Apr-2020, 13:16:44 (%) Threat type: Unknown
P 428712 @ DESKTOP-CLLEKQ2  report.pdiexe #F malicious 3 destinations 01-Apr-2020, 13:16:36  01-Apr-2020, 13:16:49 (%)
Histo
P 428432 @ DESKTOP-CLLEKQ2  report.pdiexe #F malicious File Delete Attempt  01-Apr-2020, 13:05:39  01-Apr-2020, 13:05:39 (%) v
P 428381 @ DESKTOP-CLLEKQZ  reportpdfexe ¥ Malicious 2 destinations 01-Apr-2020, 13:05:37  01-Apr-2020, 13:0538 @ = % Malicious, by FortinetCloudServices , on 01-Apr-2020, 13:05:45
v P 428333 @ DESKTOP-CLLEKQ2  reportpdfexe ¥ Malicious Modify OS Settings 01-Apr-2020, 13:05:33  01-Apr-2020, 13:05:33 @ o Simulation PIOCESS ...oads\report.pdf.exel With PID 4348 was terminated at
device DESKTOP-CLLEKQ2 once
D % User DESKTOP-CLLEKQ2\kmikhaylov  Certificate: Unsigned Process path: C:\Users\kmikhaylov\Downloads\report. pdf.exe Raw data items: 1 o Simulation Device DESKTOP-CLLEKQ2 was isolated once
2 428352 @ DESKTOP-CLLEKQ2  report.pdfexe ¥ wmalicious File Creation 25-Mar-2020, 10:51:38  01-Apr-2020, 13:05:33 @
2 428256 @ DESKTOP-CLLEKQ2  report.pdfexe ¥ wmalicious Service Access  25-Mar-2020, 10:28:15  01-Apr-2020, 13:01:39 @
Triggered Rules
2 428241 @ DESKTOP-CLLEKQ2  report.pdf.exe ¥ malicious 192.168.163.21  25-Mar-2020, 10:28:13  01-Apr-2020, 13:01:38 29
it .
cscriptexe (3 events) * Malicious 01-Apr-2020, 13:16:49 v u [Exfiltration Prevention
AKINTPUAIL (1 event) $ Maici 01-Apr-2020, 13:05:37 > @ Invalid Checksum - Connection Attempt from Application with ...
i alicious -Apr- : “Ual
» @ Unconfirmed Executable - Executable File Failed Verification T...
rundii32.exe (3 events) ¥ Malicious 25-Mar-2020, 10:59:45

> @ Unmapped Executable - Executable File Without a Correspon...

> ADVANCED DATA
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FortiEDR: paccnegoBaHue UHUMAOEHTOB

INVENTORY ADMINISTRATION () (® simulation v kirill ~

Clear Al |8 D £l

FORENSICS v COMMUNICATION CONTROL W G SECURITY SETTINGS v

AS AR VENT VIEWER
—{— DASHBOARD EVENT VIEWER

Event 428333
report.pdf.exe
8 Add Excetion Retrieve B8 Remediate soiate +  [7 Export Raw Data liems: Al Selected | 1/1 ®
DEVICE 0s PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P @ DESKTOP-CLLEKQ2 Windows 10 Enterprise report pdf exe # Malicious Modify OS Settings 01-Apr-2020, 13:05:33 01-Apr-2020, 13:05:33 @
RAW ID: 1658076220 Process Type: 64 bit Certificate: Unsigned Process Path: C\Users\kmikhayloviDownloads\report. pdf.exe User: DESKTOP-CLLEKQ2\kmikhaylov Count: 1

5 Open i

Uncenfirmed Exscutable
mane =

1 Create | 2 Create 3 Create 4 Create = 7 Change *
Uncanfirmed Exscutable Uncenfirmed Executable
mare > more >
_Process — Process — Process —_— Process — 5 configuration
winlogon. exe UsEnnit e explorer exe report. pdf exe A i RIS-1-5-21-5
1400-2833089672-510018850-
1000, CLASSES'.CLS%MGFFQE-T‘
F‘QC-#-K!?%EIH-F-!Z 321E3931}-|n
T
Value: (default)
B,
Unmapped Executable
© Fortinet Inc. All Rights Reserved. 34
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FortiEDR: paccnegoBaHue UHUMAOEHTOB

DASHBOARD

EVENT VIEWER

FORENSICS v

COMMUNICATION conTrRoL v @)

SECURITY SETTINGS

w

INVENTORY

W

ADMINISTRATION ()

(® simulation v

kirill

Clear Al EE D C:]
x
Event 428333
report.pdf.exe
% Add Exception Retrieve edia lsolate v % Export Raw Data ltems: Al Selected | 1/1 (D
DEVICE 0S PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P B DESKIOP-CLLEKQZ Windows 10 Enterprise report paf exe # Malicious Modify OS Settings 01-Apr-2020, 13:05:33 01-Apr-2020, 13:05:33 @
RAW 1D: 1698076220 Process Type: 64 bit Certificate: Unsigned Process Path: C:\Users\kmikhayloviDownloads\report.pdf.exe User: DESKTOP-CLLEKQ2\kmikhaylov Count: 1
- 4 Create * 7 Change * I
Unconfirmed Executable Unconfirmed Executable
more = more =
Process - x System configuration
cmd.exe ) Key: \REGISTRY\USER\S-1-5-21-5
Unconfirmed Executable 40891490-2836969672-510916650-
Invalid Checksum 1000_CLASSES\CLSID\{0A29FFSE-7
Unmapped Executable F9C-4437-8B11-F424491E3931}\In
ProcServer32
Value: (default)
6 Create t
Writeable Code
I Inmannad Fyvariitahla
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FortiEDR: paccnegoBaHue UHUMAOEHTOB

DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL W @ SECURITY SETTINGS INVENTORY W ADMINISTRATION o @ Simulation v kirill

cearal | 3 | i Ci]
x
Event 428333
report.pdf.exe
- = .
:: Add Exception  m=a Retrieve Remediate Isolate v B Export Raw Data ltems: All Selected | 1/1 (D
DEVICE 0S PROCESS CLASSIFICATION DESTINATION RECEIVED LAST SEEN
P B DESKIOP-CLLEKQZ Windows 10 Enterprise report paf exe # Malicious Modify OS Settings 01-Apr-2020, 13:05:33 01-Apr-2020, 13:05:33 @
RAW 1D: 1698076220 Process Type: 64 bit Certificate: Unsigned Process Path: C:\Users\kmikhayloviDownloads\report.pdf.exe User: DESKTOP-CLLEKQ2\kmikhaylov Count: 1
- - - -
PARENT PROCESS CREATION PARENT PROCESS CREATION PARENT PROCESS CREATION CREATE PROCESS OFEN PROCESS THREAD CREATION SYSTEM CONFIGURATION

SYSTEM CONFIGURATION
Process ID: 4348 Company: Product: Process Hash (SHA-1). § 208982E88ABAS11BD5AA30TAGE4EDS5473B4D2BE
Source Process: ...skWVolume3\Users\kmikhaylov\Downloads\report.pdf.exe Description: Comments: Process Owner: DESKTOP-CLLEKQ2\kmikhaylov
Target: ...D{0A29FFIE-7FIC-4437-8B11-F424491E3931\InProcServer32 Version: Command Line:

EXECUTABLE FILE NAME WRITABLE CERTIFICATE REPETITIONS BASE ADDRESS END ADDRESS HASH

(] f ® Main -\Device\Harddisk\olume3\Users\kmikhaylov\Downloads\report pdf exe No Unsigned f 208982E88ABAS11BD5AA3D. .. —
(] f  \Device\HarddiskVolume3\Windows\System32\KemelBase.dll No Signed 2 0x792c270000 0792458000 f 3A0D965CEDG2D33A830A41. .
(] Runtime Generated Code Yes Unsigned 2 0x510000 0x57d000 f B649TSFES2B04AS41ATADD. ..
(] @ Runtime Generated Code Yes Unsigned 3 0x4c0000 0472000 i 27F027309612871D23TAETT.. —
1] i \Device\HarddiskVolume3\Windows\System32\kernel32.dil No Signed 1 0x7192cc80000 0x7TM92cd2d000 i AD3EGT8DB0413EEDDIAAF...
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FortiEDR: ncknroveHusi

—— DASHBOARD EVENT VIEWER FORENSICS COMMUNICATION CONTROL e SECURITY SETTINGS ™ INVENTORY ADMINISTRATION @ Simulation v kirill ~

EXCEPTION CREATION

1
3
3
S
]
i
@
@
o
©
@
@
@
@
=1
o
o

Export < Unmapped Executable - Apply exception on: Raw Data Items: All Selected |11 @

e Memory unique identifier: JJANMJY ShxQjeuF4EqJaypWEWok=

[

report.pdf.exe (Unsigned) ¢’ @

4 bit = Any Path DESKTOP-CLLEKQ2'\kmikhaylov

< Invalid Checksum - Apply exception on:

report.pdf.exe (Unsigned) ¢4 @
Current Path:  \Users\kmikhayloviDownloads
®) Any Path :

= Writeable Code - Apply exception on:

SYSTEM CONFIGURATION
4348

report.pdf.exe (Unsigned) ¢ @

Current Path:  \Users\kmikhayloviDownloads

473B4D2BE

DESKTOP-
e Any Path
= Unconfirmed Executable - Apply exception on: RESS HASH
i ain -\De me3\Users\kmikhayloviDov eport.pdi_exe . >
report.pdf.exe (Unsigned) # [2]
f  \Device\HarddiskVolume3Windows Current Path:  \Users\kmikhaylov\Downloads po 0x
®) Any Path R
Runti 0x57d000
Runt i:'- Cancel -\:ZI 0x41a000
i Device\Hardd o dows emel32.d . bo 0
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—{— DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL v @ SECURITY SETTINGS W INVENTORY W ADMINISTRATION e @ Simulation v kirill v

MEMORY RETRIEVAL
EVENT 428333, DESKTOP-CLLEKQ2
report.pdf.exe
Add Exception Retrieve Remediate solate Expo Raw Data ltlems: Al 1 G)
@ Retrisve memory of selected stack
entries - & entries selected
e e . Retrieve from:

v Memory  + Disk

64 bit e Retrieve memory region from address:  |Hex value (0x) to address: [Hex value (0x..) DESKTOP-CLLEKQZkmikhaylov
Retrieve the entire process memory

Estimated Memory Retrieval file size: 5.2 MB

SYSTEM CONFIGURATICON

4348 i 208082EB8ABAS11B 55473B4D2EE

v RITABLE CERTIFICATE HASH
v 0 Unsigned

4 0 Signed 2 ) 0

e Yes Unsigned 2 1x510000 )x57d000

v es Unsigned 3 )x4c0000 )

v 0 Signed ) 0
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FortiEDR: py4HOe pearmpoBaHue

—{— DASHBOARD EVENT VIEWER FORENSICS v COMMUNICATION CONTROL W @ SECURITY SETTINGS INVENTORY W ADMINISTRATION o G) Simulation v kirill

REMEDIATE DEVICE DESKTOP-CLLEKQ2

report.pdf.exe - e
Add Exception Retrisve Remediate solate Expo EVENT 428333 Raw Data ltems: All G)
PROCESS ID 4348
e . Terminate process report.pdf exe

Remove 6 selected executable filas

>4 DI : Delete file at path  |c:\templabcd. exe

£4 bit = | DESKTOP-CLLEKQ2\kmikhaylov

+ Handle persistent data (registry) |\REGISTRY\USER\S—1—5—21—540891490-28369... |

® Remove key

1 () Modify registry value |{Defau|t) | b L) L)

SYSTEM CONFIGURATION From
4348 _— 55473B4D2BE
v WRI bE ADDRESS HASH
" o
v No 0
v Yes Remediate IUQeCE N 0x57d000
v Yes Unsigned 3 0x4c0000 x4 B
v Signed 1 0x 0 £ AD
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DASHBOARD

EVENT VIEWER

FORENSICS v

COMMUNICATION conTrRoL v @)

SECURITY SETTINGS W

INVENTORY W

ADMINISTRATION ()

(® simulation v

kirill v

Clearal | 48 | i ]
x x
Event 428333 Event 428333
report.pdf.exe report.pdf.exe
- = - -
:: Add Exception &= Retrieve Remediate Isolate v B Export 11 (D ::Add Exception m== Retrieve Remediate Isolate v B Export 17 (D
Raw Data ltems: All Selected Raw Data ltems: All Selected
DEVICE (0] PROCESS DESTINATION  RECEIVED LAST SEEN DEVICE 0S PROCESS DESTINATION  RECEIVED LAST SEEN
P @ DESKTOP-CLL... Windows 10 E... report.pdf.exe  Modify OS ... 01-Apr-2020, 13:05:33  01-Apr-2020, 13:05:33 @ P @ DESKTOP-CLL... Windows 10 E... report.pdf.exe  Modify OS ... 01-Apr-2020, 13:05:33  01-Apr-2020, 13:05:33 @
RAW ID: 1698076220 Process Type: 64 bit  Certificate: Unsigned Process Path: .. nloads\report.pdfexe User: .. _KQ2\kmikhaylov Count: 1 RAW ID: 1698076220 Process Type: 64 bit  Certificate: Unsigned Process Path: .._nloads\report.pdf.exe User: .. KQ2\kmikhaylov Count: 1
‘ - - - - ‘ - - - ’
CREATE PROCESS OFPEN PROCESS THREAD CREATION SYSTEM CONFIGURA ROCESS OFEN PROCESS THREAD CREATION SYSTEM CONFIGURATION
CREATE PROCESS SYSTEM CONFIGURATION
Process ID: 4348 Company: Product: Process Hash (SHA-1). § 208982E... | Process |D: 4348 Company: Product: Process Hash (SHA-1). § 208982E...
Source Process: ___ds\report pdf exe Description: Comments: Process Owner: DESKTOP-CLLE... | Source Process: ___ds\report pdf exe Description: Comments: Process Owner DESKTOP-CLLE...

Target: ...indows\System32\cmd.exe Version:

v EXECUTABLE FILE NAME

(] f® Main- _ ikhayloviDownloads\report pdf exe
-] H _..lume3\Windows\System32\KernelBase.dll
-] H _..Volume3Windows\System32\kernel32.dll
(] Runtime Generated Code
(] @ Runtime Generated Code

FRTINET

WRITABL...

No

No

No

Yes

Yes

Command Line:

CERTIFICA... REPETITIO...
Unsigned

Signed 3

Signed 1

Unsigned 1

Unsigned 1

BASE ADDRE...

0x71f92c270000

0x71192cce0000

0x510000

0:4c0000

END ADDRES...

0x71i92c458000

0x71i92cd2d000

0x57d000

0x47a000

[ H

Target: ...91E3931\InProcServer32 Version:

EXECUTABLE FILE NAME

(] f® Main- __ikhaylov\Downloads\report pdf exe
(] H - lume3\Windows\System32\KermelBase dll
(] Runtime Generated Code
(] ® Runtime Generated Code

_..Volume3Windows\System32\kernel32 dil

Command Line:

WRITABL... CERTIFICA... REPETITIO... BASEADDRES...
No Unsigned

No Signed 2 0x7Tf92c270000

Yes Unsigned 2 0510000

Yes Unsigned 3 0x4c0000

No Signed 1 0x7Tf92cc80000

© Fortinet Inc. All Rights Reserved.

END ADDRES...

0x7Ti92c458000
0x57d000
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FortiIEDR: threat hunting

DASHBOARD EVENT VIEWER FORENSICS v SECURITY SETTINGS INVENTORY W

COMMUNICATION conTrRoL v @)

ADMINISTRATION () (® simulation v kirill ~

Last month Last week Last day
208982E88ABABT1BDOAAI0TABEAEDS473B4D2BE

208982E33ABA . G4 7168 No
1 pevices 3 PatHs 1 weeks Showing 1-10/10

+ COLLECTOR NAME PATH FILE NAME CREATION TIME MODIFICATION TIME os

v @ DESKTOP-CLLEKQ2 ‘devicetharddiskvolume3\wsers\kmikhaylovidownloads  report.pdf.exe 01-Apr-2020, 13.01 01-Apr-2020, 13:01 ‘Windows 10 Enterprise
v @ DESKTOP-CLLEKQ2 ‘devicetharddiskvolume3\wsers\kmikhaylovidownloads  report.pdf.exe 30-Mar-2020, 17:39 30-Mar-2020, 17:39 ‘Windows 10 Enterprise
v @ DESKTOP-CLLEKQ2 ‘devicetharddiskvolume3\wsers\kmikhaylovidownloads  report.pdf.exe 30-Mar-2020, 15:35 30-Mar-2020, 15:35 ‘Windows 10 Enterprise
v @ DESKTOP-CLLEKQ2 ‘devicetharddiskvolume3\wsers\kmikhaylovidownloads  report.pdf.exe 25-Mar-2020, 15:56 25-Mar-2020, 15:56 ‘Windows 10 Enterprise
v @ DESKTOP-CLLEKQ2 ‘devicetharddiskvolumeJwsersiictim\downloads report.pdf.exe 25-Mar-2020, 15:42 25-Mar-2020, 15:42 ‘Windows 10 Enterprise
v @ DESKTOP-CLLEKQ2 ...In\s-1-5-21-251774275-78421870-3683231849-1111  $ri7973z.exe 25-Mar-2020, 15:10 25-Mar-2020, 15:31 ‘Windows 10 Enterprise
v @ DESKTOP-CLLEKQ2 ...in\s-1-5-21-251774275-78421870-3683231849-1111  Srijymnp.exe 25-Mar-2020, 15:30 25-Mar-2020, 15:30 ‘Windows 10 Enterprise
v @ DESKTOP-CLLEKQ2 ...in\s-1-5-21-251774275-784215870-3683231849-1111 Srae3z2rexe 25-Mar-2020, 15:29 25-Mar-2020, 15:29 ‘Windows 10 Enterprise
v @ DESKTOP-CLLEKQ2 ...In\s-1-5-21-251774275-78421870-3683231849-1111  $rc0I236.exe 25-Mar-2020, 15:10 25-Mar-2020, 15:10 ‘Windows 10 Enterprise
v @ DESKTOP-CLLEKQZ2 \device\harddiskvolume3iusersivictim\downloads report.pdf.exe 25-Mar-2020, 14:49 25-Mar-2020, 14:49 ‘Windows 10 Enterprise

F

RTINET
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FortiEDR: KOHTpOrb ceTeBbIX COeANHEHUN

DASHBOARD EVENTVIEWER ) FORENSICS COMMUNICATION conTroL v @) SECURITY SETTINGS Vv INVENTORY ADMINISTRATION (@) (® simulation v Kirill v

APPLICATIONS Showing 1-10/45 | » || »1 | | Search Application vQ VERSION DETAILS
Al A Q Mark As... ¥ i' Delete (1% Modify Action 1 Advanced Filter B Export ¥
Policies
APPLICATION VENDOR REPUTATION VULNERABILITY FIRST SEEN LAST SEEN Paolicy Action
> Windows Explorer Signed Microsoft Corporation 5 | Unknown 03-Apr-2020 20-May-20... & pefauit communication Control ... FezRnnET Allow  According to policy
> Search and Cortana application Signed Microsoft Corporation E Unknown 03-Apr-2020 20-May-20... Servers Policy FeATInET Allow According to policy
[ Background Task Host Signed Microsoft Corporation Unknown 03-Apr-2020 20-May-20...
¢ ¢ P —— j P Y E my_policy Allow According to policy
=z Microsoft OneDrive Signed Microsoft Corporation © Medium 03-Apr-2020 20-May-20...
Isolation Policy FezRTINET =1 Deny According to policy
19.232.1124.0010 E © Medium 03-Apr-2020 13-May-20...
17.3.5892.0626 B O Medium 03-Apr-2020 06-Apr-2020 Vulnerabilities
19.232.1124.0012 B O Medium 28-Apr-2020 07-May-20... Toral 1 CVEs
20.052.0311.0011 N - O Medium 13-May-2020 20-May-2020 CVE-2020-0935 - O Medium(CVSS 3.0: 5.5, CVSS 2.0: 2.1)
[ @ Thunderbird Signed Mozilla Corporation E @ Critical 03-Apr-2020 10-Apr-2020
Y ADVANCED DATA
APPLICATION INFO APPLICATION USAGE DESTINATIONS
Application Description: Microsoft OneDrive Total System: ' XERK, 27 connections / day 1P CONNECTION TIME COUNTRY
First Connection Time: 13-May-2020, 16:47:12 test i i i i i 27 connections | day 40.90.137.120 20-May-2020, 16:07:36 B United States
Last Connection Time: 20-hay-2020, 16:09:09 52.114.128.43 20-May-2020, 16:07:33 B United States
Process Names: ¢ \Device\HarddiskVolume3\Userstipetrov\AppData\Local\MicrosoffiOneDriv... 21.100.103 20-May-2020, 16:07:33 = pustria
i \Device\HarddiskVolume3\UsersiipetroviAppData\LocalMicrosoffOneDriv....
And 1 more.._. More.... More...
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DASHBOARD evenT VIEWER () FORENSICS v COMMUNICATION CONTROL v (@) SECURITY SETTINGS INvENTORY v (B) ADMINISTRATION @) (® simulation v kmikhaylov

COLLECTORS (7[7} | Search Devices or Groups ¥ Q
Unmanaged v == Create Group :: Move to Group 'i' Delete ¥ (® Enable/Disable ¥ Isolate ¥ B Export ¥ L Uninstall /N 7 Unmanaged devices were found
COLLECTOR GROUP NAME DEVICE NAME LAST LOGGED os IP MAC ADDRESS WVERSION STATE LAST SEEN
Unmanaged devices
N (717)
Wiware Windows 192.168.7.2 4C-1D-96-49-78-CF @ Unmanaged Today
OpenVPN Web CA 2020.06 Linux (W) 192 168.7.11 00-0C-29-71-05-B0 @ Unmanaged Today
dc.internal.net Windows 192.168.7.12 00-0C-29-89-C2-1D @ Unmanaged Today
Default-Server-Certificate-91._. Linux (VM) 192.168.7.20 00-0C-29-4E-D5-74 @ Unmanaged Today
N/A Windows 192.168.31.90 10-63-C8-50-FD-B2 @ Unmanaged Today
WIN-F3PKEB5390C Windows 192.166.31.207 30-E3-TA-BE-T6-16 ® Unmanaged Today
N/A Windows 192.168.31.251 00-1F-DO-1E-D5-53 @ Unmanaged Today
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DASHBOARD EVENT VIEWER @ FORENSICS v COMMUNICATION CONTROL v @ SECURITY SETTINGS ™ INVENTORY v e ADMINISTRATION @ ® Protection v kmikhaylov ~

10T DEVICES (7/7) a v
All v == Create Group  ga Move to Group 'i' Delete ¥ S Device Details U Export ¥
DEVICE GROUP NAME DEVICE NAME CATEGORY MODEL INTERMAL IP MAC ADDRESS LOCATION FIRST SEEN LAST SEEN
b Almaty loT
(0V0)
b Default 10T Group
(0/0)
Other
N m
N/A New Media device 192.168.7.8 90-A2-5B-24-CA-DA Russia Today Today
NIA New Other Apple 192.168.7.6 1C-36-BB-25-AB-C0 Russia Today Today
TP-Link New Other Linux 2.6.32 - 3.10 192.168.7.5 T4-DA-88-4A-14-28 Russia Today Today
NFA New Network device Murata Manufacturing, D-...  192.168.7.4 DC-EF-CA-1D-CE-43 Russia Today Today
NIA New Other Fortinet, Linux 3.2 - 3.8 192.168.7.1 T0-4C-A5-BB-6C-11 Russia Today Today
NIA New Other Apple 192.168.7.9 38-F9-D3-6A-89-A5 Russia Today Today
NIA New ~ 192.168.7.7 58-6B-14-9C-37-B4 Russia Today Today
Storage
Terminal

VolP adapter
VolP phone

Webcam

Video Device @
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FortiEDR: nHTerpauus c FortiGate

=" = FortiGate VM64 fgl

rFirewall Folicy

“  Edit Address Group
IPv4 DoS Policy

Addresses 7% Group name fedr (® Documentation
& OnlineHelp &

Internet Service Color =  Change @ Video Tutorials (&'
Database Type @ Folder
Services Members & dummy.address.com X
Schedules L2 FortifDR_195.201.72.6 x
Virtual IPs + Address T2 FortiEDR_195.201.72.6
P Pools Static route configuration €@ Type IP Range

Comments ‘ Write a comment... ~#0/255| IPRange  195.201.72.6-195.201.72.6

Protocol Options
Interface O any

Comments FortiEDR Event ID - 6400479

References 1

Traffic Shapers
Traffic Shaping Policy

Traffic Shaping Profile
& Edit

& Security Profiles >
)
& User & Authentication >

= WiFi &Switch
"~ Controller

Ll Log & Report >
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FortiEDR: nHTerpauus ¢ FortiSandbox

DASHBOARD EVENT VIEWER @) FORENSICS ~ COMMUNICATION conTROL v @) SECURITY SETTINGS INVENTORY ADMINISTRATION () (@ simulation v Kirill ~
EVENTS Shoving 1-13/13 Search Event vQ || CLASSIFICATION DETAILS
Archive B Export = Handle Event Delete Foren =: Exception Manager
v All ID DEVICE PROCESS CLASSIFICATION ~ DESTINATIONS  RECEIVED ~ LAST UPDATED
updater_0¢ 20-May-2020, 17:00:02
Threat name: Unknown
r & Histo 20-May-2020, 17:00:02  20-May-2020, 17:00:02 @ Threat family: Unknown
ry Threat type: Unknown
P 20-May-2020, 17:00:00  20-May-2020, 17:00:00 @
> & - ¥ Malicious, by FortinetCloudServices , on 20-May-2020, 17:08:38 20-May-2020, 16:59'52  20-May-2020, 17:0000 @ /" Tistory
*n . B ; ; S
D mm o  Simulation Process ...s\updater_0520.exe\ With PID 9223372036854775807 € Raw data items: 2 < % Malicious, by FortinetCloudServices , on 20-May-2020, 17-08:38
was terminated at device DESKTOP-CLLEKQ2 once
M2.exe (1  20-May-2020, 16:24:54 o Simulation Process ...slupdater 0520.exel With PID 9223372036854775807
s Simulation Device DESKTOP-CLLEKG@2 was isolated once h was terminated at device DESKTOP-CLLEKQ2 once
check.exe 20-May-2020, 16:19:45
o Simulation Device DESKTOP-CLLEKQ?2 was isolated once
test_file.ex P - . . R 20-May-2020, 16:19:45
- £ Suspicious, by FortinetCloudServices , on 20-May-2020, 17:00:17 Ay-etes, 8 o ) .
payload ex 20-May-2020, 16:17-04 \_ Suspicious, by FortinetCloudServices , on 20-May-2020, 17:00:17 -
1rans exe 1 Inconclusive, by Fortinet , on 20-May-2020, 16:59:56 06-May-2020, 16:04-11 Triggered Rules
hdtunepro 08-May-2020, 15:24:29 < ' IExecution Prevention
LittleCrypt 06-May-2020, 15:21:40 < @ Sandbox Analysis - File was sent to the sandbox for analysis
locky.exe (2 events) & malicious 06-May-2020, 15'14:56 Asuspicious file was sent to the sandbox for analysis and inspection. After the
analysis completes, the file will either be classified as malicious, in which case its
testexe (3 events) * Malicious 15-Apr-2020, 16:02:12 future executions will be blocked, or it will be classified as benign, in which case
its execution will continue.
ssh (1 event) & inconcusive 14-Apr-2020, 11:02:22 Check the event classification. If cloud classification was not set, sandbox
A

mradd EA asremdal YR TR A A B PR A AP

> ADVANCED DATA
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FortiIEDR: nHterpauus ¢ FortiNAC

apminisTRATION (@)

LICENSING SMTP
ORGANIZATIONS _ B Cex
Server Name . Email address " suppori@ensilo.com
USERS .
For 58T + Use SMTP authentication
DISTRIBUTION B
LISTS Encryplion type LS - Liser name
EXPORT Sender Name Password
SETTINGS
TOOLS
OPEN TICKET
SYSTEM
EVENTS
System name Email address
P SETS
SYSLOG NOTIFICATIONS
IwDerne MNew Syslog
Name: * |FortiMAC) Host * (10.0.1.34 Port: = (10514 Protocol: TCP « UsSESSL o Test [=] ‘-' Secunty Events  (3) Enabied » )
System Events Disabled
Audit trail Disabled

=RTINET © Fortinet Inc. All Rights Reserved. 48



JlnueHanpoBaHue



JIlnueHaunpoBaHue

KonunyecTtso y3rnos cetu

FRTINET

&

4

CepBuCbl U NOANMUCKN

© Fortinet Inc. All Rights Reserved.

50



F  RTINET

Bonpocbi?

Kupurin Mmnxaunos,
cis@fortinet.com


mailto:kmikhaylov@fortinet.com

