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CoBmecTnm nu FortiEDR co CTOPOHHUMM 3aLMTHBIMW PEeLLEHNAMM?
FortiEDR nogaep*KnBaeT rubKyto HAaCTPOMKY UCKTIOYEHNIA.

SECURITY SETTINGS v

EXCEPTION MANAGER
Search Exceplio Advanced
e @odee [2 Snowing 1:10123 | »| | »1
EVENT EXECUTED WITH PAT RULES COLLECTORGROUPS ~ DESTINATIONS USERS LAST UPDATED +
10375760 Selrsenice exe Any patn Unconfirmed Executabie All Collector Groups All Destinations All Users 11-Jun-2021, 08:36 H1

by ForinelCloudSenvic

7984490 upoater exe Any patn File Encryptor All Colleclor Groups All Destinations All Users 11-Jun-2021, 08:23 H1
Dy FOMNEICIouaSenvic.

10203876 NalogUL4712 exe Any patn Suspicious Packer All Collector Groups AN Destinations. Al Users 25-May-2021, 10:17 H1
by. FortineiCloudServic.

8878354 schiasks exe Any path Unconfirmed Execulable All Collector Groups Al Destinations. All Users 12-Apr-2021, 1424 H1
by: FortineiCloudServic.

8878144 svchostexe. Any path Fake Critical Program All Collector Groups AN Destinations. Al Users 12-Apr-2021, 1422 o€

by: FortinetCloudServic.

3929496 Dashiane exe Any path File Encryplor All Collector Groups Al Destinations. All Users 01-Mar-2021, 08.08 o

by: FortineiCloudServic.

5683193 av_task exe Any path Access lo critical system information AN Collector Groups AN Destinations Al Users 26-Nov-2020, 09 58 H1

by: FortinetCloudServic.

5288510 AnyDesk (7). exe Any path Writeable Code Al Gollecior Grouos All Destinations All Users. 18-Nov-2020. 09:22 L4

B cnyyae He06X0AMMOCTU CTOPOHHUE areHTbl MOXKHO Nerko A06aBUTb B UCKAKOYEHMSA U TEM CaMblM
pewunTb Npobaemy COBMECTUMOCTH.

MoxeT nn FortiEDR 3aWnTnTb OT BUPYCOB-BbIMOraTeiemn?

FortiEDR no3BsosfeT peann3oBaTb KOMMNIEKCHYH 3aLnTy paboumx CTaHUMIA U cepBEPOB, B TOM YUCE OT
BMPYCOB-BbIMOraTenien. 3awmTa oT ransomware peaansyeTca ¢ MOMOLLbIO NOJUTUK ransomware
protection.

SECURITY SETTINGS ™

SECURITY POLICIES snowing 11020 || [w] [ Searcn -Q
Al RULE NAME ACTION STATE cluded)

[ RensomuarePrevenion  rommner C@
Debugged Process - Connection from a Debugged Process b Log @ Enabled
Disk encryption attempt detected - Suspicious full disk encryption was defected @ Block @ Enabled
Dynamic Code - Malicious Runtime Generated Code Delected @ fock ® Enabied
Executable Format - Bad Executable File Format @ Biock @® Enablea
Executable Stack - A Stack with Executabie Code @ Block ® Enabled
Execuled Program has no installer @ Biock @® Enabled
Fake Critical Program - Program Aftempted to Hide as a Service @ Blck @ Enabled
Fake Packer . A Fake Known Packer Detectert @ Biock @ Enabled

< ADVANCED POLICY & RULE DATA

s Factory Settings

RULE NAME: Disk encryption attempt detected - Suspicious fulldisk encryption was detected

RULE DETAILS
FUll QISK ENCIYPUON 1S 0ESIGREQ 10 SECUrE ata by ENCrypting Entire VOIUMES 50 Nt the 0a1a CANNOL be: FEaT WIMOUT SUCCESSTM AUIMENTICATON. In SOME CASES, IS BUIINtD e OPErating SyStem. For Example, in WIndows 10 Where 1 is Known a5 BIILOCKEr. RANSOMWAre May USe buttan
enc capabllties 1o lock a drive while epiacing recovery keys. This rule may also be triggered when legiimate full disk encryption takes place.

FORENSICS RECOMMENDATIONS
If full disk encryption is part of your crganization's policy, you can disable this rule temporarily and then re-enable it after configuring initial settings o prevent an attacker from tampering or averriding BitLocker settings. You can also do this iffull disk encryption is already enabled on this
device or if 1 is only performed once on new machines. OIhenvise, if you 40 not Use DIloCker - retrieve Ihe executabie file Fom Ihe Largeted device ACCOMInG 10 IS pah by Using the Forensics 1ab 1o perform more in-depth analysis.

C nomoLbto faHHbIX NoAnTUK FortiEDR aHanu3npyeT noBegeHWe NpoL,eccoB Ha KOHEYHOM y3/e U, B
Cny4Yae ecnm AeNCTBUA NPOLLECCA CXOXKM C AEUCTBUAMM XapaKTEPHbIMK 417 BUPYCOB-BbIMOraTenen,
610KNpPYeET BpeAOHOCHbIE AeNCTBUS.



MoeT nm FortiEDR aBTOMaTU4eCcKn pearmpoBaTb Ha OOHapPYKEHHbIe Yrpo3bl?
B FortiEDR peannsoBaH QpyHKLNOHA/I aBTOMATM3MPOBAHHbIX MOJIUTUK PearnpoBaHnA Ha 0OHapyKeHHble
MHUMAEHTbI 6e30MacHOCTM — NN3MOYKM.

DasHEORRD T vEwer @) FoRENSIS comnicaTon coneoL ~ @) vENTORY AommesTRATION 1 Smuston v kmiknaglay

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS ASSIGNED COLLECTOR GROUPS

NAME MALICIOUS | SUSPICIOUS PUP  INCONCLUSIVE LIKELY SAFE
L] Detaut Playbook rornner (B

NOTIFICATIONS (sent in protection and simulation modes)

Send mail notification v v v v v

log notification v v v v M

REMEDIATION

Block aadress on Firewall ig

EL aimaty Plavhook ()

[> ADVANCED PLAYBOOKS DATA

C nomoubio NI3M6YKOB aAMUHUCTPATOP CUCTEMbI MOMKET HAaCTPOUTb aBTOMaTUYECKME pearnposaHme Ha
WMHUMAEHTbI: OCTaHOBKY Npoliecca, yaaneHune daiina, nsonauma paboyeit ctaHUUm oT ceTn 1 ap.

MoeT nm FortiEDR 3ameHunTb peweHns EPP (Endpoint Protection), Hanpumep,
FortiClient?

dyHKuMoHan peweHuii Knacca EPP (B Tom umcne FortiClient) BkntoyaeT B ceba HECKOBbKO
bYHKLMOHANbHBIX MOAYe: MOAYNb aHTUBMPYCHOM 3aWmThbI (Yale Bcero paboTaeT Ha oCHoBe
CUrHaTYPHbIX METOAO0B W NO3BOIAET 3aWNUTUTb KOHEYHbIM Y3/ OT U3BECTHbIX Yrpo3), MOAYb
6e30nacHoro yaaneHHoro aocryna (ztna/vpn), Moay/b NPoOBEPKM KOHEYHbIX Y3/10B Ha COOTBETCTBUE
KOopnopaTMBHbIM NoanTuKam (compliance).

dyHKuMoHan ke FortiEDR BKkAtoYaeT B cebs Moayv 06HapyKeHUs 1 6N1OKMPOBKM Yyrpo3 (OCHOBaHHbIe
KaK Ha CUTHATYPHbIX MeTOAax 0OHapyXKeHUA, Tak U Ha NOBEAEHYECKOM aHa/IM3e), MOAY/Ib PEAropoBaHUS
Ha 0BHapyKeHHble MHLMAEHTbI, @ TaKXKe BCMOMOraTe/ibHble MOAY/1IM OOHAPYKEHNA NOAKAOYAEMbIX K
cetv I0T/HeynpaBasembIix YCTPOMCTB, BUPTYaIbHOTO NaTyYMHra.

B cyxom ocTaTke ANf 3alUnTbl OT NPOCTEMLLMX Yrpo3 (Mo cyTn GUAbTPaLMK), a TaKKe 415 NOCTPOEHUS
6€e30MacHOro yaaneHHoro gocTyna U KOHTPOA YCTPOMCTB ncnonbsyetca FortiClient, B To Bpems Kak
FortiEDR no3sossfeT 3aWwmTnTLCA OT 60/1E€ COMKHbIX, KOMMIEKCHbIX YIPO3.

OTcroaa Mbl MOXeMm caenaTb Bbisogd, 4to FortiEDR u FortiClient pyHKUMOHaNbHO AONOAHAIT APYT Apyra.

Kakune Bepcun OC noaaepknsaet FortiEDR?

FortiEDR noaaep»umsaet Tpm Tvna OC: Windows, Linux, MacOS. Ecav rosoputb 0 Windows — FortiEDR
noAAeprKMBAET KaK COBPEMEHHbIe BepCcuu, Tak M cTapble, HaunHaa ¢ Windows XP n Windows Server
2003 R2. MoAHbIN cnnucok nogaepknsaembix OC 4ocTyneH Ha NnopTane AOKYMeHTauum:
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/0b972a70-7201-11eb-9995-
00505692583a/FortiEDR_Installation_and_Administration_Guide_V5.0.pdf



CKonbKo pecypcoB TpebyeT areHT FortiEDR? He byaeT v KOHEYHbI y3en neperpyKeH?
AreHT FortiEDR aBnsieTca nerkmm areHTom. Ons pabotbl emy Tpebyetcs okono 60 MB RAM, 200 MB Ha
KecTKom gucke. CuctemHble TpeboBaHmA ana komnoHeHToB FortiEDR gocTynHbl Ha nopTtane
AOKymeHTaumu: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/0b972a70-
7201-11eb-9995-00505692583a/FortiEDR Installation and Administration Guide V5.0.pdf

YKa3aHo, 4To FortiEDR mokeT ObiTb ycTaHOBNEH Ha cepBepHble OC. KakoBa BEPOATHOCTb,
YTO areHT CBOMMMU AENCTBMAMM HApyLWMT paboTocnocobHOCTL cepBepa’?

FortiEDR noaaep»kmBaeT ABa pexxmma paboTbl — iormpoBaHue n 610KMpPoBKa. B pexkmme normposaHuma
FortiEDR co3sgaeT HoTUdMKaLmMIo, HO He BI0KMpyeT 0bHapyKeHHble aencTeus. Takxke FortiEDR
No3BoO/AET NPUMEHATb PA3INYHbIE MOANTUKN AR PA3HbIX FPYNN YCTPOMCTB.

T vEwer @) FoRENSIS comnicaTon coneoL ~ @) securmy sETTINGS vENTORY AommesTRATION 1 Smuston v kmiknaglay

SECURITY POLICIES o n[® earch Q ASSIGNED COLLECTOR GROUPS

H
QI

% eXiended Detection ronriner
& Devc_nil =
W Exece_kins (- )

@ Block ® Enabled

ted - A malicious escalation of privileges was defecied @ Biock @ Enabled

o the sandoax for analysis @® Enabled

Out of Bounds @ Back @® Enabiea

iwer Load - Attempt 10 10ad 3 SUSPICIoUS driver @ Biock @® Enablea

SUSpICious File Dt b Log @ Enabled

cripl was execuled in a Suspicious context @ Bilock @® Enabled

e Lo @® Enabled
W ExecP_Renal @
W Execution Prevention_OT e
My ExfiP_Renat ®

[> ADVANCED POLICY & RULE DATA

Takum o6pasom FortiEDR no3BoaseT HaCTPOUTb MOAUTUKM OBHAPYKEHUA B PEKMME NOTUPOBAHNA Ha
KPUTUYHBIX AN 6M3Heca yCTpoMCTBax, HO 414 N0JIb30BaTENbCKMX YCTPOMUCTB Ha3HAYMTbL bonee cTporme
NOJIMTUKU B PEXKMME BNOKMPOBKMU.

MNopnepxunsaet nn FortiEDR API?

[Oa, FortiEDR noagaep»xuneaet REST API. C nomolupbto APl BO3MOXKHO aBTOMaTU3MPOBaTh AeNCTBUA NO
agMuHucTpupoBsaHuto FortiEDR, paboTe ¢ MHUMgeHTamn. Onucaxme API FortiEDR goctynHo no
cnepylowen ceblike:
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/df7ab511-7435-11ea-9384-
00505692583a/API_Guide_V4.1.pdf

Kaknm 06pa3zom BO3MOKHO nepeaatb MHGOPMaLMIO O MHLUMAEHTAX B CTOPOHHME
CUCTEMbI?

FortiEDR nogaep:kunaet HOTUOMKaumio 06 06HapyKeHHbIX MHUMAEHTaX cpeacTBamum e-mail, syslog, a
TaK¥Ke No3BOJIAET OTKPbITb TUKET B CTOPOHHEN cucteme. Takke FortiEDR noaaeprkmnsaet API, ¢
NMOMOLLbIO KOTOPOrO BO3MOXKHO, B TOM YMC/E, 3aNpallnBaTh AaHHble 06 MHUUAEHTAX.


https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/0b972a70-7201-11eb-9995-00505692583a/FortiEDR_Installation_and_Administration_Guide_V5.0.pdf
https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/0b972a70-7201-11eb-9995-00505692583a/FortiEDR_Installation_and_Administration_Guide_V5.0.pdf

Kakune gaHHble FortiEDR nepegaet B 061aK0? BO3MOMXKHO M OTKAOYUTL Nepeaady

[laHHbIX B 00/1aK0?

CnunCOK AaHHbIX, nepegaBaembix B obnako AO0CTyneH no cne,u,yrou.l,eﬁ CCblIKE:

https://fortinet.egnyte.com/fl/HMatujQpKx

FortiEDR no3ssonsaeT oT4e/bHO OTKAUYMTL Nepeaady ¢anaos Ha aHanus B obaako. FortiEDR
nogAep>KMBaeT BO3MOXKHOCTb YCTAHOBKM B M30/IMPOBAHHOM cpese (airgap), HO B TaKOM C/ly4ae YyacTb
dyHKUMOHana HegocTynHa. CpaBHUTENbHAA Tabanua 41A Pa3NIMYHbIX BAPUAHTOB Pa3BepTbIBaHUA

npmueeaeHa HM>xe:

dyHKUMOHaN

Obnako

MbpuaHbIiA

JloKanbHbIN €
AOCTYMNOM K
obnaky FCS

NokanbHbii be3
goctyna K obnaky
FCS

KoHTponb ceTeBbix
COeIUHEHMIA YA3BMUMBIX
NPUNOMKEHNIA

+

KoHTpons USB

Mowuck 10T ycTpoicTs

MOWUCK HEKOHTPOAMPYEMMBIX
YCTPOICTB

bnokuposka BMNO

Beb-punbrepuHr

ABTOMaTU3MPOBaHHOE
pearMpoBaHue

OboraleHure penyTauuoHHbIX
AaHHbIX

Peknaccuburaumns cobbiTuii

ObnayHaa necoyHUUa

Threat hunting

+ |+ |+

Managed detection and
response (MDR)

T+ [+ [+

T+ |+ |+

Extended detection and

response (XDR)

MoeT nm FortiEDR BoccTaHaB/MBaTb CUCTEMY B C/ly4ae, Hanpumep, WndpoBaHMs

dannos am moandurKaumm peectpa?

[na aBTOMaTU3NPOBAHHOIO pearnpoBaHua Ha MHUMAEHTbI B FortiEDR 3an0keH GyHKUMOHAN T.H.
nnsibykos (playbooks) — nonntnk aBTomaTnanpoBaHHOro pearmpoBaHMa Ha UHUMAEHTbI. OQHO U3
OEeNCTBUIN, NnoaaepKnMBaemMbix NasnbyKom — BoccTaHoBAeHWe moauduumposaHHbix BMO Katoveit

peecTpa.


https://fortinet.egnyte.com/fl/HMatujQpKx

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS ASSIGNED COLLECTOR GROUPS

NANE MALICIDUS  SUSFICIOUS FUP  INCONCLUENE LIKELY SAFE

-
Bl o7 Ptk

= ADVANCED PLAYBOOKS DATA

ACTION NAME:

Momumo 3Toro, B pyHKUMOHAN KosnekTopa (areHTa) FortiEDR 3an0xeH ¢pyHKLMOHAN aBTOMATUYECKOTO
BOCCTAHOB/AEHUA GANNOB, K KOTOPbIM Npouncxoaunno obpaueHue BMO. AaHHbI dyHKUMOHaN paboTaeT
cnepyowmm obpasom: npu obpalleHnn npouecca K dannam konnektop FortiEDR co3paéT s
onepaTUBHOM NaMATU Konuio ¢alina, K KOTopomy nponcxoguT obpalleHne, Nocne Yero, B cayyae
06HapyKeHUs nNpoLecca Kak BPeAOHOCHOIO aBTOMATUYECKM BOCCTaHaBIMBaET MOAMDULMPOBAHHbIN
dann. lemo Bnaeo ¢ npumepom paboTbl LaHHOrO GyHKUMOHANA AOCTYNHO NO CAeLYIOLWEN CCbINIKE:
https://fortinet.egnyte.com/dl/20AvNA2XKz



