F::RTINET
3awueHHbIn SD-WAN u oops

]

apxutektypa SD-Branch ="

Anekcen ManbueB, amaltsev@fortinet.com
PeHaT UnbAawes, rilyashev@fortinet.com

Mo obwmm Bonpocam: cis@fortinet.com
Mo TexHNM4YecKknm Bonpocam: cis se@fortinet.com




CoaepaHue

PbiHok SD-WAN, TpeHabl U TpedboBaHNA 3aKa34uuKoOB

Oo6wan nHdopmauusa o Fortinet Secure SD-WAN + FortiSASE

KnrouyeBble ocobeHHOCTU U npeumyutectBa Fortinet Secure
SD-WAN:

1. FortiOS, FortiASIC, FortiGuard
* 2. PacwupeHue cepBucoB B ounuane SD-Branch
'é' 3. NMpunoxeHus n QoS
° 4 YnpaBneHue, ZTP 1 MOHUTOPUHT
5. AHanNuUTUKa, TecTtbl U OTYETbI

lNpakTnyeckas aemoHcTpauusa Fortinet Secure SD-WAN

Al R
= © Fortinet Inc. All Rights Reserved.

Anekcen ManbLeB

Anekcen Manbues

Anekcen ManbueB

PeHaT nbawieB



SD-WAN

Pa3BuTME pbiHKa, TPeHabl 1 TpeboBaHMS 3aKa34yMKoB




OcCHoOBHbIe NpuU4nHbI nepexoaa Ha SD-WAN

TunoBble TpeboBaHMA COBPEMEHHbLIX opraHu3aumn npu noctpoeHnn WAN-ceTu

DOOO

PasButue msHeca CokpawieHue Bbicokas F'MOGKoCTb U MacwTtabupyemocTtb
Hosble dounmansi pacxogos WAN 3¢ peKTUBHOCTbL Oe3onacHoCcTb MpocToe n yaobHoe
(cnuanHnsa / nornoleHns).  Kak OPEX, Tak u YnyyiieHve Mepexon B obnaka. YNpaBneHue BCeW CETbIO U

VBenu4eHue KnmMeHTCKOM CAPEX. I'IpOVI3BOLI,I/ITeJ'IbI6-IOCTVI MoBbILLEHME YPOBHS dunuanamu.
6a3bl (Ans MSSP). MPLS popor => W Kaq€cTBa paboThl 55, |118HHOCTM Npu Bo3MoxHOCTb
Internet. GrsHeC-NPUNOKEHNA. [OCTyre K CeTu npepocTasreHne
Crapoe KoHTponb kayecTtsa NHTepHer. AOMOJTHUTENBHBIX CEPBUCOB.
06opyoBaHMe. KaHanoB 1 BUOUMOCTb.

CHwxaem 3aTtparthl
Ha NoaaepPXKY
E:E © Fortinet Inc. All Rights Reserved. 4




“...8 rnepebIl pa3 3a 0osi20e 8peMsi Hoeasi MeXHOJI02Us1 cpa3sy
ro3eosisiem yMeHbUWUMb HaKiaOHbIe Pacxoobl U COKpamums
oriepaylUoHHbIe 3ampambl 8 meYyeHuu 12 mecsiyes...”

becnpeueaeHTHbIN
rmobaribHbLIN POCT
SD-WAN

OnepauunoHHaa SD-WAN obecneunsaet onepaumoHHyio
apPeKTMBHOCTb 9(pheKTNBHOCTDL, COKpaLLiasi KONMYECTBO UCMOSb3YEeMbIX
NPOAYKTOB, OAIHOBPEMEHHO KOHCONMUAMPYS ynpasneHune

CoKpalleHNUA  Pewenns SD-WAN no3sonsioT 6bICTPO OKynaTh

I_quemy? %% pacXodoB M pacxodbl 3a CYET MHOXKECTBA (DAKTOPOB, rae
‘ 3aTpaTt Ba)KHENLLYIO pOrib UrpaeT cokpalleHus 3aTpaTt Ha WAN
$6,000,000 T Tro e = Original MPLS

800
Broadband Dual Breadband

$5,000,000 o 700

Mbps

300

$4.000 000 | ACCESS 600

DIA 500

MPLS
$3,000,000 - 400 |
$2,000,000 I - - o

/1
$1,000,000 100 l I ' I ' I '
a = — . ||
0 | — Middle Eastern Sub Scuth Asia  Latin Oceania Us & Western  East Asia

Total annual cost of ownership

Original MPLS  MPLS Core-On-net DIA On-net DIA-Broadband  Dual Broadband East S FLE ISR - 1o A e
Broadband Africa Asia

...ABa kaHana (dual broadband) moryT obecneunTb akoHOMUIO 40 84% B CpaBHEHUN C @m?
cetamm MPLS. YTo MOXET CoKpaTuUTb pacxodbl Ha ceTb B 4 pasa ...”

TeleGeography
https://blog.telegeography.com/wan-mythbusters-is-it-true-that-sd-wan-can-cut-your-network-spend-in-half (May,2020)

= © Fortinet Inc. All Rights Reserved. 5


https://blog.telegeography.com/wan-mythbusters-is-it-true-that-sd-wan-can-cut-your-network-spend-in-half

UHdopmaumoHHasa 6e3onacHocTtb U SD-WAN

Obecne4vyeHne mep 3alnTbl — OCHOBHOE NPEnATCTBUE ANna BHeapeHusa un nepexoga Kk SD-WAN

M [MepBbii oTBET B Bropon B Tpetun Cymma Tpéx onumn
CroumocTs
I———— | .

0% 40% 80%
MpoLeHT onpoLLeHHbIX

ObecneyeHune 6e30MacHOCTH

]
I
I
I
I
I
: np0V|3BO,D,V|Te.I'|bHOCTb
I
I
I
I
I
1

YnpaBneHve: BUAMMOCTb, MOHUTOPUHT U AMarHoOCTMKa
ObecneyeHne BbICOKOW JOCTYMHOCTU

Hannume n nogaepxxka obnayHbix nnatgpopm

OTcyTCcTBUE MTMOKOCTH

Base: Total, excluding no specific concerns; n = 303
QO07: What the top three biggest concerns (if any) with your overall WAN today?
ID: 355369

UHdopmaumnoHHasa 6e30nacHOCTb Bbi3biBaeT HanbosnbLIYy 00eCNOKOEHHOCTL (72%) B

npoektax SD-WAN, Hapsaay ¢ npou3BoaAUTeNnbHOCTbLIO (58%) U cToMMOCTbLIO (47%)

Gartner Survey Analysis: Address Security and Digital Concerns to Maintain Rapid SD-WAN Growth, Naresh Singh, 12 November 2018

- © Fortinet Inc. All Rights Reserved. 6



ApxuTtekTypbl 6e3onacHoctu gna SD-WAN

Bo3MoOXHble BapmaHTbl NOBbILLIEHUS 3aLmLLEHHOCTN B dounmanax WAN-ceTun

BapuaHT-1.
SD-WAN n NGFW
KaK oTAenbHbIe
peweHun

Dununan
npeanpuaTng

| BapnaHTt-3. SD-WAN
I o6bnavyHbIMU

I cepBucammn NGF
: (“Thin Edge”)

i dunuan
npeanpuaTus
|

PYHKLUMOHANIbHOCTb
Mep 3aluTbl

FortiSASE

I BapuaHnT-4. NGFW ¢
I uHTerpupoBaHHbIM
| SD-WAN

j (“Thick Edge”)

npeanpuaTus <

BapuaHT 2.
SD-WAN c
WHTErpMpoBaHHbIM
MCO

NMpocToTa MHTerpaunm

© Fortinet Inc. All Rights Reserved.

Fortinet
Secure
SD-WAN




Fortinet Secure SD-WAN

BeeneHune, obwan nHpopmauma o peleHnmn, TeKylee COCTOAHME
N HanpasreHnsa pa3BUTnS




Secure SD-WAN ot Fortinet ogHumMm cnangom

O, @
v' BkntouéH B cocTas FortiOS v' OtcnexuBaHue SLA (mxutTep, 3agepkku, notepu n ap.)
v' PaboTtaeTt Ha Bcex FortiGate v' ['ubkue npasuna ynpaeneHust Tpagrkom
v' OTAenbHO He NuueHanpyeTcs v" YYé€T KayecTBa B pearnbHOM BPEMEHN

CRle ) (DYHKLMOHANBHOCTL flelgllCEICH Bl MHTENeKTYanbHOM B6anaHCcupoBKU
CEPBUCOB, NPUoXXeHUNGERJIS o E /R QA /S lelea i/ RV ATPEOOBAHUN K Q0S

v" TlpoToKonbl 1 cepBuChl

gleJoBeprienHon ceTER IV ERERIEIYA6e3onacHocTu NGFW.

O

v Bbasa uHtepHet-pecypcos (ISDB)

v’ BuanmocTb, ynpaBneHusi Ha ypoBHe v" WHcnekumsa SSL (Bkntoyasa TLS 1.3)
@ npuroxenuit L7 n FQDN (Application awareness) @

v Ouepean,
npuopuTesauma un
LLennmpoBaHue
[[apaHTMpoBaHue
Mosiochl

v' Jlto6on Tun WAN noaknto4veHunin
v' YckopeHue Ha ymnax ASIC v
v MobunbHble ceTn 3G/4AG @
v" TynHernn VPN, GRE...

v ®yHKummn 6e3onacHoctn NGFW ot
FortiGate

© Fortinet Inc. All Rights Reserved. 9



Fortinet Secure SD-WAN un SD-Branch

[TyTb K NnuOepcTBy

MNMepBbIN B
UHAOYCTPUN
npoueccop Ans
SD-WAN
(SPU SoC4 =>
HOBas JINHEUKa
MNMAK)

ApxuTtektypa
SD-Branch

PeweHue
'Secure SD-WAN

9

(Cloud On-Ramp)

Cambin
_BbICTpOpacTyLMif
BbiaeneHHbIN NOCTaBLUNK
WHCTPYMEHT SD-WAN
opkecTpauum
SD-WAN
MoaknoveHue
K obnakam

© Fortinet Inc. All Rights Reserved.

F

Iinpep!

’

SD-WAN
ynpaBnsieMbin
Ha OCHOBaHUMU

aHanu3a AaHHbIX

10



A
Fortinet Secure SD-WAN — pe3ynbraTtbl U NpU3HaHue

3aKasuukm & CamMbin ObICTPBLIN UHBecTULM U [Mpu3HaH B
MNapTHEpH®I POCT Ha pblHKe WHHOBaL UK MHAYCTPUU

PeweHune B Top 3 CneuManu3mpoBaHHble Gartner WAN Edge
53,’1132:}%203 ' R ans SD-WAN SPU. MQ.
onepaTopoB SD-WAN. Tect NSS Labs SD-
rno6anbHo. FortiOS - 100+ WAN.
Bornee 100% ot ropa K yny4lleHUn. HomuHauusa «Gartner

rony. Customer Choicen».

—— © Fortinet Inc. All Rights Reserved. 11



HanpaBneHua pa3sutua peweHus B FortioOS 7

lNoBbIilLeHue
KayecTBa paboThl
NPUNOXeHNN

&

MexaHu3mbl
Forward Error Correction

MexaHu3mblI
Packet Duplication

] [o)

anTMBHOE
cepBucam AR

NMpoaBuHyTbLIEe cueHapun AnA
ADVPN

KoHBepreHuus

S

WAN (“Thin”) Edge =
FortiExtender

“Thick” Edge = FortiGate

WiFi6 (FortiAP) +
5G (FortiExtender)

NMopaepxka QAT/DPDK gnsa
obnakoB

© Fortinet Inc. All Rights Reserved.

AP PEeKTUBHOCTDL

NMaccuBHbLIN MOHUTOPUHT
npunoxeHunn B WAN

MNonHbIn unkn ZTP

NMpoaBuHyTas aHanUTUKAa
M oTYéTHOCTb SD-WAN

YnpoueHHoe ynpaBneHue

12



FortiISASE

3awnweHHbin SD-WAN un texHonornn SASE ot Fortinet: nyywe

BMECTE




MHoOXeCcTBO NepumMeTpoOB AO0MKHbI ObITh 3aLUULLEeHbl

Bcerga n Besge

YnanéHHasa paborta EovHaa 3awmTa
70% NOMOXUTENLHO OTHOCATCA K EanHble cepBuchl 6e3onacHocTun 93% opraHun3sauunm rotoBbl K
yaanéHHow pabote An4 nons3oBartenen U yCTPOUCTB, nepexoagy B obnaka
Kak B CETU, Tak 1 3a eé npegenamm
2020 State of Remote Work, Buffer 2020 FortiGuard Threat Report, Fortinet 2020 State of the Cloud Report, Flexera
\: Mepumetp AN, 4
i WAN Il == E=m | YacTHble
7, ;| obnaka
........... T — O
B cetu MepumeTp
. on,
O
¥ A D “‘5’“’“ 3 My6nuyHble
! ’
_,. obnaka
Hepun/!eTp ﬁ O6nayHbIn @
/7 YCTpPOUCTB ravel nepumeTp (a»)
Yer 'Sﬁ'éma G
P 3a npegenamMmu cetu

- = © Fortinet Inc. All Rights Reserved.
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A
SASE (Secure Access Service Edge) — TepmuH Gartner

K 2024 rogy oo 40% 3akas4mkoB MPUMYT CTpaTernm npumMmeHeHmns texHonormm SASE

, , CeTtb-kak-CepBuc BesonacHocTb-kak-CepBuc

Knuenmsbi npedwbsiesisirom
mpeboesaHusi K npocmome,

Macwmabupyemocmu, 2ubkocmu, “°ﬂK"|*°""Tb 3a"4V|'T"Tb
HU3KUM 3adep)xKaM U 06 be0uHeHUro
o o » SD-WAN » CeTteBas 6e30nacHoOCTb
peweHuu WAN Edge u cemeeou
> WAN-onTUMMU3aLms » FW kak cepsuc (FWaaS)
6e3onacHocmu

» ObnayHbi 6pokep CASB
» ObnayHbIn npoken (SWG)
» ZTNA (Zero Trust Network

» MapuwpyTtunsaums
Gartner > Bandwidth Aggregators

» Networking Vendors

Access)
: : » VPN
Market Trends: How to Win as WAN Edge and Security Converge Into
the Secure Access Service Edge — 29 July 2019 » 3awuta DNS
Source: Gartner 1 > RBI (Remote Browser Isolation)

Secure Access
Service Edge

= © Fortinet Inc. All Rights Reserved. 15



A
Fortinet SD-WAN Vision

Better User-Experience with Pervasive SD-WAN and Flexible Security Consumption

Al Powered (’3 Intuitive @D
g Predictive Analytics -

ooooooooo CIOUd-On
. Orchestrator Ramp
O & &
alef
38 sD-Branch @ SASE (FWaasS) SASE (FWaa$S & SD-WAN )
On Network Edge On/Off Network Thin Edge Remote Users
]| [(m]m] EIEI e OCpes EIEI (]
Ebd =]
o0 G0 |:||:|.|:| = =[mm]u |:||:|.|:| o 9 @
Secure LANWLAN ~ NGFW SD-WAN 56 VPN SD-WAN
0 : o
i ................ E@ﬁgll..""".""."".“": '

:
:
:
:
. .
. .
. .
: T R T R Yy S, I rImnmmmnmmmImIIIn
C
g
SoC4 .
¢
. .
g :
:

Pervasive Self-Healing SD-WAN E| B ()

Data center Campus Branch  Smart Factory  Home
= © Fortinet Inc. All Rights Reserved.
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#1. FortiGate - aTo NGFW c
MHTerpunpoBaHHbIiM SD-WAN

PyHKUMOHArNbHbLIE BO3MOXHOCTU 1 Be3onacHocTb oT FortiOS




#1. FortiGate NGFW ¢ uHTerpumpoBaHHbiM SD-WAN

Lo
e @ @ : | aws
nternet
L @ .e:. Obnaka g
dunuan @ SD WAN Intg,
MpunoxeHus |
SaasS salesforce

SD-WAN — 3TO BCTPOEHHasd
dyHKUMOHaNbHaa BO3MOXHOCTb FortiGate,
KOoTopasa He TpebyeT NMueH3uun

20



#1. FortiGate — nugepcTBO U UHHOoBauun NGFW

“Leader” - Magic Quadrant “Recommended” ot NSS #1 — no KonnyecTtay

oT Gartner (Network Security @ Labs (NGFW, DCIPS, ATP, Q YyCTPONCTB 6e30MacHOCTU
Firewall) DCSG, NGIPS u gpyrue) (cornacHo IDC)

3awmweHHbIin SD-WAN

—

| SD-WAN || NGFW \
()
S
oo + +
<5 :x: * e+ @) - ¥ * 3=
S Routing and VPN App Intrusion Antivirus URL Sandboxing SSL Inspection
Traffic Control Prevention Filtering

Shaping

A
/N, FORTINET

DRADE 1M TecHas nHTerpaumns peLleHnin u paclumpeHHas BUaMMOCTb

SPU Bbicokas NponM3BoauUTENBHOCTb N MacLLUTabMpyemMoCTb

H- © Fortinet Inc. All Rights Reserved. 21



#1. CneuynanuanpoBaHHbIKn ana SD-WAN yun ASIC

[Mpoueccop FortiISOC4

CnpoekTtupoBaH 3X

ana SD-WAN n Bonblue

SD-Branch NPoOu3BOAUTESIbBHOCTHU
B cpaBHeHuu ¢ So0C3

Noppepxka 20G FW

nHTepdeiicos 12G IPSEC
10G 1G SSL

seemeLrveast FG-40F, FG-60F | S

FG-80, FG-100F Jrste" S

FERTINET

=5 ©Fo -



#2. OT SD-WAN K SD-Branch

PaclumpeHue cepsucoB B pununane




#2. KoHconupauua cepeucoB B SD-Branch

FortiSwitch - BCTpOEHHbIN
B FortiGate (CPE)
KOHTpoOnnep ynpaeneHus

KOMMyTaTopamm

FortiAP — Toukn goctyna
B Pa3nMyHOM UCMOSTHEHUM
(indoor/outdoor)

FortiNAC - KOHTpOSb AocTyna
YCTPOWNCTB K CETU

©

FortiAuthenticator - ynpaBneHue gocTynom
N ayTeHTUUKaLMs norib3oBaTenen

FortiToken —
OBYyx(akTopHas

; ayTeHTMdukauunsa (2FA)
FortiExtender - ycunutenb

3G/4G curHana, mogem, ans
NOCTPOEHUS OCHOBHbIX UK

pesepBHbIX WAN kaHanos.
FortiGate

BecnpoBogHom
KOHTponnep To4yek
[docTtyna BCTpPOEH B

FortiGate

NI L“‘
=i
N’
‘o

FortiCamera +
FortiVoice —
BuAeoHabnoaeHne un
TenedoHus

FortiSandbox - 3awuta
OT NPOABUHYTLIX Yrpo3)!
YHuKanbHasa ans pbiHka
SD-WAN wmHTerpauus c
ATP-peLueHnem

ANER
-nw © Fortinet Inc. All Rights Reserved.
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#2. YnpaBrieHue JoCTynoMm K cetu 4yepes FortiGate

FortiGate NGFW

wwwwwww

[pocTota e S| -+-+H -

[Mbkas n macwTabnpyemas apxutektypa

FortiSwitch FortiLink

Yno0bcTBO pas3BEPTbIBAHUSA U yNpaBrieHust Yepes
nHtepdgenc FortiGate

0

NHTerpupoBaHHasa 6e3onacHocTb . ————— |

» FortiSwitch n FortiAP uHTerpupytotca ¢ FortiGate, kak
pacwupeHne gna NGFW
2
I

| CeFMeHTI/IpOBaHI/Ie N NHCNeKUunAa Ha ypoBHe MNMopToOB, /

% FortiLink
SSID
* Hu3kaga crommocTb BnageHua n 3atpar

He TpebyeT OOMOMHUTENBLHOIO NUUEH3NpoBaHns o b - >,
(KOHTpoOSNepbl BCTPOEHLI B cocTas FortiOS) FortiAP

—— © Fortinet Inc. All Rights Reserved. 26




#3. SD-WAN u npunoxeHus

[MpOABUHYTbIE BO3MOXXHOCTW MO GanaHCUPOBKE MPUNOXEHUIA U
OTCHEeXnBaHUIO KayecTBa 0bcnyXnBaHus




#3. Mpnoputesauusa m Knaccudukayms
NPUNOXEeHUN

NGFW BA3A OBJIAYHbLIX

OBLIAA BA3A

BUAUMOCTDL NPUNOXXEHUM 1 NPUNOKEHMIA
NMPUNOXEHUU U (} CEPBUCOB ) (LAYER 7)
@ NMOPTAJIOB (ISDB) T
PaclumpeHHas 6a3sa OuHamnyeckn-obHoBRsieMas Knaccudmkaums un
OOHOBSAEMBbIX NPUNOXEHNN 6as3a gaHHbIX 0bnayHbIX HanpaBneHVs NPUNoXeHnN
n Beb-kaTeropumn npunoxeHun (Ha ocHosaHwun IP Mo nepebIM NakeTram

afjpecoB 1 NOPTOB)

BunanmocTs, MOHUTOPUHTI N KOHTPOIJb I'IpVIHO)KGHI/IFI n noprtanoB

“: Dropbox salesforce G Office 365 M CITRIX LOQMG@ n q

Google Cloud

. © Fortinet Inc. All Rights Reserved. 32



#3. OTcnexunBaHue Kadyectsa SLA

< SLA NO rPYNMNAM m

-— FUBKOE 3AO0AHME

NMPUNOXEHUAM < NMAPAMETPOB
(] Office 365 Lateéncy <100ms -l Ping @ HacTpoiika uHTepBanos
Packet Loss < 1% O HTTP .
@ Jitter < 30ms QO TCP Echo A WcknioyeHue flapping
hype O UDP Echo

for Business

SaaS

] Office 365

g TWAMP
i
| &




#4. YnpaBrneHue, BUAUMOCTb U
aBTOMaTu3auus

LleHTpanu3oBaHHoe ynpaenenme SD-Branch, MOHUTOPUHT 1 Zero-
Touch Provisioning




#4. SDWAN un UeHTpanu3oBaHHOe ynpaBrieHue

[MbKkoe MacLuTabnpoBaHue onepaunin ynpaBrneHus

o Tpe 6 o Ba H M ﬂ 6 M 3 H eca 2"%  SD-WAN Orchestrator v Quick Access v  ADOM: root [}

* MuHnmMmnsaumna owmbok Ha aTane
pas3BEpTbIBAHNS CEPBUCOB W YyCNyr Asis
CHUXXEHUSA PUCKOB CETEBLIX OTKA30B M OT
Knbepyrpos

* YnpoLieHne 1 NoBblLLEHNE
9 PEKTNBHOCTMN agMUHUCTPUPOBAHUA

 KnoyeBble 0COOEHHOCTHU
» MacwTtabuposaHue go 100k+ FortiGate

* YnpasneHue SD-Branch (Touykamu
OO0CTyna U KOMMyTaTopammn) Yepes OHY
KOHCOJb

* [MOKOCTb NPV UCNOMNb30BaHUU
koHTekcToB ADOM (multi-tenancy)

« Poneson goctyn kK ynpaeneHuio, ] e ——————————————————————————————————————————

_..  ayauTt peuncTtsuu

H- © Fortinet Inc. All Rights Reserved. 35



#4. OTyeTHOCTb M aHanuTuka SD-WAN

[TpoABUHYTLIN MOHUTOPUHT

« TpeboBaHnAa On3Heca

* OueHKa 1 U3MePEHNE COCTOSIHUSA CETU U
COCTOSIHUS 3aLUMLLEHHOCTMN B pEXMME
peanbHOro BpEMEHMU

 Kno4yeBble 0COOEeHHOCTU

e MoHutopuHr NOC n SOC

« BuamMmocTb KNnoYeBbIX XapakTepucTUK u
napamMeTpoB CETU

e OTyéTbl Mo SLA B peanbHOM BpeEMEHN U
NCTOPUYECKOM paspese

* MoHuTopuHr VPN-TYyHHENeu

* BuoxeTtbl n OTYETHI MO UCNOMb30BAHUID
NPUIOXEHUN, CETEBbLIX aTak u ap.

» [IporpammmpoBaHme obpadboTymkoB
cobbITUM

S0Cv  FortiView Monitors

+ AddWidget [E Dashboard v B All Devices ~ © Last 1 Hour ~  10:02:23 - 11:02:23

Top Sources Today
Total 3,031,221 traffic sessions (1,610,682 Allowed / 1,420,539 Blocked) discovered

B 82 0B8N By &5 fospzon

1088.120.100
fe80::115:d706: :cddc
10.88.110.101
10.88.120.104
10.88.120.103
172.30.72.168
fe80::280:a3ff-feb0:6726
172.30.142.6
172.30.142.5
10.88.210.50

0.0.0.0

118.76.28.40
10.88.12.254
172.30.72.39

Resource Usage Average

YCPUUsa. MemoryUsage Disk.. LogsPerSecond(MSecurityl Concurrent..
FGR&0D4 9.17% 1 29.83%M 0% 1191 101.25
NGFW-D 15% 1 18.25%0 1% 407 IEEEEENNNNN 261025
FORTIDE 1% | 23% | 0% 017 1 129.42
FORTIDE % 1 24.25%m 0% 693 HE 224575
Demo-ISF 0.42% 1 20% 0% 878 57392
Demo-DC 0.17% 1 1% 37.31 NN 344042
Demo-ISF 0.15% 1 0% 17.31— 1481.69
NGFW-D 0% 1 1% 008 284.50

FortiGate 0% 09 1 124.92

[ |
n
[ |
Demo-ISF 0.08% | [ | 0% 0.53 1 65.33
n
u
[ |

FG_VM-C a2m 110.25

Allowed
595,716
173,577

0
161,705
164,323
139,808

0

0
32,767
60,115
69,748

0

0

4
40,048

ADOM:Fabric:ADOM [ @ >-

o Top Cloud Applications

Blocked
91,316
147,550
296,130
130,210
126,677
110,272
130,596
87,543
40,876
10,245
67 Application Category VRisk LoginIDs Sessions(MBlocked/BAIL. File (Up/Dow... VideosPlayed Bytes(HSent/mR
57,642

50,442
40,688 Storage.Bac ([T 0 o 0
0

@ Biock @ Allowed

® EEIEEEEY Medium (o] () () 0.0 KB/0.0 KB
0.0KB/0.0 KB
Social Medi [gUETY O 0 0 0.0KB/0.0 KB

Show 100

o i Top Policy Hits

9 0 /-

Bandwidth(mSent/i New Sessi...

40 kbps |
5193 kbps W
118 kbps |
11,992 kbps I
1,829 kbps |
2962 kbps B
2800 kbps B
50kbps |
163 kbps

7 kbps |
29kbps |
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13.54
0.33 Policy  PolicyType Sourcelnterfa.. DestinationInter.. DeviceName VDOM HitCount YBytes(MSent/HRe.. Last
DC-SERVERS  portl

0.00 Qutbouny policy Demo-DCFW raot 167,190  121.9 MB/598.8 MB

0.00 'VLAN-ISt policy ENG_VLAN wanl Demo-ISFW-E root 41,857 38.9 MB/551.0 MB
FSA-DM: policy FSA-DMZ2 port36

LAN-NGF policy ENGFIN,SALES portl

NGFW-DEMC raot 6,351 19.9 MB/495.5 MB
FORTIDEMO- raot 42154  3392MB/3.0MB
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#4. SDWAN un Zero Touch Provisioning (ZTP)

bbiCcTpoe pa3BepTbiBaHME

 TpeboBaHMA OU3Heca

 [loBbilweHne adpPeKTUBHOCTH
ynpasreHus

* YMeHblUeHNEe BPEMEHMN Ha
pa3BEPTbIBAHME, ONTUMMU3ALNA 3aTpaT

 Kno4yeBble 0COOEHHOCTHU

« Zero Touch Provisioning < 6 MUHYT
(npoBepeHo by NSS labs)

 WabnoHbl koHGurypauumn ansa SD-
WAN, SD-Branch & NGFW

Onuua DHCP
» CueHapun aBToMaTuU3aLum u CKpunThl
(Ansible, DevOps)

* YnpaBneHue pe3epBHbIMU KONMUAMN U ‘

PEBU3NAMU KOHJUTYpaLUA YcTaHoBKa ¢
FortlDepon HaKonmrten4d

— USB
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#5. OueHku Fortinet SD-WAN

OT4YEeTbl aHAaNUTUYECKNX areHTCTB U TECTOBbIX JlabopaTtopun,
oueHkn ctonmocTun Bnagenuda (TCO), penTuHrn n Harpaabl




IlnpepctBo Fortinet SD-WAN (FortiOS) B Gartner MQ

KoHBepreHunsi ceTeBbIX PYHKUUN U dYHKUMK Be30nacHOCTM B ogHOU nnaTtdopme

2020 Magic Quadrant for
Network Firewalls

Figure 1. Magic Quadrant for Network Firewalls
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Figure 1. Magic Quadrant for WAN Edge Infrastructure
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Fortinet SD-WAN — npu3sHaH Gartner

Gartner @ VMware

peerinsights @ Fortinet

S
® Versa Networks

2021 ™ Ttrix
@ Cisco

Huawei

@ Juniper Networks
Nuage Networks

@ Peplink
P Barracuda. ® @ HPE (Aruba)

FatPipe Networks @ nglepoint

Silver Peak. Palo Alto Networks (CloudGenix)

* Fortinet SD-WAN gormxeH HaxoauTbCs B

CMNUCKe peLleHnn ans Bcex akTUBHOCTEN MO
Teme WAN edge (SD-WAN)

BuaoeHue pbiHKa 1 NfaHbl pasBuTuA
COOTBETCTBYIOT B3rnaay Gartner Ha
NOTPEDOHOCTN KITMEHTOB: NPOABUHYTbIE
ceTeBble BO3MOXHoCT SD-WAN un
6e30nacHOCTb B OAHOM pPEeLLUEHNN

Fortinet nHBecTUpyeT B pa3paboTKy
cneunann3npoBaHHbIX MOOYyNen
annapartHon obpaboTkn Tpadpuka SD-WAN
(SPU)

MoeT BbITb OCHOBHbIM peLleHneM Kak ans
Enterprise, Tak n oneparopos MSP/MSSP

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from Fortinet.
Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation.
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#5. Fortinet SD-WAN

Pesyneratel FortiGate SD-WAN:

« BTopowu rog noapsn PeUTUHT

FORTINET

FortiGate 61E vé.0.4 GA Build 0231

SOFTWARE-DEFINED WIDE AREA NETWORK

\ s/

RECOMMENDED

A\

FORTINET

FortiGate 41E v4.0.4 GA Build 0231

SOFTWARE-DEFINED WIDE AREA NETWORK

\ s/

RECOMMENDED

A\

SD-WAN Recommended
 Jlyywee TCO cpean 8

noctasLwnkoB (~8X nyutue)

« Zero Touch Deployment 3a 6

MUHYT

* Bbicokue bannbl 3a QoE

(Voice u Video)

Maximum Achievable in Test

4.53

Silver Peak
(951 Mbps}

®

Iware Gitrix  Forcepoint
7 Mbps) (821 Mbps) (627 Mops)

Barracuda Vers}

— pekomeHaoBaH NSS Labs

Oracle  Metworks Networks

70 Mbps) (322 Mbps) (814 M

..f.-.

sl

5.0

F:ERTINET

e
{893 Mbps)

O,

Minimum Recommended

Vendor

Barracuda Networks

QoE for VolP

Below Use Case

2.75

QoE for Video

Below Use Case

TCO per Mbps

Citrix Systems

Above Use Case

4.04

Above Use Case

Cradlepoint

Above Use Case

1.10

Below Use Case

FatPipe Networks

Above Use Case

Above Use Case

Overall Rating

Verified

Verified

Forcepoint

Fortinet

Talari Networks

Above Use Case

Above Use Case

Above Use Case

Above Use Case

Above Use Case

Above Use Case

Versa Networks

Above Use Case

Above Use Case

VMware

Above Use Case

Above Use Case

$60 $50

$40

TCO per Mbps

Verified

Verified

Mean Opinion Score (MOS)

0.0
$0

JUNE 2019




Fortinet Secure SD-WAN

CTOYHUKN JONOMHUTENBHOW MHJOpMaLMN O PeLLUeHUN,
MaTepuarnbl U CCbINIKU HA HUX

)
[MaBHas cTtpaHuua: https://www.fortinet.com/products/sd-wan .
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Fortinet Secure SD-WAN — obwan nHcpopmauums

JIlnctoBka Fortinet Secure SD-WAN Data
Sheet (onncaHne, cansuHr, Kn4veBble
XapaKTEPUCTUKN U BO3MOXXHOCTH)

Paspgen ookymeHTauuu Ha noprane
Fortinet Document Library (pykoBoagcTsa no
HaCTpPOMKe 1 aKcnnyaTtauum)

SECURITY-DRIVEN
NETWORKING

DYNAMIC CLOUD AI-DRIVEN SECURITY

p— ZERO-TRUST
SECURITY 7o OPERATIONS

NETWORK ACCESS

FABRIC

@\ Fortinet Document Library

PLATFORM @l LooKuP

fortinet Secure SD-WAN Data Sheet

0 o

143%  +

Home > Secure SD-WAN FortiGate
SD-WAN Branch Offices FG/FWF-40F Series FG/FWF-60F Series FG-80F Series FG-100F Series
ec u re - FortiGate / FortiOS 6.4 Use Case
Type Remote Office/Home Small Branch Medium Branch Large Branch Large Branch
Performance

gement & O

SD-WAN Basics M

Unrestricted Bandwidth

Fortinet Secure SD

IPSEC VPN Throughput

/AN offers unrestricted ban

th unlike other SD-WAN vendors

11.5 Gbps

Quick Start FortiManager -
Application Control Throughput
e Max Ci it Ci i
This section outlines the basic SD-WAN setups and tools to get started. # Dasic SD-WAN Deployment DocB ""ax Tm‘." mmec e
. . Threat Protec 600 Mbps 700 Mbps
@ SD-WAN Quick Start Dot Video B @ Choosing your SD-WAN orchestration method Docl e
. SSL Protection Throughput 310 Mbps 630 Mbps
 Static Application Steering DocBi @ SD-WAN Orchestrator Administration Guide Docl
Connectivity
. . . ® SD-WAN Config Portability Doc B
® Dynamic Application Steering Docl -] Total Interfaces 4 & 8 ” 2%
. . . @ SDN dynamic connector addresses in SD-WAN Docl
® Quality of Service Profiles Docl ules Max FortiLink Ports 1 2 2 2 2
® SLA Rules Doc B 10GE - 2 2
o Interface Bandwidth Testing Docl FortiAnaIyzer Dual Power Supply @+ @ @
Variants
White Papers ® SD-WAN Monitering Dashboard Docl Built-in 3G/4G, WiFi WiFi, Storage Sterage Storage Storage
® Secure SD-WAN Reports Docl Form Factor Desktop Desktop Desktop RU 1RU
@ Network leaders guide to secure SD-WAN DoclB
Content Web & Vuln. And
. Priority Access Compliance SD-WAN Network &
SD-WAN Reference Architecture . . Offerin Protection With ication Device
* Docll Third Party Orchestration dess Name. R Tmf‘nz AV & Cloud R o= e smmm
® SD-WAN Demo Video I Sandbox Protection (lotjOt)
Fortinet partners with the following 3rd party orchestration platforms WANEdge -c0Protection 24 %7 @ @ @ @ © ©] @

o Terraform

@ Ansible

Overlay VPN & Advanced Routing

o Ubigube

https://docs.fortinet.com/sdwan

Bundle

* second power adapter can be purchased separately

SD-WAN Hub Sites

FG-B600E Series

Use Case

FG-1100E Series

FG-2600F Series

FG-4200F Series

FG-4400F Series

https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortinet secure sdwan.pdf

© Fortinet Inc. All Rights Reserved.
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Fortinet Secure SD-WAN — apxuTeKkTypa peLueHus

LOokymeHT Solution Overview and HokymeHT Fortinet Secure SD-WAN
Architecture Guide (o pewweHunn, noaxoae, Architecture (cxemaTU4HO OCHOBHbIE
peanusaunmn, TEXHONOMNSX, HaCTponKax) KOMMOHEHTbI, 3JIEMEHTbI U CLEHapuN)

Secure SD-WAN Solution Overview and Architecture Guide 6

DEPLOYMENT GUIDE | Fortinet Secure SD-WAN: Solution Overview and Architecture Guide

Fortinet Secure SD-WAN Architecture Components

Multi-Transport Transport Overlay Security Services Network & Security Operations
&% 5 centaizednC FW Lt " =]
A 3 4d — E @ 0 @ EEE [B)] Fortivanager
i (s —
Swiched @ 8 % — H f = FortiAnalyzer
= Y @i 1@ v

- = IPsec 5
FortiGate edge device with SD- Etemet A groadband = e’ FortiGuard FortSandbox  Security ForiSIEM
WAN and NGFW VLAN Lbs Rating W\L o
o MPLS FortiExtender Service
Application Awareness ] Office 3¢ CiTRIX LDgMe@ n ) Google CloudPlatform

Zero Touch Deployment Identity & Access Management Multi-Cloud Application Steering WAN Edge Consolidation
||| ‘ E ! G;,‘ FortiAuthenticator o
Laald : g

FortiGate FortiManager ‘ x
underla; o )
y [ B &) romsso .!1 S Router SD-WAN NGFW  IPS FortiGate
MPLS underlay _— D )

FortiDeploy

IPsec overlay = o= = = = -

FortiGate Next Generation Firewall Capabiliies Secure SD-WAN Capabilities

cio cIso

+ Enable Digital T!ans’ormiucn - Attack Surface Visibility
i 2. Viadaiiied SN aichctire & & @ G & RSO mEIs e
- Edge Davice Consolidation - Compliance Posture Visibility
SSL Content PS Anti-Botnet App Reputation  Antivirus ~_Security » CapEx & OpEx Reduction - D&R Automation
Inspection Filter Contro Processor » Security Framework Alignment
First, the branch has multiple transports, or connectivity options. In this example, the corporate WAN MPLS network remains,
but this organization has introduced a single broadband connection to provide direct internet access (DIA) from the branch. In FL:RTINET 3
addition, the organization has established an overlay network using Internet Protocol security (IPsec) tunnels between branches
and the data center over the broadband internet transport. The result is that multiple paths are possible from the branch to both
the data center and a multi-cloud environment. .
Compare this with legacy single-path architecture in, a switch connected to a simple router with one connection to a private Dlgltal TranSf°| I I latl On fOI' Enterpnse BranCh IPznc';\;r;m;\
- roadban o
| . L | < AP . A P T \ rYRAL SR . J J
https://www.fortinet.com/content/dam/fortinet/assets/deployment-quides/dg-secure-sd- - ; ; ;
B = T e _ _ https://www.fortinet.com/content/dam/fortinet/assets/document-library/ra-secure-sd-wan-
wan-architecture-quide. :
e architecture-components.pdf
Al R
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Fortinet Secure SD-WAN — npaKkTuka

NTabopaTopHaa pabota (pa3nuyHble
TOMOSIoruKn, NPUMepPbI HACTPOMKN Yepes
KOHCOJS1b N/1nun c 1Cnonb3oBaHNeM API)

Mana ed dcil_host | dca_host | dc3_host |
g 10.1.0.7 10.2.0.7 10.3.0.7
parts = rts ports
del fgt e mmmmmmemem de2_fgt e de3_fgt '*-=$====
portl port2 portd portl port2 portd portl port2 por
WAN Controller
A
= . A Mo
K (€Y 25
/ 2 — R
’ { 4K 4
e R L 4
- @ Internet '3 —r
S 00B e SRS
" \ '/,'::'\\
FortiManager . FurilAnalyzer ~\ (R j
portl port2 portd port1 pnr‘tz portd portl port2 portd
FortiPortal s== =8 [
branchafet T (R et 7T M o [T e
vl_lan wvl_lan_ts vl lan vl_lan_ts ports porté
\ \ '
branchl_fsw |~ ESeeiees sees sees sees branch2_fsw " 8diaes tees e s
portl port2 portl port2 \ /
~ o Z \/
~ ~
branchl_client branch2_client branch3_client
10.0.1.101 10.0.2.101 10.0.3.101
10.0.101.101 e 10.0.102.101 3 10.8.103.101

*  Generic Multi-Regional SD-WAN topology:
* Dual-Hub and Single-Hub Regions
+ ADVPN within and across the Regions
+ Direct and Remote Internet Access options
*  Functionality:
+ IKE Config Mode, ADVPN Shortcut Monitoring, SD-WAN Zones, Cross-Overlay
Connectivity, End-to-End Segmentation using VRFs on Hubs and Spokes, Zero-
Touch Provisioning for Edge devices

a™a Bo3moxHo Yepes 3anpoc Ha cis@fortinet.com noa KOHKPETHLIV NPOEKT

-mw © Fortinet Inc. All Rights Reserved.

[MpakTuyeckme TpeHuHrn Fortinet Fast
Track onga napTHEPOB U 3aKa34ynKoB
(3HAKOMCTBO, TUNOBLIE cu,eHapMM)

- Vb,
FiRTINET J::zi‘:*

£} Q%’w
192.168.0.0 -34?31 0y

Management Network Fast nacks B N ‘9‘0' J

Alice_Win10

103221032 ‘

Bob_Win10
10.38.220.33

* Lab 1. Constructing a Secure SD-WAN Architecture
*  Configuring SD-WAN via SD-WAN Orchestrator
*  Configuring SD-WAN via FortiManager
* Lab 2. SD-Branch Securing Network Access Infrastructure (FortiSwitch/FortiAP/FortiLink)
* FortiSwitch Configuration
* FortiAP Configuration

[No Bonpocam y4dacTtug: cis@fortinet.com 48
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3aknroyeHue: nodyemy SD-WAN n SD-Branch ot Fortinet

LndpoBas TpaHccpopmauuns

n pOﬂB M HyTaﬂ FORTINET
@ 6e30MacHOCTb, LLMPOKas w=y/ J1ydlivie B MHOyCTPUK
nogaepkka obrayHbIX \y  OUuCHKM TCO

CEpPBUCOB 1 MPUNOXEeHNN

BugumocTb 1 nHcnekums

ObecneyeHne BbICOKOM
0 11 cmm JOCTYINHOCTMW,
Tpaduka I
1&0 PG o KQUECTBEHHble MeXaHN3Mbl

0 1 (SSL Deep Inspection) GanaHCcMpoBKY
[Mbkoe ynpaeneHve Bbicokas
[OCTYNOM Ha YPOBHE ()
¥ NPOV3BOAUTENBHOCTb
nonb3oBarenei, o T

. Z MaCLUTBGMDyeMOCTb
NPUIIoXeHnn

= © Fortinet Inc. All Rights Reserved.

OnTnmusauyma 3arpar

PacwupeHune po SD-Branch

~—=n EauHasg koHconb

@ yrpaBneHus,
BMAUMMOCTN U ZTP

BxoauT B cocTaB
Fortinet Security Fabric:
paclmpeHne cepBUCOB
B omunnane

ABTOMaTU3auud
(NMomeLleHne B KapaHTUH,
MEeXaHM3Mbl 3aLLUTbI Ha
YypoBHe nopTta/yCTPpONCTBA)
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