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Security
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Adaptive Cloud

Security
KomnnekcHas '
Obecne4yeHne nonHon BUANMOCTH
NOBEPXHOCTU LMPPOBON aTakm Ans Zirgcg?t y

nyywero ynpasrieHnsa puckamu Nb
FORTIOS

UHTerpmnpoBaHHas

YMeHbLUIEeHWe CrOXXHOCTU
CONPOBOXAOEHNSA MHOXECTBA
pa3HOPOAHbIX NPOAYKTOB

ABTOMaTM3npoBaHHas open
Security-Driven Ecosystem

YBenvyeHne cKopocTu ynpasreHuns FortiGuard Threat Networking .

1N OTKITUKa Intelligence
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A
Yckopstowasaca KOHBepreHuna cetm n 6esonacHoOCTu

YMEeHbLWUTb [lonHas ocBegoOMIEHHOCTb, CerMeHTaunsa u
O 1 nnowaab 3alumTa oT yrpo3 ¢ nomoubio Security Fabric
NMOBEPXHOCTMN aTaKw 1 Enhanced FortiGuard Services

KoHcon naoupoBaTb CeTteBble oyHKUMM N DYHKLUMM Be30onacHOCTH
02 N YCKOPUTDb

(Hanpumep IPS, Web Filtering) Ha ntobom
mMacwtabe (Hyperscale) ¢ ncnonososanmem SPU

ABTOMaTM3NpPOBATb 3awmTa rmbpuaHsIx [T ¢ nOMOLLbIO
npaBrieHue pacluMpeHHbIX dyHkumnin_Fabric Automation u
yrnpasn v Unified Console

pearmpoBaHue Ha
4= MHUMNOEHTDLI
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TpeHAbl B pa3BUTUN CETEBOIo AocTtyna

MocTossHHaA npoBepkKa

OpunHovHan
MpeHTM4yHOCTM M Pucka

AyTteHTUdMKaumn

6\,3‘0

K 2024r, 70% npunoxeHun byoet
ncnonb3oBatb MFA (no cpaBHeHuto ¢ 10%
Ha cerogHALWHUA MOMEHT!

MocToAHHbIE

yAaneHHble
c0prp,|-|MKM
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BYOD loT

C 4% po 30% Bo3pacTeT OoMs COTPYOAHMKOB

paboTaloLwmx NOCTOSAHHO yaaneHHo K KoHLy 20212

K 2025r, B Mmupe oyget 12 MNP
YCTaHOBIEHHbIX YCTpOMCTB l0T3

1 Gartner Magic Quadrant for Access Management, 12 August 2019

2 Global Workplace Analytics
3 Gartner. loT Forecast

LUudpoBas
TpaHcdopmauua OT

K 2025, B mupe oyanet 3.7 MNP
yCcTaHoBIeHHbIX 0T ycTponctse B
NPOMBbILLSIEHHOCTN, cdhepe o0bCnyXnBaHns
N Ha TpaHcnopTe3
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TpaguunoHHasa moaenb 6e30MacHOCTHU
PeanbHOCTb - 3NOYMbILLNEHHMKN YMEKOT pa3BmBaTb aTakm BHYTPU JOBEPEHHOM

cetu

TpaguumoHHas moaenb 3alluTbl CETH
choKycmpoBaHa Ha 3awuTe [lepumeTpa

BHyTpeHHUe ceTu:
o [nockas cTpykTypa 6€30nacHOCTU

o [loBepeHHasi 30Ha ¢ ManbiM KONMMYECTBOM
NPOBEPOK U MEP CAEPXKUBAHUS

o Cnabbll MOHUTOPUHI BE30NAaCHOCTH,
MeasieHHas peakuua Ha nHuuaeHTol b

MHoro cnocoboB NMPOHMKHYTL B CETb =

OkasaBLUNCb BHYTPU CETH,
3r0yMbILLUIIEHHVIK CTAHOBUTCS YacTbio
[OBEPEHHON 30HbI 6e30MacHOCTU N UMeeT
LLIMPOKME BO3MOXKHOCTM AN 5
rOPU30OHTarIbHOro pa3BUTUA CETEBOWN aTaku
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Zero-Trust Network Access
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Zero Trust Access (2020) @

KOMMOHEHTLI peLleHnd

, KoHTponb ceTeBoro gocryna

Identity =) (Toon)
KoHTponb, KTO nogknto4eH K ceTu

AyTteHTndmnkauymn FortiAuthenticator ~ FortiToken

Network @ KoHTponb, YTO noakntoyeHo K ceTu

KoHTponb goctyna B
ceTb FortiNAC

KOHTpOnb yCTPOUCTB BHYTPU U
Endpoint @ BOBHe ceTU

KoHTpOnb KOHeYHbIX FortiClient Fabric Agent - ABTOMaTtun4deckoe ycraHosrneHne VPN
y3noB BHe ceTu (off net)

KoHTponb ceTeBoro gocrtyna

= © Fortinet Inc. All Rights Reserved. 10



Zero Trust Access (2021)

KOMMOHEHTLI peLleHnd

Application

KoHTponb gocrtyna K

Identity

AyTeHTndpunkaums

Network

KoHTponb gocrtyna B
ceTb

Endpoint

KOHTpOrb KOHEeYHbIX
y3noB

>

FortiAuthenticator

u 384629

FortiToken

ZTNA (FOS 7.0)

®

KoHTponb gocTtyna K cepBucam

- KT0 nmeet goctyn k cepsucam

KoHTponb ceTeBoro gocryna

FortiNAC

JEa|

FortiClient Fabric Agent

w/ ZTNA (FCT 7.0)

KoHTponb ceTeBoro gocryna

© Fortinet Inc. All Rights Reserved.

KoHTponb, KTO nogknto4eH K ceTu

KoHTponb, YTO noakno4YeHo K ceTu

KOHTpOnb yCTPOUCTB BHYTPU U
BOBHE CeTHU

- 3awmweHHbin ZTNA BHe cetn (off net)
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Zero Trust Network Access - UgeHTudbukauma nonb3oBaTteneu
Heobxoanmo 3HaTb, KTO noakntoyeH K cetu

SAML 2.0

G Suite saleg%rce.com"

.m
/23D ] Office 365 FortiAuthenticat /‘
R ortiAuthenticator —4
Google ORACLE % E=_I Certificate Server

FortiToken @IPN
Two-Factor ,

YCTaHOBUTb JINYHOCTD /
NOEHTUYHOCTb C NOMOLLbIO
norvHa / napons,
ceptudukaTa, u / unu
BBOAA AOMOMHUTENLHOIO
doakTopa

FSSO

é Guest Portal

Syslog

ObecneunTb
NHopmaumen ot
NCTOYHMKA
ayTeHTupukaumm gns
NCNOofb30BaHUN
npuBmUnerun
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FortiAuthenticator FortiToken

@ﬁ
Fortinet Single Sign On

. REST API
Generic’ RSSO
RADIUS Accounting

Single Sign On

YnpocTuTb npouecc angd
nonb3oBaTtens, obecne4yns
Oe3onacHoCTb
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- A
Zero Trust Network Access— KoHTpoOnb nogkno4yeHun

YCTPOMUCTB @
Heobxoanmo 3Hatb, YHTO nogknyeHo B CETb

FortiNAC

FortiNAC FortiNAC

YcTponcTtBa
@ @ 6e3onacHocTH
R/ ®

N
Q e
1/ ,'ﬂ 4 ‘ k\\ s‘\\
4 I’ ‘\ N S

YpaneHHas

% ! v (X nnowagka
CO6op AaHHbIX

SNMP CLI Radius Syslog API DHCP
g ¥ ¥ Y ™ Wra6-
CowooS T
Switch Router Acc_ess Firewall SIEM IDS/IPS
Sl YpaneHHas
nnowagka
Buaumoctb OWHaMMn4eCKNm KOHTpOrIb HenpepbiBHOe pearupoBaHue
NoeHTndurkauns ycTponcTs, [OunHamunyeckasi MUKPO- ABTOMaTM4ecKoe pearmpoBaHue n
npocunuposaHue, cermeHTauus opKecTpauma cetu
MOUCK yA3BUMOCTEN MNoooepkka cerMeHTaumm no _ _
HaMepeHNAM PaclumpeHnune Security Fabric

= © Fortinet Inc. All Rights Reserved. 13



YnpaBneHue puckamum oo noakno4vYeHUs B ceTb

MHBeHTapusauma
ceTeBbIX NOAKIYEeHUN
B peanbHOM BpeMeHMU

MecTononoxeHue
Live
NMonb3oBarenb ‘!‘ @
O -
YcTponcTtBo
& Irventory o'

MpunoxeHne CooTBeTcTBME TPEOOBAHUAM KoHTponb W
ceTeBOro gocTyna W

Bpems
MpuHyauTenbHbIE Mepbl foeepue t

OcBeaOMNEHHOCTb

MHgukatopbl ooBepus
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YnpaBreHue puckamMmu nocrie nogknoyYeHus B ceTb

MecTononoxeHue

MNonb3oBaTenb .
Bk

v

YctpoictBo
Mpunokexne

Bpewms I

MHBeHTapusaums
ceTeBbIX NOAKINIYEeHUMN
B pearibHOM BpeMeHMU

Live

\ HNetwork_J
Conneotion

t
A\

MHaukaTopbl pucka

o+ |

L N

BbicTpoe pacnpeneneHue

KoHTekcT
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KoHTenHepusaums
B pearibHOM BpeMeHu
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A

Zero-Trust Network Access - 3awiuTta YCTPOUCTB

3aluuTa yCTPOMUCTB BHYTPU U BOBHE CETM OpraHm3aumm

FortiClient
Fabric Agent
| © |
/== |8
© B
o
LWrab-
kBapTupa/Kamnyc

YnaneHHble
COTPYAHUKMU

BunanmocTb KOHEeYHbIX Y3510B KoHTponb LiuchpoBoun NMrueHsi

Be3onacHbIn YaaneHHbIN
HocTtyn

OuHamuyecknn KoHTposb [JocTtyna
OpraHunsauusa VPN

Nouck YassumocTeun
Beb dunsrpaumsa

Cbop TenemeTpun
CTtaTyc 3aWwmThl

YcTaHOBMNEHHbIE NPUNOXeHnA

YctaHoBka VcnpasneHun / [Natyen
NunHamuyeckas ['pynnmpoBka

Single Sign On (SSO)

© Fortinet Inc. All Rights Reserved.



LleHHOCTbL Mopenun 6e3onacHOCTU
Zero-Trust Network Access

BbI30OBbI

9‘ Cnabble v ykpaZleHHble
‘ naponu

N Cnabbli KOHTPOSb 3a
"} yCTPOUCTBaMu B CETU

\\ PacTywada nnockoCcTb aTaku
[j Ha loT

BuanmocTb 1 KOHTPOsb 3a
COTpyAHUKaMW Ha yaoarneHHOM oCcTyne

© Fortinet Inc. All Rights Reserved.

NMPEMMYLLUECTBA

YcuneHne 6e3onacHOCTU C NOMOLLbIO
nByxdaktopHom ayTeHTudukauum (2FA)

B0O3MOXHOCTb KOHTPOJINpOBAThb,
Kakune yCTpOIZCTBa N Nonb3oBaTesin
NnoAaKr4yeHbl B CETb

MI/IKpOCGFMeHTaLI,I/IFI C ncnoJjib3oBaHMeEM
NoJNIMTUK OOCTYyMa no npnHUuny
HaMEeHbLUNX I'IpI/IBVIJ'IeFVIIZ

Cbop TenemMeTpumn c yCTPOUCTB BHE CETU
N NPUHYAUTENBHOE NMPUMEHEHUNE U
NCMNOMNHEHME NONUTUK BE30NacHOCTH
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TpeHab! oobnactu VPN

Gartner Market Guide for VPN, Hos16pb 2020

KntoyeBble MOMEHTHI

Bcnneck yganeHHom paboTbl 3acTaBmil CPOYHO NEPECMOTPETL

TpeboBaHus K yganeHHoOMy AOCTyny.

TexHonorus IPsec VPN - 310 3penbi ctaHaapT Ans
Bbe3onacHbIX 3alndpoBaHHbIX ceTeBbLIX NoakntoyYeHnn. OH
OCTaeTcsl BbIDOPOM Mo yMON4aHuo Ansi noTpedbHocTemn
KOHEYHOro rnosib3oBaTesnid B 4OCTyMe

TpaanymoHHbin VPN nocTteneHHo 3aMeHSIETCS HOBbIMU
BapunaHTamm obnayHom 6esonacHocTu, Takmmm Kak ZTNA n
CASB.

T © Fortinet Inc. All Rights Reserved.

yr B

18




[Mlepexoa oT TpaanumoHHbIX VPN kK ZTNA

VPN ZTNA DC

H H
El e E' e E' A E' A
y e € Access Proxy
%(llient 4 DCFW Client ¥
A il
da
a a
Ie:' 5 s
|
C ° : Cloud c c T
OFFNetwork ON/OEF Network
o 0 0 0 Cloud
[o) 0
6 6 c -
*  OcHOBHdA 3aga4a — NoONy4YnTb AOCTYnN ‘o [lpegocTaBnaer 4OCTYN TOMbLKO K
BHYTPb gem Yyepes yctaHoBneHve VPN a onpegeneHHOMY cepBUCY AN Nonb3oBaTens
ﬁyHHenﬂ x MC3 Lo 3 BHyTEI/I NI CHapPYXWn CeTn
T noo
b
. ﬁce CeppM1Cbl AOCTYMHbI Yepe3 AaHHoe « FOSYHAccess Proxy) npo3payeH ons
floakntoYgHne E nonb3osarenen n goctyneH B coctase DC Firewall,
¢ c Y SASE unm Cloud
y
+  Hocne yeraHoenenus VPN (MpoxoxaeHns y y
ayTeHTuduKkauum, B T.4. 2FA) nonb3oBatesb s YrpagnseTr AocTynoM K cepBucam no ponsim v
Konyyaef NOMHbLIN AOCTYN K NPUMOXEHUIO K

OTCIeXunBaeT noseaeHmne nocre noakrir4yYyeHnd
6e3 gpononHUTeNnbLHOro KOHTpPOIsA c

- © Fortinet Inc. All Rights Reserved. 19



ZTNA: rmbkasa apxuteKkTypa

Public

Data Center ﬁ
Cloud

He 3aBucuT oT pacnonoxeHus
cepsuca

Access
Proxy

AyTeHTndukaumna n npoBepka COCTOAHUS
yCcTpoucTea

He 3aBucuT OT nokauum nonb3oBartens

Campus Branch Remote

- © Fortinet Inc. All Rights Reserved. 20




A
ZTNA: aBTOMaTU4yeckue sawulieHHble NnoaKnryYeHus

Data Center |
Public Cloud

\
@ Mcnonb3oBaHue
CYLLECTBYHOLLIEN
@ NHGPaCTPYKTYpbI

FortiClient EMS

HenpepbiBHasa nepeoueHka 1
KOHTponb (Enforcement)

ABTOMaTUYECKMEe 3aLluLLEeHHbIe

ZTNA TyHHenu
§ E 5 E = E (HTTPS/SSH)
FortiClient FortiClient FortiClient
Campus Branch Remote

- © Fortinet Inc. All Rights Reserved. 21



Zero Trust Network Access

asosnouna VPN gocrtyna n goctyna K cepsucam

» bornee getanbHbIM KOHTPOSIb
 [1o npunoXxeHnsm, N0 CECCUOHHAA ayTeHTUdUKaLNS
« bornblue HeT WKPOoKOro goctyna k cetn yepes VPN

« YnobcTBO ANdA nonb3oBaTenen

« ABTOMATUYECKM MHULMMPYET Oe30nacHbIN TYHHENb, Koraa
nonb3oBaTenb 06paLlaeTcs K NPUNOXEHNAM

* LleHTpannsoBaHHO HacTpauBaeTca Yepe3 EMS

« ObLwaa nonnTuKa, He 3aBucdLlas oT
MECTOMONOXEHUS

« MecTtononoxeHne nonb3oBaTens He NMEET 3Ha4YeHns (on-
net, off-net)

* MecTonoroxeHue NPUNOXEeHNA He UMeET 3Ha4YEeHUA

AN R
T © Fortinet Inc. All Rights Reserved.
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ZTNA: yno6cTBO And nonb3oBaTeneun

He 3aBUCUT OT MECTOMOMNOXEHNS Nofb3oBaTens

 [lonb3oBaTenu B opmce unm
BHE €ero

Sally
DEVELOPER

« ABTOMaTnyeckue
be3onacHble TYHHENM K
MPUNOXEHUAM

* [lpunoxeHuns,
pacnosioXXeHHble rae yrogHo

 [Mopgpepxka SSO
* [Nlopoepxka 2FA

Joe
SYSTEM ANALYST

Project Hawk

- © Fortinet Inc. All Rights Reserved. 23



ZTNA: yoobcTBO ANA agMUHUCTPATOPO

He 3aBMCUT OT MECTOMONOXEHUS NPUNoOXeHns / cepBuca

 [leTanbHbIM KOHTPOSb

 [loceccrnoHHasa ayTeHTUdmKaLus
» [Nloooepxka MFA

« BkntoyeHa oueHKa pUCKOB OT YCTPOWUCTB &

@ SaaS

RingCentral:

 LleHTpanu3oBaHHO ynpaBnsemMbIu
« BHyTpK ceTn nnn 3a ee npegenamm

- Mopaepxka rpynn nonb3oBaTenen No3BonsaeT arvate
BbIMOMHATL MACCOBYIO HACTPOVKY NMOMUTUK g
* [pUNOXeHUs, pacrnonoXeHHbIe rae YrogHo
» [locTyn nonb3oBaTenei paspeLleH TOMbKO K & A2 rusic

HGO6XO,EI,I/IMI:IM NPUINOXEHNAM U JaHHbIM are ©Y) Cloud

GoogleCloud

- © Fortinet Inc. All Rights Reserved. 24



ZTNA ot

Fortinet

CocTaB peLlueHuns

OCHOBHbI€ 3/1IEMEHTbI

FortiGate

=g

FortiClient / FortiClient EMS

FortiGate cTpouTt 6e3onacHbI TYHHENbL, NOAAEPXKMUBAET Tabnuuy gocrtyna
nonb3oBatenen /rpynn / npunoxenmn (FortiOS 7.0)

FortiClient kak areHt ZTNA ang 6e3onacHoro nogkntodeHuns K FortiGate
(FortiClient 7.0, ob6s3aTteneH EMS)

>

FortiAuthenticator

Ij| -

FortiManager

FortiAuthenticator obecrneunBaet MHOroakTopHyt0 ayTEHTUdPUKALUIO U
nogaepxky SAML onsa eguHoro Bxoga B 00nayvHbIX NPUIOXKEHUNAX.

FortiManager obecneunBaeT LeHTpanmM3oBaHHOE yrpaBrieHns B
pacnpeneneHHbliX ceTax, Anga oonblioro konnyvectsa FortiGate.

© Fortinet Inc. All Rights Reserved. 25



[lpenmyuwiectBa ZTNA ot Fortinet

B cpaBHeHMe C pelleHnsaMun gpyrmx nponssoaunTernen

ObecneyeHmne ynpasreHnst NPUNOXKEHNAMU KakK O NoKarnbHbIX, Tak U ONA yaaneHHbIX
nonb3oBaTeneun

* bonbwmnHcTBO peweHnn ZTNA - a1o BapnaHTbl Tonbko ans SASE ¢ 6onbwmmm dpmHaHCOBbIMA
3arparamMu Ha NoKpbITUE CEeTU pacnpenerieHHON KOMMNaHUM.

» [NpepocTtaBnseT 3awnTy Ha base FortiGate, roe 66l Bbl HU HAXOAUMNUCH

YrnpoLleHHoe yrnpaBfieHne n OTYETHOCTb
* WNHTerpmnpoBaH B nnatdopmy Security Fabric.
« KoHconuanpoBaHHOE peLLeHnEe O5sl KOHEYHbIX TOYEK - areHT pabpukn, besonacHble TyYHHeNu

[ToBbILLEeHHaA 0e30nacHOCTb

« [lepenoBble TexHONOrMn MHcnekumn Tpaduka cpeacresamm FortiGate

JlnueHsum He TpebytoTcH
 [NlpocTto Bkntounte doyHkuuto B FortiOS n FortiClient!

- © Fortinet Inc. All Rights Reserved. 26



IluueHsupoBaHue FortiClient 7.0

FORTICLIENT EDITION
Zero Trust Security

Zero Trust Agent with MFA

Central Management via EMS
Central Logging & Reporting

Dynamic Security Fabric Connector

Vulnerability Agent & Remediation

SSL VPN with MFA

IPSEC VPN with MFA

FortiGuard Web Filtering

USB Device Control

Next Generation Endpoint Security

Al powered NGAV

Automated Endpoint Quarantine
Application Firewall
Application Inventory
Ransomware Protection?

Cloud Based Endpoint Security
SSL Inspection

Inline AV & Anti-Malware
Intrusion Prevention (IPS)

FortiGuard Web Filtering

ZTNA EPP / APT SASE SIA

Windows, Mac, Linux Windows, Mac, Linux Windows, Mac, Linux

EEE®

CHROMEBOOK

Chromebook

Data Leak Prevention
Additional Services
Cloud Hosted EMS
24x7 Support
FortiCare BPS

1. FortiClient (Linux) does not support this feature.
2. Only FortiClient (Windows) supports this feature.

©

Add-on
Included

Included first year

© Fortinet Inc. All Rights Reserved.
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ZTNA ot Fortinet

[loapBegem ntoru

ZTNA ot Fortinet noctpoeHo Ha 6a3e NGFW FortiGate — nugepa B knacce

ZTNA ot Fortinet npegocrtaBngaeT rmbkne BO3MOXHOCTU MO BbIOOPY apxutektypsbl: on-prem MNAK, BM
nnn SASE cepsuc

ZTNA ot Fortinet obecneunBaeT nHnanH MHCNeKUno Tpadpuka Ha 7 yposHe u 3awmTty ot BIN1O n yteukn
OaHHbIX

ZTNA ot Fortinet oTcnexmnBaeT cocTogHMUE CEeCCUN U NOBeAEHNE Nonb3oBaTenen

FortiClient obecneunBaeT aBToMaTM4ECKOE YCTAHOBMNEHNE 3aLUNLLEHHBIX TYHHENEN A0 NyOnmMkyemMoro
cepBuCa 1 B OOMOSMHEHWE 3awmiiaeT paboyyo CTaHUMIO CpeaCcTBaMM MEXCETEBOIrO dKpaHMPOBaHUS,
BeO punbsTpaunmn, NOUCK ysa3BUMOCTEN, OTNPABIISETCA TeNeMeTpus

FortiClient obecneunBaeT AgMHaMUYECKNIN KOHTPOSb JOCTYNa Ha OCHOBE aHanmn3a CoCTosiHUs paboyen
ctaHuum (endpoint posture n zero trust tags)

PelwleHne ot ogHOro BeHgopa, Bkinodada cpencrea ayteHtudgpukaumm (RBAC), 2FA (FortiToken),
LeHTpanuaoBaHHoe yrnipasneHue (FortiManager)

B nononHeHue k ZTNA Fortinet npeanaraet peweHna no KOHTPOS CETEBOIo 4OCTYNa,
noeHTuuKaumm n NpoonNMpPoBaHMIO YCTPONCTB SFortiNAC)

© Fortinet Inc. All Rights Reserved. 28



Zero Trust Network Access

[MpuHUMn paboTbl 1 cueHapumn B FortiOS 7.0



Zero Trust Network Access B FortiOS 7.0

[1Ba pexuma ZTNA

. Full ZTNA T

 IP/MAC filtering \ZTNA Telemetry

ZTNA Telemetry o Sync
S ZTNA tags

K. certificates

w FortiGate

Internet
h

Enforce ZTNA policy | _| ZTNA IPIMAC filtering

I

On-net clients

4*

Off-net clients E E EE

Protected zervers & resources

= © Fortinet Inc. All Rights Reserved. 30



Zero Trust Network Access B FortiOS 7.0

Access proxy

NDAE AD | | eorticlient EMS

1. Access reguest ‘

2. Client certificate verification .
& SAML authentication \ccess Proxy)

3. Secure access to ZTNA server

On-net clients

Off-net clients | ==

- Protecied servers & resources
- © Fortinet Inc. All Rights Reserved. 31
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OCHOBHble KOMMNOHEHTbI HacTponku ZTNA

1. FortiClient EMS fabric connector u ZTNA tags
Tpebyetca FortiOS 7.0, EMS 7.0

2. ZTNA server

3. ZTNArule

4. Firewall policy

32
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ZTNA HTTPS access proxy

!=E=E
— Web server
192.168.20.6
l\_/) 192.168.2.5 | ACCeSS ProXy) 1495 168,20 5
Remote Endpoint FortiClient EMS

10.10.10.20 192.168.20.10
Access Proxy VIP:
192.168.2.86:8443
winserver_fgdocs.com

5 © Fortinet Inc. All Rights Reserved. 33
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Zero Trust tagging rule

a2 FortiClient Endpoint Management Server
@ Dashboard > :
Zero Trust Tagging Rule Set
L3O Endpoints >
£ Deployment & Installers > ame Malicious-File-Detected
Ea Endpoint Policy & Components > Tag Endpoint As @ Malicious-File-Detected v
L& Endpoint Profiles >
Enabled «
B Zero Trust Tags v
Zero Trust Tagging Rules Detect presence of a malicious file

Comments

Zero Trust Tag Monitor

Y

4 Quarantine Management > Type Value

¢ Acmisation >
File c:\virus.txt

£+ System Settings

Save Cancel

AR
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HTTPS access proxy VIP

Edit Service/Server Mapping

Service
Virtual Host Specify |

Match path by Wildcard ’ Regular Expression

Path [/
Servers
4+ CreateNew | &' Edit | ] Delete
IPS Port ¢ Status ¢
192.168.20.6 443 Active

© Fortinet Inc. All Rights Reserved.
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ZTNA rules

Edit ZTNARule
Additional Inf t
Name €@ ZTNA-Deny-malicious @ AP| Preview
Source = all x
+

ZTNAT: = Mal File-Detected @ Boawyintion

a E alicious-File-Detecte X

g 3 & OnlineHelp (&

@ Video Tutorials (£

ZTNAServer | & WIN2K16-P1 w2 @ Consolidated Policy Configuration (Z'

Action v ACCEPT 7EaN\%

@ Log Violation Traffic
Comments | Write acomment 4 0/1023

Enable this policy @

AalR
= © Fortinet Inc. All Rights Reserved. 36
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ZTNA HTTPS access proxy

Edit ZTNA Rule

Name © proxy-WIN2K16-P1

Source = all x
+

ZTNA Tag B Low x
+

ZTNA Server 2 WIN2K16-P1 o

Action v ACCEPT JZEbla\\¢

Security Profiles

AntiVirus ©
Web Filter ®
Video Filter ®
Application Control (B

IPS ©
File Filter © J
SSL Inspection no-inspection

Logging Options
Log Allowed Traffic @ @ Security Events

Comments | Write acomment £ 0/1023

Enable this policy @

@& API| Preview

@ Documentation

& OnlineHelp &
& Video Tutorials ('
@ Consolidated Policy Configuration ('

© Fortinet Inc. All Rights Reserved.
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Hactponka Firewall policy (full ZTNA)

config firewall policy

edit 24
set
set
set
set
set
set
set
set
set
set
set

next

end

name "ZTNA-P1"
sreantE “portl™
dstaintE “any"

srcaddr "all"

dstaddr "WIN2K1le6-P1"
action accept
schedule "always"
service "ALL"
inspection-mode proxy
logtratfiec all

nat enable

© Fortinet Inc. All Rights Reserved.
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ZTNA HTTPS access proxy: npoBepka gocrtyna

. Privacy error x =

< X A Not secure  https://winserver.fgdocs.com:8443

P
or

N/
N

Select a certificate for authentication

Site winserver.fgdocs.com:8443 needs your credentials:

& FAF3263AEBE54777A6509A8FCCDF9284

Your c¢

Attackers mi example,

passwords, r

NET:ERR_CEF Certificate information n Cancel
Hide advanced m

This server couldn't prove that it's winserver.fgdocs.com; its security certificate is not

trusted by your computer’s operating system. This may be caused by a misconfiguration or
an attacker intercepting your connection.

Continue to winserver.fgdocs.com (unsafe)

AR
Y © Fortinet Inc. All Rights Reserved.
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ZTNA HTTPS access proxy

File Action View Help

e | 25 4B XE

)

il Certificates - Current User
v || Personal
| Certificates
v || Trusted Root Certification Au
| Certificates
| Enterprise Trust
~ Intermediate Certification Au
_| Active Directory User Object
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certificatior,
_| Trusted People
_ Client Authentication Issuers
| Other People
| Local NonRemovable Certific
~| MSIEHistoryJournal
| Certificate Enrollment Reque:
| Smart Card Trusted Roots

EY

Issued To

=lB C..
EIE dic...

% FAF3263AEBES4777A6509A8FCC...

Issued By

Apple iPhone Device CA
Apple iPhone Device CA
FCTEMS0000109188

M Certificate X

General Details Certification Path

Expiration Date  Intended Purposes

5/28/2013 Server Authenticati...
8/21/2019 Server Authenticati...
3/27/2022 <All>

Show: | <All> v
Field Value A
\:\ Version V3
(& serial number 6a9dcc318f36e82079d5¢63 1e...
\:\ Signature algorithm sha256RSA
[:\ Signature hash algorithm sha256
’:\ Issuer CA, Sunnyvale, California, For...
\i\ Valid from Saturday, March 27, 20216:2...
[=] valid to Sunday, March 27, 2022 6:29:...
[l ihiact FAF27A3AFRFGA7T77ARGNQARE ¥

Edit Properties...

629dcc318£36282079d5c631eb589a8025da8ed0

Copy to File...

Friendly Name
APNS certificate
APNS certificate Dir...
<None>

Status

Certificate Te...

< >

Personal store contains 3 certificates.
Al R
H =
umw
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ZTNA HTTPS access proxy
[ 1S Windows Server x [Ee

& C A Not secure | htps://winserver.fgdocs.com:8443

=@ Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa

&3z% Benvenuto #,0

‘ 3 ‘.‘ Bienvenido Hos geldiniz | oxan oo Welkom

Bem-vindo 1)
Kohwg Jo6po
Vitejte oploate Valkommen noxanosate Udvozoljuk

f La e X030

Microsoft Willkommen [Melkommen - "ey=—_il ;.
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ZTNA HTTPS access proxy

D Access Denied X — X
<_

O A Not secure | https;//winserver.fgdocs.com:8443 e = P -

Access Denied

The page you requested has been blocked by a firewall policy restriction.

i © Fortinet Inc. All Rights Reserved. 42
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