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CnoOXHOCTb 3KOCUCTeMbI 3amennsiet §
pearnpoBaHue U BOCCTaHOBIIeHUe

* [\

CNULLKOM CnuLIKOM Py4Hon n ’
MeANEeHHbIN exBaTka

MHOIo MHOIo
oTBeT neunarimctTo

BEHOOPOB aJiepTtoB
B Hacmosiwee epems 4ucrio SOC nocmosiHHO OpeaHuszauuu cmankusaromcs ¢ ece boriee azpeccusHbIMU
yeeriuqueaemcsi, OHU riepeesodsim uHeecmuyuu, yeposamu ... 20e mpebyemcsi bbicmpoe peazupogaHue 8
pecypchl U 8peMsi ¢ npedomepaujeHusi y2pos3s Jlydwem criydae 8Ce20 3a HECKOIbKO MUHym ... 3mo
Ha 0bHapyxeHue y2po3 u yrnpexdaruwee 8bIHY>X0aem op2aHu3ayuu cokpawams 8peMsi Ha

peaauposaHue, 0bbI4HO rymem OerneauposaHus bosibwezo
© Fortinet Inc. All Rights Resegigfjyyecmaea 3aday mMmawuHam. .2 2

1 Gartner. 2019 Threat Predictions. 2 Gartner. Market Guide for Security Orchestration, Automation and Response Solutions..

peazuposaHue.l
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YnpocTtuTte onepauumn no oobecne4yeHuro 6e3onacHOCTU

BbibepuTte npegnoxeHne, COOTBETCTBYOLLEE Bawen 3penoctn SOC

Automated Investigation & Response (FortiXDR)

Security Fabric Analytics (FortiAnalyzer): Logging & Reporting, Best Practice
Compliance, Security Fabric Incident Response

amn Ref: 2020 CISO Benchmark Study
. © Fortinet Inc. All Rights Reserved. 3



FortiSOAR — 3TO HezaBMCUMOE peLleHue Kracca SOAR"

« CobupaeT gaHHble N3 HECKOMbKNUX MCTOMHUKOB, MOMOraeT opraHu3auum MHTENPEeTUPoBaTb MHOPMALINIO U ONTUMU3NPYET
npouecckl 6e3onacHocTn, obecneynBasi Npu 3TOM aBTOMaTUYECKUIN OTBET

o

YnpaBneHune kemcamm YnopsaoyeHHoe pearmpoBaHue MynbTUTEHAHTHOCTb

*  PacnpegeneHHas/penepaTrBHan apxMTeKTypa

OpKECTpaLI,MFI n ABTOMaTMBBLIMFI
= [neibykun
= KOHHEeKTOpbI

NMnatpopma ynpasneHua SOC
= Ynpas/ieHWe Kemcamm opraHmsaLmm
= Ponesoe ynpasaeHue A40CTYNnom
= MynbTUTEHAHTHOCTb

=  Mogaynum «13 KopobKn» gna pearmpoBaHMA Ha =  BusyanbHbl pefaKTop A5 CO34aHUA
WHUWAEHTbI, YNPaB/JEHUA YA3BUMOCTAMU U nnenbykos *  KOHTpoAb fOCTYNa K AaHHbIM U nneibykam
«MOMCKOM Yrpo3» = 300+ KOHHEKTOPOB A8 aBTOMATUYECKUX
= [locTpoeHne cobCTBEHHbIX MoayIen nencTesnia
=  KOHTEeKCTHasA BU3yanmsaumsa ®*  [lpumepbl peasnibHbIX KENCOB
r 1 1
- © Fortinet Inc. All Rights Reserved. 4
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EnuHoe
ynpaBreHue
pearnpoBaHuem
Ha MHUMAEHTbI

ABTOMaTM3aUMA
ynopsgovymMBaHuaA
anepToB

OnTumunsaumsn
SOC
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B3aumoageuncreue
B pamkax SOC




TunoBble cueHapuu npumMmeHeHus FortiISOAR

Makcnummnsnpynte agoPeKTUBHOCTbL C MOMOLLILIO OPKecTpaunm n asTomatmsaumm

EnvHoe ynpaBneHue ABTOMaTU3auus
pearnposaHneM Ha MHUMAOEHTDbI ynopsagovyMBaHuUs aneprtoB

CraHgapTusauus npu | o ABTOMaTuyeckasa npuoputesaums /
LeHTpannsaunm sBnammMmocTn n Ha3Ha4deHue, koppenauus,

KOHTpONSa
lNMoBbilWeHUue

puckoB
OntTumusauma SOC \

B3aumopgencrteue B pamkax SOC

pekomeHaauum

BbICTpbIN cTapT ¢ npumMmepamu | _ « MHorogyHkumoHansHein SOC ¢
NCNONb30BaHUSA «MU3 KOPOOKNY, OANHAMUYECKNMU KOMaHAHbIMU
NaHenaMM MOHUTOPUHIa N oT4YeTaMu pabovnmMm NpocTpaHcTBaMM

CokpalleHue py4HbIX YckopeHue KoopauHauum
npoueccos pearmpoBaHus

-.w © Fortinet Inc. All Rights Reserved. 6



\
1. EanHoe ynpaBneHue pearmpoBaHUeM Ha MHUMNOEHTLI

BU3HEC OPAUBEP

Security Operation Centers nmeror
BO3MOXXHOCTb MFTHOBEHHO YNpaBnsThb,
aBTOMaTM3MpoBaTb U pearpoBaTb CO BCEMU
CYLLECTBYHOLLUUMU NHCTPYMEHTAMMN.

[lo3eornsiem KomaHOam ueHmpasiu308bigame
ceou rnpoueccskl besornacHocmu. Pe3yribmamom
sernsgemcs boriee bbicmpbil OMKIIUK 8
pearibHOM 8peMeHU Ha MawUHHOU CKopocmu.

KIMIOYEBBIE BO3MOXHOCTHU

* BwusyanbHbIM pegakTop nnenbykos

« RBAC, agantuBHoOe yrnpaBneHue
Kencamu

» 300+ koHHekTOpoB, 3000+ gencrteumn

& Alerts

r 1 1
- © Fortinet Inc. All Rights Reserved. 7



2. ABTOMaTu3sauuda ynopsagoymBaHusa anepTtos

BU3HEC AJPANBEP

OonTummnzaymsa n poLeccoB B6e3onacHoCTH,

aBTOMaTU4eCcKoe cornocTaBneHne
npenynpexaeHun ns Bcero creka

0e30nacHOCTU B €AUHbIA UHUMOEHT Ons

paccrnenoBaHnsl, COPTUPOBKU U
BOCCTaHOBIEHUS.

CocpedomoyeHue Ha roucke y2po3 u
MUHUMU3aUUs ITOXKHbIX cpabambieaHudl.

KIMIOYEBBLIE BO3MOXHOCTHU

MpuopuTesaumsa u pacnpeaeneHne anepToB

BHYTpU KomaHabl SOC

OcKanauus anepTos, Tpebyowmx
paccrnegoBaHus

MexaHn3am pekomeHaaumn
Busyanunsauua koppensuum

© Fortinet Inc. All Rights Reserved.




3. OnTumusaumsa SOC

BU3HEC OPAUBEP

N3mepeHune n oTcnexmBaHne CBOErO
nporpecca ¢ NOMOLLbI HacTpanBaeMbIX
naHenen moHutopuHra FortiSOAR ™ ans
MOHUTOPUHra KrNYEBLIX MNokKasaTeneu

9 (PeKTUBHOCTM onepaumin 6e3onacHoOCTH
N CcO3daHMNA aBTOMaTUYECKMUX OTYETOB Ha
YpOBHE NpeanpuaTua Ansa ayauTopoB U T -
DYKOBOAMTENEN. [ B —

[lo3eornissiem SOC ornpedernsmb
ys38umocmu u oripeodernsime, 20€ MOXHO
asmomamu3uposamse PyYHbIE rPOUECCHI.

KINMIOYEBbLIE BO3MOXHOCTHU

« KPI-naHenm ana SOC (otcnexmnsanme MTTR)

e 10+ naHenen MOHUTOPUHIA N OTYETOB «N3 KOPOOKN»
(kacTOMM3UpPYEMbBIE)

e 20+ roToBbIX K 3aMyCKy CKBO3HbIX CLieHapueB

« 100+ cueHapueB UCMOSIb30BaHNA U nne17|.6é/|<03 |
© Fortingt Inc. All Rights Reserved. 9



4. Bzanmopgeucteue B pamkax SOC

BU3HEC OPAUBEP

FortiSOAR ycTpaHsieT npobnemsl, C KOTOPbIMU —
CTanKMBalOTCH KOMaHAbl, NO3BONAS UM BbICTPO [ eidents
paboTtaTtb BMecTe unm obMeHnBaTbCcA
nepenoBbIM ONbITOM, obecnevnBasi Npu 3TOM
MeXdYHKUNOHaNbHOE COTPYAHNYECTBO 3a
npegenamu SOC opraHmnsaumu. MNoakntoyeHne
aHanuUTUKOB K BaXHOU MHPOPMaLIUU U HY>KHbIM
KOMaH4aMm, TakuM Kak OTaAen KaapoBs, OPUCTbI U
apyrue KnoyeBble 3anHTEPECOBAHHbLIE CTOPOHBI.

YckopeHue ripouecca ucripasreHus u
paspeuweHusi ripobremsi rpu obecrieyeHUuU
[10/THO20 CK8O3HO20 KOHMPOSIS U Mpo3padyHocmu
3a npedenamu KomaHOblI SOC

KITFOYEBbIE BO3MOXXHOCTHU

« Pabouas obnacTtb Ans coBMECTHOM paboTbl B KOMaHAe
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* YnaneHHbin SOC
* HenpepbIBHOCTb paboyero npoctpaHcTea 24/7
* He TpebyroTcs HaBbIKN MPOrpamMMmMPOBa snet inc. Al Rights Reserved.
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Py4yHoOe ynpaBneHue
npoueccamu

VS

ABTOoMaTu3auus



JKOHOMUSA BpeMeHu ¢ nomoubio FortiSOAR

FortiSOAR

Llaru Bpy4Hyto
OboraweHne gaHHbIx ana naeHtudpukauymmn 10C Ot 46 go 60 MuHyT
YnopsgodnsaHne SIEM-cobbiTum 20 MUHYT

OTnpaBka AaHHbIX Ha AOMNOSTHUTENBHY SMYNALMIO OT 1 vyaca go 6 4yacos
N3onauma 3aTpoHyTbIX YCTPOUCTB 10 MUHYT

AHanus, co3gaHue u cHabXxeHne KOMMEHTapUSMMN NHUMOEHTA 60 MUHYT

brnokuposka I0C Ha M3 (#FortiGate) Ot 45 muHyT 0O 2 Yacos
BoccTtaHoBrneHne n pearnpoBaHnue Ha NMHUMAOEHT Ot 60 MmHYT OO 6 YacoB
[MogrotoBka u oTnpaBka otyeTa 06 MHUNOEHTE Ot 2 po 3 yacos

Utoro OT1 4.5 po 15 yacos

3 MUHYTHI

1 MMHyTa
1 MUHYyTa

1 MnHyTa

S MUHYT
2 MUHYTHI
S MUHYT
2 MUHYTbI

20 MUHYT

- © Fortinet Inc. All Rights Reserved.
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Py4yHoe ynpaBneHue npoueccamu

3anpockl Ha nony4eHne obpasa MalLHbI

1 yac Ha o6paboTKy cobbITHA (X20 B Heaento)

War 1: War 4:

AHaNUTUK

3anpoc
oTnpasneH Yepes
noyty nnu ERP

AN NN NN NN NN NN NN BN BN B B

[ononHuTenbHas
MHdOpMaLmMs OOMKHA
ObITb cobpaHa yepes

ERP/ HoByt0 3a5BKY.

nogkritoyaeTcs K
LilernieBon cucteme ans
nonyyeHus obpasa

O6HoBrneHue /

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
1 3aKpbITUE 3asiBKK

1 1
1 1
1 1
1 1
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1 1
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War 2: . [
1 1
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1 1
1 1
1 1
1 1

S . EEEEEEEEEEETETTY Vmmmmmmmmmmemaas! - )
I
: Tekywmii | email : \ \ | | .
0'0'0 © ——9—
I | ﬁ _
tmmmee > Ll) SNOW _ A — : r o \
— Komanga SOC octnexwvsaeT . . 1 I :
MOCTYyNJIeHNEe HOBbIX 3arnpocoB | : : 1 | 1
] . ' o I
| 1 ! | 1 1
| 1 ! | 1 1
I I : 11 War 7: I
: War3: | I lWar5: o S
I Wnchopmauusi o . : Y : ! WaBeLeHve :
nHUUmaTopa
I nonb3oBarene : I nepemelyaeT 06pa3 : I u p I
: collppee s e | | B TOUKy HasHaueHusi | : 3anpoca 06 :
I katanora AD 1 : [ ucnonHenmn
Ve _'l e o o j SEmmmmmm—m——
AR
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ABTOMaTU3auUuMa npouecca ¢ ucnonb3oBaHmem FortiSOAR

3anpockl Ha nony4eHne obpasa mallunHbl ¢ ncnonb3oBaHnem FortiSOAR

5 MUHYT Ha 00paboTKy cobbiTUA (X20 B Hepenro)

FortiSOAR

SOAR Tpebyemas
nonyuaet AOMONHUTENbHAas
3anpoc B nHdopmauma
eanHoit cobupaetcs B
cpene aBTOMaTUYECKOM
yrpaBneHus bl

email =@ -
SNOW J =
©0%

N3BeLlleHne komaHabl SOC 0 HoBOM
3anpoce un cbopmmpoBaHune
WHUMAOEHTA

-

OpuH LWar

AHannTuk
nony4aeT 3agadvy o
npenocTaBneHun
obpasa co Bcemu

I Heobxogumbimm

N -

dann coxpaHsieTca
aBTOMaTUYECKN

3anpoc obHoBnAeTCA U
3aKkpbiBaeTca No dakTy
NCMOMHEHNS

NHuumaTop 3anpoca n3BeLLaeTcs
aBTOMaTMYEeCKU

14



NMpumep: 3anpoc Ha nameHeHne NAT npaBun B KOHuUrypauum M3

Py4Hoe ynpaBneHmne npoleccom

Tekywmn
npouecc

Emalil

1 } 1
| 1 |
| 1 |
| 1 |
| 1 |
| 1 |
| 1 |
| 1 |
| 1 |
| 1 |
l ! l
I

3anpoc oTnpaBmneH no : LIS : :

nouTe B Buae pdf- : BbINOMHSET aHanM3 | :

doopMbI, coaepkaLlen | . sanpoca _:' '

nepeyeHb N3MeHeHUN

NAT-npasun

v Q =

Komanga SOC

AHanMTUK BbINOIHSET,
NPOBEPKY TeKyLmx |
KOH(purypaumm |

J

© Fortinet Inc. All Rights Reserved.

AHanuMTUK BHOCUT
N3MEHeHNA B
NAT-npaBuna

LWar 4:

UHuumaTopy
OTnpaBnsieTcs 3BeLeHne
O BbINMOJIHEHUUN 3aABKU >

L ]




NMpumep: 3anpoc Ha nameHeHne NAT npaBun B KOoHduUrypauum M3

ABTOMaTU3NPOBAHHLIN NpoLECC

ABTOMaTU3aLUA ABTOMaTU3aLUA
Tpebyemas
SOAR [0MoNHUTENbHasn
nonyvyaet MHdopMaLms
3anpoc B cobupaetcs B
€ANHO aBTOMaTUYECKOM ABTOMaTM3aUMA
cpene pexumve
ynpasneHuns
f \ cony * N3meHeHua NAT-npasun
. (== BbIMOMHAOTCA aBTOMaTUYECKN
email
p— + 3anpoc obHoBnseTCA U
E 3aKpblBaeTcA rno akty
. ' BbINONHEHNS
FortiSOAR
(p /P /P * WHuumatop 3anpoca
o\ o o n3BeLaeTca aBToMmaTn4eckm
\ A A

Komanga SOC

AHanuTuk nony4vaet
3apadvy co BceMu
HeobxoauMbIMU

I

I

I

I

I

I

I

I
OguH War |
I

I

I

I

I
JaHHbIMY :
I

AER J

m = © Fortinet Inc. All' Rights Reseved ™= ===
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ApXUTeKTypa




[MOKaa n macwTabnpyemas apxuteKkTypa

Enterprise

Remediation Actions

SIEM Alerts

FortiSIEM etc

Connector Alerts

Anomali Threatstream

<«+—— Query and Enrichment

Multi-Tenant

(o)

FortiSOAR

SOC Team \_

()

FortiSOAR
MSSP Node

S0C Team

MSSP SOCJ

CUSTOMER 1

FortiSOAR

Tenant Node

QR

CUSTOMER 2

© Fortinet Inc. All Rights Reserved.
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OGecne4vyeHne BbICOKON AOCTYNHOCTU U
Krnacrepusauum

Bbicokas OOCTYIMHOCTb N Krnactepu3aund and HagexxXHoCTn U MaCLIJTa6VIpyeMOCTI/I

— Pennukauuns —
BHyTpeHHen B

» Active — Passive ansa HagexxHoCTu
» Active — Active onga HageXHOCTN U MacLuTabnpyemMocTu
FortiSOAR FortiSOAR « Tpebyetca ncnonb3osaHne banaHCcMpoBLLMKa
Active Primary Active Secondary  [Mopaepxka BHYTpeHHen 1 BHellHel 6a3bl JaHHbIX

» [logoepkka HecKomnbknx Secondary y3nos
@ » Tpebyetcsa nuueHsus (HA license)

~ ~ ~
| \(o\[®
w W

Komanga SOC

~
@

-nw © Fortinet Inc. All Rights Reserved. 19



FortiISOAR 6.4




OCHOBHbIE BO3MOXHOCTM
FortiSOAR

YeTbipe cTtonna FortiSOAR:
Incident and Case Management

2. Orchestration & Automation
3. Workflow & Collaboration
4. Threat Intelligence Management

Incident/Case
Management

Threat Intel
Management

Workflow &
Collaboration

Orchestration
& Automation

- © Fortinet Inc. All Rights Reserved.
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Incident & Case Management

KOMMNOHEHT pearmposaHn4d Ha MHUMNOEHTDbI

KOMMNOHEHT pearnpoBaHnsa Ha UHLUUAOEHTbI COAEPKUT KONMMNEKLUUIO Moaynen, CBA3aHHbIX C

NHUMOeHTaMm 6e30NacHOCTU:

* Alerts: sanvncm o nogo3puUTENbHON akTUBHOCTH

* [ncidents: sanucu akTMyeckoro HapyLLleHus!
©e3onacHoOCTU

* Hunts: 3anncm o npoBoAMMBbIX «MOMCKaX yrpo3»

* MITRE ATT&CK Techniques

» Tasks. pelicteue, npeanprHuMmaemoe
VHOVBUAYaINbHbIM UM aBTOMaTUYECKMM OTBETOM

« Communications: B3anmMoaencTBuns, BbINOMNMHAEMbIE
B paMKax paccrefgoBaHus 3anpoca

- = © Fortinet Inc. All Rights Reserved.

Incident Response

@ Alerts

(O Incidents

MITRE ATT&CK Technigq...
IEHS

Communications

22



NSC>»TUVUTTMHEAIS

PearnposaHue Ha nHUMaeHTbl — [lpymMep TMNoBOro npotecca

i /’) FORTISOAR

IIQ-I

NPT

|
|
|
I [
> > 1 | I
Sandbox I ‘ O\ Investigate l
I [
5\ , o Actionable | Escalate Incident I
./ i Connectors Alerts Response < I
I |
SIEM
I [
) | |
| ” . I
- ( Incident

' | l
EDR : 1 | Run :
:> I | Playbooks :
% l Create Tasks Assign related l

(| | alerts / indicators ~
I [
Firewall I J Connectors :
~ e !
I [
- }» | Enrich / Fetch /‘ I
VPN I Remediate Q I
I [

H © Fortinet Inc. All Rights Reserved. 23



Incident & Case Management

PearnposaHue Ha nHumaeHTbl — Alerts & Incidents

EOvHoe MecTo Ans NpoCMOTPa M OpraHM3aLmmn AaHHbIX 6e30nNacHOCTM, KOTOpoe NO3BONsET

YMEHBLLUTL PYYHYIO paboTy ¢ pa3po3HEHHbLIMU MHCTPYMEHTaMmM 6e30nacHoCTM.

! cid:;nt-és | Malware Outbreak

o OTCnexmnBaHme BCero Xm3HeHHoro
LUMKINa MHUMOEHTA

* [laHHble, CTaTyC, HAa3HAYEHHbI aHanuTK,
faaTta u Bpemst nocrneaHero 06HoBNeHUs!

 CBdA3bIBaHMe 3anuncen
* CBA3biIBaHMEe aKTnBOB, I'IOJ'Ib3OBaTeJ'IeI7I,

MHONKATOPOB U yﬂ3BMMOCTeVI

* IHTYUTUBHO NOHATHbLIN U
HacTpanBaeMbIv BN

* NPOCMOTP Cnncka / ceTkn, mnbTpaums u
MoucK

* MHTeraLI,I/Iﬂ C CUMCtTeMaMun 3adaBOK

- © Fortinet Inc. All Rights Reserved. 24



Incident & Case Management

PearnposaHue Ha nHumaeHtbl — Queue Management

[MpepocTtaBneHne ob63opa paboTtbl Ana meHegxkepa SOC. No3BonseT Ha3HavaTb oXuaatoLmne
3aJa4n KoMmaHgam Unu otTaernbHbIM nuuam.

» CosgaHue oyepenen u
nobasrieHne 4YneHoB KoMaHabl

 HasHavaTb onoBeLlleHuns,
MHUWOEHTHLI U 3a0a4uM B
oyepenb
 BpyuHyto (drag and drop)
« ABTOMaTuyeckn yepes playbook

Queue Management

Unassigned Action Items @

Mid Night Shift
PHISHING EMAIL
ID NO Leader --NA-- | Team:

Day Shift

3 Alerts
Leader L | Team:

* [lpocmoTp Ha3HayYeHun no s ,
oyepensam Unu no oTaenbHbIM R i = o o 8

OUTBOUND UNENCRYPTED PIl DETECTED JRAG & DROP T¢ Leader L | Team:
ID NO. SSIGH

nroaam

*  Ouyepeamn moryT ynpaBnstbcs o
nomoLubio playbook’os

© Fortinet Inc. All Rights Reserved. 25



Orchestration & Automation

Pa3Be opkecTpaumsa n aBTomaTu3aumsa He O4HO U TO Xe?

Orchestration: BO3MOXHOCTb yNpaBnsTb UM KOHTPONMPOBaTb BHELLHNE CUCTEMbI Yepe3 ONnpeaeneHHble
KOHHEKTOpbI

Automation: BbINorHeHNE cLeHapus pearnpoBaHus (playbook) npu BeINOSIHEHNN ONpeaesieHHbIX YCITOBUN

Playbooks: konnekunst 4eNCcTBnUmM Ha OCHOBaHMN CKPUMNTOB
Hanpumep, MoxeT 6bITb co3gaH playbook, KoTopbiv cpabaTtbiBaeM rnpu nonyvyeHun onpenerieHHoro

npeaynpexaenus ot SIEM 1 aBTomatmnyeckn cobupaeT AoNoNHUTENbHbIE KOHTEKCTHbIE JaHHble, Npexae
4yeM NpUBNeKaTb onepaTopa-aHanuTuKa.

© Fortinet Inc. All Rights Reserved. 26



Orchestration & Automation

OpkecTpaumsa — MeTtoabl HTErpaumm

Firewalls

Sandbox

Ticket
System SIEM
TI
Platform Directory
Service
EDR Email
Server

-nw © Fortinet Inc. All Rights Reserved.

Connectors

« Cbop
 (OborawieHune

« CopepxaHune

* BoccraHoBneHnue
« CopTupoBka

 PaccnegoBaHue

27




Orchestration & Automation

OpkecTpauus — Connectors

'.3‘ elastic ANOMALI ijmantecl_

. -
U1 McAfee MgSle_ ::LogRhythm otfvar]e @B palo

METWORKS

CISCO
Radar @ Arc&gﬂjﬁ W CcyLANCE ﬁ;{%i@sggigeg

{REST API} IMAP == Active Directory  Carbbon Black. Q Sentinel

®

Contain

CJ Check Point  FATINET. pisHME Treo-ca. BV

® QuaLys servicenow cucl@g% g slack ™ Microsoft

> total

%Mi:mh' ) “
2 System Center 2 0 AEVERSING
h O[};erations Manager E EXChange ’f-&t NETWITNESS 7EYES

% Grvern

Remediate Investigate

wise. THREATQ/ ()

Threat Sharing

300+ koHHekTOpoB, 3000+ aencTeumn

[ononHuTenbHble MHTEerpauumn paspadartbiBaloTcs Kaxable 3 Heaenu

© Fortinet Inc. All Rights Reserved.
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Orchestration & Automation

OpkecTtpauusa — Connectors

MCI'IOJ'Ib3y$'-I KOHHEKTOPbI, Bbl MOXETE MNMoakKr4arbCA K BHELULHUM NHCTPYMEHTaM
KI/|6ep6e30ﬂaCHOCTl/I An4a BbIMONMHEHUA Pa3iMnyHbIX aBTOMAaTU4YeCKNX B3aMMOOENUCTBUN C

ncnosb3oBaHuem playbook’os.

 Connectors Store
* [lpocmoTp, nouck, yctaHOBKa,
oOHOBIIEHNE N yaaneHne
» [1ns ycTaHOBKM HEOBXoO4MMbI NpaBa Ha
yTeHne (Read) n cosgaHue (Create) Ha
Connectors module
* Built-in Connectors
 Custom Connectors

» CosgaHne cobCTBEHHbBIX KOHHEKTOPOB C
nomoLwbio SDK

Connectors

3% Installed (9)

FLORTINET

Fortinet FortiAnalyzer vi.1.0 Fortineg]

FORTINET

Fortinet FortiOS v2.0.1 Fortinet

© Fortinet Inc. All Rights Reserved.

Fortinet FortiMail @ DOCUMENTATION
CyOPs Connector | Version 1.0.1

CyberSponse Certified: Yes
FEATINET Publisher: CyberSponse

Fortinet-FortiMail Connector facilitates automated operation FortiMail email security gateway that monitors
email messages on behalf of an organization to identify messages that contain malicious content, including
spam, malware and phishing attempts.

- DEACTIVATE CONNECTOR »~ Compatible with your integration

Configurations Actions . Playbooks

NAME DESCRIPTION

Get Domains Retrieves a list of all domains configured on Fortinet FortiMail.
Configured

Get AntiSpam Profiles Retrieves a list of all AntiSpam Profiles for a specified domain in Fortinet
for Domain FortiMail, based on the domain ID you have specified.

Get Recipient Policies Retrieves a list of all Recipient Policies for a specified domain in Fortinet
for Domain FortiMail, based on the domain ID you have specified.

Get GreylList Retrieves the Greylist configured on Fortinet FortiMail.

Get Auto Exempt Retrieves the Auto Exempt Greylist configured on Fortinet FortiMail.
GreylList

Get Sender Whitelist Retrieves a list of sender whitelists from Fortinet FortiMail, based on the
For Session Profile profile name you have specified.

Get Sender Blacklist for  Retrieves a list of sender blacklists from Fortinet FortiMail, based on the
Session Profile profile name you have specified.

Get Profile Name Retrieves a list of profile names from Fortinet FortiMail, based on the profile
type you have specified

Update Session Profile Updates a session profile on Fortinet FortiMail, based on the profile name and
other input parameters you have specified.

Update Antispam Updates an antispam profile on Fortinet FortiMail, based on the profile name




Orchestration & Automation

OpkecTpauus — Data Ingestion

KoHHekTOpbl FOrtiSOAR npegoctasnsatotcs ¢ npumepamm playbook’os ans cbopa gaHHbIX N3 pasHbIX

MCTOYHUKOB.

* VIcTOYHMKM OAHHbIX

« SIEM, Threat Intelligence
Platforms, Vulnerability
Management Tools

Data Ingestion - Anomali ThreatStream

11 (3
i &

* [lpnem gaHHbIX NPV NOMOLLN
KOHHEKTOPOB
* Ingestion wizard
» Ingestion playbook

* Pexum npunema gaHHbIX
* Ha 6a3e onoseLleHUn
« Ha 6a3e pacnucanus
» App Push

amn =
== FortiSOAR™

" © Fortinet Inc. All Rights Reserved.

Field Mapping

Data Ingestion Successfully Configured!

Playbook collection is created and placed
rerun the wizard or edit the ingestion playbook to make further changes

Quick Summary
Connector "Anomali ThreatStream’ Configured
Sample Data Fetched Successfully
Field Mappings Added
Schedule Created

Ingestion Playbooks Created Successfully:
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Orchestration & Automation

ABTOMaTu3aumna — Penosntopumn cueHapumeB pearmpoBaHus

&"= FortiSOAR™ : /02 Enrich

hboard P aybOOkS

ast

o NS - oo = 02 - Enrich
a dified: 03/1
4

. 02 - Enrich (14)

Automation
03 - Triage (8) 14 ltems = Q _ & Import &, Import BPMN‘

04 - Investigate (18) M ) . ) .
Rule Engine O ame : Tags

05 - Remediate (17)
Connectors

Schedules 06 - Hunt (1)

07 - SLA - Alerts (6) Asset > Get Runni... Get Running Proc...

07 - SLA - Incidents (11) O Attachment > Get ... Get File Reputatio...
08 - Report (1) O Indicator (Manual ... Get Reputation of ...
Indicator (Type All... t Reputation of ...

Indicator (Type Do... Get Reputation of ...
12 - Training (3)

Indicator (Type Em... Get Reputation of ...
13 - MITRE ATT&CK™
- Indicator (Type Fil... Get Rem‘ion of ...

13 - MITRE ATT&CK™-DEFENSE

FUACIAN () Indicator (Type Fil.. Get Reputation of ...

© Fortinet Inc. All Rights Reserved. 31



Orchestration & Automation

AsTomaTtunsaumsa — Visual Playbook Editor ons cosgaHmnsa kactomHoro playbook’a

BHegpsanTe cBou ny4dwire npakTuKu n BeCcb paboyvnn npouecc B playbook’vt ans
nocnegoBartenibHONM 06paboTKN MHUMAEHTOB U pearMpoBaHus.

[lepeTawmTe BGNOK B pexmnme

drag and drop ong

mMoandurkaumm n nobaBneHus

wara B playbook’e

PasHoobpa3sve Bbibopa 13
rpadoUYECKnUX MEHHo

Co3patb/ObHoBUTL/HanTun
3anuncb

Jlornyeckne pelueHus,
cornacoBaHus 1 3agayu

KOHHEKTOPbI U YyTUNUTbI
BrnoxeHHble playbook’'n




Workflow & Collaboration

Pabouasi obnactb anst coemectHon padoTtbl & SOC FAQs

Paboyvas obnactb
Workspace

Comments gna obmeHa
BCNoMoraTernbHbIMU
OOKYMEHTaMN U
B3aMMOOENCTBUS

Recommendations ang
MOUCKa CXOXKMX 3anncen

Paspen FAQs ans
donKkcauum OTBETOB Ha
Hanbonee YyacTtble
BOMpPOCHI

Comments Recommendations

Field Suggestions

Medium

Assigned To
CS Admin

Similar Records

Select all Include this record (©

02/25/2021 09:26 AM

Windows User Added to Groups

Type Status
User Group Changed Open

02/25/2021 09:26 AM
Windows User Password Changed

Status
Passwor d Reset

02/25/2021 09:26 AM
Windows User Created

Type Status
Domain User Created Open

02/25/2021 09:26 AM
FortiGate Configuration Change Detected

Type Status
Firewall Configuration Change Open




Threat Intelligence Management

Mogaynb Indicators

YnpaBneHue Heckonbknmm oopmataMmm n UCTOMHUKaMu Tl n3 ueHTpanbHOW CUCTEMbI U CBA3bIBAHNE

OaHHbIX 00 yrpo3ax ¢ ONoBELLEHNSIMU U MHUNOEHTAMM.

22 FortiSOAR™ Y
* W3BnevyeHune nHdopmaumm ob —— _
yrposax u3 onoBeLleHUH, Indicators
3arpy>|<eHHb|X @amnoB, : S ; Malicious Indicators

9NEKTPOHHbIX MUCEM U BHELLHUX
NCTOYHMKOB aHanunaa yrpos (TI)

» CoxpaHeHune nHopmaumm od
yrpo3se B B[] ons
NCMNONb30BaHNSA APYrMMun
Moaynamm

Email Address

URL

FileHash-SHA256

IP Address

Domain

O
O
O
O
O
|
O
O
O
=

r 1 1
-nw © Fortinet Inc. All Rights Reserved.

a.. Malicious

Malicious

Malicious

Malicious

agn... Malicious

/Ragn... Malicious

Malicious

Malicious

Indicators By Type By Reputation

10:11 PM

10:11 PM

10:11 PM




[laHenun ynpaBneHus

DASHBOARD  overview -

TOTAL ALERTS RESOLVED

LERTS ESCALATION RATIO MONEY S2

1 6.3% 34d 23h ... $50.3K ..

In Last 30 Days Im Last 30 Days In Last 30 Days Im Last 30 Days

INCIDENTS TIMELINE
In Last 30 Days

OVERDUE INCIDENTS

1

In Last 30 Days

% %
2 ®

Explained Anomaly B Phishing Policy Violation Root Level Intrusion

UNRESOLVED INCIDENTS BY SEVERITY UNRESOLVED INCIDENTS BY TYPE

Explained Anomaly

Malware [—

Phishing

Palicy Violation

Root Level Intrusipn S—

3 3 [ 5 6

Low B Medium B High I Critical Low B Medium B High [ Critical Low B Medium B High [ Critical

© Fortinet Inc. All Rights Reserved.




OT4yeTHOCTL (Reporting) SR

Structure

E Rows - Insert row/celumn structure to create custom layout.

IE Tabs - Add tabular sections with custom content.

Weekly Alert Report Charts and Metrics

Summary of Alerts created in past 7 days |#” Chart - Choose from multiple chart widgets like Bar, Pie, Donut etc.

R E P D RTI N G Relationship Count - Insert a chart to show related data source count.

Template Title | MyReport @ System Monitoring - Insert a System Monitoring Widget.

Define a new structure @ Conpéctor Health - Insert a Connector Health Status Widget.

Performance Metrics - Build metrics like ROI, MTTR,MTTD etc.
By stem Monitoring: Memory Util i & B2 system Monitoring: Disk Utilization

Record - Card View

= )
=1 C(ard List - Show record list in a card view.
Define a new structure

Card Count - Show count of records based on a condition.

i |4 Chart

Record - Listing
== Single Line Item - List record fields in a vertically stacked format.

E Simple Grid - Light-weight, export & print-friendly grid widget for listing

records.

3 L/42

DATA LEAKAGE NONE

E Grid - List records in a grid with multiple columns.

= Summary - Create record(s) summary with fields of choice.

LERT ASSIGNMENT DISTRIBUTION ALERTS BY

Custom Content

! I / IFrame - Embed external content within an iFrame section.

© Fortinet Inc. All Rights Reserved.




OcobOeHHOCTM




KnroueBbie ocobeHHocTM FOortiISOAR

KomnnekcHaa aBTomatusauua v opKecTpauus

* [loBblleHMne be3onacHOCTU
* [lepekpecTHOe COTPYOAHNYECTBO
 PaspeneHne komaHa n oba3aHHOCTEN

MacwTtabupyemasa apxuTteKkTypa
Active/Active HA, Distributed Multi-Tenancy, Light weight agent, dedicated tenant

'MOKoCcTb NpoaykTa
Automated beyond the investigation, Modify existing modules, Customize Modules

S [MpoaBMHYTOE ynpaBrieHue Kemcammu
SOAR + IR + VM + Legal + Dashboards, Reporting, Role Based Access Control

-nw © Fortinet Inc. All Rights Reserved.

38



HeMoHcTpauus




F:=RTINET



