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BBegeHue




N
YckopsoLwasicd KOHBepreHums cetm u 6esonacHocTun

YMEeHbLWUTb [lonHas ocBeAOMNEHHOCTb, CerMeHTaLna 1
O 1 nnowanb 3alumTa oT Yrpo3 ¢ nomoLlblo Security Fabric
NOBEPXHOCTM aTaku n Enhanced FortiGuard Services

KoHconuau poBaTb CeteBble yHKUNU N DYHKUNKM Be30NacHOCTU
O 2 N YCKOPUTDb

(Hanpumep IPS, Web Filtering) Ha nto6om
macwTabe (Hyperscale) ¢ ncnonssosaHnem SPU

ABTOMaTM3VIpOBaTb 3awmTa rmbpunaHsix IT ¢ NTOMOLLbIO
pacwmpeHHbIX dyHKUnin_Fabric Automation v
ynpaerneHune u Unified Console

pearmpoBaHue Ha
- MHUWAEHTDI
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Pa3MbiTe nepnmeTtpa 6e3onacHoOCTH

PocT konnyecTtBa ycTpoucTts 0T, yckopeHne mobunsHocTn nons3oBatenen, OT BHYTpu IT,
arpeccuBHoe pasBuTme nybnnyHblX, YHacTHbIX 0brnakoB, SaasS, nepndepPUnHbIX BbIYUCIEHUN. ..

NMonb3oBaTtenu un CeTb BbiuncneHusa
YcTtpouctBa

Public
Cloud

Unknown Known Trusted

Hybrid Data %

Center
Hyperscale

i

Factory

A H

Remote Customers Partners
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\
HeoOxoaonMmMoCTb 3alUUTbI B NTFOOOUN TOUKE NOAKIIOYeHUs

Security-driven Networking
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(- MyTewecTsus N . SaaS

Nonb3oBaTenu I Q
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KoHeyHble y3nbl Kamiyc I A B g . lﬂ}
\ -« : WHTepHeT
(@ [ é T - ||| e

Mob6unbHbIE YyCTpOKCTBA ‘ dununan I

LIOA
Pa6ota : ﬁ ) MepudepuitHble
BbIYMCIIEHMNSA
n3 goma
ACYTIN
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Fortinet
Security
Fabric

O6wunpHan

OcBenoMIEeHHOCTb M 3awmTa no
BCEW LUMppoBON NIIOCKOCTN aTakn
An4a nyduwero ynpasneHna pyuckamm

UHTerpnpoBaHHas

YMeHbLUEHNEe CINOXHOCTU
ynpaBneHnsa n obMeH gaHHbIMKN 06
yrposax

ABTOMaTU3NPOBaAHHAA

CamoBoccTaHaBnmMBalLLNMECS CETU C
nogaep>xkom 6e3onacHoOCTN Ha
ocHoBe Al ans GbicTpon n
adhdekTMBHON PaboThI

Zero Trust
Access

FortiGuard Threat
Intelligence

© Fortinet Inc. All Rights Reserved.
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[MnatdopMeHHbIN noaxon K KnbepbesonacHoCTH

[Mbkme mogenu notTpeobrnenns

Security-Driven Networking Security Fabric Dynamic Cloud Security
YckopeHHast BesonacHocTb
KOHBEpreHumnsa cetn u cnenyer 3a
©e3onacHoCTU NPUNOXEHUAMU U

AaHHbIMU

Zero Trust Network Access Al-Driven Security Operations

ABTOMaTUYeECKOE
3HaHVe 1 KOHTPOrb BCeX npenoTBpaLleHne,
N BCEro, YTO HaxoamTcs onpeaenexHve u
BHYTPW N CHapyXu ceTtn @ pearvpoBaHue Ha

Knbepyrposbl

Management Ecosystem

. . l Virtual Hosted Software A ,
Appliance | Machine o (SaaS) Cloud (Agent) Container
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OnepauunoHHasa cuctema FortiOS
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o
MonuTukN 6e30MacHOCTy Mopynb aBToMaTM3aLMN XKypHanupoBaHu1e 1 OTYETHOCTb MOHUTOPUHT 1 HA OpkecTpaums API KoHHekTopb!
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© = Firewall Segmentation PN SSL VPN CAPWAP [[=8e] . Switching
=3 38 g DDoS si.f Routing CGNAT Proxy (VXLAN) ('EDE (]
> Q 8 < SD-WAN

NAC AnnapaTHoe yckopeHue ¢ nomoLusto Network Processor AnnapaTHoe yckopeHue ¢ nomoLusto Network Processor

YpoBeHb abcTpakumm

uon BcTtpanBaemble BupTyanbHble ObnayHble
peLIeHns MaLlnHbL peLIeHns

dunnan
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FOS 7.0 — 3ato 300+ HOBbIX (PYHKLMN

Security Driven Networking
(SASE Edge - SASE)

» Securing remote workforce with orchestration portal
for SASE capabilities

» Securing thin branch with FEX 200F + 25Mbps
subscription

* New Thin Edge line us (LTE/5G)

« Journey to Zero Trust with extended risk posture
checking

Security Driven Networking
(WAN Edge: SD-WAN)

* Increased Resiliency (FEC/DUP)
« Enhanced packet duplication
* Accelerated Convergence (FWF 80F)

- Efficient Operations (scalable ZTP, Analytics,
Passive WAN Measurement)

» Accelerated convergence for Thin & WAN edge

Security Driven Networking
(DC Edge: NGFW)

» Ultra-Scalability with pay as you grow model (FGT
7121F, 400G)
» Attack surface Reduction (Video filtering , DNS)

» Efficient Operations with network automation (Policy
Learn mode, automated upgrades)

Security Driven Networking
(LAN Edge: WiFi/Switch)
* Unified code base (L3 FortiLink, NAC Visibility and

Zero trust response)

» Convergence (WLM and AlOps on FMG, FortiLAN
cloud)

» Simplified Operation Al/ML driven wireless easy
classification and remediation)

Security Driven Networking
(LTE Edge: 5G)

* 5G backup (+SD-WAN for WWAN with new dual
modem)

* LTE portfolio expansion (+WWAN
application release, 101F/201F)

* SASE bundle for Thin edge and remote workers

Zero Trust Access
(ZTNA)

» single policy for on-net / off-net behavior

+ Better & easier VPN with automated setup for
HW/VM//SASE & cloud

» Granular access with role based application access
» Leverage existing products

FortiGuard Threat Intelligence
(Security Services)

* Increased Attack Surface Coverage — Video Filtering
enhancement to our web filtering offering
» Security Rating expended to Fabric Rating

* loT real-time query service

Fabric Management Center
(SOC)

* MITRE attack analysis with expansion in cover and
automated protection across the fabric and
ecosystem

* SOAR enhanced Al/ML & out-of-the-box content
packs. Intergrations. FSR cloud. mobile app.

* IR unified console, FORTISOAR container,
FortiCASB connector

Adaptive Cloud Security
(VM, CWP, CASB)

+ Centrally managed hybrid cloud (expended support
& multi tenant policies)

+ Effective usage of resources with autoscaling
» Extended application support for CASB
» Container guardian

Adaptive Cloud Security
(WAF & Email)

»  Email continuity switch to FortiMail cloud when
service go down

* FortiWeb enhanced with ML-based API discovery,
deeplearining and more.

» FortiADC/FortiGSLB user experience visibility and
Auto-Scaling capabilities

Fabric Management Center
(NOC)

* Insider threat analysis with UEBA support

» Enhanced visibility with extended product support
across the Fabric & SD-Branch

» Efficient and scalable operation with SIEM

* SaaS management with Unified GUI, easy on
boarding with ZTP templet and more & efficient full
branch operations

© Fortinet Inc. All Rights Reserved.

Advance Services

* SOC as a Service to augment organization and
MSSP's SOC

* Best Practice Evaluation

* FortiGuard Consultant
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Fortinet Secure Access

Service Edge (FortiISASE) i



MupoBble TpeHAbl B pa3BUTUMN 6€30MacHOCTMU
npegnpuaTun

Za)

Multi-Cloud
Adoption

Work From
Anywhere

User
Experience

93% npeanpuaTU yXXe UMELOT CTpaTernio
pas3sutusa B multi-cloud
2020 State of the Cloud Report, Flexera

72% coTpyaHukoB paboTtaloT yganeHHo nmbo B

rmépmngHoMm pexume (yoaneHHo n ns ocuca)
2021 IDC Future of Enterprise Networking

/0% nonb3oBartenen npeanovnTatoT
paboTtaTb U3 gOMa, HO XanyrTca Ha

I'IpOGJ'IGMbI C nNpon3BoanTErIbHOCTbIO
2021 IDC Future of Enterprise Networking

© Fortinet Inc. All Rights Reserved.
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Hy>xHa rubkocTb ana undpoBoun TpaHchopmaumnm

OCHOBHbIE BbI30BbI
Public/Private SaaS

Cloud Applications HeynoBneTBOpeHHOCTL
aws Y/ internet B Microsoft 36 nonb3oBarernei Npu
- A T <3 Dropbox

pabote ¢ multi cloud

.................. NMpobnemsbl
............ 6e3onacHocTu Ans
................... MOOGUIBbHbIX
- @ nonb3oBaTenen

Data Center BCeX To4YKaX
Off-Net Device noAaknyveHus

g §... ................. § g OTcyTCTBMe BHﬂTHOﬁ
[T 3 I 6e30MacHOCTH BO

hin Edge

AR
13
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Bce cdbyHKUuun SASE oT eauHoro npoussogutens !

XenatenbHble KOMNOHEeHTbI SASE (no Gartner)

ZTNA as a ZTNA
Sanitized Network

FortiSASE obecneuynBaeT LLMpoyanimm BbIOOp
BCTPOEHHbIX (pyHKUMnN SASE

Gartner: SASE Will Improve Your Distributed Security Everywhere - Published 8
December 2020

-.w © Fortinet Inc. All Rights Reserved.

14




Y10 Takoe FortiISASE ?

Ob6nayHbIn cepBuc obecneveHnst 6esonacHOro 4ocTyna K NPUNoXeHnsm u cepemcam
opraHmsauun gns noboro Tnna goctyna (Access Edge)

MoHuTOpPUHr
acdhdekTMBHOCTH
paboThbl
KOpnopaTUBHbIX
NPUIIOXKEHUN N
cepBUCOB

CeTeBas
©e3onacHoOCTb C
BbICOKUMU
He3aBUCUMbIMU
oLeHKaMu
achheKTUBHOCTH

Hanbonee rubkue
BO3MOXHOCTHU
obecnevyeHun
aocTtyna

. . Dat
ApplicationaaS Conter E E laas Q Saas

NetworkaaS & Peering Diital FortiCASB

afp gita
% secure Integrated

SecurityaaS NGFW Web

oo ey ZTNA
é.. FortiGate "= FortiExtender EortiClient
SD-WAN 0

&b @ o

© Fortinet Inc. All Rights Reserved.
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3 npuHuunna Fortinet Secure Access Service Edge

YMEHbLUEHNE PUCKOB U YNyYLLEHNE
O6nayHbIN cepBUC NOSIb30BaTESIbCKOro onbITa Ans
6e3onacHocTu pacrnpenernieHHbIX COTPYAHNKOB

[Mpamon goctyn B Internet angd

Pabota n3 nroboro yaaneHHbIX nosi3oBaTenen ¢
MeCTOonoJsl1oXXeHus NCrosib3oBaHNEM 6e30nacHoOCTH

KoprniopaTtueHoro kracca (FortioS)

OT CapEx K YrniydweHue rubkoctn anga busHeca Ha
P $ OCHOBE NOANMCOYHOW Modenu Security-aaS
OpEX '

= © Fortinet Inc. All Rights Reserved. 16



N3 yero coctout FortiISASE

3awmTa yaaneHHbIX 3awumTta domnumana
nonb30BaTeneu (Thin Edge)

FortiClient FortiSASE Fortinet

@ }} Security as a Service

Network as a Service

JocTtyn no mopenu
Zero Trust

Zero Trust Scalable
Agent ZTP

Zero Trust Network Access

SASE Cloud Management & Analytics

-mw © Fortinet Inc. All Rights Reserved.
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FOrtiISASE ¢ nHtennekrom FortiGuard Labs u Services

Advanced Malware Protection

Antivirus Advanced Threat Intrusion
Protection Prevention

MpepoTBpalleHne aTak B ceTeBOM Tpaduke

Content Security

]

Antispam Web Content Disarm &
Filtering Reconstruct

NMpepoTBpaleHMe aTak Yepe3 nonynsipHble
TOYKM BXoda

L]
L]
L]
L]
L]
L]
[ )
L]
L]
L]
[ ]
L]
L]
°
[ ]

FortiSASE

© Fortinet Inc. All Rights Reserved.

Breach Prevention

S

Indicators of Vulnerability Security Risk
Compromise Management Rating

NMpoakTMBHOE NpepoTBpaLlleHue
M onpeaerneHne opewen B 6e3onacHoOCTU

Application / IoT Security

Application Web Industrial
Control Application Security

PacwwmpeHHas 6e30nacHOCTb NPUIIOXKEHUN

18




FortiISASE SIA (Secure Internet Access)

bbicTpasi, be3onacHas u maclutabupyemas ansrepHatmea VPN

Public Cloud C;} Private Cloud @ laaS/SaaS
‘@’ Peering
jmymy

FortiSASE

v
b ® @ & W g Q
VaaS  IPS DLP SWG DNS  Sandb ZTNA

BB Eafa B |+ | GHE e M

. © Fortinet Inc. All Rights Reserved. 19




FortiISASE - 3awmTta yoaneHHbIX Nofib3oBaTerneun

amazon

webservices

] Office 365
G )
S & -~
salesforce Alibaba Cloud
ﬂ? Yuu

amazon :‘: ﬁ

@ Dashboards

Status

-mw © Fortinet Inc. All Rights Reserved.

A

Zero Trust Security

Zero Trust Agent

Dynamic Security Fabric Connector
Vulnerability Agent & Remediation
SSL /IPSEC VPN with MFA

USB Device Control

Automated Endpoint Quarantine

Application Inventory

Cloud Based Endpoint Security (SASE)

SSL Inspection

Inline AV & Anti-Malware
Intrusion Prevention (IPS)
FortiGuard Web Filtering
Application Firewall

Data Loss Prevention

Additional Services

24 x 7 Support

SASE Cloud Management
SASE Cloud Logging

Best Practice Onboarding Service

SASE Edition
Windows, MAC, Linux

BkntoueHo
BkntoueHo
BkntoueHo

BkntoveHo B 1-biti rog,

HdocTtynHbl B naketax 25, 500, 2000 and 10,000

noakKnoYeHun




FortiISASE Thin Edge + SIA

PaclunpeHne obnavyHon 6e3onacHOCTU Ha Marible 1 bornbLune

dounuansl

FortiSASE

‘IE!I» Public Cloud

C;} Private Cloud

@ laaS/SaaS

'é’ SD-WAN

c{._.g }’ Peering
a8

pavs

Q)

\\\

)

ZTNA

© Fortinet Inc. All Rights Reserved.
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CeTeBble permoHbl npucytcTteua FortiSASE

(Maii 2021)

§
amazon
webservices

G officesss

Q. ¥ %

Alibaba Cloud

salesforce

amazon
~—

Americas

MupuHr c
o0navyHbIMHU
nnatdgopmamm
SaaS

FortiSASE
Cloud Hosted
Security

PermoHanbHbIN

@ NYIX sk @ jpix MUPUHT C CEepBUC
npoBangepamu
iéd:%m iéﬁ:%ﬁr By sepes IXP
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Fortinet
Zero Trust Network Access
(ZTNA)




BuaeHue Zero Trust Access (ZTA)

Be3onacHbI 4OCTYN K NpunoXxeHnam B noboe Bpemsa n n3 niodoro mecra

yCTpOﬁCTBa MU nonb3oBaTtesin

90 M

Nonb3oBaTenu

Kamnyc

A

[oBepue, Ha OCHOBe Ha MOCTOAHHOW NPOBEepPKe KOHTeKCTa

AyTeHTudukaums Token EMS

A

() 5

PaboTta n3 gpoma

T @) ——

loT

CermeHTaumus ceccumn

I

AnnapaTtHoe BupTtyansHoe O6nako

nm i &

YCTPOWUCTBO YCTPOWCTBO

M6KoCTb B pa3melLeHUM NPOKCKU AocTyna

© Fortinet Inc. All Rights Reserved.
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NHTepHeT

[JocTyn B paspese NpUNoxeHus




Jsonwoumna TpaguumoHHbiX VPN B ZTNA

= VPN

Client DCFW DC
m]m) A
‘El‘_—_*EEEP__*’ Bili§

OFF Network

OpHoKpaTHasA NpoBepKa goBepus

[docTyn Ko Bcen cetun

Ba3oBbIM cTaTU4ecKnn Habop
npaBun gocrtyna

Cloud

ZTNA DC

=
Access Proxy
Client

Q%.\@

ON/OFF Network

MocTosiHHasA NnpoBepka AoBepusA

D,OCTyn TOJIbKO K onpeaesfieHHbIM
NMPUIICXeHUNAM

OuHamMmunyeckumn AO0CTyn B 3aBUCUMOCTHU
OT TeKyLlero KOHTekcTa 6e3onacHocTn

© Fortinet Inc. All Rights Reserved.
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Zero Trust Access (B4Yepa) @

UTto BKNOYaeT ?

. @
Identity . KoHTponb AocTyna B ceTb

FortiAuthenticator ~ FortiToken - KoHTponb KTO nopgkntoyaercs v
I HaxoOUTCS B CETU

Network

FortiNAC - KoHtponb YTO noakntovaetca u

I HaxoauTcAa B CeTu
Endpoint

FortiClient Fabric
Agent

- 3awwmTa ¢ nomoubto VPN npu
yoaneHHoun pabote

Network Control

AlR
. © Fortinet Inc. All Rights Reserved. 26



Zero Trust Access (ceroaHs)

YTto BKIHOYaeT ?

Application Control

o

ZTNA (FOS 7.0)

Application

FortiAuthenticator ~ FortiToken

Identity

Network

FortiNAC

Endpoint

FortiClient Agent
w/ ZTNA (FCT 7.0)

Network Control

© Fortinet Inc. All Rights Reserved.

®

KoHTponb goctyna K NpuioXXeHUsm

- KoHtponb KTO nony4aet goctyn K
MNMPUNNOXEHWUAM, roe 6bl oHU He
Haxo4un1cb

KoHTponb gocryna
- KoHtponb KTO noakntoyaetca u
HaxoauUTCs B CETU

- KoHTpone YTO nogkrntoyaercs un
HaxoguTCA B CETb

- Secure ZTNA Ha yganeHHoM goctyne

- 'panynsapHoe TyHHenupoBaHne VPN-
like

27




TpaAVLMOHHBLIU KOHTPONb AOCTYnNa
o&¥ e

MFA MFA
SSO / SAML SSO / SAML VPN Optional

« NGFW
> « VPN
v - MFA
m .+ SSO/SAML
@
all
Employees
2@\ Contractors

BYOD

Remote Users

Off-net Auto-Connect

EMS & Fabric | E Private Apps

Connectors




KoHTponb aoctyna ¢ ZTNA (FortiOS Access Proxy)
(g iggi Cg\[%Z;Bgc Cloud

O Hosted Apps
J~ (on Public IP)

B

FortiManager

@ Access Proxy (Built-In to Security Fabric)
FortiAnalyzer - Posture Check gnsa kaxagon ceccum
ﬁ Private Apps - MNocTosiHHas nepeoLieHKa 1 NpUMeHeHne
\@/ : NONUTYK

EMS & Fabric

ZTNA TYHHEenuUpyeT BCce CecCcum K 3allumLaembim
Connectors y Py LinL

NPUSIOKEHNAM

)

FortiCloud

Bes yctaHor: 1 VPN 1 nenctemn nonb3osartens

|\||||| g ﬁ ‘v“
p-m] e
>~

g

Employees

Contractors Remote Users
BYOD

H- © Fortinet Inc. All Rights Reserved. 29



KoHTponb agoctyna ¢ ZTNA (FortiSASE SIA)
oK s

Hosted Apps

(on Public IP) 7y
@ Access Proxy (Built-In to SASE SIA)
0—Q , - Posture Check ansa kaxgon ceccum
.. FOrtiSASE SIA
. = VAY - [locTosdAHHaa nepeoueHKa U NpUMeHEHNE
N
5 Data Center NOJINTUK

ZTNA TyHHenupyeT Bce Ceccuu K 3alliuiaembim
NPUNOXEHUAM

bes yctaHoBkun VPN 1 gencteun nonb3oBarens

N Auto-Connect
N ZTNA Tunnel

{6

Remote Users

AR
- © Fortinet Inc. All Rights Reserve 30




ABTOMaTM3aLUsa AOCTyNa C HyfneBbIM AoBepuemM
Zero Trust ona Bcex NpuUoXeHuUn

Data Centre

NP7, CP9 Y
FortiGate-VM NSX-T

ZTNA Telemetry
Onboarding
Fabric Sync
ZTNA Tunnel

= LCCK
Access
Per-session segmentation

Off-net User

Thin Edge
© Fortinet Inc. All Rights Reserveu.
On Corp. Network



L
Boiroabl gna ousHeca npu murpauum ¢ VPN Ha ZTNA

O Yny4uweHve ABTOMaTMYECKOE Npo3payHoe
NnoJib30BaTeJIbCKOIo 3awuieHHoe nogknovyeHmne

onbITa

CHunxeHune _ .

O 2 LleHTpanu3oBaHHbIN per session
NOCKOCTHU [OCTYN K MPUMOXEHMIO
dTdKM

YnpolieHue 0610 EauHasa nonutmka ang scex MCO,
yrpaBrieHus s BHYTPW U U3BHE CETY

. © Fortinet Inc. All Rights Reserved. 32



ZTNA ansa nonb3oBaTens

[lonb3oBaTenu He3saBUCUMbI OT MECTONMOSIOXKEHUS

e [Tonb3oBaTtenu B / BOBHE
Odonca
DEVELOIS;aE“l;

« ABTOMaTMN4eckmne
3allULLEeHHble NoaKnryYeHnsd
K MPUNOXEHNAM

* [TpunoxeHunst MoryT BbITb
pa3MeLLEHbI ae yrogHo

* MHorodgraktopHag
ayTeHTndukaumnsa (MFA ) roe
TpebyeTcs

SYSTEM ANALYST
Project Hawk

H- © Fortinet Inc. All Rights Reserved. 33



ZTNA gna agMUHUCTpaTopa

IEl,OCTyI'I K MPpUIoxXeHnamMm He3aBNCUMO OT MECTONMOJTIOKEHUNA MNMOJ1b30BaTESSs

[ paHynNApHbLIN KOHTPOJb
* AyTeHTuUUKauuna B KOHTEKCTE ceccum
* [Noggepxka MFA
* OueHka pUCKOB CBA3aHHbIX C YCTPOUCTBaAMMU

LleHTpanu3oBaHHOEe ynpaBneHune &

« on-prem / remote enforcement points

« [pynnupoBka rnons3oBatenen (User groups) macc
KOHdUrypauum; OOCTYNHOCTb rPaHyNsipHbIX HACTPOEK;

Private
Cloud

[MpunoXeHust MoryT ObITb rae yrogHo

- [Monb3oBaTensam paspeLueH JOCTYN TOMNbKO A0 AN o
HEOBXOAMMBIMX MPUNOXEHWUIN N AaHHBIX s Y ) Cloud

= © Fortinet Inc. All Rights Reserved. 34



Zero-Trust Network Access
YnydweHusa Zero Trust B FortiOS 7.0

Trust Verification

[lo6baBnNeHO HECKOSIbKO HOBbIX v Verify user identity (SSO/MFA)

- v' Verify Security Posture (on-net*)
BO3MOXXHOCTEMN OIS C ver -
Verify Access Permissions
noaaepxkKn HOBOIro peueHnA
Zero Trust ZTNA Tags

ith iCli v' Tag endpoints by rules
« HTTPS access proxy with FortiClient N ——

as ZTNA agent to FortiGates

 Support trust verification with
certificate-based authentication

ZTNA Telemetry
v' Device information (OS, network info, model)
v' Logged-on user information

v' Security Posture (AV software, Vul, detection)

© Fortinet Inc. All Rights Reserved.
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HacTtpouka ZTNA
FortiGate (FortiOS 7.0)

1.

HacTtpowka nybnvkawumm
npunoxeHnn ZTNA (servers)

N3yueHne ZTNA Tags

Hactponka ZTNA Rules gns

paspeLlleHns gocTyna

ocHoBaHHOM Ha ZTNA Tags

@ Enterprise_Core
@ Dz
&N @_,—-Enterprise_Core
B pol @@ Da
& Ne @ Enterprise_Core
B poli @ Dashboard

Fire +P Network

Add| ® Policy & Objects

Int Firewall Policy
Sc Da

Vi Se

Addresses

Internet Service
IP Sql Database

Services
Schedules
Virtual IPs

IP Pools

Protocol Options
ZTNA

Traffic Shaping

& ) e DB

Security Profiles
VPN
User & Authentication

o
b

& 9 e DB

E

WiFi & Switch Controller

.
A

Lt

& ) DP

System

7.
e
A

% Security Fabric
Log & Report

E

-

>
>

W

Edit ZTNA Rule
Name €@ ZTNA-Rule
Source 3 all
-
ZTNA Tag & TAG_ANTIVIRUS_ON
-

ZTNAServer | ) ZTNA-access

Action v ACCEPT EZHaNNy

Security Profiles

AntiVirus >
Web Filter »
Video Filter @ ]
Application Control (B
IPS >
File Filter >

SSL Inspection no-inspection

Logging Options

Log Allowed Traffic € Security Events

Comments | Write a comment. .

Enable this policy @



HaCTpOﬁ Ka ZTN A "2 FortiClient Endpoint Management Server

=_= FortiClient Endpoint Management Server

FortiClient EMS

Add New Rule

1. CA Certificate

Android

@ FortiZTNA Connection
o

2. BknoveHne ZTNA u ycTaHoBKa A Connection Rules
cepTudukaToB Ha pabodne mecta ; S——
é Web Server [Transparent]
3. OnpepaeneHve npasur .
Knaccudomkaumm / MapKnpoBKU
ZTNA Tagglng Rules @) ZTNA CONNECTION RULES

4. T[logkntoveHne K ZTNA
NPUNOXEHNIO ¢ paboyero mecTa
(kak B npumepe*)




Fortinet’'s ZTNA

N3 yero coctout ? MicnonbayeT cyLlecTByoLmMe NpoayKThl U pelleHna !

OCHOBHbIE dNeMeHThbI

m  FortiGate cTpouT 3aLlUMNLLEHHBIN TYHHESb, NoAaepXXuBaeT Tabnunuy
s goctyna user group/application (FOS 7.0)
ortiGate
* FortiClient EMS HacTpanBaeTt komnoHeHT ZTNA agent B FortiClient ons
3awymeHHoro nogknodeHus kK FortiGate (FortiClient 7.0)

FortiClient / FortiClient EMS

 FortiAuthenticator obecne4umnBaeT MHOrOMaKTOPHYO ayTEHTUdMKALMIO U

o nogkntodeHna SAML ana SSO ans obnadHbiX NPUIOXKEHNN

« FortiManager obecne4nBaeT MHOrocanToByto (B TOM 4ncrie ¢ 6onbLNM
KonunyectsoMm FortiGate) koopanHauuto 1 ynpasrneHne CUCTEMOWN

FortiManager

H- © Fortinet Inc. All Rights Reserved. 38


https://docs.fortinet.com/document/forticlient/6.2.3/ems-administration-guide/24450/introduction
https://help.fortinet.com/fos60hlp/60/Content/FortiOS/fortigate-authentication/FSAE.htm?Highlight=FortiAuthenticator%20SSO

A
2021 ZTNA / FortiSASE SIA nHdopmauuna gnga 3akasa

PykoBOoACTBO MO NONyNApHbIM BapuaHTamM NUueH3npoBaHNS
Q: Hambonee npocTton cnocob 3akasa ?

ZTNA EPP/APT SASE CHROMEBOOK
e ot o 5 o 5 A: 3aka3 SKU (nognuckn) no kon-sy paboymx mect
FortiGuard Web Filtering @ '/:_/J @ @ (CTe KVI pyI'OTCﬂ)
USB Device Control @ '/\‘__’j @ . .
e Q: Hanbonee npocton cnocob
Zero Trust Agent @ '@j @ 9
Central Man:gem&nt Via EMS &) (&) @ ) nponneHMﬂ H
Central Logging and Reporting © © © © A: 3akas SKU npoaneHus (noanucku) no Kon-sy
Dynamic Security Fabric Connector @ '/C:’) @
oemeSeeny. : c : pabounx MecT (CTEKMPYHOTCS)
Peec VPN with A © O © Q: MoXHo N1 ncnonb3oBaTb OAHY
Endpoint Security (EPP) 7
ALpowered NGAY o o nuueH3uro on prem m Cloud -
T — 9 9 A: Her, on-prem BapuaHT MeeT oTAenbHbIn SKU
Application Firewall {»:/j @ ﬂ'nﬂ 3aKa3a.
pplication Inventory 'E/J .
ot oot et © Q: Korga MOXHO 3aKka3biBaTb HOBbIle
S5L Inspection @
Inline AV and Antimalware @ S K U ?
intrusion Prevention (IPS) © A: HaumHasa ¢ Q1 2021, poctynHbl gna FortiClient
e e 2 6.4.3 1 BbILLE.
Data Leak Preventin © Q: YTo Takoe Best Practice Service?
Additional Services . -
On-Premise/Air Gap Option @ 1) © A: BPS Service BKno4YeH B 1biv rog noanucku,
:::tij;sa:“;::tPracticeServioes(BPS] IncIL.:[d]::”::LdYear Inclul:z:?jl.d‘r'ear Incll.::::j:d‘(ear IncIL.:Z::I:i:LdYear npeﬂ,Ha3Haqu ﬂnﬂ ynpOLL"eHVIﬂ pa3BeprIBaHMﬂ VI

© Fortinet Inc. All Rights Reserved.

Mcnosb3oBaHNsA pecypcos Fortinet ons BHeapeHus
cornacHo best practice.
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@ O630p yny4LueHnn
FortiOS 7.0



A
[Moanepxka annapaTHbIX nnatdopm FortiGate

# = available at a later time, possibly on patch releases

FG/FWF-40F Series
FG/FWF-60F Series

FG-800D/900D/1x00D Series °

FG-1100E Series

FOI"[IOS 700 Grey = EoO Products
6.2.7 6.4.5 7.0.0 6.2.7 6.4.5 7.0.0
FG/FWF-30E/50E Series ° ° °
FG/FWF-60E ° ° ° FG-400E/600E Series ° ° °

° FG-1800F Series ° ° #
FG-80E Series ° ° ° FG-2200E, 3300E Series ° ° °
FG-80F Series ° ° # FG-2000E, 2500E ° ° °
° ° ° FG-2600F Series ° ° #
J FG-3X00D Series ° ° °
° FG-3400E/3600E ° ° °
FG-100/101E Series ° ° ° FG-3960E/3980E ° ° °
FG-100F Series ° ° ° FG-4200/4400F Series ° ° #
FG-200/201E ° ° ° FG-5001D/5001E ° ° °
FG-200F ° ° # FG-6000/7000 Series ° ° #

FG-300E/500E Series

© Fortinet Inc. All Rights Reserved.
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lNopaepxka odbnavHbIx nnartdopm u nnardopm SDN

FortiOS 7.0

MvnepBusopsl U nnatdopmbI

nyGrnyHbIX 061akoB

VMware ESXi / vSphere

Microsoft Hyper-V

KVM

Citrix XEN / Open Source XEN
Nutanix AHV

Cisco CSP 2100

Amazon Web Services (AWS)

Microsoft Azure
Google Cloud Platform (GCP)

Alibaba AliCloud
RackSpace
Oracle Cloud Infrastructure (OCI)

RackSpace

[ J

o
e (BYOL / PAYG)
e (BYOL / PAYG)

e (BYOL / PAYG)

e (BYOL / PAYG)
e (BYOL / PAYG)
e (BYOL)

e (BYOL / PAYG)

© Fortinet Inc. All Rights Reserved.

Mnatdopmbl SDN

VMware NSX-V, NSX-T
Cisco ACI

OpenStack

Nuage VSP

Nutanix Prism Central
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Security-driven Networking

NGFW

HA Failover B
3aBUCUMOCTU OT
3arpy3kum RAM

=

» Allow user to define a base line and
threshold of RAM usage for failover

» Threshold may be referencing
conserve mode

* A flip timeout may be implemented

0 MNMoanepxka 4-x
{“ y310BOrO Knactepa
N’ FGSP

» Resolving challenges supporting 4
FGs in a FGSP cluster

* By supporting FGSP sync when
session TTL is set to 300 seconds

© Fortinet Inc. All Rights Reserved.

op

YnyuweHHas
noaaepxka
MOHUTOPUHra
JFINHKOB U Heartbeat

* [f certain network is not accessible

and failure detected with link
monitor, only the route to this
network will be removed from routing
table.

* New option for 10ms heartbeat

interval, compared to default 100ms
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Security-driven Networking

NGFW

NMoanepxka NetFlow
Aansa nHtepdencos
FortiExtender n
TyHHeneu VPN

» Add NetFlow visibility for 2 types of
logical interfaces - FortiExtender and
VPN tunnel interfaces

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking
SD-WAN

[NaccuBHOe namepeHune 0 Yny4weHuna B SSL VPN Client Ha
—"N“<> npousBoautTenibHoctn T l; MexaHu3me Packet <,La’ FortiGate
N\ npunoxeHun Duplication

 Uses probe-free network monitoring * New IPsec Interface to handle » Allow site-to-site connection using
specific to the application by various packet duplication, supports static SSL VPN
methodologies and dialup VPNs » Similar to IPsec dial-up client on

* Reduced load on the network and FGT behaviour

simplified configurations

= © Fortinet Inc. All Rights Reserved. 45



Security-driven Networking
FortiGate B pornn SSL VPN Client

b

ANN\N

: FGT-B
I-Iomi?rl'h%ate Company FortiGate %

SSL-VPN Client i '
Virtual Interface: sslclient_port1 Sﬁ%gg&??ﬂ: ' \

Remote Resources
Home Devices

. © Fortinet Inc. All Rights Reserved. 46




Security-driven Networking
SD-WAN - Advanced Routing

Ynyywenusi e BGP u OSPF

 [lobaBneHa HoBasi onuuss ECMP for recursive BGP NH
resolution gnga nogaepxkn 6onee CnoXxHbIX
cueHapueB passepTbiBaHusa SD-WAN

* [Mooaepxka pekypcmBHoro paspelueHna BGP yepes
apyron BGP mapwpyT ons cueHapmeB Multi-Regional
SD-WAN c noggepxkon cross-region ADVPN

 YnydweHusa B GUI ana koHdurypauum BGP n OSPF

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking
YnyyweHns B DNS Inspection (Bkrntodasds DNS over TLS, DNS over HTTPS)

PaclLumpeHue noaaepxku
DNS npoTtokonos B FortiOS

» [lobaBneHne nogaep>Kkm NPoKcu
Ana nHenektnposaHusa DNS over
HTTPS n TLS ¢ ncnons3oBaHnem
DNS inspection profile

» HacTtponkn GUI gns BkntoyeHns
noonepxku DNS npotokonos — DNS
(UDP), DNS over TLS 1 DNS over
HTTPS

DNS Settings

DNS servers Use FortiGuard Servers [Jille13%
Primary DNS server 208.91.112.53

Secondary DNSserver 208.91.112.52

Local domain name

DNS Protocols

DNS (UDP/53) © © J

TLS(TCP/853) @ (O k
HTTPS (TCP/443) @& @
SSL certificate @ ¥ Fortinet_Factory

Server hostname

4]

(® FortiGuard DDNS

DNS Servers
208.91.112.53 FeliiH

DNS Filter Rating Servers
173.243.140.53 klInG

Additional Information

@& API Preview
>_ Editin CLI

A Local Out Setting

= Setup guides

& DNS Local Domain List (£
& Using FortiGate as a DNS Server (&
& FortiGuard DDNS (&'

(? Documentation

& OnlineHelp (&
@ Video Tutorials (4

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking

BunoxeTt rpaduka 3arpy3km ceteBou nosnockl NponyckaHuga no npunoXxXeHnam

HoBbi BUmIKET Ongd BU3yarin3aunm 3arpy3kum rnosiocCbl nporyCckaHmsA no rnpuio>xxeHmnqam

* ECTb BO3MOXXHOCTb CbVIJ'IpraLI,VIVI No OoTAeElNIbHbIM MPUJTOXKEHUAM

» dUNbLTP MO YMONYaHUIO NokasbiBaeT top X Hanbonee 3HaYMTENbHbIX NMPUITOXKEHWI C TOYKM 3PEHUS 3arpy3ku Nonochl
NponycKaHus

Application Bandwidth

Outbound

Inbound

2.0 Mbps
1.5 Mbps
1.0 Mbps
500.0 kbps
0 bps

20.0 Mbps
40,0 Mbps
&0.0 Mbps
80.0 Mbps

Outbound: 80.1 kbps | Inbound: 21.1 kbps

| i‘_

|
:

15:35

15:40

15:45

15:50

15:55

14:00 16:05 146:10 16:15

© Fortinet Inc. All Rights Reserved.

14:20

16:25

14:30

Showall @O

s Stack* 1hour~ i~

@

@ HTTPS.BROWSER
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Security-driven Networking

[etanbHaa nHdopmauua o nonb3oBaTensx, noakntoyeHHobIx Yyepe3 VPN ¢

nomoLibo EMS

A | Q Search

Upstream Internet~

FGT EC B
Fabric Root

@ SSLVPN tunnel interface (sslvdor

@ipsec vl

Security Fabric

HEEE < ®
&
Topology last updated 3 minute(s) and O second(s) ago.

Security Rating results that ran 4 hour{s) and 2 minute(s)
ago were aggregated.

2 Update Now

o

© Fortinet Inc. All Rights Reserved.

—-—
Administrator F—r—
@ g Admin
[26 a5 B2
== LHWIn7A

Registered - Online

2.1.1.10
ad864r2.com
Online Interfaces @ ipsec_vl

os Windows /7 SP 1

[E FGTEC B
=8 LHWIn7A

1

4048 -
8bps

ed) 8B -

Topc

ts (Sent/R

=+ Firewall Device Address + Firewall IP Address @ BanlP

Device Traffic~ A Critical Risks 1

Metrics Bytes (Sent/Received) ~
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Security-driven Networking
Local Out Page

KoHconuaauma Bcex HacTpoek Local Out Ha ogHon cTpaHuue Network / LocalOut Routing

* HacTpourku MOryT Kak Ha ypoBHe rnobarnbHbIX HacTpoek unn Ha yposHe VDOM

@ Dashboard & Edit Search Q

NX Security Fabric

Name = Source IP = Outgoing Interface =
< Network

Interfaces

Log FortiAnalyzer Setting Dynamic

DNS

Local Out Routing Log FortiAnalyzer Cloud Setting Dynamic

Packet Capture Log FortiGuard Setting Dynamic

FortiExtender Log Syslogd Setting Dynamic
SD-WAN Zones E] system ©

SD-WAN Rules System DNS Auto

Dynamic
Performance SLA System FortiGuard 192.168.212.116 ™ wanl
Static Routes System FortiSandbox Dynamic Auto

£ System

P Rolic SuObjacts

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking
[TomoLwwHUK murpaumnm nutepdgencos / Interface Migration Wizard

CneunanbHbI MHCTPYMEHT
GUI gna murpauymm
NHTEpdencoB N3 ogHON 4YacTu

KOHJoUrypauum B pyrylto.

» ObecnevynBaeT BO3MOXHOCTb
nepemMeLLEHNS CYLLIECTBYIOLLMX
OOBEKTOB, Ja)Ke eCn OHU UMEIOT
CCbINKM / NpUBSA3KN B KOHMrypauum

* [pnmepsb!:
» CmeHa VLAN ID nocne Ha3Ha4yeHus

* [lepemeLueHne nHtepencos B SD-
WAN B cnyyae, ecnu oHU yXe nmeroT
NpuBA3Ky B nonutukax MC3

» [lo6aBneHne nHtepdenca B 3oHy B
Crny4yae, ecriv OHU YXXe UMEIOT NPUBSA3KY
B nonutukax MC3

Move port2 into an interface

@ Select Migration Option

Select where you wish to move the interface.

® Migrate to Interface
Move selection to a new or existing interface. Aggregate interfaces, redundant interfaces, and software switches are supported.

O Migrate to Zone
Move selection to a new or existing zone.

O Migrate to SD-WAN
Move selection to a existing SD-WAN zone

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking
ABTOMaTM3aumMsa ynpaeneHna ceptudukaramu ¢ nomouibio ACME

ABTOMaTN4yeckoe

reHepupoBaHue ceptTudukaTa

OJ19 yCTpoucTBa C
ncrnonb3oBaHMEM MNPOTOKOMa
ACME (Automated Certificate
Management Environment)

» [ina poctyna HTTPS / SSL-VPN
GUI

* [1pocTon B ncrnonb3oBaHum
NHCTPYMEHT AN Ha3Ha4YeHUs
cepTunkaToB Ha yCTPOMUCTBO 6e3
CNOXXHOCTEWN C PYYHbIM
ynpaBrieHnemMm ceptudmkaTtamm

System Settings

System Time

Current system time 2021/03/23 18:37
Time zone (GMT+8:00) Kua
Set Time PTP ™Ma

Select server
Sync interval 60
Setup device as local NTP server

Listen on Interfaces fortilink

Administration Settings

HTTP port 80
Redirect to HTTPS

HTTPS port 443
HTTPS server certificate E¥ self-sign
C
SSH port L {

B¥ Fortinet Fnct}
¥ Fortinet_Fact)
¥ Fortinet_Wifi

Telnet port
Idle timeout

ACME interface €

iV self-sign

Redirect to HTTPS
FortiCloud Single Sign-On (B

WiFi Settings
WiFi certificate ¥ Fortinet_Wifi
WIFi CA certificate Fortinet_Wifi_CA

WiFi country/region United States

l Import Certificate

Type Local Certificate PKCS #12 Certificate Certiﬁcate

This certificate will be automatically provisioned using the ACME

o protocol with the Let's Encrypt service. It's the easiest way to install a
trusted certificate on your FortiGate. For more information, please visit:
Let's Encrypt.

| Certificate name

Domain [N

Email
ACME service Let's Encrypt o1l

By continuing, you agree to the CA Terms of Service.

RSA key size 3072 | 4096

Renew window 30

© Fortinet Inc. All Rights Reserved.

53



Security-driven Networking
Secure Access - Switching

OnHamuyeckue YnydweHus
y & K
+ amme 1POCPMIIN NOPTOB U | oTOOpaXxeHus
~emm NAC Policy Table 19 Tononoruu ans
A NopToB FortiLink /
FortiSwitch FortiSwitch
* New mode that simplifies NAC policy * Show FortiLink over L3 Switches in
deployment so that admins do not Topology and Allow customized
have to assign NAC policy to each display of Switch GUI

FortiSwitch port

© Fortinet Inc. All Rights Reserved.

2. o basoBas nopaepxka

(o) (o)
o»@o MYNbTUTEHAHTHOCTMU
o =Fo FortiLink B GUI

* Adjust implementation of FortiLink
multi-tenancy, so that it can be
presented and configured on GUI

» Need to be configured via the CLI
(port exports) first

o4




Zero-Trust Network Access

KOHeYHble y3nbl

NMoppepxka
G,X@k\a IPv4/IPv6
Ea SSL-VPN

 Support dual stack where both IPv4
and IPv6 traffic can be sent over the
tunnel and terminate on FortiGate

» To be supported for Web and
Tunnel mode

YnpoleHue
( nogknovyeHusa EMS

* Allow EMS side to approve
connector request for the entire
fabric (of FG) with a single click,
when the request comes from the
root of the fabiric.

© Fortinet Inc. All Rights Reserved.
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Network Access

OnNTMMM3NPOBaH N0 BPEMEHMU
npolecc obHapyXeHNs HOBOIO
YCTPOWCTBA U Ha3Ha4YeHNda Ans HEro
VLAN

* BMecTo nepuoandeckoro onpoca
(eXXeMUHYTHO) MCrnonb3yeTcs noaxon
OCHOBaHHbIN Ha 0bpaboTke cobbITUA

» HoBasi komaHOa HaCTPOMKM YacTOTbl 3arnycka
NAC engine B criy4ae nponycka fioboro
cobbITuA

LS = R

With minimum nac-periodic-interval (5 seconds), it now takes
40 sec shorter for a PC from link up to match to NAC policy

config switch-controller

set nac-periodic-interval <5-60 sec>
end

H- © Fortinet Inc. All Rights Reserved. 56



Dynamic Cloud Security
Nutanix Connector

AP| koHHekTop Kk Nutanix Private SDN
Prism Central

v/
» AHanornyHeln OpenStack @
Connector .

Connector Settings

Name

Status (N ELECN © Disabled

Update interval @ REESIBEENE Specify

Nutanix Connector

IP

Port Specify
Username

Password

© Fortinet Inc. All Rights Reserved.
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Security Operations

3ameHa cTaporo
9BPUCTUYECKOrO ABMXKKa Ha
HOBbIW C noaaepxkom Al

» PaspabaTbiBancs komaHaom
AV/Sandbox engine B nocneaHue 4
roga.

» TOT ke OBWXOK UCMNosib3yeTcd B
FortiClient 6.4

= © Fortinet Inc. All Rights Reserved. 58



Fabric Management Center
YnyduweHua B nHTepgence GUI

N Dashboard System Settings

WiFi CA certificate

Fortinet Wifi_CA
Hl Network

I_Ipel.E"CTaBneH H-OBbll‘/JI DlM3amH GUI N roicy s Onpct WiFi country/region  United States
(unified UX design), KoTOpbIU
OyaeT BblpaBHUBATLCH OJ15 BCEX

Password Policy

Password scope @

. . Dashboard Select Entries
npoaykToB Security Fabric @ |+
+ Network Name € Wireless-DMZ @ RECENT
£ System Incoming Interface = FOS64_TEST (FOS64_TEST) - [ m .
13 ” HTTP Service
* YnydweHus B oyHkummn “Global Search P — Outgoingintertace B cmz @105 o
Firewall Policy Source = all x
Local In Policy S SERVICE(61)
* [ipyrne npumepsbl o Ertorce ZTNA D
reses . Destination B all x ‘m ALL 4
* YacTto ucrnonb3yemble 06beKTbl MOMyT BbITh MOKa3aHsbl S + @ ALLicmp
6 Services Schedule [6 always h m ALL_ICMP&
JINXKEe K BEPXY credles Service ® ALL x @) ALL_TCP
-hedule: +
» CopTupoBKa pesynbTaToB nouncka / unsLTpos no Virtual IPs Action @ DENY ?;:“UDP
IP Pools
andasunTty Unu peneBaHTHOCTU brotocol Options Inspection Mode Proxy-based EEES
+ [lobaBneHa noaaepska BIOXeHHbIX NMOACKA30K AsA frafeshapers Firewall/ Network Options File Acces3 ()

MHCTPYMEHTOB (@ ]

Detect firmware @ ]

Detect configuration

Security Fabric

 [lobaBneHbl BorbLle TeM, BKIIOYas peTpo § tog & Report
3.0

Email Service @

Use custom settings
SMTP Server notification.fortinet.net

Port 465

F::RTINET 0 Apply

H- © Fortinet Inc. All Rights Reserved. 59



Management Center

[lobasrnieHa onuusd
aBTOMaTM4YECKOW YCTaHOBKM
firmware nocne pobasnexHus
N aBTOpPU3aLIMn HOBbIX
FortiSwitch k FortiGate

Heobxoanmo npeaBapuUTenbHO
3arpyxeHHoe O gna FortiSwitch Ha
FortiGate

[Mopaepxka 4 obpasoB ogHOM
mogenu FortiSwitch ansa FortiGate ¢
auckoMm, 1 obpas anga FortiGate 6e3
JVCKOB.

config switch-controller managed-switch
edit "FSwW"

© Fortinet Inc. All Rights Reserved.

set firmware-provision [ enable |

disable ] firmware-provision-version <
major.minor.build >
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Fabric Management Center
OboraweHnne gaHHbix EMS ¢ nomouwibto Exchange Connector

FortiClient EMS MS Exchange

[TyTem 06 beanHEHUS Connector Connector
NHpopmauum n3 EMS u
Exchange connector, FortiOS
NpenocTaBnseT geTarbHyto
NHOpMaLnIO O
nonb3oBartenax 6es
HeobxoanmMocTun
OCYLLECTBNATb
ayTeHTudpukauuto Ha MC3.

» bonee nonHas MHpopmauma o
nosib3oBartene anga User Store

I
S
e

= © Fortinet Inc. All Rights Reserved. 61



Fabric Management Center
[Mogoepkka Security Fabric B pexume Multi-VDOM

MoxxHo fobasnaTte FortiGate ¢ VDOMSs B Security Fabric
« Features (as Global scope) include Fabric Topology, Security Rating and Automation

8% Root-E VDOM:& Global -

* Favorite »  Q Search Device Hardware Vendor -~ A

@ Dashboard
A — Upstream Internet~ Metrics Sessions
& Security Profiles .
- 1.,
B System . - --.
— T\
1/

Root-E L1
Fabric Root

? : . @ 1 VMware
NX Security Fabric

Level1l-downstream-10

Physical Topology
Logical Topology
Security Rating
Automation

Fabric Connectors
External Connectors

L | og & Report

F::RTINET

& FG-traffic

wan2
~ @ root
FortiAnalyzer mgmt
Sl
2E vIan90 (vlan$0)

@ vdom_natl
38 vlan50 (vlan50)

Security Fabric: CSF_E

= - =
»EEE x @

&

Topology last updated 9 second(s) ago. Security Rating

results that ran 51 minute(s) and 43 second(s) ago were
aggregated.

& for_mgmt
28 vlan20 (int_vlan20)
& vdom_nat_f

= lan

(1 /
T

downstream-G
aroot
28 vlan50 (vlan50-int)
a FG-traffic
«gvlan71 (sw-vlan71)

’<

1))
L1/
T\

Level2-downstream-H

aroot

vlan71 (wan2)

it 1 Fortinet
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Fabric Management Center
YJ'IyHLIJeHI/IFI B npoueccax aBToMaTu3auunn

YnpoLllieHne npoLeccos
aBToOMaTU3aumn
yNpassoWwmx MHOXECTBOM
CBA3aHHbIX OEUCTBUN U
obecneyeHne ans
nonb3oBaTeNd Npo3payvyHoro
nopsaka nx BbINMOJTHEHUS.

» Takke nogaepxka

» CBA3b MHOXecTBa event log ID ¢
OOHWUM TPUITEPOM

» KactomHbin HTTP body code ans
yBegomsieHmn Yyepes Slack

» dunbTpauma event log ans 6onee
TOYHOro cpabatbiBaHUSA TPUITEPOB

Dashboard
X% Security Fabric
) Name
Physical Topology
Status
Logical Topology
FortiGate(s)
Security Rating
Automation Description
Fabric Connectors .
External Connectors Stitch
% Network

£ System

B Policy & Objects
a8 Security Profiles
8 VPN

.’. User & Authentication

= WIFi &Switch
Controller

L Log & Report

F RTINET

bl Edit Automation Stitch

Compromised Host Quarantine

© Enable J{xJeIEEl

 All FortiGates ®

+

0/255

a Trigger
Compromised Host Quarantine

@

Action
Compromised Host Quarantine_guarantine

@
Action

Compromised Host Quarantine_guarantine-
forticlient

x

x

@ API| Preview

>_ EditinCLI

& Guide:

& Chaining and delaying actions (2

& Execute aCLlscript based on CPU and memory
thresholds ('

& Default automation stitches (&'

®\1“ ientation

& Online Help &'
M Video Tutorials (2

Cancel

© Fortinet Inc. All Rights Reserved.
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Fabric Management Center
Bbi3oB TpurrepoB aBTOMaTM3aLmnmn ¢ NOMOLLbIO YCTPOUCTB Security Fabric

PaclupeHne BoO3MOXHOCTEN
aBToMaTu3aummn B Security
R

Fabric nytem paspeLleHnsd ( Automation

Bbl30Ba TPUITEPOB @ Engine
aBTOMaTU3aLUumn CBSA3aHHbIX C

ycTpoucteamu Security Fabric — I I

» Pacwmpenmne npotokona CSF n

paspelieHne downstream
OTNpaBnsATb 3anpockl Ha

BblLLECTOALLNE yCTpOIZCTBa

(Hanpumep root FGT) Device. Actions
. - Specific
Ob6paboTka cobbiTnn Ha FGT Triggers

aHanornyHa FAZ event handling

- © Fortinet Inc. All Rights Reserved. 64



Fabric Management Center
MHuTterpauunsa c FortiAl, FortiDeceptor, FortiTester, and FortiWeb

)
FG otnpasnget gann B
FAI o
 —
FDC/FTS
oTobpakatoTcs o
B Fabric ® Mogaepxka SAML ans
topology SSO

« 3anyck Security Rating
 Dashboard widget display
« Trigger Automation Actions

Fabric integration with more Fortinet products to yield unique solutions

Al R
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Fabric Management Center
Fabric / Automation

YnpoweHue FortiCloud Admin
l) NOAOKNIOYEeHUS 9 login

FOS/FMG/FAZ
» Use Oauth-like dialog to log into * Allow SAML SSO using FortiCloud
remote FMG/FAZ to authenticate credentials

FG request for pairing - Disabled by default

-.w © Fortinet Inc. All Rights Reserved.

N\ Threat Feed
* Connector Ha

kKaxabiu VDOM

e B

» Extends Threat Feed connectors to
each VDOMSs
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Fabric Management Center

[lpocmoTp akBuBaneHTa komaHa REST APl ana aencteun GUI

System Settings

[lobaBneHa nogaepkka
npocmoTpa KomaHg REST
API cooTBETCTBYOLLNX
pencteuam B GUI

Hostname  SG-FTNT

System Time

Current system time
Time zone

Set Time

» [lobaBneHa kHonka API Preview Ha
BKMNazka cripasa, No3sonsatoLias
Nosib30BaTENO NPOCMOTPUBATL
Kakue 3anpockl K API BbIMnonHAKTCA
B FortiOS npu Haxatumn "OK" nnm

"Apply".

« Ecnn ansa atoro TpebyeTtcs
MHOXECTBEHHbIE 3anpocChkl, TO OHU
OyayT NokasbiBaTbCs B
MHOXXECTBEHHbIX 3aKnagKkax

60

Select server
Sync interval
Setup device as local NTP server @©

Listen on Interfaces de fortilink

Administration Settings

© Fortinet Inc. All Rights Reserved.

2021/01/28 17:13:18

(GMT+8:00) Kuala Lumpur, Singapore
PTP Manual settings

|-‘-A'A'AAAAAAAA.'A.>WAAAAA‘

Additional Information

@ API Preview

>_ Editing@LI

& How tofonfigure Virtual Domains (&'
(1]

API Preview

The following REST API requests will be sent when you save your
changes. Full APl documentation is available here.

FortiGate &7 SG-FTNT

Show modified changes only @

No changes have been made.

*{
“method”: "PUT",
url": "/api/v2/cmdb/system/ntp",

Iy Copy to clipboard
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Fabric Management Center
icnonb3oBaHue replacement message ansa paccbifiky yBegomMneHmn no emalll

€dit Automation Stitch Creat¢ Automation Alert Email x

<html lang="en">
FortiGate(s) &% All FortiGates!
name=" vxcwpon content="width=device wde

A
ne M CTB M e a BTO M aTM3a LlM M —— RN Message Format: text/html  Message Size: 1.1 kB/32.8 kB
ecurity ng
m ta Chlr!cl U‘H‘ -8"
MCI-IOJ-I b30 BaTb Description :T::: klw'l(yhial- https://fonts.googleapis.com/css?fam|
height: 100%;

Email Action MOXeT Tenepb s [CXEEEDY © e
dopmaTnpoBaHHbIE LLIAONOHbI |

Stitch Requ align-items: center;
rI Mce M Descl justify-content: center;
}
. '\‘/\. Trigger -massage-container (
/s Security Rating Notil 4 £ om max-width: 580px;
Email - - }
.email-body {
. “ . 3y L1 1 J line-height: 1.5em;
« 3ameHa plain text B “Email body” B i -
5 3 & </hea
< p ‘[ Action Security Fabric Automation PO eese massagu-container
'D'eMCTBMM mal i Rt Subie <ing sres" Setper//eitentore. fortinet.con/torty
ecurity Rating: 5 & = s : <
notification Body  Automation FortiGate serial: Automation stitch name gEourity Rabria Aatomation
RED'E Automation ema" bzdy :V})S‘\)AUTOHATION FGT_SERIAL%%: SSAUTOMATION STIT)
<div class="email
l\AuTOHATION P_HAIL BODY\\
Add Action B
il
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HoBble cepBUCHI
FortiGuard
ana FortioSs 7.0




Security-driven Networking
FortiGuard Video Filtering Service

Noresults

% Favorite Edit Video Filter Profile
Video Filter . . <
- . N " ame category_filter

HosbIi cepsuc ounbtpaumm FortiGuard el :
O6eCI—quMBaI‘OLL'|MM ¢Mn praLlMI-O '\"/‘( FEEnigy e & FortiGuard Category Based Filter :
NOTOKOBOIo BUOEOKOHTEHTA NO P :
KaTerOpMﬂM B Policy & Objects Category + Action :
SRemy s Not Rated © Block <
* [Mopgaepxka YouTube, Vimeo u Daily Motion T Business © Block :

Jser & Authentication S ® Allow
-~ = Wi b V,I.t‘:h (EBames V] i:low :
* OnumMs cTaTM4ecKon unbTpaLmMmn Ans KaHanos Contolle — e >

L4 Log & Report nowledge @ Monitor

YOUTUbe Lifestyle @ Allow <
Music @ Allow :
 [1na pabotbl Heobxoauma nognucka Web & News ® Allow :
Video Filtering (paHee Web Filtering) e — :
0% €D <
<
YouTube <
<
Restrict YouTube access (B <
Channel override list <«
+ Create New Search Q :
Channel ID Comments = Action = :
<
<
<
<

I
~

F RTINET
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HoBble cepBUCHI
FortiCloud

ana FortiosS 7.0
(FortiCloud SOCaasS)




CobcrBeHHbIV SOC n ynpasnsembin SOC (Fortinet)

* TexHonorum Fortinet SOC yxe

MPUCYTCTBYIOT B NOJIb30BaTENbCKOM
SOC

] B

People Process

NMonb3oBaTenbCKUn fé} |
SOC - U
FortiSOAR Threat Intel

FortiSIEM FortiAnalyzer

» SOCaasS nocTtpoeH Ha Tex xe TexHosnorusix Fortinet SOC un
npeaocTaBnseTcya no CepBMCHOM Mogenn notTpebneHus

SOC as a Service
Fortinet Managed

© Fortinet Inc. All Rights Reserved.

)

=

&

Process

FortiSOAR

FortiAnalyzer

Threat Intel
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A
PacLumMpeHne BO3MOXXHOCTEU Nosfb3oBaTtenbekoro SOC

Gt

FortiCloud
Premium
Account

* PaclumpeHne nokpbITna nyTem
nepeHanpaBneHnst 0bbI4HbIX KENCOB
ncnonb3oBaHua Ha Fortinet SOCaaS

FortiAnalyzer FortiCloud

* Yilcnonb3oBaHue noaroToBJ1IEHHbLIX
Cloud SOCaaS

pecypcoB Fortinet u cocpegoToyeHne
ycunun Ha bonee npoaBUHYTLIX U/NNK
B13HEC OPUEHTUPOBAHHBIX CLIEHApPUEB

* BapmaHTbl pa3BepTbiBaHUA
* Hanpsawmyto ¢ FortiGate B FAZ Cloud

* lNepeHanpaBneHve >xypHaros ¢
nonb3oBaTesibckoro FortiAnalyzer

FortiAnalyzer FortiSOAR _
FortiGates

© Fortinet Inc. All Rights Reserved. 73



FortiCloud SOC-as-a-Service

AHanuUTMKn obnayHoro yripasiaemMoro cepsuca Fortinet SOC oTtcnexmnsatoT noJib3oBaTeSIbCKYHO CETb Ha npeamMmeT coObITUI 6e3onacHOCTU U
SCKaJrIMpyroT B 3aKa34dmnka MHUMOEHTbI CBA3AaHHbIE O6Hapy)KeHHbIMVI yrpo3amu

1.

MOHUTOPUHI U Ob6HapyxeHue (24x7x365)

. HapyLlueHne nonutuk, NPOHNKHOBEHWNE BpeAoHOCHOro MO 1 NonbITKK 3KcnyaTauum
yA3BMMOCTEW

. MoHuTopuHr C&C 1 60THETOB

. O6HapyxeHune cnegoB cbopa AaHHbLIX U FOPU3OHTaNbHOE PacnpoOCTPaHEHUS U T..4

@ Services ¥

Valh N
FortiCloud

PaccnenosaHue n aHanus
0 ABTOMaTM3aLMs Koppenauum, aHanusa, oboralleHme KOHTekcTa
0 MpuopeTusaums TPeBOXHbLIX COOBLLEHNIA, aHANU3 UHLMOEHTOB, MPOBEpKa rpynnow ASSET MANAGEMENT

9KCNepToB aHalIMTUKOB

E} Register Product

. OKcKkanaumsa MHUMOEHTOB B NONb30BaTensi C MOMOLLbI0 TenedoHa 1 aNeKkTpOHHON
MOHTE Products FortiGate

U3onauua n pearnpoBaHue

p P & Product List < FortiExtender
. YpaneHHasa nogaepxka B npouecce Bepudmkaumm nHUngeHTa

FortiAnalyzer
. PekomeHaaumm onsa nogaBneHns yrposbl U U3onsaumm My Assets
<> FortiSwitch

OT4yeTHOCTbL More Views
. ExxeHegenbHble O0TYEThI O TpeBorax u cuctema 3assok SOCaaS Portal
. E>xeMecsiuHbI CBOAHbIV OTYET 06 MHBEHTapM3aLUKN akTUBOB
. ExxekBapTanbHbIn 0630p cepBuca

HocTtyn yepe3 noptan SOCaaS Portal

. MpocmoTp nHpopmaumm o Tpesorax N NHUNOEHTaxX
. 3arpyska oT4yeToB
. 3anpockl Ha cepBMCHOE 0bCMyXMBaHWe

© Fortinet Inc. All Rights Reserved.

@ Support ¥

A Asset Management [#] |AM (Beta)

&»  FortiAP
FortiManager
FortiClient

FortiSOAR

o & 9

D

5

Q

FortiPresence
FortiCASB
FortiMail
FortiPhish
Fortilnsight
FortiGSLB

FortiConverter
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FortiCloud SOC-as-a-Service

Obecne4ynBaet NOJIHYHO BUAMMOCTb B CEPBUCE — MNMO3BOJIAET MOJ1b30BaATESO OTCI1EXUBATb

9cKanupoBaHHble TpeBOXHble cobbiTns SOC, BUaeTs getanbHy0 nHpopmMmauunto 06 obHapyXeHHOM
yrpo3e 1 oTrnpaBnaTb HOBbIE 3a9BKM Ha CEPBUCHOE O0bCnyXnBaHme

Reporting @ Awert Triage Report - Fortinet

Alert Triage Report

This report provides a summary of the SOC alerts for Fortinet.

cated - Last 7 Days Alert by Status - Last 7 Days

W Medium M High Investigating 1 Per In Progress

Service Requests to exit full screen

4 Add | Y Add a Service Request - Fortinet

Created On

04/22/2021 12:09 PM
04/22/2021 12:08 PM

04/22/2021 11:59 AM

04/14/2021 12:05 PM

04/14/2021 09:02 AM

04/13/2021 10:56 AM

Assigned 04/06/2021 01:41 PM

Completed 03/15/2021 05:49 AM

Customer Onboarding

Customer Onboarding

Customer Onboarding

Customer Onboarding

Customer Onboarding

Customer Onboarding

Customer Onboarding

Device Onboarding

Closed (Risk Accepted) M Closed (Fase Positive)

gned Person

BackTo Library  Q

Alert

Open Alerts By Severity

List of Alerts

High Risk Traffic detecte.

High Risk Traffic detecte.

Malware Activity detecte

c. All Rights Reserved.

High Risk App Usage det..

High Risk Traffic detecte...

Recon Activity detected ...

Malware Activity detecte...

High Risk Traffic detecte..

Malware Activity detecte...

Malware Activity detecte...

Intrusion Attempt detect...

Malware Activity detecte...

04/21/2021 10:53 AM

04/19/2021 07:56 AM

04/18/2021 09:21 AM

04/21/2021 04:22 PM

04/14/2021 06:12 PM

04/20/2021 12:19 AM

04/20/2021 02:05 PM

04/14/2021 01:21 AM

04/17/2021 11:08 AM

04/16/2021 08:30 PM

04/14/2021 02:34 PM

04/15/2021 04:11 PM

High Risk App

High Risk Traf...

High Risk Traf..

Recon Activity

Malware

High Risk Traf.

High Risk Traf.

Malware

Malware

Malware

Intrusion Atte.

Malware

i

Alerts by Type

In Progress

Closed (Risk A..

Investigating

Pending

In Progress

Closed (Risk A.

Closed (False P.

Closed (Risk A...

Investigating

In Progress

Confirmed

Closed (Risk A..

IN00000091

IN00000087

IN00000086

IN00000092

IN00000077

IN00000089

IN00000090

IN00000072

IN00000084

IN00000083

IN00000073

IN00000081
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FortiCloud SOC-as-a-Service

OTtnpaBnaunTe xypHanbl FortiGate B SOCaaS ¢ nomoubto On-premise FortiAnalyzer nnum
FortiAnalyzer-cloud

1.

2.

Heobxoauma noanucka
FortiCloud Premium
Heobxoauma noanucka Ha

Kaxabin FG
. BapuaHThb!:
. B coctaBe 360 Bundle
. OtaensHo (FortiCloud
SOCaaS)

OTKpouTe 3asiBKE B TEXHUYECKOW
nopaepxke FortiCare ans
NOAKMIYEHUA cepBuca

. dopma ana NoaKnoYeHns
. MaTpuua ackanaumm

OTtnpasnanTe XxypHansl FG B
SOCaaS, BapuaHThblI:

. N3 On-prem FAZ B SOCaaS
. N3 FAZ-Cloud B SOCaaS

Fortinet SOC Cloud

|

Data Flow

______________________________________

SN
SMNE

Customer Customer Customer
Site -1 Site -2 Site -3

______________________________________

Customer premises

© Fortinet Inc. All Rights Reserved.

. Fortinet SOC Cloud

T

Data Flow

TMRITR

Customer Customer Customer
Site -1 Site -2 Site-3

___________________________________________________

Customer premises
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1. 24x7 plus Advanced Services TicketHandling 2. Available when running ForiOS7.0 3. IPAMsenvice _

FortiManager Cloud °
FortiAnalyzer Cloud °
FortiCloud SOCaas #JA% .
SD-WAN Overlay Controller VPN Service °
SD-WAN Cloud Assisted Monitoring °
SD-WAN Orchestrator Entitlement °
FortiConverter Service ° °
FortiGuard loT Detection Service ° °
FortiGuard Industrial Service ° °
FortiGuard Security Rating Service ° °
FortiGuard Anti-Spam Service ° ° °
FortiGuard Web & Video? Filtering Service ° ° °

FortiGuard Advanced Malware Protection (AMP) - Antivirus, Mobile
Malware, Botnet, CDR, Virus Outbreak Protection and FortiSandbox ° ° °
Cloud Service

FortiGuard IPS Service ° ° °

FortiGuard App Control Service ° ° °

FortiCare (incl. Internet Service DB, Client ID DB, IP Geography DB,
Malicious URL DB, URL Whitelist DB)

ACHETIE Unified Threat Enterprise

Protection Protection

Bundles Threat
Protection
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