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[ToHnMmaHue naHpgwadpTa MOHUTOPUHra

MUHdpacTpykTypa
SaaS-Based Network
Performance Monitoring Monb3oBaTe
(NPMD) NbCKUN
Digital Experience Monitoring onbIT
(DEM)
Cetn
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TpeHAObI

" KopnopaTtusHble ceTt
TpaHCOPMUPYIOTCSH, U
ceTeBble onepawlum

\_ TOXe )

K 2024 rogy 50% NOC-
KOMaHA OOMKHbI OyayT
N3MEHUTb apXUTEKTYPY
CBOEro cTeka CeTeBoro
MOHUTOPUHrA.

expectations

Digital Experience Monitoring —\

Observability
Collective Intelligence
Benchmarking Tools

Artificial Intelligence for IT
Operations (AlOps) Platforms

Chaos Engineering

Performance Engineering

Peak of
Inflated
Expectations

Innovation
Trigger

Plateau will be reached:

Site Reliability Engineering

Trough of
Disillusionment

time

Unified Communications
Monitoring Tools

IT Infrastructure Monitoring
Cloud Management Platforms

IT Service Alerting Tools

Network Performance Monitoring
and Diagnostics Tools

Network Packet Brokers

Network Detection and Response

Slope of
Enlightenment

Application Performance Monitoring Software

Virtual Desktop Infrastructure Monitoring
Intent-Based Networking

As of July 2020

Plateau of
Productivity

O less than 2 years @ 2to 5 years @ 5 to 10 years A more than 10 years ® obsolete before plateau

UcTouHuk: Gartner - Market Guide for Network Performance Monitoring and Diagnostics (G00740014); Gartner Hype Cycle for IT Performance Analysis, 2020 (G00448200)
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AlOps Network Operations

YnyyweHnue TCO gns
ceTeBbIX onepauunn Ha 50%+

FortiMonitor FortiManager, FortiAlOps

D,
Koppennuns (€

e

Koppenauus WAN, LAN,
MEXCETEBOIro aKpaHUPOBaHUA

ABTOMaTU3aLMA COPTUPOBKN
NHUMOEHTOB

YnpaBneHne nsmeHeHnsIMu

+ CeTeBON MOHUTOPUHT
*  O6HapyxeHne aHOManuu

*  AHanutuka ans
yCTpaHeHus Henonagok

PearnpoBaHue
. /. « 300+ rotoBbIX cLeHapueB
SO o * BcCTpoeHHble MexaHN3Mbl OpraHM3aunn npolecca

* NetOps-ckpunTbl

ANER
-.w © Fortinet Inc. All Rights Reserved.
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FortiMonitor

Network Performance
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Digital Experience
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Access
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FortiMonitor

FortiMonitor (Panopta) - aTo
LienocTHaa SaaS-nnartgopma G artner SONY (@ GoDaddy

PICTURES

MOHUTOPUHra, KoTopasd o6beanHAET

KOMaHAbl U UHCTPYMEHTbI U NO3BOSIAET
npeanpuaTUSM NPOakTUBHO peLllaTb

npobnemsbl T-nHppacTpyKTypbl. '
FortiMonitor HabntopgaeT 3a

paboToCNOCOOHOCTLIO U

NPONU3BOAUTENTIBHOCTLIO BCEN (; S
rMopuaHON MHPPACTPYKTYPbI U

ynpaenseT nHUngeHTaMmu

HenocpeacTBEHHO C €QNHOW

naTgoopMbl.

TOMTOM

* (QOcHoBaHa B 2007 .

e 400+ KNUeHToB

* Thbicaun Yepes napTHepoB
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NOC Challenges

CnoXHocTb onepaumn Ansa goparMeHTUPOBaHHbLIX CETEN

O}

PyuyHble HarnsgaHocTb
onepauuu LuucppoBOro onbiTa

-.w © Fortinet Inc. All Rights Reserved.
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OT1BeT FortiMonitor
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MOHUTOPUHT
UMppoBOro onbITa

BeimanTe 3a pamkn nokasarenemn un
paccTaBbTe NMPUOPUTETLI ANS
KOHEYHbIX Nofb3oBaTenen,
HEe3aBMCUMO OT TOro, ABMAOTCSH OHU
KNMEeHTaMun unv coTpyaHuKamu.

YcTtpaHeHue
lwyma

YckopbTe NOUCK NepBONPUYMHLI
N CoKpaTUTe KONMYeCTBO
PYYHbIX HaKNaaHbIX pacxonoB
Ha ONarHOCTUKY, COPTUPOBKY U
yCTpaHeHne HeNcnpaBHOCTEWN.

© Fortinet Inc. All Rights Reserved.

IRl

NMoBblweHHaA
BUAUMOCTb

BbICTpO 1 nerko nonyyante
HeobxogMmoe npeacrasreHne o
pabotocrnocobHocTn nNboro
cepBepa, yCTponCTBa, CETEBOro

o6opynoBaHNS UM NPUNOXEHNS.

ABTOMaTn4YeckKoe
ucnpaBneHue

OcBoboguTe cBOKO KOMaHAy OT
TPYLOEMKOro ynpaBneHus
MHUMOEeHTamu, YTobbl pelaTtb
npobnemMbl 4O TOro, Kak OHU
BO3HUKHYT.
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W Cart

@ Test Check did not run successfully

Red T-Shirt Payment Method:
Browser Synthethic Output % H
Steall $0.00
Step 2 (0] m N
s M
Green T-Shirt
= “ o OHUTOPUHT
® steps [ —

$0.00 Order Recap

STATUS STEP COMMAND TARGET SCREEN r
Pass Step 1 Open www.panopta.com Yellow T-Shirt $0.0
Pass Step 2 ' $0.0C
$0.00
s000 ) 0 |1 b I I a

Pass Step 3

=
o © © o

Total: $0.00
Pass Step 4 Olive T-Shirt

Fail Step 5 ' 0 Processing Order
$0.00 h

Bbingute 3a pamku
nokasaTtenieM n paccraBbTe
Mony4nTte nokasaTenun paboTocnocoGHOCTU U NPOU3BOANTENBHOCTH npuopunTeTbl ANAd KOHEe4YHbIX
NPUNOXEHUN 1 cucTem nonb3oBaTtesien He3aBUCUMO
OT TOro, SIBNAIOTCA OHU
KNMMeHTamMun unu

e 3anyckanTe TecTbl C Y310B N0 BCEMY MUPY, YTOBbLI NPOBEPUTL

npegocTasneHne ycnyr COTpyAHUKaMM.
B3anmopencrteue c aopyrumm
. noabmu
Ncnonb3ynTe CMHTETUKY BeO-Opay3epa ansi BOCNpOu3BEAEHNS
ornbiTa KOHEYHOTO MNonb3oBaTens
E:E © Fortinet Inc. All Rights Reserved. 11



Incident Report
A detailed list of the incidents that
have been identified on your

infrastructure over a given period of METRIC TYPE Q320 AVAILABILITY
time

Historical SLA
Performance Report

MoBbILLeHHas e
BUOMMOCTb

A monthly or quarterly breakdown
of your infrastructure's performance

Availability Report

New Active Outages

6

111
),

A detailed breakdwon of the
performance of your infrastructure
for a given time range

BbICTPO U Nerko nony4yaunTe ]
HeoOxoaumoe npeacraBneHne
0 paboTocnocobHOCTU NbOoro
cepBepa, yCTPOMUCTBA,
ceTeBOro ooopyaoBaHus Unu
NPUIOXEeHUS.

EOVHBIM UICTOYHUK OOCTOBEPHON MHGOOpPMAaLMK AN BCero
BaLLero npeanpuaTus

|/|CI'IOJ'Ib3yI7ITe CUHTETUYECKMNE NPOBEPKN OJA HAarndaAgHOCTHU
NOoJIb30BATESIbCKOIo OrnbiTa

KoHTponb goctyna ¢ onumsamMu ans nyenmyHbIx
NPOCMOTPOB

- © Fortinet Inc. All Rights Reserved. 12



26 8 16 17 Mobile Action
Active Critical Warning Un-acked inc
. ormm— . ; yc a H e H M e
INsTANCE SERVICES AFFECTED I

Real-time Data  smer

000
B lwyma
s b e | NI KoHTponupyiite Bce, HO
npeaynpexaanTte TONMbKO O
TOM, YTO BaXXHO.

5 YcKopbTe nNouck
|_|O{'Iy‘-IaI/ITe OnNoBeLLEHNA TOSTbKO O TOM, YTO NepBONPUYUHLI U COKpaTUTE
AOencTtBUTESIbHO BaA>XHO KOJIMYECTBO PYUHbIX

HaKnagHbIX pacxonoB Ha
AWarHOCTUKY, COPTUPOBKY U
yCcTpaHeHMe HeucrnpaBHOCTEMN.

Mcnonb3ynte aBToMatmM3auunio Ansi BbINONHEHMUS
TPYOOEMKUX 3a4a4

O dEeKTUBHO co0bLLAaNTE O NPOUCLLECTBUSIX U
yCTpaHANTE nX

H © Fortinet Inc. All Rights Reserved. 13



ABTOMaTn4yeckKoe
ncnpasrneHue

OcBoboaunTe CBOKO KOMaHAy
OT TPYAOEMKOro yrnpaBrieHus
MHUMOEHTaMU, YToObl pellaTb
npoGrnembl A0 TOro, Kak OHU
BO3HUKHYT.
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ABTOMaTU3NPYNUTE COPTUPOBKY MHLMOEHTOB Y
co3faHue 3adBOK

YyCTpaHAUTE UX

OnTMMKu3aumsa pearmpoBaHust Ha oyayuime
NHUUOEHTbI

© Fortinet Inc. All Rights Reserved.

e A dEeKTUBHO coobLLanTe O NPOUCLLECTBUSIX U
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O0630p pewwieHnsa FortiMonitor

MOHUTOPUHT, HE
3aBUCSALLNNA OT
nocraBLUMKa

EonHaa nnatdopma ans
MOHUTOPUHra n
ynpasneHus
NHUMOEHTaMN onsa BCen
NHMPACTPYKTYpPbI BaLLero
npeanpuaTmug

Pabouue npoueccobl
U onoBeLlleHuns

CospaBainTe paboune
NpoLecchbl U ONOBELLEHNS
B COOTBETCTBUM C BaLLEN
NHAPACTPYKTYPON, YTOOLI
CHU3UTb YTOMMSIEMOCTb OT

OnoBeLLEeHnNn

© Fortinet Inc. All Rights Reserved.

ABTOMaTn4YeckKoe
ucnpaBrneHue

ABTOMaTn4yeckas
AVarHoCTuUKa U
ycTpaHeHue npobnem o
TOro, Kak OHW BO3HUKHYT
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Yto nenaet FortiMonitor?

SaaS-Based Network
Performance Monitoring
(NPMD)

Digital Experience Monitoring
(DEM)

MoHUTOpPUHr

Servers Network
Containers Databases
Storage Applications

Synthetics Cloud

© Fortinet Inc. All Rights Reserved.

UT-onepauun un
aBTOMaTu3auus

Remediation Diagnostics

YnpaBneHue
MHUunaeHtTamum /
coobITAMM

Alerts Triage
Assignment & Escalation

Status Pages

16



CueHapuu ucnonb3oBaHusa FortiMonitor

Ynpoctute NetOps B MynsTMBeHOOPHOW cpeae

Mcnonbaynte cuHTeTUYECKNE
TECTbl 4S9 UBMEPEHNS ONbITa
KOHEYHbIX Nnonb3oBaTteneun

BuanmocTb 3a npegenamm cetn

MOHUTOPUHI TMBPNOHBIX CETEN B
YaCTHbIX U NyOrNMYHbLIX obnakax

ApanTaums k nobon cpene

© Fortinet Inc. All Rights Reserved.

ABTOMaTU3NPYNUTE ANArHOCTUKY
N AENCTBUS MO UCMPaBMEHMIO,
Yy1ToObI CHN3NTL MTTD n MTTR
Ao npeBbllweHns SLA

[MNoBbIWeHMe onepaunoHHON
apeKkTnBHOCTU

KoHconupaumus n
LeHTpann3auns MOHUTOPWHra,
pearmpoBaHus 1 asTomaTusauum

" H(*)paCprKTypbl

YcTpaHeHue paspacTtaHus
WHCTpPYMEHTapus 1 n3bbITOMHOCTH
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FortiMonitor yny4ywun cpeaoHee BpemMs
BoccTtaHoBneHusa (MTTR) Ha 60%

‘ | nfo rm at | ca «Panopta (FortiMonitor) noseonuna Ham docmu4b e0UHO20 YHUGULUUPOBaHHO20 npedcmassieHUs 0 COCMOSHUU Haweu
obnayHou uHgbpacmpykmypsi U 06be0UHUMb Hawu KopriopamusHble onepayuuy — Vijay Chodavarapu, VP of Global

Cloud Operations and SRE

Katanusatop PeweHne Pa3BepTbiBaHUue
HakannnBatoTcsl HepelleHHble KoHconugauma n ueHTpannsoBaHHoOe CnoxHble Tern n wabnoHbl 4ng
WHUMAOEHTDI, N pa3pacTaHune ynpasneHune YCKOPEHUS NOLKIMYEHMS
NOCTaBLLNKOB CTAHOBUTCS CYLLECTBYHLLEN N pacLLMPsSeMOn
HeynpasnseMbim # NHPaCTPYKTYpbI
Bonpochbl MNMpakTuyeckue pesynbraTbl SKOHOMMUSA
= [locTtosiHHas bopbba 3a s [lepeHoc AWS, Azure, GCP un s 60% cHwKeHune 3aTpart Ha
NOHUMaHMe BHYTpPeHHUX SLA pasmMeLLeHHON NHPaCTPYKTYpbI ANarHoCTUKYy 1 paspeLleHne
= HeT eguHoro nctoyHvka npasabl 1 Ha nnatgopmy MHLUMAEHTOB
NOCTOAHHOE YKa3aHue narnbLlem = MapkmpoBka CUCTEMHOW NOMMKN = NOC obnagaet eanHbIM
= /13-3a paspacTtaHus AN yNpaenexHns MCTOYHUKOM UCTUHDI
NHCTPYMEHTOB MOHUTOPUHI MapLlpyTusaLueu - ﬂ'oc'ryn PYKOBOLCTBA K
HEBO3MOXHO Obifo ] = HapexHble cuHTeTNYECKME AaHHbIM SLA B peanbHoOM
mMacltabupoBaTtb /"' NPOBEpPKM, NpMem 0bnayHbIX BpEMEHU
. .

A OaHHbIX N KOHTPMeEPbI A P

H © Fortinet Inc. All Rights Reserved. 19




FortiMonitor pewaeT npobnembl eLle 40 TOro, Kak OHU

BO3HUKHYT

«51 xo4y ynpasnsams cryx6od, obradyHou cryx6ou, 8 KOmMopoU S MOHUMaK 8eWU 8 PEXUME MPO2HO3UPO8aHUs U npedckadyeMbiM ob6pa3om. 51 xody 3Hamb O
rnpobriemax 00 moeo, Kak 3mo coesrraem Mol KnueHm, 4mobbl S MO2 MPUHSMb Mepbi, U MOU KriueHm He rnocmpadasl. 3mo 0CHOBHas rnpu4uHa, no kKomopou s
Kynun Panopta (FortiMonitor)». - Roshan Popal, Senior Vice President of Cloud Systems Engineering

Katanusatop PeweHne Pa3BepTbiBaHUue
Komnanus MicroStrategy, pacnonaratoluasi Komangom
n3 6ornee yem 60 COTPyOHMKOB M 0BCHyKMBatoLLas
oonee 500+ knneHTOB, Hyxganacb B nnatgopme
MOHWTOPWHra, KoTopas mMorna 6bl 4aTe UM
JeTanbHbIi 0630p cpeabl CBOMX KIMEHTOB, a Takke
euHoe NpefcTaBneHne, No3eBonsLLee BUAETb BCe

Hannyne BbICOKOYPOBHEBBLIX NPEACTaBNEHUI O O6ecneyenne npeackasyemocTu
pas3BepTbIBAHUAX N (PYHKLNA aBTOMaTUYECKON

OTYETHOCTM MOMOTITIO BbICLLIEMY PYKOBOACTBY MOHSATb,
rae OHW MOTyT perynmpoBaTth Pecypchl.

cpasy. ‘ e ecKue bes a ﬂ JKOHOMUSA
KTU4YeCKM nbTaThbl
Bonpochbl P pe3y.
- OTCyTCTBI/Ie D,eTaJ'IbHOI‘/'I BUOMMOCTY B [ | PeweHne OnAa He3aBnCMMoro MOHUTOPUHra, | 3HaunTenbHoe COKpaLleHne Crio)KHOCTH
cpefe KIMeHToB KOTOpoe O6be,D,I/IHﬂeT BNWONMOCTb BCEX pa3BepTbiBaHNA, YTO NMO3BOTIAET
pa3BepTbiBaHUI B 0O4HOM MecTe 6e3 MircroStrategy npegocTaBnATb KNueHTam
AONONHUTENbHbIX 3aTpaT Bbonee kayecTBeHHOE 0OCNyXMBaHME.

m 1300+ 3a9BOK Ha NogaepXKy B Hedento,
npobnema macLuTabmpyemocTy = Tonbsosatensckne naHen MOHMTOpUHra, s [oBbilleHNe yaepxaHns COTPYAHUKOB U
OT4eThbl, CTPpaHULbl COCTOAHUA U WX NPOU3BOANTENBHOCTM MPU

BO3MOXHOCTb NPpUHNMaTb
P OoAaHOBpPEMEHHOM CHUXEHUN BbIrOPaHUA
noJib3oBaTeSIbCKNE METPUKN }

= [loporocTtosime peweHnsa 6e3

| |

cneumanbHbIX NoKkasaTenen nepcoHana /
m  ABTOMaTtMyeckas avarHoctuka u / .
) WCTIPABNIGHNS ) s  CHuxeHHbIn MTTR /
AER
H © Fortinet Inc. All Rights Reserved. 20



FortiMonitor




Apxme KTypa

( j= i
o -
=:RTINET
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{ Faa5 metncs [Cloudwatch, App Insighfs)
FortiMonitor Core Services e »
|
05a3s Porta I
0 AP Services 9 !
0 Diata Callection/Aggregation N LT L T T A I l“""'i""' i ]
O Reporting [O0 comeroeraitonss ] == = = e e e e m o
T e m e s = - Synthetic
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#

Public Menitoring Probes

50+ Points of Presence
Morth America
South America
Europe
Asia
Adrica

Augstralia

Synthetic Checks

Edge Router
|

| she Metric
| Collectsan

|
L 4

Firewall

SHMF Metnic
Collection

|
I
-
FortiMonitor = =g
Agent .

______ [0 onsight cottector 1] = = = =

Storage Appliance

[ﬂm«:mnm ]
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[lepBMYHOE pa3BepTbiBaHUe

1. [obaeneHne nHdppactpyktypbl B FortiMonitor

2. MoHuTopUHr

3. XpoHonorua npeaynpexaeHun
4. Bwusyanusauus

5. Pornesown goctyn

6. OTyeTHOCTb

7. KoHTpmepsl

-~ © Fortinet Inc. All Rights Reserved. 23



MeToabl MHTEerpaumm ¢ MHPacTPyKTypou

- VMWare Auto Discovery (APl based)
- Public Cloud (AWS, Azure) Discovery
- Mass Agent Install

- OnSight Network Scan

- Kubernetes HELM

- REST API

- Bpy4Hyto yepes Ul

-nw © Fortinet Inc. All Rights Reserved.
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MeToabl pa3BepTbiBaHUA U PYHKLUN

PYHKLUMN TpeboBaHuA
MeToabl . y
External Server SNMP Counter  Auto-discover| JdocTtyn K CeTeBOM
monitoring metrics Measures instances aKkseMmnnsapy AocTyn
FortiMonitor v v v v
Agent
OnSight v v v v
Discovery
FortiMonitor v v
Cloud
Discovery
OnSight v v v v v
vCollector
installer
Add a basic v v
instance
v v

Add via API

T UNNCUITIC. Al TS TNESCTved.
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[MpocToe Aob6aBneHue HOBLIX YCTPOWUCTB Yepes3
rpacdbhnyeckumn nHTepdeuc

SADNVISNI

Dashboards v Monitoring v Incidents  Settings v Reporting ~

Custome Switch Customer | Hide

Infrastructure and Resource Catalog

Infrastructure

)

Linux

MMonitor core server, container, and
application (My3S0L, Redis, MongoDB, etc)
metrics with a single 1-liner installer

o
Network Device (advanced)

Monitor netwark device and port health
and performance using SHMP polling from

Windows

Monitor core server and application
[MSSQL, 115, Exchange, etc) metrics with a
single 1-liner installer

>

Browser Synthetic

Perform defined steps - form entry, link
clicks, button presses, etc - and validate

o

Metworlk Device (basic)

Basic monitoring of network device
accessibility using our OnSight vCollector

e’

Website/Endpoint

Monitor the status, response time, content,
and more of any webpage or endpoint

© Fortinet Inc. All Rights Reserved.
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M O H MTO p M H r Monitoring Policy Workflow Test Workflow
Manage your monitoring configuration from a single workflow. Automate instance grouping, tagging, templates, & more.
g’:n, Workflow Sequence Application Config T B

*  MOHUTOPWHT NPUNOXEHUN |  oesivontoins , X
e BHewHun MOHUTOPUHT Intial Tagging p .~ CassandraNoSGL ® 0O X

v If -
 MOHUTOPUHT CeTEBLIX . ApplcstionConf B

o Applications v Include v Cassandra v
yctponcte (SNMP)
Cassandra NoSQL ® Condition
Rule 2
Then
+
Apply Templ v C d v
v Jave AppRouting pply Template assandra
+
Fallback: INCOMING SERVERS / Set Destination * to %
Add Tags v database x X
® Action
+

=-= Discard Changes
umw




XpoHonorua npeaynpexaeHnmn
Alert Timeline: Linux servers
« K10 nonyyaert O
Incident Detected Instances
rl peﬂyn pe)KL"e H M e Select the servers and server groups that this schedule applies to.

Don't forget to click save when you're done.

o O 2MINUTES 2 contacts, 1integrations, 1 groups
« Kakon HocuTenb sames © e ©

Slack App - Team: Panopta Channel: #slack-demo

yBeﬂOMneH M m e Tech Support Demo @ 8 DNS Servers
[ INCOMING CLOUD

MC”O”b3OBaTb (HanpﬂMyllO B INCOMING SERVERS o
MJ-IM L'Iepe3 CTOpOHHI’OI’O 9 Linux Servers

2 Monitoring
M HTe rpa L'| M I‘O) O 10 MINUTES 1contacts o M Network Devices

Jim Barnes [

E= Allinstances

B Office Infrastructure

I Templates

* Bpema mexay e Windovssener
naeHTudmnkaumnen
NHUMOEHTA U NEPBbIM U
nocrneayrLwmmm
yBeO4oOMI1IEHUAMMU

O 30 MINUTES 1integrations
OpsGenie
O Outage Resolved
amn Send all clear alerts @
H




Busyanusauus

 WHdpacTpykTypHasa kapta
« [[Nawbopa
« CTpaHuua ceBeageHnn ob ak3emnnspe

« CTpaHuua craTyca

© Fortinet Inc. All Rights Reserved.
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NHdpacTpyKkTypHas KapTa

Dashboards v  Monitoring +  Settings v  Reporting v  Incidents

View:  All ® Create View o @
All Infrastructure e Add Filter Cluster by Instance Group - o

INCOMING CLOUD =] aervers =] INCOMING SERVERS B Monitoring B8 Windows Servers B Network Devices FB
DR NNNN EEEEN HEN EEN EEN

DNS Servers FB
[

Beta Enabled + Add Q, Search Instances % E_lz .

r 1 1
- © Fortinet Inc. All Rights Reserved. 30



['MbKme naHenu MOHUTOPUHIa HaA OCHOBE BUOXETOB

89 Dashboards v  4* Monitoring @ Incidents {8} Settings v  [ili] Reporting v

g Application Overview Scope Dashboard by Tag 15m  thr  6hr  12hr 1d 1w & ©
Customer: = = Switch Customer | Hide
Status and Availability Active Incidents HTTP Response Times
75k
SERVER STATUS & AVAILABILITY: 24 HOURS AVAILABILIT
up 100.00% 100,003 50k
up 100.00% 99.93% ek \ A
|
1
up 100.00 % 100.00% . . JII § _ — J L
0 i — =1 - = Af:_:}_’._d 2 = - =
up 100.00% 100.00¢ 1. Apr 2. Apr 3. Apr 4. Apr 5. Apr 5. Apr 7. Apr
. . @ HTTP - 0.00 @ HTTP - fmmm mE DR 0.00
up 100.00% 100.00% LRI GELED L e @ HTTP - = 0.00 @ HTTP - 0.00 HTTP - 0.00
wp  100.00% 100.003 HEA
up 100.00 % 100.00%
up 100.00 % 100.00% 198.76 MS Server Memory
up 100.00 % 100.00% 100
up 100.00 % 100.00%
up 100.00% 100,008 = 30
up 100.00 % 100.00%
0
up 100.00% 100.00% 07:40 07:50 08:00 08:10 08:20 08:30
up 100.00 % 100.00% @ DBO1 @ DEO1
- Memory: RAM % usage (32): 0.00 Memory: RAM % usage (%): 0.00
1 . o Mbn 1/6W
r 1 1
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/7
U \ - ————
v/

Performance v

All » Chicago

100.00% 100.00% 100.00%

7 day availability % 304,

24 hour availabil bility &

- i | e | e [

Memery Pocl Free

ry Pool Used Fing Poveer Suppfy 5

2 - = = o P b » . i »
Incidents Monitoring Config Custom Incidents Activity min w - Fan 5tate v
o o L T Fossible Stales
Auiliary Timaline
ne £ e E 12
PODNS &t i as
] ]
0185 05200 BEIE LR LI [LEH LIEE
° 0 4.00 ®0: 5.00 0s:83 9500 9515 05:20
- ASEKS ® Switch®?_ Fan#l: 1.00
Memory Pool Free " " Ping (ms) o
2021-04-07 05:40:13 (COT) To0M ann :
ot [ - i
tou |
|
o ° 2
05:00 os os5:20 04:45 05:00 0515 05:20 L o500 a5:1s% o520
. @10 4157376.00 » Fro: or. 646E98E0.00 @0 B417344.00 @ Frocessor. 2417B044.00 @ PFing = 10.101.1.40: 0.49
network device Supply State «"

Possible States

5 Mormal, RPS Mot
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Historical Availability
@ Active During Period
Warning During Period

Outage Details . Outage During Period
CPU: Usage percentage - Total greater than 0% for

. more than 3 minutes .
Application Servers Triggered at 2019-02-08 06:30:02 Tue - 02/05

APPO1 (10.121.32.21) 0 Q

APPO02 (10.121.32.22)

Database Servers

DBO01 (10.121.32.23)

mongodb.staging (10.121.32.49)

DB02 (10.121.32.24) 0

DNS Servers

ns 1 softlaver com

ns2 softlayer.com

Monitoring Wed - 02/06 Tue - 02/05 Mon - 02/ Sun - 02/03 Sat - 02102

-nw © Fortinet Inc. All Rights Reserved.
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Dashboards v Monitoring ~+  Settings ~+  Reporting +

Incidents

Q, Search Instances

Users & Groups
) . *
Looking for SSO7? It's on our Integrations page. You can learn more about it in our does.
USERS GROUPS ON-CALL SCHEDULES
+ AddUser a
Name Contact Info Alert Timelines Roles Scope
Johnnie Jung = JJ@apanopta.com No Alert Timelines assigned Contact-only H
Neva Blackmore & nvbm@gmail.com No Alert Timelines assigned Account Admin All Groups H
=] +17062145549 - SMS
. 17052145549 - Voice
Thomas Wayne £ t_waynemd@panopta.com Basic timeline Account Admin All Groups H

=] +16305521142 - SMS
. +16305521142 - Voice

Showing 1to 3 of 3 entries

s o @

© Fortinet Inc. All Rights Reserved.
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On-call Schedule "T3" :

Escalated
Set Default Contact M ay 201 8 month | week  day
Sun Mon Tue Wed Thu Fri Sat
1 2 3 4 5
12a Cassandra Cain  |[12a Cassandra Cain  [|12a Cassandra Cain  [|12a Cassandra Cain  |[12a Cassandra Cain  [[12a Cassandra Cain  ||12a Cassandra Cain
[x] [x] [x] [x] [x] [x] [x]
12a Stephanie Brown Stephanie n Stephanie Brown Stephanie Brown [12a Stephanie Brown [[12a Stephanie Brown Stephanie Brown

X [x] [x] [x] [x] [x] [x]
12a Timothy Drake [x] |12a Timothy Drake [x] }12a Timothy Drake [x] §12a Timothy Drake [x] §12a Timothy Drake [x] §12a Timothy Drake [x] §12a Timothy Drake [x]
é 7

8 9 10 1 12
12a Cassandra Cain 12a Cassandra Cain 12a Cassandra Cain 12a Cassandra Cain 12a Cassandra Cain 12a Cassandra Cain 12a Cassandra Cain
[x] [x] [x] [x] [x] [x] [x]
ep > Bro ep . n ep  Bre ep . ep : Bro ep : Bro : Bro n

[x] x| X x| [x] [x] X
12a Timathy Drake [x] |12a Timothy Drake [x] |12a Timothy Drake [x] §12a Timothy Drake [x] §12a Timothy Drake [x] J12a Timothy Drake [x] §12a Timothy Drake [x]

20 pal 22 23 24 26
25

12a Cassandra Cain  ||12a Cassandra Cain  [|12a Cassandra Cain  [|12a Cassandra Cain  |[12a Cassandra Cain  [[12a Cassandra Cain  ||12a Cassandra Cain
[x] [x] [x] [x] [x] [x1 [x]

e
[x] §12a Timothy Drake [x 12a Timothy Drake [x
12a Timothy Drake [x] }|12a Timothy Drake [x] §8a Darian Wayne

A

-.w © Fortinet Inc. All Rights Reserved.
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Single Sign-On (SSO)

Single Sign On

o “Fil ...ll
B Active Directory
okta e
Integrate Panopta Integrate Panopta Integrate Panopta
with your Okta with your Microsoft with your SAML-
installation ADFS installation based SSO provider

. © Fortinet Inc. All Rights Reserved. 36
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Agent Status Report

An audit of the current agent
version and status being utilized
across your infrastructure

Incident Report

A detailed list of the incidents
that have been identified on
your infrastructure over a given

period of time

MTTR & MTTA Report

Breakdown of MTTR and MTTA
performance across your

infrastructure

Utilization Report

Detailed system resource
utilization report, covering core

system metrics

Availability Report

A detailed breakdown of the
performance of your
infrastructure for a given time

range

Instance Configuration
Report

Full configuration details on all

of your instances

Tag Audit Report

A detailed view into how your
tags are utilized across Panopta

© Fortinet Inc. All Rights Reserved.

Capacity Planning Report

A report on metric usage trends
to assist with capacity planning

Metric Configuration Report

Full configuration details on all
of your metrics

User Audit Report

An audit of all of your current
Panopta users

Historical SLA Performance
Report

A monthly or quarterly
breakdown of your
infrastructure's performance

Metric Export Report

A report with detailed metric
values collected by Panopta

User Incident Activity

A report of incident activity per
user

37
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B0 Dashboards v 4 Monitoring~ (D Incidents  {&} Settings v [l Reporting v

Switch Customer | Hide

== #138712240

@ SetIncidentlead = = AddIncident Summary = @ Add Incident Solution

SIDNVISNI

(—D Add incident tags

CPU: Usage % - Total = Greater than %

Timeline & Messages >

r more than 5 minutes

Resolved = Warning = (D Start Time 2021-04-06 09:10:05 CDT = End Time 2021-04-06 11:33:21 CDT = Duration 2 hrs 23 mins ‘”/0

Resolved Start Time 2021-04-0609:10:05 CDT = End Time 2021-04-06 11:33:21 CDT (Duration 2 hrs 23 mins )

B Acknowledge © StartMaint

( Warning incident detected o0 I
CPU: Usage % - Total greater than |

203 for more than 5 minutes. Alerts |
will be sent using Linux Admins - 75 ‘

2021-04-06 09:10 = |

2 so

b
CounterMeasure run - Gather & |
most recent top output |
2021-04-06 09-10:20 CDT B [
CounterMeasure run - Gather [ —
most recent netstat output o

15:00 1515 15:30 15:45

2021-04-06 09:10:21 CDT
CounterMeasure run - Gather [ A CounterMezsures
underlying health report
2021-04-06 09-10:21 CDT
© sent output of CounterMeasure M Incident History
'top’ to Slack channels: 4
2021-04-06 09:10: ® Pre-incident State v

© sent output of CounterMeasure
'netstat’ to Slack channels: &

Apache Bandwidth CPU Disk File HTTP

CounterMeasure run - Test |Cf
internet connectivity speed 9% of /O CPU time (%) v
2021-04-06 09:10:38 CDT 100
CounterMeasure run - Gather
the latest lines from dmesg
2021-04-06 09:12:23 CDT - =0
Type your message here... o M AN A
15:00 16:00 17:00
@ Broadcast
Byl @ xvda: 0.00
@) ublic

16:00 16:15 16:30 1645 17:00

Metric History

170 Logs Memory NTP Network Other Fing

Apache 2xx Requests (regs) "

02

" AWM, A A

15:00 16:00 17:00

@ 2xx Requests: 0.05

Process

30 Day Availability
91.95%
| Last Occurrence

‘ 2021-04-05 2

| Recent Occurrences
| 66 times in the past 90 days

17:15 17:30
-
Search graph metrics Q,
SSH
Apache 4xx Requests (reqs) o7
15:00 15:30 16:00 16:20 17:00 17:30

@ 4xx Requests: 0.00

© Fortinet Inc. All Rights Reserved.
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A CounterMeasures ~
to
EOE'I-DE-DZ 11:15:47 C8T Success @ COP)" data
netstat B Success @ top - 17:15:47 up 41 days, 19:51, 1 user, load average: 1.88, @.83, @.46
2021-03-02 11:15:47 C35T } Tasks: 78 total, 3 running, 75 sleeping, @ stopped, @ zombie
#Cpu(s): 14.2 us, 1.6 sy, ©.8 ni, 88.7 id, 3.5 wa, ©.8 hi, 8.8 si, 8.8 st
app health Success () | KiB Mem: 1013588 total, 721592 used, 201006 free, 114716 buffers
2021-03-02 111555 B5T ) KiB Swap: 1846524 total, 6828 used, 10848496 free. 452372 cached Mem
gé]z‘?fg_gzs_‘l,l_,la,THT Success @ PID USER PR NI VIRT RES SHR S %CPU ¥%MEM TIME+ COMMAND
o 29336 root 20 a8 7312 Q2 8 R 75.8 0.8 6:52.21 stress
dn1esg - - 1 root 28 a8 33468 2292 1312 S 8.8 8.2 B:12.28 init
0210507 11-17-35 CoT Success 2 root 0 @ 8 8 @S 8.0 0.8 ©:00.80 kthreadd
3 root 20 a8 8 8 85 8.4 9.a 8:38.18 ksoftirgd/e
4 root 28 @ 8 8 85 8.8 8.8 ©:80.88 kworksr/@:8
E root 8 -28 g 5 85 8.8 8.8 ©:80.88 kworker/@:8H
7 root 28 @ 8 8 85 2.8 8.2 5:53.78 rcu_sched
8 root 28 a8 8 8 8 R 8.8 6.8 7:36.17 rcuos/8
9 root 20 a8 8 8 85 8.4 B8.@ 8:88.88 rcu_bh
18 root 28 a 8 8 85 8.4 9.a @:80.88 rcucb/a
11 root rt @ 8 8 85s 8.8 8.2 0:88.88 migration/e
12 root rt g g g 85 ©.8 8.8 ©:24.85 watchdog/®
13 root B -28 8 8 85 8.8 8.8 5:858.288 khelper
14 root 286 @ 8 8 85s 8.8 8.2 0:88.88 kdevimpfs
15 root e -28 8 8 85 6.4 8.8 8:86.88 netns
16 root 20 a 8 8 g5 8.4 9.8 8:88.88 xenwatch
17 root 28 a8 8 8 85 8.4 6.a 8:88.35 xenbus
18 root 8 -28 g 5 85 8.8 8.8 5:88.89 writeback
19 root B -28 8 8 85 8.8 8.2 09:88.28 kintegrityd
28 root 8 -2a8 8 8 g5 8.8 B.8 g:88.88 biosst
21 root e -28 g 8 85 8.8 9.8 ©:80.82 kworker/u3:@
22 root e -28 8 8 g5 8.4 0.9 g:88.88 kblockd
23 root 8 -2a8 8 8 g5 8.8 B.8 g:88.88 ata_sff
24 root 20 a8 8 8 85 8.4 9.a 8:88.88 khubd
25 root e -28 8 8 g5 8.4 0.9 g:88.28 md
26 root 8 -28 8 8 85s 8.8 8.8 08:88.88 devfreg_wg

H © Fortinet Inc. All Rights Reserved. 39
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Tpu KN4YeBbIX MOMEHTA

MOHUTOPUHI EavHbIN ceTeBOM YcTpaHeHue
uncpoBoro onbiTa MCTOYHUK UCTUHBI (NSOT) WHUMAEHTOB

(DEM)
QP
T oo
—V olke

OTcnexuBanTe OnbIT KOHEYHbIX Moaaepka npoaykTos Fortinet u CTOPOHHX ABTOMaTUYECKN 3anyckaiTe
nonb3oBarernen n3 bonee Yem 50 npowssoauTeneit. MoaaepxveaeT nokanbHbIe AeNCTBUA NO ANarHoCTuKe,
rno6anbHbIX BHELLHMX TOYeK rmbpunaHble U MynbTobnayHble cpeap. COPTVPOBKE 1 UCNPaBNeHNo
MPUCYTCTBUA, a TaKke U3HYTPWN CEeTU HesaBucrmoe oT nocTaBLiuKa pelleHne ans

MOHUTOPWUHIa CO BCTPOEHHbIMIA beHKLl,I/IFIMM
onoeelwleHuna n yrnpasneHnd nHUnaeHTamMmm
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Empower your IT team with holistic IT

P | Coporate Q : - .
FZ:RTINET Q& © Fi:ATINET operations management
- - -
N E I ra I n I ng I nstl | ute Experience Panopta with a free 30-day trial that only takes minutes to set up
No credit card required Full access to every feature
First Name Last Name
Business Email Phone Numb:
8 . .
: NSE FortiMonitor
B Password
7 § ..
g § I r al n I n g Confirm Password
é % Passwords must be at least 8 characters long and contain at least one letter, one number, and one special
3 8 charact
; it
w @ o
+ o+

www.fortinet.com > FortiMonitor https://training.fortinet.com/ MonpobynTte 30-AHEBHYIO
6ecnnaTtHyro NpPoGHYI0 BepCcUio
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