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JBOJIIOLMNA NMPOMbIWNMEeHHbIX CUCTEM YyrNpaBli€eHUA
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NMpobnema Ne1: PacwumpeHne noBepxXHOCTU aTaku

[NepumeTp Be3ae - 6eckoHeYHble LdpoBble rpaHuLbl

NMonb3oBaTtenu u NMoaknioueHus BbluncneHus
yCTPpOUCTBA
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CucrtemMbl ynpaBrieHUs1 OTKPbITbI?

*\.’ SHODAN port:502,80 country:*GB" |

__o'. SHODAN xzeres wind" Q Explore Downloads Reports Enterprise Access Contact Us . MEPS ‘ Share Search

Exploits Maps % Share Search & Download Results |l Create Report

XZERES Wind -- 442SR Wind Turbine

HTTP/1.1 2@@ 0K
7 Date: Tue, 18 Apr 2817 13:15:38 GMT
Server: Apache/1.3.31 (Unix}

Frontier Communications

BE United States, Cannon Falls Last-Modified: Mon, 18 Mar 2813 16:28:86 GMT
Details ETag: "cOf-32e-51474896"
’_\ Accept-Ranges: bytes

w Content-Length: 814

Content-Type: text/html
Turbine System von [ inverter 1
X eres Anemometer #1: 2.9 m/s
= Anemometer #2: 0.0 m/s
0.0 Watts
Wind Direction: 281.1 ° N
0.0 Arms nd Turbine
oV HTTP/1.1 2@@ OK
Alternator 0 Vms Boost Inverter 2 Date: Sun, 16 Apr 2817 12:14:24 GMT
0.1 Arms 0.0V 42V 00A Server: Apache/1.3.31 (Unix)
0.0 RPM _@ 0.0 Vorg ) Converter O_ 0.3 Watts Last-Modified: Thu, 21 Mar 2013 16:14:15 GMT
o a 00A 0.3 Watts ETag: “dbe-32e-514b31d7"
1 Arms
Accept-Ranges: bytes
0.0 Vrms Content-Length: Ly o
C gth: 814 AuchterRouse
C 00A Inverter 3 Content-Type: text/html o i E;('bf':;'m
teal
Diversion i .
Turbine State: Enabled D) Mapbox
Contro' | er L d Operating Time: 23678.2 Hours
= IP+192.168.1.76 o2 T B e 102333 KW-H
. o otal Exported Energy: -Hours
Heatsink: 17.5 °C 0.0 Watts Unique ID: 0x5DBFF30 @147.147.112.45 2a Ports
HOME
! Xzeres. ass1g
City Dundee .
Country United Kingdom
- -
£= Services
Organization Plusnet Plc
ISP Plusnet Plc
220 FTP Server ready.
Last Update 2017-09-25T08:17:35.580293 T
500 Sorry, no such command.
Hostnames 45.112.147.147.dyn.plus.net 500 Sorry, no such command.
ASN AS6871
HTTP/1.1 481 Unauthorized
Turbine Controller ] Access=Control-Allow=0rigin: *
Turbine State: Enabled  Up-Time: 333628 Hrs R
rrn Y Exported Energy: 102333 kWh Operating Time: 23678.2 Hrs —— f?_".”;f Fee AR ma.anLra mnAs rur
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Mpo6nema N2 2: pocT NpoABUHYTbLIX Yrpos3

[Mpobnemsbl, cBsi3aHHble C HENPEPbLIBHOCTLIO OM3Heca 1 aBapuHbIM BOCCTAHOBMEHNEM
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OT is proportional to OT Connectivity

Yet inversely proportional to IT/OT security is integrated

9 out of 10

organizations experienced at least 1 OT
system intrusion in the past year,
up 19% from 2019

65% had 3 or more intrusions, up
18% from 2019

Top-tier organizations are:

4X

as likely to have

centralized visibility in
the SOC

Source: The State of Operational Technology and Cybersecurity 2020

Impact on organization

Operational outage that affected
productivity

Brand awareness degradation
Operational outage that put physical safety at risk
Operational outage that impacted revenue

Lost business-critical data/IP

Failure to meet compliance requirements

m 2019 m2020
None

133%

more likely to track and
report vulnerabilities found
and blocked

as likely to currently have
the CISO/CSO responsible
for OT security
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N
KpynHeiwmne atakmu ransomware Ha Npou3BoACTBO

JBS SA
Norsk Hydro
npoussoguTesnb roBaauHbI, CBUHUHDbI U
npoussoguTeb aloMUHUSA
o ="YPYRL | Renault-Nissan

- |
3

gt S

ey
ATTACH

)

Tun knbeparakn: Ransomware (2020).

PacnonoxeHve: Bpasunnus Tun knbeparaku: Ransomware LockerGoga.
MocneacTBus: HapyLleHWe NpoM3BoACcTBa Mo PacnonoxeHwve: Hopserus, Katap, bpasunus
BCEMY MUPY I'Iocnep,CTBwﬂ: 3aKpblJ1 MHOIrmMe "3 CBOUX
: 3aBOOOB U Obls BblH €H nepeBecTu r’me Ha
CToMmMOCTb: He pasrnallaercs 3aBoOB yxKA p ApY Tun kuBepaTaku: Ransomware WannaCry
YaCTUYHOE PyYHOE yrnpaBJjieHne .
Enu 661 oH 6b1r1 3aKpbim xomsl 6b1 Ha 0OUH OeHb, CLLle CTonMOoCTb: $75 MUMIMOHOB Pacnonoxexue: [mobanbHaa KomnaHus
riomepsinu bbl NoYMuU 4emeepms CeoUX MOWHoOcmeu rno I'Iocne,chva: ocCTtadoBuUI1a NMpon3BoaCcTBO HA
nepepabomke 208510UHbI, YmMo akeusaneHmHo 20.000 oo NATV 32BOJAX, PACMONOKEHHBIX B AHMINN,

KPYrnHO20 poealmoeo cKoma.
®paHumn, CrnoBeHuun, PymbiHuM n MHgnn.

CTOMMOCTb: He pasrnalaeTcA

He Tonbko 0 geHbrax:
MobanbHble aTaku Ha npon3BoaCTBO YaCTO CIMOHCUPYIOTCA rocyaapCTBOM. Y Bpa)K,El,e6HbIX rocygapcrtBs
BMoJiIHE MOryT ObITb NPUYNHLI ANd npekpaweHna npomn3soacTBa B paMKax NOSINTNYECKON KaMMNaHUM.

. © Fortinet Inc. All Rights Reserved. 10



Kakne nocnencrtBua ot Knbeparak?

BnusHme

» besonacHocTb 06opynoBaHus n
nepcoHana
Cabotaxx\OTKN4YeHmne 3aBogoB
[MoBpexaeHue obopynoBaHus
HapyLieHne npoussoacTea U
NOCTaBKM
CaboTtax Ha TpybonpoBoaax
(pasnuBhbl)

HapyLieHne onepaunoHHON
OeATernbHOCTH

TpaHcnopTupoBKka 1 [locTaBka
(3bheKTUBHOCTL U HAOAEXKHOCTb
OTrPY3KM1, Kpaxa)

NMocnepcreusn

OTtpuuarenbHoe BNuUsiHUE Ha
HaLUWOHanbHbIN 1 rnmodaneHbIv BB
Yrpo3a 6e30nacHOCTM 3KONOrnm m
YyerioBeka

OcTtaHoBKa yrnpaBrneHnst KoOMrnaHuemn
Yrposa HaunoHasnnbHomn
BGesonacHoCTH

[MoTeps busHeca

HapyLieHne npeooctaBnaemoro
cepBuca

LLTpadbl 1 B3biICKaHMA

HapyweHne penytaumu
Komnpamuc kadecTtsa

Critical infrastructure companies and the global cybersecurity, 2019

TsKesiass MPOMBIIIEHHOCTb CTAJIKUBAETCA C YHHKAJIBHBIMHE IIpobsieMaMu KnbepOe30I1acHOCTH, YIUTBIBAS UX paclipesiesieHHbIe,
JIEIeHTPAJIN30BaHHbBIE CTPYKTYPHI YIIPaBJIeHUA U OOJIBIIYIO OMepaTUBHYIO TexHosioruueckyw cpeny (OT) - cpemy, koTopas He
OUYeHb JIETKO IOJIJTAETCSA TPAJUITMOHHOMY KOHTPOJII0 KUOepOe30TIacHOCTH.

McKinsey
& Company

© Fortinet Inc. All Rights Reserved.
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A
[Mpobnema Ne 3: croXHOCTbL ynpaBneHNsa MHUMAEHTaMU

CnoXxHo HanTu GanaHc MeXxay NoabMU, NpoLieccaMm U TEXHONOTNAMMU

00000

Cnuwkom Cnunwkom D CkopocTb [Mpobnema
MHOro MHOro npgueccu pelleHud OOYyYeHHbIX
BeHoopoB  MHUMAOEHTOB WHLUMOEHTOB cneuuanucToB
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Kak Fortinet obecneunBaeT
3alUTY KPUTUYECKN BaXKHbIX
00BLEKTOB UHMPPACTPYKTYPLI

YnpaBneHue knbep-pmnckamm rno BCen LEenovkn umdpoBoro
Npon3BOACTBA.
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JTIMAOEP

$301 B+ Market Cap

Nasdaq: FTNT
S&P 500

$3.09B

FY2020 Billings
Fast Growing, Solid Profitability

'. op Innovator

B OBJIACTU TEXHONOIMM
B OBJIACTU KOPIMNMOPATUBHOI'O YINPABJIEHUA

..............
............
_______
ooooo
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. .
.....
ot
.

#1 KomnaHusa no
KnbepobesonacHoOCTU B
Mwupe

Bo3rnaBsnsieT Bce 3Tanbl pa3BUTUA
Kndepobe3onacHOCTH

v' Haubonee ycmaHasnusaembill
v Camble nposepeHHbIe

v’ Camblil 3anameHmo8aHHbIl
v’ lupoyadwee nopmaghornuo

30%

Global Firewall Shipments

Huge Scale

510,000+

Customers Worldwide

Massive Sensor Network

30+

Cybersecurity Product Lines

Broadest Attack Surface Coverage /

. o
. .

......

*e .
*e .o
.....
. oo
-----------
................

Source: Company data, Figures as of March 31, 2021

© Fortinet Inc. All Rights Reserved.
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dabpuka
WUHdopmaumoHHOM
be3onacHocTu

NMpo3payvyHoCTb

[MonHasa BMAMMOCTbL aTtakyemom
NOBEPXHOCTN N4 NyyLlero
ynpasneHus puckamm b

KomMnnekCcHOCTb

CHWXeHMe CTOMMOCTM aKcnnyaTauum
3a cyeT 0ObeanHEHUA BCex
KOMMOHEHTOB B pamMKax eanHOM
nnaTtgopmbl

ABTOMaTM3aLuA

CamocTtoaTenbHas nHpacTpykTypa
noA ynpaereHneM UCKYCCTBEHHOIO
MHTEeNnneKTa

Fabric Management
. Center

Adaptive Cloud
Security

Zero Trust
Access

FORTIOS

) . Open
Security-Driven Ecosystem

FortiGuard Threat Networking -

Intelligence

© Fortinet Inc. All Rights Reserved. 02012021 16



Fortinet nnatcdhopma kKnbepbesonacHocTH

Zero Trust
Access

@ ~ | Endpoint
Protection

@

= —— Identity

(=9 —— MFA

Adaptive Cloud

Security-Driven

Networking Security
||| ——+— Network Firewall {:é:} —+—— Applications
'@ —— SD-WAN —+—  Platform
o —1— S WLAN
(( )> ecure —+——  Network
®
>< —— Secure LAN
®
&P - )
Appliance VM Hosted Cloud S_oftware

éE Protect

Detect

[
Jo)r
)

(&

) Respond

Container

17



OTKpbITaa dKocucrema

bonee 400+ ny4wmnx B CBOEM KNnacce peLleHnin B cocTaBe nnardopmbl

Fortinet-developed deep integration automating security operations and policies

Fabric Connectors

aws aruba v, . HME Microsoft . H O
cISco &) Google Cloud () IBMCloud HE Azure ORACLE servicenaow. v Symantec.

Partner-developed integration using Fabric APIs providing broad visibility with end-to-end solutions

Fabric APIs

N EQuiNIX Y Guardicore DRAGSS ARISTA SIEMENS <ANVIDIA.  tufin

Ingesnuity for Life

Community-driven DevOps scripts automating network and security provisioning, configuration, and orchestration

Fabric DevOps

RED HAT

aWS S GoogleCloud  (@Hashicorp [ Microsoft  Sopenstack  ORACLE ANSIBLE [ vmware

N

Integrations with threat sharing initiatives and other vendor technologies
Extended Ecosystem

[

b

O mmRe smx & M0 R DCowm (e [EIN

And many more...

© Fortinet Inc. All Rights Reserved. 18

Note: Logos are a representative subset of the Security Fabric Ecosystem



.
[MpeopnoneHune paspbiBa mexay 6esonacHocTbio IT n OT

BcectopoHHAs 6e3onacHocTb OT ¢ ucnosnb3oBaHMEM MAapPTHEPCKUX OTHOLLEHWUM

TEXHONOIMNM4YECKHUE NAPTHEPDI

p NOZOM! SIE%E}'E% Ot SHRRTY m <)FORESCOUT DRAGOS

= = \ &
= SCADAfence @) |ndegy A v OWLEJ%?SII'_]SE
SIEMENS amp Schneider
Ihg,u\uify‘forufa ;Y (4 4 & Electric YOKOGAWA

- %"
§ Business CQPQMWQ & @ At‘gs Elglé?\re?

IBM Security Services World Wide Technology  prp

. © Fortinet Inc. All Rights Reserved. 19



UHnTterpaunsa mexay SCADAGuardian u FortiGate

W 0 R K S

¢ NOZOMI Fezmminer

MaccuBHbIA MOHUTOPUHT B PEXKUME . .
peanbHOro BpemMeHu rapaHTMpyet NMaccuBHbIN In-line In-line pasgeneHne mexay IT u OT

OTCYTCTBME HEraTUBHOIO BO3AENCTBUA U MOHWUTOPUHT 3auumTa cpefamu.
MOJIHYIO BUAMMOCTb Ha BCEX YPOBHSX.

MpoakTnBHaA ¢UNbTPaLMS

Fnybokoe noHnmaHue scex ACY Tl Pacno3HaBaHue KoHTponb Tpadumka 8pesoHOCHOTo MO U
NPOTOKO/I0B, OTKPbITbIX U AaHHbIX B Tpaduke no NPUNOXeHnsam
NPONPUETAPHbIX ACYTH ACYTH HeaBTOPWU30BAHHOIO CEeTeBOro
TpaduKa.
ABTOMATUYECKM N3y4aeT nosegeHune
y A o NpumeHeHune TMBKOCTb NPUMEHEHMNA MNONAUTUK
WHAYCTPUANBbHbBIX CUCTEM U NoBepeH4YecKkuu .
NOZIUTUK 6e30nacHOCTM C pa3IMYHOMN
obHapyXnBaeT No403pPUTENbHbIE aHanus
6e30nacHoOCTU CTeneHbto aeTasn3auunu.

NEencTeumA.

BHYTPEHHMIA U BHELWHUNA KOHTPO/Ib
TOHKaA HACTPOIKa U MOHUTOPUHT NO Habopam npasun M3

NpoakTusHasa 3awmta ACY TI

- © Fortinet Inc. All Rights Reserved. 20



[TpmMepbl U3 XKU3HN




[NloHumMaHue Tpaduka B ceTax npounsBoacrtaa (OT)

[TpoTOoKOnNbI

* BACnet « LONTalk

 DNP3 « MMS

* Elcom * Modbus

« EtherCAT « OPC

« EtherNet/IP * Profinet

« HART « S7

« IEC 60870-6 « SafetyNET
(TASE 2) ICCP « Synchrophasor

« |IEC 60870-5-104

« IEC 61850

MpunoxeHus

» 7 Technologies/
Schneider Electric

 ABB

» Advantech

* Broadwin

« CitectSCADA
* CoDeSys

« Cogent
 DATAC

« Eaton

GE

* |conics

InduSoft
IntelliCom
Measuresoft

» Microsys

MOXA
PcVue

Progea
QNX

RealFlex

Rockwell
Automation

RSLogix
Siemens
Sunway
TeeChart
VxWorks
WellinTech
Yokogawa

© Fortinet Inc. All Rights Reserved.
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TectnpoBaHue FortiGate

C_SC_TA_1 Single Command
M_SP_NA_1 Single Point Information C_SC_TA 1 Block
> SP_NA_1Pass
/,,
| ‘ - ——
Paboyas ctaHuus FortiGate Rugged

- nybokun aHanns mogndumumposaHHoro npotokona MOCT P MK
104 (IEC-104)

- KoHkypeHTbl Hirschmann, UserGate u gp.

——_— © Fortinet Inc. All Rights Reserved. 23



CueHapumn #1 | KOHTpPONb U MOHUTOPUHT

2 \ © Add Filter

* icnonb3yetcsa npodunb Application f

Q Date/Time | Source Destination Application Name Action | Application User

C on t ro I 1 10:44:19 10022 10012  [BIEC.60870.5.104_InformationTransfer.C.SE.NB.1 pass  10.0.1.2
2 10:44:19  100.22 10.0.1.2 [EJIEC.60870.5.104_Information.Transfer.C.SE.NB.1 pass  10.0.1.2

3 10:44:19 10.0.2.2 10.0.1.2 [E¥IEC.60870.5.104_Information.Transfer.C.SE.NB.1 pass 10.0.2.2

° I E C- 1 04 OTI—I pa Bn ﬂ eT KO M a H|D| bl B 4 10:44:19  10.02.2 10.0.1.2 [EJIEC.60870.5.104_Information.Transfer.C.SE.NA.1 pass  10.0.1.2
ﬂ I/I a I-I a30 H aﬂ' p e CO B C OA 5 10:44:19  10.0.22 10.0.1.2 [EJIEC.60870.5.104_Information.Transfer.C.SE.NA.1 pass  10.0.1.2
6 10:44:19 10.0.2.2 10.0.1.2 [E3IEC.60870.5.104_Information.Transfer.C.SE.NA.1 pass 10.0.2.2

7 10:44:18  10.0.2.2 10.0.1.2 [EJIEC.60870.5.104_Information.Transfer.C.DC.NA.1 pass  10.0.1.2

8 10:44:18  10.0.22 10.0.1.2 [EJIEC.60870.5.104_Information.Transfer.C.DC.NA.1 pass  10.0.1.2

9 10:44:18  10.0.22 10.0.1.2 [EJIEC.60870.5.104_Information.Transfer.C.DC.NA.1 pass  10.0.2.2

10 10:44:18  10.0.22 10.0.1.2 [EJIEC.60870.5.104_Information.Transfer.C.DC.NA.1 pass  10.0.1.2

11 10:44:18  10.02.2 10.0.1.2 [EJIEC.60870.5.104_Information.Transfer.C.DC.NA.1 pass  10.0.1.2

12 10:44:18  10.0.22 10.0.1.2 [E3IEC.60870.5.104_Information.Transfer.C.DC.NA.1 pass  10.0.2.2

13 10:44:18  10.0.22 10.0.1.2 [ERIEC.60870.5.104_Information.Transfer.C.DC.NA.1 pass  10.0.1.2

14 10:44:18 10.0.2.2 10.0.1.2 [E3IEC.60870.5.104_Information.Transfer.C.DC.NA.1 pass 10.0.1.2

15 10:44:18  10.0.22 10.0.1.2 [E3IEC.60870.5.104_Information.Transfer.C.DC.NA.1 pass  10.0.2.2

16 10:44:18  10.0.2.2 10.0.1.2 [EJIEC.60870.5.104_Information.Transfer.C.SC.NA.1 pass  10.0.1.2

17 10:44:18  10.0.2.2 10.0.1.2 [EIEC.60870.5.104_Information.Transfer.C.SC.NA.1 pass  10.0.1.2

18 10:44:18  10.0.2.2 10.0.1.2 [EJIEC.60870.5.104_Information.Transfer.C.SC.NA.1 pass  10.0.2.2

19 10:44:18  10.0.22 10.0.1.2 [EJIEC.60870.5.104_Information.Transfer.C.SC.NA.1 pass  10.0.1.2

20 10:44:18 10.0.2.2 10.0.1.2 [EJIEC.60870.5.104_Information.Transfer.C.SC.NA.1 pass 10.0.1.2

21 10:44:18  10.0.22 10.0.1.2 [E3IEC.60870.5.104_Information.Transfer.C.SC.NA.1 pass  10.0.2.2

22 10:44:18  10.0.22 10.0.1.2 [EJIEC.60870.5.104_Information.Transfer.C.SE.NA.1 pass  10.0.1.2

23 10:44:18 10.0.2.2 10.0.1.2 [E¥IEC.60870.5.104_Information.Transfer.C.SE.NA.1 pass 10.0.1.2

24 10:44-18 10022 10012 RIEC.60870.5.104 InformationTransferC.SE.NA_1 nass 10022

E:E © Fortinet Inc. All Rights Reserved. 24



CueHapum #2 | Benbin cnucok

Aicnonb3oBaHWe «KacToOM» CUrHaTyp,
paspeLllarLmx BbINOMTHEHUSA TOMbKO

onpegeneHHbix komaHg COA

OcTtaneHoe briokupyeTcs

IEC-104 knueHT oTnpaBnsaeT Tpaduk Ha

HeaBTOpM3npoBaHHbie COA

Tpadoumk 3annucbiBaeTcs B XKypHarn

© Fortinet Inc. All Rights Reserved.

Log Details x
& General
Date 04/17/2018
Time 11:15:19

Session ID 361
Virtual Domain root

& Source

IP 10.0.2.2
Source Port 60464
Source Interface port3

& Destination

IP 10.0.1.2
Port 2404
Destination Interface port2
URL

& Application

Sensor iec104-sensor
Application Name [E§
IEC.60870.5.104_Information.Transfer.C

1D 41156
Category Industrial
Risk [T
Protocol tcp

i Service tcp/2404

Application User 10.0.2.2
Cloud Action others

Message Industrial:
IEC.60870.5.104_Information.Transfer.C

B Data

File Name 0106 00dd 05030000 34 b3 00
FileSize 11B

& Action

Action block
Policv 1

25



CueHapun #3 | KoHTekcTHaa nHdpopmauus

® Pa3 pa6OT Ka «kKaCctom» CUrH aTyp bl y 00-1500.Information.Transfer pass
KOTOPast NPeoBPasyeT KOHTEKCTHYI0 (o sconmn e i
NH ¢)O p Ma L'I o B yIDIO6OLI NTaeMbl I7I OO-1500:Information:Transfer zass
(*) O p M aT 00-1500.Information.Transfer pass

00-1500.Information.Transfer pass

° I E C_ 1 04 KIMTMeHT OTNn pa BI1deT KOMa H.D' bl 00-1500.Information.Transfer pass
00-1500.Information.Transfer pass

B HE aBTOpM3OBaHHbIM COA DU block COA=1501,ASDU Type=45,CoT=6 COA:

« XXypHan ¢ yoobountaembiMm doopmMaToMm

© Fortinet Inc. All Rights Reserved.

westnation interrace |

URL

& Application

Sensor iecl
Application Name IE
ID 100
Category [ndu
Protocol tcp
Service tcp/

Application User CO/
Cloud Action othe
Message IndL

@ Data
File Name COA= 1501

& Action

Action block
Policy 1

26



CueHapuu #4 | PannoBbIN KOHTPOSb

SECURED BY
FORTIGUARD.

BnokupoBaHue n
NoApoOOHbLIN

.-
-
-
-
-
-

-
-
-
-

-
-
-
-
-
-
-
-
-

CkaHnpoBaHue
o ’
dannosbIx Wwap
e
4

\ 4

O6wume pecypchbl

FortiSandbox
FortiWeb
E l-lI/ICTbIe/Q{éIZJ'IbI
ICSA Certified — 99.6% threats detected
= NSS Recommended (BDS) — 99% breach detection rate
Fully integrated solution
MpoBepeHHbIe dhannbl IDC Leader
VB gold awards and highly rated for Spam & AV

. © Fortinet Inc. All Rights Reserved. 27



CueHapuu #5 | besonacHaa 6ecnpoBoaHas CeTb

Security

-

FortiGate
NGFW/UTM

. , ||'|’t|3..r,‘I .

v
A

a

Wireless LAN
1 Controller

—
<
v

Wireless Plane

FortiSwitch

@ flocess moF [laHHbIe
N Points é\g?lizs CAPWAP
—

RFC 5415 ] KonTtponb

B Ynpaenetve
N N " .

. © Fortinet Inc. All Rights Reserved. 28



CueHapuun #6 | PaspaboTka «KkaCTOM» CUrHaTyp

Edit Application Signature

Name IEC104.1000-1500.Information.Transfer

Comments

Signature

KacTomHble ChrHaTtypbl NoMoraroT getasibHoO
AeKoanpoBaTb I'IpOMbILLIJ'IeHHbII7| MPOTOKOIJ

F-SBID( --attack_id 1002; --name "IEC104.1000-1500.Information.Transfer"; --protocol tcp; --app_cat
26; --default_action pass; --service iec104; --dst_port 2404; --flow bi_direction; --pattern |68|;
--context body; --within 1,context; --byte_test 1,~,1,1relative; --pcre "/(o2d '\w2e[\x2f [\ 30[\x31|
Ww32[\w33)/": ——context body; —-distance 5; —-within 1; —-pcre "/(\w06|\x07 |\x08|\x0%|\x0a|\x2c|'\x2d|
Ww2e\x2f[\xd6[\xA 7 |\xA8|\x4 9 \xda|\x6c|\x6d | \xbe [\ b6\ xB86 [\ x87 |'\x88|\x8 % |\xBa|\xac|\xad|
Wae[\xaf|\xes|\we7 [\xc8[\wc?|\wea\wec|\wed|\xee [\xef)/"; --context body; --distance 1; --within 1;
--byte_test 2,>,999,1 littlerelative; --byte_test 2,<,1501,1 little relative; --weight 20; --skip-after 0;)

# | % | Date/Time
16:11:48
16:11:48
16:11:47
16:11:47
16:11:00
16:10:56
16:10:56
16:10:56
16:10:56
16:10:56

[leTann3auunsa
BbINONMHEHHbIX KOMaHA,
BnnoTb Ao agpecos COA,
ASDU n CoT

B s B o A 2 B s

=
(=]

Source
10.0.2.2
10.0.2.2
10.0.2.2
10.0.2.2
10.0.2.2
10.0.2.2
10.0.2.2
10.0.2.2
10.0.2.2
10.0.2.2

Destination

10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2
10.0.1.2

Application Name
IEC104.A5DU
IEC104.A5DU
IEC.60870.5.104_CF
|IEC.60870.5.104_CF
[E}IEC.60870.5.104_Supervisory.Functions
IEC104.A5DU
IEC104.A5DU
IEC104.A5DU
IEC104.A5DU
IEC104.A5DU

© Fortinet Inc. All Rights Reserved.

Action
block
pass
pass
pass
pass
pass
pass
pass
pass

pass

Application User
COA= 1000, ASDU Type=49,CaT=7
COA= 1000, ASDU Type=4%,CoT=6

10.0.2.2

COA=1037,ASDU Type=46,CoT=10
COA= 1037, ASDU Type=46,CoT=7
COA= 1037 ,A5DU Type=46,CoT=6
COA=1036,ASDU Type= 48, CoT=10
COA=1036,ASDU Type=48,CoT=7

Application Details
COA= 1000, ASDU Type=49,CoT=7
COA=1000,ASDU Type=49,CoT=6
CF
CF
Supervisory Functions
COA=1037,ASDU Type=46,CoT=10
COA=1037,ASDU Type=46,CoT=7
COA=1037,ASDU Type=46,CoT=6
COA=1036,ASDU Type=48,CoT=10
COA=1036,ASDU Type=48,CoT=7
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CueHapum #7 | Myonukauna web-npunoxeHun

_|.

Wﬂﬁk ‘WebAccess Dashboard =iy o 1
® ® ® 0 ® [MTy6nukaumsa npnnoXxeHmin MOHUTOPUHIa
SCADA/HMI

KoHTposb ynpasnsowmx Bo3gencTenm angd
komaHa B obeptke HTTP/HTTPS

——_— © Fortinet Inc. All Rights Reserved. 30



\
CueHapuun #8 | UHTerpauums co HUMU peLleHNAMMU

+ KICS for Networks =

J O6HapyxeHne BTOPXXEHUN

: s
WNHBeHTapnsaums aKkTMBOB +BnoKMpoBaHye BHELWHNX NOAKM[OYEHUN

==:RTINET

L L] @
SCADA/DCS Network EEEN
SCADA Kaspersky
— Securi ity
E==15 e :
| =a
[— ]
Control Network ’ ‘ SPAN E Elﬂi Kesfor
555 552 R
OO .

Fieldbus

A= A=

my6okunn aHanus

KOHTpONb ceTeBOU aKTUBHOCTM
npoMmMbILWsieHHOro Tpaduka P

. n npaBun paboTbl CUCTEMDI
‘ ) COop, Koppenaunsa n xpaHeHne coobITUN
aspersky

amn . ) 31
——_— © Fortinet Inc. All Rights Reserved. 31



CueHapum #9-10 | KoHTponb ceTeBOro gocryna

FortiSIEM
FortiManager FortiAnalyzer
'Tll“;-ﬂﬂ“
FortiGate ' FortiSwitch -.
\/ °T||u;;=uu \/
.@ \Q:n Industrial DMZ
FortiSandbox FortiDeceptor

@

FortiNAC  FortiAuthenticator

- © Fortinet Inc. All Rights Reserved.
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YcTpoucTBa gnga nHaycrTpuanbHOU cpeabl

YHMBepcanbHbIN W03
Ge3onacHOCTU (MexceTeBOM
3akpaH) FortiGate Rugged
30D/35D/60D/90D

» 3aKpbITbIi KOpNyc 6e3 BEHTUNATOPOB*

» PaboTa npu akcTpemarnbHbIX
Temnepatypax (-40 go 75 C)

» Crangaptbl IEC 61850-3, IEEE 1613,
Division1 Class 2 Compliant

» OnumoHanbHaa nogaepxka Wi-Fi,
nopgaepxka 3G/4G mogemoB

FiERTINET

F == FRT Al anEw

-
~ @) " . FEATINET,

Touka goctyna FortiAP 222C

* MNoppepxka ctaHaaptoB IEEE 802.11a/b/g/n/ac n
paboTa Ha 4YacTtoTtax 2.4 GHz n 5 GHz

KommyTaTtopbl FortiSwitch Rugged
112D-PoE/124D

» 3aKpbITbIi KOPNyC 6€3 BEHTUNATOPOB U
aBwxyLumxcs vacten, IP30 » Paborta B akcTpemManbHbIx Temneparypax (-40 go

60 C)
* FortiGate BbicTynaeT B ponv KOHTponnepa

» Pabota npu akcTpemanbHbix Temnepartypax (-40
0o 60 C)

* [Nopaepxka nHterpaumm c FortiGate
(pacwumpeHne NnopToBON EMKOCTHI)

L{]

comar FZEATINET
Fortowtcrugznd 1246

1 = s

© Fortinet Inc. All Rights Reserved. 58



3aKnryeHue




MocT 6e3onacHocTtu mexay IT n OT

[lepexon OT TOYEYHbIX PELUEHUN K MHTENPaLNOHHOMY PeLlEeHNIo

ToueuHble pewieHMnA °~l’° TpyAHoe ynpaBneHue ToueuHble pewieHunA %ﬂ
IT Security OT Security

T M @ = T M @R

[JdobaBnsietr CNOXHOCTH

BeBoauT npobenbl B 6e3onacHocTu

lNMpeononeHne npobena ¢ KOHBEPreHTHON U
WHTErpMpoBaHHOU 6e30MNacHOCTLIO

KoHBepreHTHas
6esonacHocTL OT / IT

YnpouweHHoOe ynpaBrneHune

CHMXeHune CINoXHOCTH

amn EavHan 6e3onacHOCTb

35



ObecnevyeHue 6eszonacHoctTu OT

c dhabpukon besonacHocTu Fortinet

Network Segmentation

Network Microsegmentation

Web Services Security

Secure Remote Access

Threat Protection

Application Control

Endpoint Security

Honeypot

Sandbox

NOC/SOC

BHelLHAA
30Ha

30HbI OM3Heca

nnaHupoBaHue n
JIOrMcTukKa

30HbI ynpaBneHus

Onepauuu u
ynpaBneHue

30HbI ynpaBJieHusA
TeXHOJIOrmM4eCKum
npoueccom

OucneTtyepckum

KOHTPOIJ1b

ynpaBrneHue

WHdbopmaumoHHblie TexHonoruum (IT) DMZ

Enterprise, Email, Automation

BusHec-

Site, ERP

OnepauuroHHble TexHonoruu (OT) DMZ

DCS, MES, Control Center

2.5 AsTomMaTuavpoBaHHas cuctema ynpaeneHus (ICS) DMZ

N

HMIs, Historians, LAN, SCADA

YpOBeHb 0 m Mpusoabl, CeHcopbl

Pabpuka 6esonacHocTu Fortinet

]

© Fortinet Inc. All Rights Reserved.

]
1
| 22 E D D
1
! oo ) Ii:é Cloud Security
| Cloud NGFW Cloud EDR Cloud Sandbox Cloud SIEM
1
. | oo
1
B & NOC/SOC
oo
1 Routed Threat Application Fabric
1 NGFW VPN/MFA Protection Control API — a
I oo oo @ ad
L | E2Bd 3 R Q —
i oo OO0 == 1=l SOAR
1 Web Application Threat
1 Secure Switch Firewall Protection EDR Honeypot Sandbox
1
1
| BEy 2O &=
oo oo ) C}:} SIEM
1 Routed Transparent Threat Application Fabric
1 NGFW NGFW VPN/MFA Protection Control API —
! m|m] (@) EIEI ¥
© | EOkd 3 -k
(o | | —
: Secure Switch WE) Applicgon Threat - I_I
i Firewall Protection EDR Honeypot Sandbox LleHTpanusoBaHHoe
ynpaeneHue
1
= E=at) X
1
| | oo Y
I Transparent Threat Application Fabric
1 NGFW VPN/MFA Protection Control API —
1
| m|m] () 1 NoruposaHue u
! ks N OTYETHOCTb
1
oo p =
! Threat
: Secure Switch Protection EDR Honeypot
\

DMZ: demunumapu3osaHHasi 30Ha
EDR: Endpoint Detection & Response
SIEM: Security Information and Event Management

SOAR: Security Orchestration, Automation and Response

Zones: 30HbI 6e3onacHocmu

MFA: Multi-factor Authentication
NGFW: Next-Generation Firewall 36
VPN: Virtual Private Network

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
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[JoBepue n BbinosiHeHMe TpeboBaHNU PerynaTopoB
Ceptundunkaumna ®CTIK Poccum

NT.M3.A4.T13
NT.M3.B4.113

NT.COB.C4.T13

CEPTUDUKAT COOTBETCTBUA
No 4222

BHeceH B rocy/japcTBeHHbIH PeecTp CUCTeMbI CepTH(HKAIMH
CpeZICTB 3al[MAThl MH(OPMAITHH 110 TpeboBaHIAM He30MacHOCTH UH(OPMALHA
11 deBpama 2020 .

Brigan: 11 derpans 2020 r.
Heticreurenen go: 11 ¢erpana 2025

HacTosuuii cepTHUKaT yA0CTOBepseT, YTo NMPOrpaMMHO-aNMNapaTHLIH KOMILTEKC
«FortiGate», GyHKIMOHUDPYIOIMH 1O/ yIIpaB/eHHEM OMepaHoHHoi cucTeMsbl FortiOS
Bepcun 6.X, paspaboranHbli KomraHueii Fortinet u npoussomumMeiii AO «HWLI», aBnseTcs
NPOrpaMMHO-aImapaTHeIM ~ CPEACTBOM  3alUTHl  OT  HECAHKIJAOHHMPOBAHHOTO  JOCTyIa
K MHpOpMAlH, He COfJepiKalleil CBeJeHHH, COCTAaB/AIOIMX TOCYAAPCTBEHHYIO TaiHy,
peanu3yronmM QYHKIMH CHCTeMBbl OOHApy)KeHHs BTOPXKeHWH W MeXCeTeBOro 9KpaHa,
COOTBeTCTBYeT TpeboBaHUsIM 110 Ge30macHOCTH HHGOPMALIHH, YCTAHOB/IEHHBIM B JOKYMeHTax
«TpeboBanus x MexceressiM 3kpaHam» (PCTIK Poccru, 2016), «[Ipoduns 3amurel
MeCeTeBbIX SKPAHOB THIIA A ueTBeproro kiacca 3amutel. MT.M3.A4.113» (®CTIK Poccuy,
2016), «llpowap 3aUTATBl MEXCETEBbIX 3KPaHOB TWUMA b UeTBEPTOro Kjacca 3alljuThl.
WTM3.B4.I13» (PCTOK Poccum, 2016), «TpeboBaHrsa K cucTeMam oOHapykKeHHs
sropxkenuit» (PCTOK Poccry, 2011), «ITpodwuib 3auipTe! cucrem 00HAPYIKEHHS! BTOPKEHHH
ypoeHs ceTH uverBeproro kiaacca 3samutel. MT.COB.C4.I13» (®CTOK Poccum, 2012)
NpH  BBINOJIHEHWHM  YKa3aHMH 10 3KCIVIyaTaldH, [IpHBEJeHHBIX B  (opMmy/sipe
[JTHB-26.20.40.140-011 ®O.

ya6
NT.M3.A6.1'3, NT.M3.B66.13

NT.COB.CG6.13,
NT.CAB3.66.I13

CEPTUOUKAT COOTBETCTBUA
Ne 4362

BHeceH B rocy/lapCTBEHHBIH PEeCTp CHCTEMBI CePTHHKALIH
CpeJICTB 3alUThl HH(OPMAIHHX 110 TpeboBaHMuAM De30macHOCTH MH(OPMALHH
15 suBaps 2021 .

Brigan: 15 auBaps 2021 1.
Heticteurenen go: 15 sHBaps 2026 T

Hacrosumii cepTUdHKAT yAOCTOBEPAET, YTO NPOrpaMMHO-aNIAPAaTHLIH KOMIIEKC
«FortiGate», QyHKIMOHHPYIOLUH I10/] YIIPaBJIeHHEM ONepanHoHHoH cucremsl FortiOS
pepcuu 6.X, paspaboraHHblii Komnanuedi Fortinet u npouseogumbiii AO «HULI», saengeTcs
CHCTeMOH 0OHapy»KeHHSl BTODKeHHH, MEXCEeTeBbIM 3KPaHOM M CPeJCTBOM AaHTHMBHPYCHOMN
3aIUTEl, COOTBETCTBYeT TpeboBaHMAM 1o 0e30macHOCTH MH(POPMALMH, YCTAHOBIEHHBIM B
JokyMeHTax «TpeboBaHusa 1o Ge3omacHOCTH HMH(OPMAlL[MH, YCTaHABIMBAIOIHE YPOBHH
JIOBEpHsl K CpeJICTBaM TeXHMUeCKOH 3all[uThl WH(pOpMAalMd H cpejcTtBaM obecriedeHHs
6e3sonacHocty MHGopMalMoHHLIX TexHomorui» (PCTOK Poccuu, 2020) - o 6 ypoBHIO
nosepusi, «TpeBoBaHus K MemcereBbIM 3KpaHam» (PCTIK Poccum, 2016), «I[Ipoduis
3AIUTEl  MEKCeTeBRIX 3KPAaHOB THMAa A 1IecToro Kiaacca saumurtel. WT.MO.AG.I13»
(®@CT3K Poccun, 2016), «IIpodmis 3amMTel MeXKCeTeBbIX 3KpaHoB Turna b mectoro knacca
saurel. UT.M3.B6.113» (@PCTIK Poccun, 2016), «TpeboBaHus K cpejcTBaM aHTHBHPYCHOH
sanutel» (PCTIK Poccun, 2012), «[Ipoduib 3aIMTE CpeACTB aHTUBHPY CHOH 3alJUTHI THIIA
B wrecroro xmacca samuTel. MT.CAB3.56.I113» (OCTIK Poccum, 2012), «TpeGopaHHs K
cucremam 06Hapy)keHus BropxkeHuit» (PCTOK Poccum, 2011), «[Tpoduis 3aimuTs cUCTEM

oDHapy)KeHHss BTOPKEHMH YPOBHA CceTH Imectoro wmacca 3aumrel. WT.COB.C6.I13»
E:E © Fortinet Inc. All Righ (PCT3K Poccuy, 2012) mpu BHINONHEHHM YKa3aHWH IO SKCIUTyaTaljWH, NPHBeZeHHbIX
B hopmynsape [ITHB-26.20.40.140-020 ¢O.
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— TEXHUYECKME BOMPOCHI
— obuime Bonpocsl
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