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FSA-500F FSA-1000F/-DC

FortiSandbox

VM Sandboxing
(Files/Hour)

Sandbox
Pre-Filter
(Files/Hour)
2+12 optional

Number of VMs 2+4 optional

4x GE RJ45 ports, 4x

4x GE RJ45 ports 10GE SFP+ slots

Interfaces

280

7,500

FSA-2000E FSA-3000E

12,000
4+20 optional 8 + 48 optional

4x GE RJ45 ports, 2x
10GE SFP+ slots

4x GE RJ45 ports, 2X
10GE SFP+ slots
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FortiSandbox — Advanced Pre-filter

FortiAl Settings
Enable
oo Server IP:
Token:
Rating Timeout (Se
Uploading Timeou

Maximum File Size

C FortiAl > K~ D+  adminv

110.59.26.252

Scan Profile

Pre-Filter WM Association Advanced

Process the following selected file types.
&%  Executables (@ PDF documents (@ [§ Officedocuments (@ [ Flashfiles @ ) Web pages @
[} Compressed archives (@ ® Androidfiles @ # Macfiles @ 8  Linuxfiles @ % URLdetection (@

& Userdefined extensions @

MNotes: The file type prefiltering applies to submission via sniffer, adapters and Fabric devices (except FortiMail). Files from OnDemand, FortiMail and Network Share are always
processed.

Check for Active Content on the selected file types during VM Scan pre-filter.

office @ di @ htm @ ) s @ pdf @ swf @ ) url @) archive (@

Motes: Active Content are embedded codes that can be executed (e.g macros scripts). When enabled, the overall system throughput is improved by only processing files with active
content. Otherwise, forward all files. All executable files are forwarded.

Use the results of the following during WM Scan pge-filter.

FortiAl entrust 9 Trusted Vendor [ )] Trusted Domain o ]
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Attack Scensrio Summary 2020/06/23 17:17:31 10.10.10.27 Sniffer Sniffer PornoAsset
O CTaHaBaAmBaeT y r p O3bl B leless P 2020/06/23 13:04:20 10.10.10.57 Sniffer Sniffer Ruledor
I — . 2020/06/23 13:36:30 10.10.10.23 Sniffer Sniffer Small
CYUTaAHHDbIE Ce Ky H .ﬂl bl Wiper ® 2020/06/23 13:36:30 10.10.10.23 Sniffer Sniffer Small
R—— 2020/06/23 13:37:10 10.10.10.23 Sniffer Sniffer Simall
Worm Activity 374 2020/06/23 13:37:15 10.10.10.23 Sniffer Sniffer Small
Data Leak 2020/06/23 13:37:32 10.10.1023 Siffer Sniffer Small
Pe m a eT Exploit (31] < t
Botnet o Attack Timeline at Host 10.10.10.57
SecOps BCcTpeyaloT orpomHoe Ko- o @D pownloader pounloader o
.. Banking Trojan (21 ] 10.10.10.4 @
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Generic Trojan
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Cryptojacking 217
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Virtual Security Analyst™ ocHaweéHHbin Deep Neural Networks, koTopbii naeHuudompyet
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v oestien o) 2020/06/23 13:36:30 10.10.10.23 Sniffer Sniffer Small
.ﬂle M CT B M ﬂ B C M CTe M e Wiper [0 2020/06/23 13:36:30 10.10.10.23 Sniffer Sniffer Small
FETSETIETS 611 2020/06/23 13:37:10 10.10.10.23 Sniffer Sniffer Small
Pe u-l a eT Worm Activity 374 2020/06/23 13:37:15 10.10.10.23 Sniffer Sniffer Small
Data Leak [144] 2020/06/23 13:37:32 10.10.10.23 Sniffer Sniffer Small
Yrpo3bl, KOTOPble CKPbIBAOTCH o |- =
.. o Botnet o Attack Timeline at Host 10.10.10.57
3 a CLI eT C K p bl B a H M H C B O e M Backdoor an Downloader Downloader Worm
[ Banking Trojan (2] 10.10.10.4 @
310BpeAHOUN aKTUBHOCTHU Rootkit ® o
Scenario Heuristic
D08 | Js/Crypt.BBES!tr | | W32/Waski.Altr | | W32/Palevo.BWC!worm.p2p|
Generic Trojan - D
Sophisticated 0 0 days 0 hours O minutes 0 seconds 0 0 days 0 hours 0 minutes 1 seconds G 0days 0 hours 0 minutes 3 seconds
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Virtual Security Analyst'™ ocHawéHHbIM Deep Neural Networks, KoTopbi ngeHundupyer |
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FortiGuard
File Types and Protocols
= 32bit and 64bit Portable Executables (PE) files including
DLLs and self-extracting ZIP files
00 — 100 ThIC.

Web based, text, and PE files such as HTML, PDF, JS, VBS, }uac

VBA, ELF, HWP (Hancom), 32 & 64bits PE files including 22 TbIC. panros
DLLs, MSOFFICE, DEX, PHP, XML, POWERSHELL, Archive

files including ZIP, TAR, XZ, GZIP, BZIP, BZIP2, RAR, LZH,

LZW, ARJ, CAB, and 7Z -
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FortiGate
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