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CNnoOXHOCTb 3KOCUCTEMbI YBenMYuBaeT BpeMs
peakunm n ycTpaHeHus
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FortiSOAR - 3TO He3aBucuMoOe pelueHue Krnacca SOAR"

KntoueBon urpok knacca SOAR B cooTtBeTcTBumM ¢ Gartner’'s Market Guide

o

YnpaBneHune kemcamm YnopsaaoyeHHOe pearmnpoBaHue MynbTUTEHAaHTHOCTb

NMnatdopma ynpasneHna SOC
= VYnpaBneHWe Kencamm
OopraHnsauunmun
= PosieBOE ynpaBaeHne AOCTYyNom
- MyJ'IbTMTeHaHTHOCTb

OpKECTpaLI,MFI n ABTOMaTM3aLIMFI
= [neibykun
= KoHHeKTopbl/UHTerpaumm

=  OOB moaynu ona pearMpoBaHMA Ha =  Bu3yasibHblIli peaakTop A5 Co34aHuns =  PacnpegeneHHas/denepatmsHan
MHUNAEHTbI, YA3BMMOCTU N Gpof, nnenbykos aApXMTEKTYpa

=  [locTpoeHune cobcTBEHHbIX moagynen (Ex, = 250+ KOHHEKTOPOB A/ AaBTOMATUYECKNX =  KOHTpOAb A0CTYyNa K AaHHbIM U naebykam
GDPR, Legal) OENCTBUIA

=  KOHTEeKCTHaA BU3yanm3saumsa =  [lpuMmepbl peanbHbix KENCOB
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YcTpaHeHue CrnoXHOCTHN obecnevyeHuUs
6e3onacHocTu 3a c4yet 3penoctn SOC

3
Komanpa SOC P RS

(5+ aHanuTHKOB) = '
n
O ABTOMaTHn4yeckas
C peakuums
l MynsTBeHAOpPHas

BUOAUMOCTb

Be3onacHOCTL IT [ -ccceveernnnnnss

(opHa komaHpaa) S
O AHanNUTUKM
C Security

Fabric
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OOGoraweHne AaHHbIX 00 yrpo3ax

YBeaoMneHna n aneptsbl C
OTCYTCTBYHOLLMM KOHTEKCTOM, TpebytoLme
paccrefoBaHus BPYYHY U AOMNOMNHEHUS

Apyrve snvsiowmne akTopbl

CnoXHOCTb OTCNEXNBAHUSI UCTOPUYECKMX
AaHHbIX

Anept
+ JlormpoBaHue yrposbl
(MC3, koHe4YHbIN y3en,

noyra)
ABTOMaTVI3VIPOBaHHbIe API Feeds MmobanbHas aHaNMUTUKa
*  [lononHUTEnNbHbIN KOHTEKCT »  FortiGuard Labs
cobbiTna (noroga, cboun NUTaHus, .Y -
BUPYCHI, 1 AD.) CTOpUYECKNE OaHHbIE N AENCTBUS
*  WcTopudeckue gaHHble No yrpose
OGoraweHue

*  YTOYHEHWE YpOBHs/CTENEHN YrpO3bl
+ OrtcemBaHue NOXHbIX cpabaTbiBaHW
* [lepepaya goCcTOBEPHO ONpeaeneHHbIX yrpo3

© Fortinet Inc. All Rights Reserved.

Copa3smepHas peakuums

*  WHCTpyMeHThI NpOTMBOAENCTBUS

* PacwwupeHHoe paccrnegosaHune

+  BbrnokupoBka yrposbl Ha 3aTparmBaemblx
akTuBax

+ Ob6oraweHuve BHyTpeHHen ba3sbl 3HaHWN ons
JanbHenLero Ncnosib3oBaHus



ROl onepaunn obecneyeHmna 6esonacHocTU

YnopsigoveHune

OueHka

YckopeHune

CoxpaHeHHble 3aTpaTbl
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Kon-80 3aTpavyeHHOe Bpems Bpems Bpems CoxpaHeHHble 3aTpaThbl
Bpemsa
yCTpaHeHun MH::EZ:T@OB/ B C3KOI;L({);V(\:JI1IG)HHOE C3K(:)I-;O(l:;)};eHH ($150/h)
o 45 50 390 0
0% S0.00
MUHYTbI NHUNAEeHTbI yachl yacbl
w22 75 190 | 200
O & 75% $180,000
Viusy usiuia i dECKU MUHYTbI NHUNAEHTbI yachl yacbl
(%) 1.4 | 100 12 378
o 98% | S472,800
ABTOMaTUYECKMU MUWHYTbI NHUNaEeHTbI yacol yacbl
|
OKHO yrpos




YcoBepuwieHcTBOoBaHue SOC
c ncnonob3oBaHuem FortiSOAR
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KTo Bbiurpaetr c SOAR?

7

\.

MSSP / SP (BHyTpeHHuUiA)
BbicTpoeHHbIN SOC )

BbicTpoeHHaa (Man nnaHupyemas)

MSSP / SP
(Internal)

CTPYKTypa no paboTe ¢ MHUNAEHTaAMW

OnuncaHHble NPOLLEeCChI U npoueaypbl)

MSSP (Resale)

Ynpasnsaemsblie cepsucbl SOC
NHcTpymeHTapuin SOC

MpodeccnoHanbHbI cepBUC
pearMpoBaHMA Ha UHUMAOEHTbI

UHdpacTpykTypa 3penoro SOC
OnucaHHble npouecchl U npoueaypbl
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Enterprise

7

\.

BbicTpoeHHbIn SOC

BbicTpoeHHaa (Man nnaHmupyemas)
CTPYKTYypa no paboTe ¢ MHUNAEHTaMW

OnuncaHHble NPOLLECChI U npoueaypb)

Public Secto

o —

7

\.

BbicTpoeHHbIn SOC

BbicTpoeHHana (Mn nnaHmMpyemas)
CTPYKTypa no paboTe ¢ MHUNAEHTaMMU

OnuncaHHble NPOLLECChI M NpoLeaypbl
J
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Mpouecc py4yHOro pearMpoBaHuUsl Ha UHUMAEHTbIHA

npumMmepe UHAUKaTopa BpegoHocHoro 10

NHumpaenTbl n3 SIEM |IP-agpec BpeaoHOCHbLIN?

20-30 vHUunaeHToB/OAEeHbL

3abnokuposatb |IP-agpec
Ha M3

[MpoBepka CyLLeCTBYHOLLMX e
NHOWKATOPOB

[MpoBeputb CTI
(VirusTotal, RDAP,
Anomal, OTX)

[TpoBepuUTb penyTaumio

BpenooHocHbIN? 3akpbITb Kak false positive

. © Fortinet Inc. All Rights Reserved. 12



A
FortiSOAR TukeTtuHr / PearnpoBaHue Ha

MHUUNOEHTDbI
B S

PaccnepoBaHue

Connector JcKanauus

\—------------

,-------
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KoHHeKTopbI

Connectors

S Installed (280)

* WHTerpaumsa c mHoxecTBom 3™ party
e 250+ KOHHEKTOPOB
« (CBA3HOCTb ANA:
* [lpuem gaHHbIX (AnepTol)
« [ewncTtena nnenbyk
* [lonyunTtb 06bEKT
*  OTKNIOYUTb aKKayHT

« [lonyunTb AaHHbIE ANS o
oborawieHus |

° UTAO.
» [loooepxmBaetcd kacToMmnsauns
e Connector SDK
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‘ ¥ s " (o]l
ALERTS

OPEN ALERTS BY SEVERITY c - ALERTS BY TYPE Z EI

~
= ——
8L o [
— —
ﬂ Paolicy Violation -
U otmer 1 o [
9 Sy s—
< ~ o 1 p) E] 4 5 6 7 8 1 10 11
. B Low B Medium I Critical i Open
N\
- EXECUTE ACTIONS
u 10 SEVERITY NAME SOURCE DUE DATE TYPE STATUS ASSIGMED TO ESCALATED KILL CHAIN ...
c
m Sean Select - Search Search Search - Select - Select - Search - Select - Select -
n 7947 | cRmicaL Repeated Login Failures on 192.168.50.19 Splunk 03/13/201909:.. Brute Force A.. Open CS Admin ‘o |
f 8049 | mEDILIM | AIE: CyberSponse Login Failure LogRhythm 03/16/2019 09:.. Other / Unkn.. Open €S Admin
o 8037 | cRMICAL Symantee Cloud.SOC -> Policy Violation -> External File Sharing Symantec Cloud.SOC  03/16/201909:.. Dataleakage  Open CS Admin
; 8030 | mEDILIM | Symantec ATP Incident :epmp_incident-2018-04-17/incident Symantec ATP 03/16/2019 09:.. Malware Open CS Admin Exploitation
8017 _ Suspicious Email:Urgent: Requesting CEO Level Demo Environment User Reported 03/16/2019 06:...  Phishing Open CS Admin Delivery
7952 - OutBound Connection - PaloAlto Network Traffic Alert Splunk 03/13/201909:..  Policy Violati...  Open CS Admin
7951 CLow | IMAP -WIN-EXCH.cyops.local Splunk - IMAP 03/13/201909:...  Phishing Open CS Admin Delivery
7950 _ WIN-EP2 - XmIWinEventLog:Microsoft-Windows-Sysmon/Operational Splunk 03/12/2019 09:.. Other / Unkn..  Open CS Admin
7949 Cow Repeated Login Failure on Win-EP2 Splunk 03/13/2019 09:.. Brute Force A.. Open €S Admin
7948 | meDm | Malware Detected on WIN-EP2 Splunk 03/12/201909:.. Malware Open CS Admin no |



iISOAR™

REPEATED LOGIN FAILUR...

- ALERT-7947 Rrepeated Login Failures on 192.168.50.19

Workbench > Alert Details

OBSERVABLES

Description

Suspicious Login Failures on asset ip-192-168-149-25 from 43.225.46.25

Assigned To & €S Admin
Status Open -
Kill Chain Phase  Select -

TYPE DETAILS
Type Brute Force Attempts ~

RELATED RECORDS TASKS

SOURCE DATA

Source Splunk

Source |D 343431@343211
Escalated -

Source IP 43.225.46.25

Destination IP -

EXECUTE ACTIONS

> TYPE REPUTATION

Select - Select

v IP Address

Description

11

Detected URLs: 100
VirusTotal

Location Map:
v
NG.SHAN
pl SHARFAT
BS—=lpie
“F/\EE

TAlI TONG
FE

-

KAM TIN
N, P

VALUE

Search

43.225.46.25

SHEK KONG
Ee1:)

Q

ACCESS CONTROL

Tai Mo Shan
Country Park

AL
WEFLE

1 ESCALATE + RESOLVE & EXECUTE - | | # EDIT RECORD | | 2 EXPORT | | @ DELETE |

o [ ][vmwmmcrsmoso| orvece |

Due Date

Assigned Date

Resolved Date

Target Asset

Source Port

STATUS TAGS
Select - Search
TBD
\raifo
Es
MA LIU SH
TAI PO KAU Bk

FO TANM ")

Last Modified by C5 Admin on 03/11/2019 11:10 PM

03/13/2019 09:04 AM

03/07/2019 08:04 AM

ip-192-168-149-25

T Search

KILL CHAIN PHASE

Select

AUDIT LOG

& PLAYBOOK

Investigating Potential Brute Force Alert
= Originating from: 43.225.46.25

= Target asset: ip-192-168-149-25
ABOUT 2 HOURS AGO

4 PLAYBOOK

Source IP 43.225.66.25 is TR
ABOUT 2 HOURS AGO

& PLAYBOOK

VirusTotal Reports 43.225.46.25 to be [IFIEENE with an
aggregated score of

ABOUT 2 HOURS AGO

& PLAYBOOK

Queried Splunk, and found same SourcelP: 43.225.46.25
attempted to log in on following 5 systems

= LinEp31

= LinEp&41

= LinEp51

= LinEp61

= LinEp71

ABOUT 2 HOURS AGO

4 PLAYBOOK
In addition, login to following systems were successful:

u LilEi'H

ABOUT 2 HOURS AGO

Add comment or drag files here. Press
Shift+Enter for new line.




e e o [] [ vevocares mosooc ] o e |

- OutBound Connection - PaloAlto Netwaork Tralﬁ?E'SA L AAl ke d (a2 Last Modified by CS Admin on 04/09/2018 12:30 AM
ALERT-8732

Description

Outbound connection detected to potentially harmful target

Assigned To A €S Admin Source Splunk Due Date 04/14/2019 06:57 PM
Status Open - Source ID XXK-YYY-22Z-DEMO Assigned Date  04/08/2019 06:57 PM
Resolved Date --
Kill Chain Phase  Command & Control ~ Escalated -
TYPE DETAILS
Type Palicy Violation -
m OBSERVABLES RELATED RECORDS TASKS SOURCE DATA ACCESS CONTROL AUDIT LOG
d User Operation From Date To Date
l ) Select User v Select Operation v From B T = Search Logs Q
[ X ]
O o
: Alert Updated o
< By User : CS Admin (04/03/20191230AM
Severity: Medium tew
Alert Updated

. By User : €S Admin | 06/09/2019 12:28 AM v
Kill Chain Phase: Command & Control

There are no comments.

Incident Linked

o]
By User - CS Admin ‘ou09/20191227AM

e |7 ]u]s [z]o]=]
~ Alert Updated

7 N By User : C5 Admin _ > Add comment or drag files here. Press
Shift+Enter for new line.

1 ESCALATE + RESOLVE & EXECUTE - | | # EDIT RECORD | | 2 EXPORT | | @ DELETE |




v Active  Auto - Investigate C2 Malware Indicator-Draft

Deccription Investigate observed connaction to C2

Last Modified O4/01/2020 08:04 AM by C5 Acmin

&

Start

RAARLUAL

Set Variables

SETWVARIABRLE

Match Local IP

UTILITIES

Is Src IF a Local IP

DECISION

Find Existing Aszet
FIND RECORDS

Asset Exists
DECISION

| VES |

-

no

get reputation
SET VARIABLE

T

Check CTis

REFERENCE A PLAYBOOK

Existing Indicator
DECISION

Find Existing Indicators

FIND RECORDS

'

Create Asset

CREATE RECORD

Is Malicious
DECISION

Create Indicator
CREATE RECORD

Get Related Alerts

LT VARIASLE

© Fortinet Inc. All Rights Reserved.

Close Alert
-" JPDATE RECORD

= Escalate Alert

UPDATE RECORD

Get Escalated Incident
SET VARIABLE

Update Alert Correlation

UPDATE RECORD

- 'E

|

Create Incident
CREATE RECORD

Block Asset on FortiGate
FORTINET FORTIGATE 3.0.0

Tools




HEAT asem o [] [ vevocares mosooc ] o e |

DG INCIDENT-8063 vaiware exploiced s s || — _
Visual Correlation:

full view of Incident t
> Detection >> Identification >> Confirmation >> Containment >> Eradication >> Recovery >> Aftermath > Al:;er\ill:lse‘\:l(v) zssr;ils tec)n o

Bescrigtion Vulnerabilities to Users

l ) Splunk Alert For PaloAlto Network Traffic policy violation.
: Correlation Graph
. c ERT-8017: SUspicious Emai.. = ALERT-7947: Répeated Login Fa...
o \ Q
INDICATOR-7973: 43.225.46.25
INCIDENT-8063 %
A ALERT-8030: Symantec ATP Inci...
S~ : : "\
; \ N = ==  ASSET-8002: ip-192-168-149-25
u . e - N
: ALERT-7952: OutHound Connecti... O E———
w INDICATOR-8031: db349b97¢37d2... ASSET-7992: WIN-EP21
h Incident Lead Status - Source SLA
o A €5 Admin Open > Paloalto Created On
; Campaign Phase 03/11/2019 11:22 PM
Dummy Campaign v Containment - Date Of Incident 4 CS ADMIN

. Requesting Black IP for 43.225.46.25
TYPE DETAILS AL AU ERE L P ey

Discovered Date

03/12/2019 12:00 AM (8 [7[u]s|x[o]=]

Resolved Date

Type Other -

OBSERVABLES RELATED RECORDS TASKS ATTACHMENTS ACCESS COMTROL AUDIT LOG

EXECUTE ACTIONS

GENERATE INCIDENT SUMMARY REPORT & EXECUTE & | | # EDIT RECORO | | 2 EXPORT | | @ DELETE |




HSOAR™ IT: MALWARE EXPLOITED + ALERT: SYMANTEC ATP INC.. +  INDICATOR: DB349B97C37... ~ E | [ VIEW EXECUTED PLAYBOOKS || EDIT TEMPLATE |.

- db349b97c37d22f5ea1d 184 1e3c89eb4 Last Madified by €5 Admin on 03/11/2013 11:06 PM
~ wwcos  |INDICATOR-8031

Description

87 68

Detection Ratio: 60/69 Severity: very-high

> VirusTotal Anomali ThreatStream
.

wfd AlienVault OTX Summary

S — 'ransomware’, 'bitcoin! 'wannacry), 'btc, 'usd;, 'tor, ‘microsoft, 'vac) 'kaspersky lab’, 'russ
(.h Tags ia’, 'for!, 'pay, 'vbs; ‘appendix’ 'smb’, ‘march’, ‘monday, ‘friday’, ‘first, 'ukraine’ ‘april’ 'inst
o all’, 'malware;, ‘accdb’, 'scan) 'india), '‘payment; 'ETERNAL BLUE', 'Ransomware "WannaC
Q Iy, "WCry', 'SMB’, '"Windows', 'NSA;, 'Shadow Brokers, 'wannacry wannacrypt'

m Type FileHash-MD5 - Created By Playbook
m Status T8D > Created On 03/11/2019 09:44 PM
.
o Kill Chain Phase  Select - Modified By CS Admin

H Tags =
m Modified On 03/11/2019 11:06 PM
u SIGHTINGS AUDIT LOG

o
: ALERTS Fi ASSETS 1 EMAILS o EVENTS o INCIDENTS i <

]

EXECUTE ACTIONS

KILL CHAIN PHASE NAME TYPE SEVERITY STATUS ASSIGMED TO
Select - Search Select - Select - Select - Search -
Exploitation Symantec ATP Incident :epmp_incident-2018-04-17/incident Malware _ Open CS Admin

& EXECUTE = | | # EDIT RECORD | | 2 EXPORT | | @ DELETE |




‘ PLAYBOOKS 7 COLLECTIONS / 04 - INVESTIGATE / INVESTIGATE BRUTE FO... ‘ Search Q +OU|C|{ ADD EEEE

- Investigate Login Failures and also identify other impacted
assets
IANAGEMENT #ManualAction OPTIONS ~ || P TAKE SNAPSHOT | - |_
VIRUSTOTAL 1.0.1

ANALYTICS
Step Name-
e Get Source IP Reputation MANUAL TRIGGER
Start
Step Description €

ABILITY MANAGEMENT
Add information about the step here.

: Ju e SETUARIRELE . CYOPS UTILITIES 2.1.0
e Configuration - S
(V] — - Match Source IP in Internal CIDR
v VirusTotal BT CREATE RECORD
m Cy0OPs Connector | Version 1.0.1 Create Note for Internal IP
CyberSponse Certified: Yes
— CREATE RECORD _D
Investigation Notes DECISION i
x Configuration Is Source IP internal T External|
o demo v
o Action: ; CREATE RECORD
. REFERENCE A PLAYBOOK (L I
n Create Indicator for Source IP l
> CRI
m Inputs s VIRUSTOTAL 1.0.1 Cre
— P REFERENCE A PLAYBOOK e EL Lt
& {{vars.source_ip}} Create Indicator for Asset
Safe
m Advanced Configurations DECISION E
Is Malicious IP =—{ Maticious |
= Mock Output @ REFERENCE A PLAYBOOK -
m { x Create Indicator for Target Asset
"data® { CRI
o :
"undetected_urls™: [], [
> "verbose_msg": "IP address in dataset",
“aggregate”: 11,

“response_code": 1,
"detected _urls": [
{

+ Add Condition Variables Loop Message Mock Output Ignore Error €

5™ 4.12.2-49 -




ISOAR™ < ¥ s ; =
0 DASHBOARD excecurveview-

AMAGEMENT
TOTAL ALERTS RESOLVED -~ ALERTS ESCALATION RATIO - AUTOMATED ACTIONS RUN - ROI -
Y ANALYTICS
30 37.2% 467220 2,336,100
T MANAGEMENT v 1,400% 0 0 3 5,083% I I 5,083%
t ABILITY MANAGEMENT In Last 15 Days In Last 15 Days In Last 15 Days In Last 15 Days
L S
m LTION v INCIDENTS TIMELINE -~
L3 L3 L3
0 = . Real-Time Monitoring:
1
o) 0 Flexible role-based hug 16
MANAGEMENT w a B Phishing =
i - . dashboards |
m . - M Explained Anomaly 0
m B M Policy Violation 0
i ¥ Root Level Intrusion 0
o :
2
© : ———— =
Q 3 % % % 3 %
® S S = ® >
m W Explained Anomaly B Phishing M Policy Violation B Root Level Intrusion
m UMNRESOLVED INCIDENTS BY SEVERITY -~ UNRESOLVED INCIDENTS BY PHASE -~ UNRESOLVED INCIDENTS BY TYPE -~
[____]
o Brute Force Attempts [
m Expleined Anomaly m
Phishing
Policy Violation
Root Leval Intrusion ™
Other .
na R
-] 5 ] 15 28 25 EL:| as 48

™ 4.11.1-4B8 B Low B Medium B High ™ Critical W Preparation M Detection M Analysis ¥ Containment B Low B Medium B High & Critical




% search Q + QUICK ADD - IRV

SHBUARD T1 ANALYST ~

ASSIGNED TO: APPLICATION ADMINISTRATOR, FULL APP PERMISSIONS, PLAYBOOK ADMINISTRATOR, SECURITY ADMINISTRATOR, TT ANALYST, T2 ANALYST

'TS BY SEVERITY SOC ADMIN - MY TASKS BY PRIORITY

To: Me I All ASSIGNED TO: APPLICATION ADMINISTRATOR, FULL APP PERMISSIONS, PLAYBOOK ADMINISTRATOR, SECURITY ADMINISTRATOR ﬁ.55igned Person: Me I All

SYSTEM DASHBOARD

SYSTEM HEALTH STATUS
ASSIGNED TO: SECURITY ADMINISTRATOR

ASSIGNED TO: FULL APP PERMISSIONS, T1 ANALYST

T2 ANALYST

ASSIGNED TO: FULL APP PERMISSIONS, T2 ANALYST

VULNERABILITY MANAGEMENT
ASSIGNED TO: APPLICATION ADMINISTRATOR, FULL APP PERMISSIONS, PLAYBOOK ADMINISTRATOR, SECURITY ADMINISTRATOR, T1 ANALYST, T2 ANALYST

M Critical None M Brute Fg

IRING SOON CRITICAL ALERTS
DESCRIPTION

Tiered Process

RING IN 7 DAYS
To: Me | Al Manages the Roles and Teams area of the administration menu Security Administrator
o: Me

tec EDR Alert: Ransom.Wannacry

Essentially the root user, use carefully Full App Permissions

Due Date
01/28/2020 01:52 PM

Responsible for Alert Triaging, false positive filtering and escal...  T1 Analyst

ed Login Failures on 192.168.60.172

Due Date Permitted across all major modules as well as the Security role Playbook Administrator

01/29/2020 12:49 PM

Responsible for Incident Investigation and other remediation a... T2 Analyst

Full access to general application-wide features for system con...  Application Administrator

Block IP Address

Nue By



ION EDITOR / MODULES " Search Q =+ QuUICK ADD £ ‘ l

JLICATION EDITOR
MDDUL!ES REVERT ALL _

onfiguration Select a module to edit or create new module

g + Create new module - REVERT + -

ERSESY SUMMARY FIELDS EDITOR

MANAGEMENT
€ Type, Table Name, Singular Name & Flural Name cannot be modified, once it is saved

Type - € Table Name - €

Singular Name - @ Plural Name - €&

Display Template - ©
Ownable & Trackable &

(7))
9
-
ﬁ
@)
=
&
O
ad
(7]
-
@

Record Unigueness &

Choose from one or more existing module fields to define a composite unique condition. For e.g. combination of ‘Name’ and ‘Source ID' will ensure no other
records with same combination can be created.

ION EDITOR Select a field

A

Default Sort €
Add field to set as default sort.




o
c
()
£
Q
(eT0)
(g¢)
c
(C

=

o
Q
(7]
(7))

<

ANALYTICS

NERABILITIES

NITY

s™ 4.12.2-49

BILITY MANAGEMENT

ASSETS

Search

8780
8782
8781
8777
8776
8778
8779
8773
8775
8774
8772

8548

[dle] e Lo

ASSET CRITICALITY

Select

- ||||II||III

HOSTNAME

Search

LinEp&1

ip-192-168-149-25

LinEp31

LinEp71

LIN-EP2

LinEp61

LinEp51

WIN-EP22

LIN-EP1

WIN-EP23

WIN-EP21

sujit-ahirrao

DISPLAY NAME

Search

LinEp&1

LinEp32

LinEp31

LinEp71

LIN-EP2

LinEp61

LinEp51

WIN-EP22

LIN-EP1

WIN-EP23

WIN-EP21

MAC ADDRESS

Search

f1:b3:a1:d1:e&

a2:b3:f1:e1:eb

a3:b1:c6:d3:f4

d1:b3:c1:d1:54

d1:b3:c1:d1:cf

al:b3:cl:d1:es

b1:c3:d1:a1:eb

a1:b2:d1:d1:bf

al:b3:c1:d1:ef

al:b2:c1:d1:gf

b1:b2:c1:a3:ab

1C:1B:B5:5B:6C:0B, E...

IP ADDRESS

Search

192.168.60.173

192.168.149.25

192.168.60.183

192.168.60.171

192.168.60.128

192.168.60.172

192.168.60.179

192.168.60.137

192.168.60.156

192.168.60.132

192.168.60.155

192.168.50.152

&~

CLASS

Select

Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Search

SERIAL NO

Search

56712_DEMO

43212_DEMO

98212_DEMO

121212_DEMO

454456_DEMO

33212_DEMO

45212_DEMO

X76R56

121212_DEMO

X76R56

121212_DEMO

" (o] #]

ASSET TAG

Search

334912377

908912377

457912377

456912377

ABC_DEMO

456912377

456912333

20170101200

XYZ_DEMO

20170101200

XYZ_DEMO

Items Per Page 30 ¥



HSOAR™ 192.168.149.25 IP-192-... = IE' | s VIEW EXECUTED PLAYBOOKS ” EDIT TEMPLATE |_
- AE 5 ET_E 78 E IJnEp32 Last Modified by Playbook on D4/08/2019 06:57 PM

Description
Webserver
Category Desktop - Operating System  Linux -
Serial No £3212_DEMO Asset Status Active -
Class Hardware - Asset Criticality High -
Hostname ip-192-168-149-25 Last Scanned On -~
m Property Of == Asset Tag 908912377
A
o mmm — .
m acation Created By Playbook
H IP Address 192.168.149.25
Created On 04/08/2019 06:57 PM
m MAC Address  a2:b3:fl:el:es Owner i
Q Email ID ==
H Device LID ==
m RELATED RECORDS ACCESS CONTROL AUDIT LOG
< ALERTS 1 USERS 0O INCIDENTS O TASKS @ COMPANIES O VULNERABILITIES @ SCANS O INDICATOR D <

EXECUTE ACTIONS

NAME TYPE SEVERITY STATUS ASSIGNED TO [[v]
Search Select - Select - Select - Search - Search
There are no comments.
Repeated Login Failures on 192.168.50.19 (External, Mal...  Brute Force Attempts | cRMICAL Open CS Admin 8797

<] o B e 8]z [v]s]x]o]e

Add comment or drag files here. Press
Shift+Enter for new line.

| & EXECUTE = | | # EDIT RECORD | | 2 EXPORT | | @ DELETE |




Asset Patching

HSOAR™

192.168.149.25 IP-192-...

I ASSET-8782 w2

Description

Webserver

Category Desktop

Serial No £3212_DEMO
Class Hardware
Hostname ip-192-168-149-25
Property Of ==

Location -

IP Address 192.16B.149.25

MAC Address  a2:b3:Fl:el:es

Email 1D ==

Dewice UID -

RELATED RECORDS

ALERTS 1 USERS [i]

NAME

Search

Repeated Login Failures on 192.168.50.19 (External, Mal...

[l <] 10t1 [5 1051

Get Running Process

ACCESS CONTROL

| & EXECUTE - | | # EDIT RECORD | | 2 EXPORT | | @ DELETE |

# (8] e oo [ o | SO

Operating System  Linux

Asset Status Active -

Asset Criticality High -

Last Scanned On = ==

Asset Tag

Created By

Created On

Owner

VULNERAEILITIES o

SEVERITY

Select

Brute Force Attempts | CRIMTICAL |

908912377

Playbook

04/08/2019 06:57 PM

SCANS o INDICATOR L

STATUS

- Select

Open

-

Last Modified by Playbook on 04/08/2019 06:57 PM

T Search

ASSIGNED TO

Search

C5 Admin

AUDIT LOG

Search

8797

Items Per Page 30 ¥

There are no comments.

Add comment or drag files here. Press
Shift+Enter for new line.



GUI Resilience & Input Control

CONFIRM

An unsaved draft was recovered from less
than a minute ago. Your draft will be
Ipaded into the designer.



ApXUTeKTypa




TunoBas enterprise apxuTekTypa

[lencteme no BOCCTaHOBIEHMIO

m >

Anomali Threatstream

FortiSIEM etc

Facebook ThreatExchange
MISP
etc

—l SIEM aneprthl |—

ﬁ

I AnepTbl OT KOHHEKTOPOB I—

3anpoc n oboralieHue

© Fortinet Inc. All Rights Reserved.

FortiSOAR

©%

Komanpa SOC
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MynbsTUTEHaHTHAsA apXUTEKTYpPaA C pa3aensieMbIMU
TeHaHTaMu

Y3en

FortiSOAR
3AKA3YUK 1

TpebyeTcsa ceTeBas

== CBA3HOCTb MEXLY |==pp
cantamu

p P P Bce faHHble
o o o . HaNpaBnsloTCS B

MSSP SOC

Komarpa SOC e [IEAICTBUE CO o

cTopoHbl MSSP
MSSP SOC P eoC 3AKA3YUK 2

. © Fortinet Inc. All Rights Reserved. 31



MynbTMHeHaHTHasi apXUTEKTypa ¢ pacnpenerieHHbIMU
TeHaHTaMM

3awmLeHHbIN MH(POPMALMOHHbIN
obmeH

TLS 4
#‘4-

MacTep-Hoaa FortiSOAR TeHaHT-HOOa
FortiSOAR o FortiSOAR
[Mnenbyku
OTMNPAaBMATCS Ha
o -

TeHaHT-HOA4Y

‘ ‘ ‘! AnepTbl 1 AaHHble
o o o - npenocTaBnAnTCA —

mMacTep-Hoae

KomaHpga SOC - FortiSIEM FortiGat
OeiicTBrE > orti-ate

oTnpaBJideTcd Ha
TeHaHT-HOAY

MSSP SOC 3AKA34YUKH

. © Fortinet Inc. All Rights Reserved. 32



MynbsTuTeHaHTHaa apXuUTeKTypa ¢ rmopuaHoun
MYJLTUTEHAHTHOCTBLIO

CoBMellEeHMEe 1 UCMONb30BaHUe pasaensieMon U pacrnpeaeneHHoOn apXnMTekTypbl B 3aBUCMMOCTI OT TpeboBaHWI

3aKka34vuk 1
LleHTpanbHoe
FortiSOAR f ypaBriere
MacTep-Hoaa »‘« 3AKA3YMK 1

FortiSOAR
3allmLEeHHbIN
MHJOPMaLIMOHHbIN
obmeH

popo‘,o 3aKasumk 2

FortiSOAR PacnpeneneHHble

TeHaHT-HOOa HOAObI

KomaHpga SOC

MSSP SOC 3AKA3YUK 2

. © Fortinet Inc. All Rights Reserved. 33



A
Ob6ecnevyeHne BbICOKOU AOCTYMNHOCTU U KnacTtepusauus

Bbicokas OOCTYIMHOCTb W1 Krnactepu3aund and HagexxXHoCTn n MaCLIJTaGVIpyeMOCTI/I

Pennukaumns

.
T —— BHyTpeHHen B

1 n
——

* Active — Passive ona HageXXHOCTu
* Active — Active onga HageXXHOCTM U MacLuTabnpyemMocTu
ForiSOAR FortiSOAR « Tpebyetcsa ncnonb3oBaHne banaHcnpoBLLUnKa
Active Primary Active Secondary  [Nopaepkka BHYTPEHHEN 1 BHeLLHeN 6a3bl AaHHbIX
» [llogoepkka HeCcKomnbKknx Secondary y3nos
@ « Tpebyetcsa nuueHsna (HA license)

~ ~ ~

O\
o>

Komanpa SOC

~ ~
W W

-nw © Fortinet Inc. All Rights Reserved. 34



Jlornka paboTtbl C
coObITUAMU/anepTamu




SOC: obpaboTka coObITUN N pearnpoBaHue — L1

3aKkpbIT

3anyck
anropuTma u
3aKkpbIT Banupauus

L1 AHanuTuk
Anroputm

PaccnepoBsaHue NencTeun .
YcTaHoBneHHble TenbHas oL NpoTMBOAENCTBUA
Kenca/MHUMaeHTa o
TEXHVKM 1 npouenypbl yrposa? (playbook)?

!

FortiSIEM remediation scripts Q FortiSIEM kencebl
and external lookups automate

specific investigation steps

FortiSOAR vHUMAEHTBI

FortiSOAR playbooks automate
specific investigation steps

AR
© Fortinet Inc. All Rights Reserved. 36



A
SOC: obpaboTka coObITUU 1 pearupoBaHue — L2

OtyeT U
3aKpbiThe

DT GyAyﬂLh:gT::nngfeHMﬂ
3aKpbiTne B anroputm

FortiSOAR BbicTynaet O6HoBneHue O6HoBneHune
Baszow 3HaHum gnsa SOC Ba3bl 3HaHUN Ba3sbl 3HaHUK

OT1yeT M 33"3;':1:2;?_&":'\”&1’ 3anyck py4Horo

3aKpbiTHue pesynbTarta npoTuBoAenCcTBuA

L2 AHanuTuk Yrposa Anroputm Bo3moxHO

dcKanupoBaHHbIN FEIBEEPEET OeuCTBU NPOTUBOAEUCTBUA SIS nhoTHMBOAEINCTBOBATL

VHUMAECHT YCTaHOBMNEHHbIE TEXHUKN + TenbHa? (playbook)? BPYUHYH0?
«py4YHOe» paccrnenoBaHue

Q FortiSIEM ckpunTbl npoTMBOAENCTBUS

FortiSOAR — aBTOMaTM3ayusa
HEKOTOPbIX LUAaroB FortiSOAR anroputmbl npotnsoaenctaems (playbooks)

amn paccrnegoBaHus ) .
-.w © Fortinet Inc. All Rights Reserved. 37



SOC: obpaboTtka cobbiTUN U pearnpoBaHue — L3

OT4eT U 3aKpbITHE

Banugauus
COBMECTHO C
aApPXUTEKTOPOM U —
OOGHOBIEeHUue

npoueayp

HoBble npaBuna
Q Koppenauum

HoBble anropntmbl
NPOTUBOLAENCTBUSA

FortiSOAR npegocTtaensiet
noruv no Kewncy ans
obHoBMNEHNA Npoueayp

O6HoBneHue basbl
3HaHuUMn

OTtyet M 3aKpbiTHne

L3 AHanuTukK

PaccnepoBaHue neyi:-g:;:'re Aa 3anyck py4Horo N3BecTHas TexHUKa
[ononHutensHoe i g npoTvBOAEiCTBM nivnu ,
paccrnefoBaHve Bpy4HYto npoueaypa?

AcKanupoBaHHbIN
MHUNOEHT

OT4eT U 3aKpbiTHe

3ameuaHue: MoryT notpeboBaTbCs AONOMHUTENbHbIE OENCTBUS, TakMe kKak 0OGHOBNEHWe npaBun koppensumm, nonutuk MC3, naTymMHr KOHEYHbIX Y3M0B U T.M.

. © Fortinet Inc. All Rights Reserved. 38




FortiSOAR: HoBasa TexHukKa unv npoueaypa

Onpepenntb OnpegennTb NOTEHUWArbHbLIN
yrposy NHAWKATOPbI ) -
NpPOTUBOOAENCTBUA MEeToA0B NpPoTBOAENCTBUA
Ecnn Bo3aMoXHO, CospgaTtb CosgaTtb 1 NPUMEHNUTb MepBI BHeoputb Mepbl KOHTPONS
onpegennuTb npasuna/anroputmebl NpPOTMBOAENCTBUSA (CKPUNTBI N noaTBeEPXAEeHUa Ans
CnocooObI B SIEM n SOAR ans ansa SIEM v anroputmbl Ans MWUHUMU3ALNN PUCKOB
npenoTBpalleHus/ MCMONb30BaHUSA B SOAR) ona ganbHeunwero HaHeceHnsa cobCTBEHHOrO
Br1I0KMPOBKU byoyLiem aBTOMaTN4eCKOoro ywepba
NPUMEHEHNS

. © Fortinet Inc. All Rights Reserved. 39




OcobOeHHOCTM




L
OcHoBHble ocobeHHOocTU FortiSOAR YnpoLyeHHoe N1LEH3NpoBaH1e

[Mpeackasyemoe nuueH3npoBaHne Ha
Oa3e nonb3oBaTtenen

MacLwwtabupyemas apxuteKkTypa
Active/Active HA, Distributed Multi-Tenancy

YNpoLLEHHbIN peaakTop nnendykos
250+ Connectors, Simulation, Debugger

I'Io,cmepn(Ka CIMOXHbIX CLUeHapueB porneBoro Aocrtyna
Data Partitioning (Horizontal and Vertical), Playbook, Dashboard

|_|p0£I,BI/IHyToe yrnpasreHune Kemcamu
SOAR + IR + VM + Legal + Custom Modules + Dashboards and Reporting

== © Fortinet Inc. All Rights Reserved. 41



Mpenmywiecrsa FortiSOAR

YMeHbLweHue

BPeMeHMU
peakuum

YcTpaHeHue
npo6enos B

3HaHUAX CokpalieHue

YyTOMNSAOLWMX
anepToB

dHaJINTUKOB

r D
COoOp AaHHbIX C MHOXECTBa CUCTEM

CrtaHgapTusaums npouecca pearupoBaHus
ABTOMaTMU3auus NOBTOPSAIOLIMNXCA 3a4a4

B3anmopgencrteue n oomeH sHaHUAMU

chvmeHMe Ha4YMHaOWUX aHaJiImMTUKOB )

© Fortinet Inc. All Rights Reserved.

YMeHbLleHue

yernoBe4yeckom
OLUNOKM
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