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IOpanBepbl pbiHKa

Oxunpaetca 6onee 30.9mnpa loT ycTtponucts B

Mmupe K 2025. (McmouHuk: Business Insider, IoT
Analytics, Gartner, Intel, Statista)

93% opraHunsauumn BHeOPAIOT TEXHONOIMMMU
UHTepHeTa Bewen (Source: Fierce Electronics,
Security Today)

KonnyecTBo aTtak 3110yMbILLUIIEHHUKOB YBENNYMIIOCH
Ha 54% B 2019 (B TOM 4uncne Ha yctpoucTtea loT)
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FortiNAC

Bbl HE KOHTPOIIPYETE TO,
HYTO HE MOXETE BUOETDb



[MTpuHUMNBLI «<HYyNeBOro» goBepus

1. 3HaHWe ceTun (B T.4. NonbL3oBaTesien, yCTPonUCTB,

CEPBUCOB M JaHHbIX)

2. OueHKa noseaeHme norb3oBaTernemn, CocToaHne

YCTPOWMCTB 1 CEPBUCOB

3. cnonb3oBaHue NonNuUTUK ayTeHTUdmMKaumm un

aBToOpu3auum gocrtyna
4. MOHUTOPUHT nosib3oBaTenemn, yCTPOUCTB N CEPBUCOB
5. He noBepsanTe HUKaKow CETU, B TOM YMUCIIE CBOEN

6. MNooaepkka NPUHLNNOB «HYIEBOro» 4OBEPUA Npu

NPOEeKTUPOBaHNM CEPBUCOB
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NAC npepoctaBnsetr BUANMOCTb U KOHTPOIb

FortiLink NAC

FortiGate ,
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becnnaTteH B apxutektype Fortinet
LAN Edge

FortiNAC

BbiaeneHHoe pelleHue ¢ noaaepXKomn

YCTPONCTB CTOPOHHUX NpOU3BOANTENEN
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Fortinet
Security
Fabric

KomnnekcHas

Obecne4yeHmne norHon BUANMOCTH
NOBEPXHOCTU LMPPOBON aTaku A1
nyywero ynpasneHnus puckamu b

UHTerpupoBaHHas

YMeHbLUEeHNE CIOXXHOCTU
CONPOBOXOEHUSA MHOXECTBA
pa3HOPOAHbIX NPOAYKTOB

ABTOMaTU3NpPOBaHHasA

YBennyeHne cKopocTu ynpaBneHus
N OTKNNKa

YnpaBneHue
c¢habpukon

CeteBoM OTKpbITasn
pocTyn aKkocucrema
Be3onacHble O6nayHasn
WLAN/LAN MHd pacTpyKTypa
KoHe4Hble
SR “e. o’ MpunoxeHus

YnpaeneHue Ub
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N
FortiNAC B apxuteKkTtype gocrtyna c HyneBbiM fOBepuem

BuanmocTb KoHTpornb PearnposaHune
N
OnpenenuTb CermeHTaums n OBHapyKeHne u
OLEHUTb «HalMEHbLUNY npeaoTBpalleHne

OOCTYI
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N
FortiNAC B apxutekType gocrtyna c HyneBbiM fOBepuem

BnanmocTb Agentless Multi-Vendor Discovery and Data

Collection

* opeHTudunumpyet n npodpumnnpyet Kaxagoe yCTPomncTBo (B
T.J. loT, nonb3oBartenen n NPUNOXeHns

« B3anmogencteyeT ¢ TodkamMun gOCTyna, KOMMyTaTtopamu,
MapuipyTtmnsaropamu, MC3, SIEM, IPS/IDS, a Takke C
FortiGate B ponu ceHcopa

- Wicnonbayet API, CLI, RADIUS, SNMP, Syslog, MDM,
DHCP, LDAP

OnpenenuTb U
OLEHUTb
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N
FortiNAC B apxutekType gocrtyna c HyneBbiM fOBepuem

KoHTponb CeTeBass MUKpO-CerMeHTauus

« CermeHTauusi Ha OCHOBE TMMOB YCTPOWMCTB

* MnHnmanbHO HeObXoOAMMbIN YPOBEHbL AOCTYMNa Ang
YCTPOUCTB NoMoraeT oT east-west arak

 [Nloonepxka cueHapmneB 6€30NacHOro NOAKIHYEHNS
HOBbLIX YCTPOWUCTB K CETU

« OueHKa COCTOSIHUS YCTPOMCTB NMPu NOAKIIIOYEHUN, B TOM
yucne yganeHHblx vpn rnosnb3oBarenen (6e3 FortiClient)

AyTeHTUduKauma n asTopusauus

CermeHTaums v * [MpuMeHeHne NnapameTpoB: posflb, MECTOMOSOXEHME,
«KHaANMeHbLUNN» Bpems, TUn yCTponucTea

OOCTYI
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N
FortiNAC B apxutekType gocrtyna c HyneBbiM fOBepuem

Pearnposaxne UHcTpymeHT NOC 1 SOC

[OnHamn4yeckas oLeHKa pucka u aBToMmaTndeckoe
NPUMEHEHNe Mep NPOTUBOAENCTBUS, B TOM YUCIe AN

YCTPOUCTB CTOPOHHMX NMpon3soauTenemn
* bbicTpasa aBTOMaTn4yeckas copTmMpoBka cobbITUM
\ be3onacHoOCTU

* YckopeHue paccrenoBaHus yrpos 1 npeaoTBpalleHune
HOBbIX

* BO3MOXHOCTb HACTPOUKU OENCTBUN
ObHapyxeHune u

npegoTBpaLleHne
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UHTerpaumm B pamkax Security Fabric

FortiAuthenticator Q?

FortiEDR A
./

FortiSIEM N

FortiDeceptor

FortiAnalyzer

FortiClient EMS FortiNAC

1. B

FortiSandbox

Al R
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CueHapuun npumeHeHnsa NAC

 [OuHamuyeckoe npodunmpoBaHme yCTPOUCTB

- - G

1. TlpuHTtep

2. Ha FortiNAC 3. FortiNAC 4. FortiNAC
noaknymncs HanpasneH MAC [Mpodounupyet NHdopmmpyeT abpuky
K ceTn notification trap YCTPOMCTBO O npegocTaBneHnn

KaK «TMpUHTEP»

 CpepxuBaHue yrpo3s MAC Spoofing

R

1. HoyTtbyk nogaoensiBaet 2. Ha FortiNAC HanpasrneH 3. FortiNAC
MAC npuHTepa MAC natification trap [Mpodounupyet
YCTPOMCTBO
P KaK «He NPUHTEP»

T © Fortinet Inc. All Rights Reserved.

cooTBeTCTBYHOLWEero AoCTtyna

]
4. FortiNAC nsonupyet
YCTPOMCTBO 1 ONOBELLaeT
SOC/NOC
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FortiNAC je235essEsE3e3ssaseist
UaeHTdukKkauma n
ANHaMNYEeCKUN KOHTPOIJb




Kak paboTtaeT FortiNAC

i OnpenenexHune
onggg |N:£Cﬂ MNpodunmposaxue NoNUTUK ons
. yCTpOMCTBa

lNoaknto4veHune

NpoBoaHoe SNMP, 3apeructpuposa

J KTto, YTo, lAe,
HHOE YCTPOWNCTBO

AT RADIUS, ap. Unn HeT Koraa

becnpoBogHoe

AR q g
— = © Fortinet Inc. All Rights Reserved.

FortiNAC
onpegenset
YypPOBEHb AoCTyna

API, SNMP,
CLI, RADIUS

lNoakntoveHue

[MpenocTtasne
HWe gocTyna
Nnu
n3onaums
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FortiNAC — uHTerpaumsa ¢ MHppPaCTPYKTYpOU

FortiNAC
@ FortiNAC Security Devices ‘/J ~~~~~~
R4 ®, u%‘“
,’ ‘ ‘ \\ ‘‘‘‘ \\\' 7 |
N W |
,,/ l’ f * \\ \\ - —
‘ Dat ,C 1l ‘t' . ) Remote Location l ! ‘!
ata Collection !
\ Y 4
SNMP  CLI RADIUS Syslog API DHCP ‘ ’ S \\
/ \ N N | NS = 5
\ N = |
I \ \ ~ = L e
! \ \ AN Corporate . —
4 ¥ ) u Headquarters !- i ‘! Remote Location

9 N/lq/f;g FortiNAC

Remote Location

Switch Router Access Firewall SIEM IDS/IPS
Point
Mcnonb3yroTcs cTaHgapTHbIE NPOTOKOMbI Ans cbopa FortiNAC noggepxmBaeT Kak LeHTpanm3oBaHHYH0, Tak U
NHOpMaLNK N MHTErPaLNK C MHAPACTPYKTYPOW pacrnpeneneHHyro apxXuTekTypy
aoctyna
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FortiNAC

KomnnekcHasa 6e30nacHOCTb CeTU

Buanmoctb

» OBOHapyXeHne BCeX KOHEYHbIX YCTPOMCTB, |0T yCcTpoucTB, Nnonb3oBaTtesnien, u
NPUITOXKEHNU

* WNctouyHnkamm moryT 66T RADIUS, CLI, SNMP, Syslog, MDM, DHCP, LDAP v T.4.
» [logaoepxka pabotbl 6onee yem ¢ 2,300 ceTeBbIMM YCTPONCTBAMM

 [Nopaeprkka NPoBOAHOIO 1 BecnpoBoaHOro 060pyaAoBaHUS PasnMYHbIX BEHO0POB

* Bo3moXxHOCTb orneparnBHoOro nobaerneHusd noagepXXkKn And nroboro O60pyﬂ,OBaHI/IF| U BeHO0pa

* VpeHTndukaumsa n npounmpoBaHme Kaxgoro rnogkio4eHHOro ycTpoucTea

» Bo3moxHOCTb co3gaHus pa3iMM4YHbIX rpaBuilt U NONNTUK OJ1A KaXXO4oro Tuna yCTp0I7|CTB

« PacwwmpsaeTr BO3MOXHOCTU yrpaBneHns yassMMoCTSMU N UCNpPaBneHnaMn Ons nonb3osarenen
naxe 6e3 yctaHoBneHHbIx Endpoint npogykTos oT Fortinet

* Wcnonb3yet FortiGate gna naccnBHon naeHTUdUKaumMmn Yyepes nydeHme Tpadumka ot ycTpomcTaa

* [MopTanbl Ansi CaMOCTOATENBHON perncTpauum Npyu NOAKNIOYEHNN 1 YNPOLLIEHNE
yrnpaBneHnsi rocTeBbIM JOCTYMNOM

- © Fortinet Inc. All Rights Reserved. 16



BuanmocTtb
C6op OaHHbIX 0e3 ncnosb3oBaHUSA areHToB U3 pa3rindHbIX MCTOYHNKOB
FortiNAC

7 ‘ ’ k
e ’ /ﬂ % h s
e ‘ '/ 4 *\ \\\ e N
Protocols:
SNMP CLI RADIUS Syslog API
7 ‘ ‘ // I, “
» ¥ v
N / \/ &@g *“\*lﬁﬁ;\: \““\llﬁj‘;; ‘“‘*{;j::
Switch Router Access Point Firewall SIEM IDS/IPS
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BunanmMocTb: KaK 31O paboTaeTt

MopgenupoBaHue - 3TO NpeacTaBieHne yCTPOUCTea 1
ero COOTBETCTBYOLLEN KOHJUrypauum B 6a3e gaHHbIX

FortiNAC.

[Mpouecc MogennpoBaHUsA BbINOMHAETCSA NyTeEM
HacTporkn Ha FortiNAC IP agpeca n y4yeTHbIX AaHHbIX
YCTPOMCTBA MHPPACTPYKTYPbI.

l Bldg 1 Switch '

)=

“—

SNMP v2c

SNMP v3-AuthPriv

Add Device

Add to Container: | Chicago v|[R

IP Address: 10.23.5.25
— SNMP Settings

SNMP Protocol: | SNMPv2c v
Security String: | Chicago-RW

— CLI Settings

User Name: admin

Password: [ --------- |

Enable Password:
Protocol Type: SSH2 v
Validate Credentials

OK

© Fortinet Inc. All Rights Reserved.

Add Device X
Add to Container: | Houston v IQ
|IP Address: 10.29.5.21
— SNMP Settings
SNMP -
Protocol: SNMPv3-AuthPriv. v

User Name: SamHouston
Authentication
Protocol: SHAL ¥

Authentication [ -
Password:

Privacy
Protocol:

Privacy [—
Password:

AES-128

— CLI Settings

User Name: admin
Password: [asaees
Enable Password:
Protocol Type: SSH2 v
Validate Credentials

OK Cancel
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A
BunanmMmocTb: KaK 31O paboTaeT

m System Polling Credentials Model Configuration

¢ C06pavHHaﬂ MHCbOpMaL"MH Ol'lpe,El,eJ'IFleT Tnn o Name: [Switch-1.bradford-training.locall
YCTPOMCTBA, KONMYECTBO MOPTOB U LLUMPOKUNA Twe:  CiscoSwitch
CMeKTp Apyrnx atpubyToB YyCTPOUCTBA. IP Address: |192.168.102.11 |
Vendor: 1.3.6.1.41.9
« Mopenb COAePXXUT MHPOPMALIMIO O KOHEUHBIX | v suims tnsaec
yCTpOMCTBaX I/I BO3MO>KHOCTM ynpaBneHMH I:]F’AOpt.imi?.ation Enabled (VLAN Switching Optimization with Persistent Agent)
[ ] MAC Filtering Enabled
Role:
Ports -Displayed: 24 Total: 24 Cisco Internetwork Operating System Software A
Description: |I0S (tm) C2950 Software (C2950-I6K2L2Q4-M), v
1 |300 . Version 12.1(22)EAl3, RELEASE SOFTWARE (fc2)
Status Device Label N3 \ote:
[ Switch-2 FO/1 Switch-2 Fa0/1 i
W]  Switch-2 FO/2 Switch-2 Fa0/2 LEekerend
0 Switch-2 FO/3 Switch-2 Fa0/3 Group Membership
W  Switch-2 FO/4 Switch-2 Fa0/4 cave
(W] Switch-2 FO/5 Switch-2 Fa0/5
[ Switch-2 FO/6 Switch-2 Fa0/6

NN
NN

R Switch-2 FOI7 Switch-2 Fa0/7

i © Fortinet Inc. All Rights Reserved. 19



C6op nHhopmaumm nytem B3ammMoaeUCTBUSA C
MH(PACTPYKTYpOU goctyna

Connect User and Device OS/ Connect
Point Group Type Apps Times

PHYSICAL

APPLIANCE

VIRTUAL

MACHINE

- © Fortinet Inc. All Rights Reserved. 20




[lony4yeHue ceTeBON BUANMOCTMU

Physical Address IP Address

 [laHHbIE cODUpPaOTCA C MOMOLLbIO:
_ FO:1F:AF:32:A9:96 192.168.5.94
* L2 polling (MAC to port), SNMP traps, 00:1D:09:11:21:DA 192.168.5.95
RADIUS ,
» L3 polling (IP to MAC) Port [E——— a2
FO:1F:AF:32:A9:96 8
¢ «L‘lTO, F,EI,E, KOF,D,A" 00:1D:09:11:21:DA 10 RADIUS
» ®Ousunyeckmn n IP agpeca SNMP and CLI
* NHTepdenc nnmn SSID RADIUS
SNMP and CLI

e [logkn4YeHo U He NoAKNYEeHOo

Switch

Physical Address IP Address

8
10

Switch-2
Switch-2

192.168.5.94
192.168.5.95

FO:1F:AF:32:A9:96
00:1D:09:11:21:DA

AN R
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FortiNAC — obecneyeHue BUAMMOCTU KaXKaoro

YyCTPOMUCTBA

« KT0 noaknto4veH — User
« Current logged on user
* BYOD, Guest, Contractor

 C kakoro yctpouctea — Host/Device

« CeTeBoun aganTtep
* MAC un IP agpeca
* Media Type
* [lpownssogutens
* Hostname

« OnepauyuoHHaa cuctema
* [NpunoxeHns

* [ ne nogknoyeH - Location
« Korga nogkntoyeH — Connection Times

- © Fortinet Inc. All Rights Reserved.

/ DEVICE ID

IP Address: 192.168.5.95
Physical Address:

00:1D:09:11:21:DA

Vendor Name: Dell Inc.

Status: Disconnected

Location: Concord AP Secure
Connect Time: 10/23/16 07:57 AM EDT

Disconnect Time: 10/23/16 04:55 PM EDT




NMpuHUMn paboTbl

» OnpawwuBas ceteBble ycTponuctBa NAC nmeet snapshot nndbopmauun, roe
NOAKMNOYEHbI KOHEYHbIE TOYKN

* NAC npoBoanT ngeHTndunkauuto n knaccndmnkaumto KOHEYHbIX YCTPOUCTB

« OTCnexuBaeT UX COCTOSAHNE U perynspHo 0OHOBRSET MHOpMaLMIO, UMeS
aKTyarnbHbllA NepevyeHb NoaKMHOYEHHbIX YCTPOMCTB

Connected
Endpoints

© Fortinet Inc. All Rights Reserved.

I3 Eement Polling | Credentials | Model Configuration
Filter
Add Filter: | Select [v] | update
Ports - Displayed: 26 Total: 26 22
| 300
Status Device Label Name Default VLAN | Current VLAN | Admin Status | Operational Status|_LastModifiedBy | LastModified Date | Physical Address
@ Switch-1 IF#1 RN 3000 2 asur 2o on Link Up SYSTEM 08/08/19 03:01 AM EDT | 00:80:3E:9F:B3:2F
8  Switch-1 IF#2 S S Derack B S 3000 24 mamE G on Link Up SYSTEM 08/08119 03:31 AM EDT | 00:80:3E:9F:83:30
8  Switch-1 IF#3 E;”S”tcgtg e?;‘gfg,%‘g%*‘ Il Switch 3900-24, manuf. 3Com, on Link Up SYSTEM 08/08/19 03:31 AM EDT | 00:80:3E:9F:B3:31
8  Switch-1 IF#4 SR {omer ook KSRGS 24, manti: 3C0m. On Link Up SYSTEM 08/08/19 03:31 AM EDT | 00:80:3E:9F:B3:32
@ Sswitch-1 IF#5 L S 30024 e 2Com, on Link Up SYSTEM 08/08/19 03:01 AM EDT | 00:80:3E:9F:83:33
e : Switch-1 SuperStack Il Switch 3900-24, manuf: 3Com, . ‘ O o
@  switch-1 IF#6 SrvelA il on Link Up SYSTEM 08/08/19 03:34 AM EDT 00:80:3E:9F:B3:34
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PaclupeHHas BUOUMOCTb

oeHTndukaymsa yCTpouCTs

« Enabled
Name: Printer

- Corporate Printer Profiling Rule
Description:

Note: tech support group

«| Notify Sponsor

Automatically registers when detected,

Notifies field

— Registration Settings

Registration: ® Automatic ' Manual

Type: Printer v é B
Role: Printer v |:d
Register as: Device in Host View v

« Addto Group: | Printers v |:d

Access Availability: | Always v

— Rule Confirmation Settings
# Confirm Device Rule on Connect
«' Confirm Device Rule on Interval: |7 Days v
# Disable Device If Rule No Longer Matches Device

NMpodmnuposaHue yctpoucTs U perucrtpauus

= ABTOMaTHU4eCcKoe 1 py4yHoe npodunnposaHue
> YBeOoMSIEHME CMOHCOPOB

= YcTpouctBo Tun/Ponb
» [logTBEpPXXOEHME

= B MOMEHT NOAKMIOYEHUS

= [Jocne nogknyYeHus
» [lepmnoanyeckoe

= OTKMNOYNUTb, ECIIN HE noJstydeHo noareBepxaeHune

20 MeTtogoB npodunupoBaHus
= Yem Oornblue meTogoB= Tem BbllLe aoBepue*
= [TogaepxmMBalOTCA COCTaBHbIE NpaBuna

npogunmpoBaHng

General IIE!EH

[] Active
["] DHCP Fingerprinting

8.6

[] FortiGate

8.8

[] FortiGuard

CJHTTPHTTPS
[]IP Range
[] Location

8.6

[] Network Traffic

8.7

] ONVIF

[ ] Passive
[] Persistent Agent

8.8

[] Script

[ ] SNMP
[]ssH
[]TcP

[] Telnet
[]ubP

[] Vendor OUI

8.5

] WinRM
[] WMI Profile

» /Ilcnonb3oBaHMe ycTpaHseT 3aBucumMocTb oT 802.1x

= /lcnonb3oBaHMe areHToB, OMuUMOHAasrIbHO

© Fortinet Inc. All Rights Reserved.
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BunanmocTb yctpoucts: metoga WMI

Status Host Name Registered To Logged On User Host Role Operating System Persistent Agent Agent Version Serial Number | Hardware Type System UUID Asset Tag Host Created
- . - 4cAc4544-0052-
I napsichord NAC-Default T | 6R4ZJS1 Sen inc- OpUPIeX | 3410-805a- 02/06/19 04:59 PM EST
e b6c04f4a5331
Sta_tus IP Address Physical Address Media Type Location Actions
¥8 10121216 D4:BED9:96:76:49  Wired OE M
¥a 00:15:5D:30:80.08  Wired Q = ¥
Microsoft
Microsoft Windows 6857-0034-3603-  Corporation 594ff3dc-b2fd- 6857-0034-3603-
'Y“: 2k19test NAC-Default Server 2019 Standard @ 2043-0550-9807- Virtual Machine  488d-bOb8- 2043-0550-9807- 02/11/19 11:51 AM EST
10.0.17763 1809 84 Hyper-V UEFI 3f66931cbd87 84
Release v3.0
Status IP Address Physical Address Media Type Location Actions
¥8 10121223 00:155D:0A:B0:46  Wired QE s
VMware-42 2¢
. 2 VMware, Inc. 2c632c42-99fe-
& winsl-test T~ o ey S e Sy | VMware Virtual | b8b7-6a01- No Asset Tag 02/11/19 03:33 PM EST
o Platform None 473b412ef320
41 2e 3 20
Status |P Address Physical Address Media Type Location Actions
h 10.12.12.18 00:50:56:AC:4D:B0 Wired Q E : E
Microsoft
2 a 1403-5400-7839- 2 17a29048-a6e4- 1403-5400-7839-
W testerpc NAC-Default mcir"g’asg"sv{";%%"i’” Q 3472-3725-9775- &‘;’Sglrﬁg’c"hme 483e-acca- 3472-3725-9775- | 02/13/19 04:37 PM EST
o 30 7.0 2d0268040800 30
Status IP Address Physical Address Media Type Location Actions
@ 10121227 00:155D:0A:B0:49  Wired Q=M=
b= 00:15:5D:0A:B0:24  Wired Q=M™

© Fortinet Inc. All Rights Reserved.
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Npasuna npodgunupoBaHuga yctponucts (Device Profiling

Rules)

» Knaccngumumpyet HemsBeCTHbIE YCTPOUCTBA « [1nsa nonyYeHnsa TOYHbIX Pe3ynsLTaTtoB MOXHO
npn X NoAKJIIYEHNN K CETHU NCMNOoJ1b30BaTb pa3iinyHble METOObI
HacTpoitki noeHTudnKaumn. y
eTo4bl
perncrpauum A
NCrnoJsJib TCA ON4
ethods KraccuuumpyoT Ccronbs3ytoTes A4
o naeHTnmPuKaunmmn
ycTpoucTBa A tukal
+| Enabled noakr4aeMbiX
Name: Printes General Methods yCTpOWCTB
.. |Corporate Printer Profiling Rule Acti
Description: Sosid IP Range | TCP VendorOUI
5 DHCP Fingerprinting
= 3 7 5 EREPT c Matches if any of the following values equals the value in the field defined in the
o :?:ﬁmzﬁlczii, ::glster‘s when detected, Notifies field = :;T;PfHTTPS Vendor OUI database. Vendor OUs
€ pport group p ange Field Value
. & Location Vendor Name XEROX CORPORATION
v
__RNOt.'ﬁf St’.w";wn. Passive Vendor Name KYOCERA CORPORATION
SIS S LI ; Vendor Name HEWLETT PACKARD
i Persistent Agent
Registration: ® Automatic *' Manual SNMP
Type: Printer v )& 3 SSH
Role: Printer v ¢) TCP
Register as: Device in Host View v Lil;:ft
#| Add to Group: | Printers v Ed 2 Vendor OUI Add Modify Delete
Access Availability: | Always v WinRM
f
— Rule Confirmation Settings :I\:\: Pr:ane -
etwork Traffic
#| Confirm Device Rule on Connect FortiGate
# Confirm Device Rule on Interval: |7 Days v
# Disable Device If Rule No Longer Matiches Device
AN R
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NpodmnupoBaHHbIe YCTPOUCTBA

« Korga HeknaccuduumpoBaHHble YyCTpOUCTBA
NOAKMOYAaKTCA K CETU, OHUN OLIEHUBAKOTCH
BblOpaHHbLIMM MEeTO4aMMn, NCNONb3YyEMbIMUN B

npasunax NpounmMpoBaHns yCTPOUCTB.

Card Readers

Cameras
7%

5%

Mobile Devices
7%

Printers
1%
Profiled Devices - Displayed: 12 Total: 12
Enable: ¢ @ Rogue Evaluation Queue Size: 0
1 200 |v]

Name Rule Name Type Role Location Physical Address Notes Registered Confirm Rule on Connect Confirm Rule Interval
Johnson Controls, | carq Readers NAC-Default Switch-1 SuperStack Il Switch 3900-24, manuf: 3Com, Fast-Ethernet Port 19 00:10:8D:08:9E:18 | No Yes v 2Days
Cisco 7942 Lab IP Phones ﬁ NAC-Default Switch-1 SuperStack Il Switch 3900-24, manuf: 3Com, Fast-Ethernet Port 18 00:13:19:CE:37:.EA No Yes v 1 Days
dolinson Controls, | cardReaders NAC-Default Switch-1 SuperStack Il Switch 3900-24, manuf: 3Com, Fast-Ethernet Port 13 00:10:8D:69:41:A4 | No Yes v 2 Days
Cisco 7942 Lab IP Phones ﬁ NAC-Default Switch-1 SuperStack Il Switch 3900-24, manuf: 3Com, Fast-Ethernet Port 13 00:03:E3:69:47.CF No Yes v 1Days
Cisco 7942 Lab IP Phones ﬁ NAC-Default Switch-1 SuperStack Il Switch 3900-24, manuf: 3Com, Fast-Ethernet Port 13 00:03:E3:69:48:42 No Yes 4 1Days
Intel Corporation IP Cameras NAC-Default Switch-1 SuperStack Il Switch 3900-24, manuf: 3Com, Fast-Ethernet Port 13 00:03:47:D8:EE:C1 No Yes 14 None

Y © Fortinet Inc. All Rights Reserved.




UHTerpaumua c cuctemamu MDM

Modify MDM Service

MDM Vendor: | Fortinet EMS v

Name: :FortiNAC EMS Server Integration
Request URL: https://fortinac-ems

User ID: ihilfiker

Password:  jhi03825!

|#! Enable On Demand Registration

|| Revalidate Health Status on Connect
|#/ Remove Hosts Deleted from MDM Server
|| Enable Application Updating

|#| Enable Automatic Registration Polling 1 _ Hours

0000000000

+ Expand All | — Collapse All ‘Eg Flat View

- &% Authentication

- &% Control

- k% |dentification

4 Network Device

+ % Persistent Agent

+ &% Reports

+ g% Security

E—.-@System Communication

..... 4Gt Email Settings

..... G Firewall Tags

..... gk Fortinet FSSO Settings
..... 4Gk Log Receivers
..... 4 MDM Services
..... 4G Mobile Providers
..... 4G Patch Management

..... 4Gt Syslog Files
..... 4Gk Security Event Parsers
..... 4Gk Trap MIB Files

..... 4Gk Vulnerability Scanners
+- 5% System Management
+ @ Updates
-i--~@User/Host Management

© Fortinet Inc. All Rights Reserved.

Add MDM Service

MDM Vendor: | Microsoft InTune v

Name: Air Watch
Request URL: E

Fortinet EMS
User ID:
Password: | Google GSuite
|dentifier: MaasS360
«| Enable On [

[ ] Revalidd &S0 i@ G

¥ Remove Ho
|| Enable App

' Enable Autc

Mobile Iron

Nozomi

V8 . 6 XenMobile
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FortiNAC
KoHTponb




FortiNAC

KomnnekcHasa 6e30nacHOCTb CeTU

KoHTponb

« ABTOMaTU4ecKkasa ayTeHTUduKaumns n asTopusaumns

» [lpodmnupoBaHme nonb3oBaTesnien U yCTPoONCTB obecneymBaeT aBToMaTUYECKUI BXO B
ceTb 6€e3 yrpo3bl Anst KoMnaHum

» Bo3MOXHOCTb ncnonb3oBaHuUs Ans NPUHATUA peLLIeHI/IIZ O NOAKITHYEHUN I/IHC*)OpMaLI,I/II/I 0
poinn, MeCTonoJ1IoXXeHUN, BpEMEHU CYTOK, METPUK yCTpOIZCTBa nTAO.

* IE',I/IHaMI/I‘-IeCKOG ynpasJrieHne N KOHTPOJIb 40CTYMNa K CETU

« HacTponTe goctyn yCcTponcTBa K CETEBbIM pecypcaM Ha OCHOBE M3MEHEHUN B aKTUBHOCTH
nnun npodune

* MukpocermeHTauus ceTtu

* MaoeHTudurkaumsa yCcTporucTB 1 Nonb3oBaTenen no3BondeT onpeaensaTb rpaHyIMpoOBaHHO
OOCTYN TOMbKO K HYXHbIM pecypcam (FSSO)

* YcTponcTBa MMEKT OrpaHUYEeHHbIN OCTYN AN NpeaoTBpaLleHns 3apaXeHns n n3onsuum B
cny4vae HeobxogmMmocTun. [ocTyn MOXET AMHAMUYECKN MEHATLCS NPU N3MEHEHUU
COCTOSIHUS YCTPOUCTBA

AR
- © Fortinet Inc. All Rights Reserved. 30



KoHTponb U cermMmeHTauua gocrtyna

9 ®
b 4 + L + ¥ o @ Wl
C orporate Identify Assess Network

I Assign
Device Risk e
: ®)
A
. Assign
Contractor 'ge",t'fy Network
S Access

0 @

Assign
Network
Access

®@

Assign
Network
Access

Identify
Device

Al R
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lNMepBoe noaknro4veHne BYOD yctpoucts

Yctponctea BYOD moryT Ob1Tb NOOKHOYEHDI
K CETW BriagenbLemM yCTpOUCTBa Yyepes
Captive noptan.

HeunseecTHble ycTponctea BYOD, koTopble
NoaKMNIYaTCs K ceTu, OyayT U30NMPOBaHLI B

npoLiecce NoaKNio4YeHns U HanpaBreHbl Ha
nopTan

KoHeYHbIV nonb3oBaTenb MOXET NOAKMHYUTb
YCTPOMUCTBO K CETU, YKa3aB YYETHbIe JaHHbIX
npu cobnogeHnn BCEX HACTPOEHHbIX
NONUTUK.

[Tocre ycnelwHon permctpaunm ycTpoucTea
FortiNAC npenoctaBuT COOTBETCTBYHOLLINA
OOCTYn.

MNoptan c
BO3MOXXHOCTbHO
KacToMu3aLmm

FortiNAC: Network Access Control

=:RTINET

Network Access Control Registration

User Registration

Each user is required to verify that their BYOD Device will meet established End-Point Compliance Policies prior to connecting to the
network

You must already have a company Active Directory account in order to register.

« If you know your username and password fill out the form below and click the download button.
« If you do not know your username and password, contact the Help Desk

When you have filled out the form, you may be prompted to download and run a security scan to verify that your PC will meet these
policies. The process will take approximately one to two minutes. Do not interrupt this process while it is running

Enter your username and password. Then click the Continue button

@ nstructions

Username

Password

Continue

© Fortinet Inc. All Rights Reserved.




OueHKa XocTa 40 NOoAKIOYEeHUs U NepBoe NoAKIo4YeHue K ceTU

* N3ongauusa yctponcts

c——

—=>=0

* HensBecTHble ycTponcTBa MOryT ObliTb _
M30MMPOBaHbI CEndpoint

e YcTponcTea, He npolwleline
NPOBEPKY Ha COOTBETCTBME
nofINTUKam, MOryT ObITb
N30NMPOBaHbI

Granted
Access

Isolated
Access

« YcTponcTtea MoryT 6biTb
N305IMPOBaHblI aMUHNCTPATOPOM

 [NepBoe nogkntoyeHne (Onboarding)

* AyTeHTudurKauus nonb3oBaTens Personal / Guest Contractor

* OueHka coctosHus (Posture
evaluation)

« Kactomunsnpyembln noprarn

AN R
T © Fortinet Inc. All Rights Reserved.
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OueHka nocrne noaknyeHus
Policy

Yy s y— e Engine

Connecting

» FortiNAC policy engine nocTosiHHO Endpoint
OLIeHMBAaET XOCTh!

 [Tonntmnkm 6e3onacHoOCTU:

Granted
Access

Isolated

* Mcnonb3yet MHGOpMaLUNO O TOM, KTO,
Access

YyToO, rae M Koraa, YTooObl ANHAMUYECKMU
NpenoCcTaBnATb COOTBETCTBYOLLINNA
OOCTYI

 [lpoBepaeT cocTosHMe Be3onacHOCTH
KOHEYHOW TOYKN 1 Npwn
HeobXxoaMMOCTU N3oNnpyeT

Production

- © Fortinet Inc. All Rights Reserved. 34



NMpodounu

 [logkmntoYeHHbIe N NOAKITHOYAKOLLMECS XOCThI
NOCTOAHHO MPOBEPAKTCA Ha COOTBETCTBUNE

. Name: Contractor Production - Wired
npodunsam nonb3oBartens / xocra: o i b
r Chicago Wired Ports
° e Where
.u' (Location): Select...
* K70
Any
e Uto Who/What by Select
Group:
« Korga
- Host [Role: Contractor]
* [Npodomnn nonb3oBaTtenen / XocToB —
Who/What by :
ABNAIOTCA KOMMNOHEHTAMW NONMUTUK Attribute: wo
©e3onacHoOCTH :
Add Network Access Policy - X When: Msﬁec\;?'T:";es'oo A;d?&;‘im
JuWThF 8: - 6:
Name: |ContractorAccess-Wired | Contractor access on wired ports in Chicago
User/Host Profile: IContractor Production - Wired v“:d ];] Note: fac111ty. Allows access Weekdays 8am-6pm on]_)/.
Network Access Configuration: [ Contractor Production - Wired VLAN v | [-d (<]
Provisions all contractors to the
Note: appropriate VLAN when they connect
via a wired interface
OK Cancel
E:E © Fortinet Inc. All Rights Reserved. 35



HacTtpouka Security Policy: Logical Networks

[Mpodunum nonb3oBatenen /

XOCTOB M KOHUrypauum

NONUTUK 0ObeauHAKTCA ONng

co3gaHua NonUTUK
Oe3onacHoOCTHU

¥ Enabled
Name:

User/Host Profile:

Note:

Network Access Configuration:

Add Network Access Policy

Printers using logical configuration

Printers - Wired - Use Logical v |[-d [<]

Leverages the logical networks
defined at specific locations

Printers - Wired - Logical Configuration v I:d \;1

OK

Cancel

Add Network Access Configuration X
Name: Printers - Wired - Logical Configuration
*®' Logical Network "' Direct Configuration
Printers v | 3 [
Note:
OK Cancel
Selected Logical Network
Al R
H =
umw

© Fortinet Inc. All Rights Reserved.
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Logical Networks

Jlornyeckasa cermeHTaumsi cet ans rnosiInTuK AOCTYra

LleHTpanu3oBaHHbLIE KOHGUIypaLum yCTPOUCTB
3HaYeHUd OOCTYyna K CETU ON1A KOHKPETHbLIX YCTPOUCTB B KaXXOW FTOrMYECKON CETU

CBﬂ3b|BaeT KOHCbM praLl,I/HO C yCTpOMCTBOM (aMM) Logical networks 310 ypoBeHb abcTpakunm mexay
UMEeHeM, CO3laHHbIM Monb3oBaTernem, u
onpegeneHHbIM 3Ha4eHeM JoCTyna.

Logical Network: Guest

Kaxgas logical network
Access Access Access Access

MOXET BbiTb lnjgizaienicl ] Configuration Configuration Configuration Configurati
9 ration
ONA KaXXO0ro yCtponctBa r— g, e e E

4

-

AR
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FortiNAC je235essEsE3e3ssaseist
ABTOMaTU3npoBaHHaA
OoTBeTHasd peakKuus




FortiNAC

KomMmniekcHaa 6e3onacHOCTb CeTu

ABTOMaTMyeckasa obpaTHasa peakuus

FortiNAC aengaetca wuHon mexay SOC n NOC

. I'Iepexo,u, oT O6Hapy)KeHl/I$l K aBTOMaTU4€CKOW O6paTHOI7I peakumn Ha MHUMOEHTDbI B6esonacHoCTH

bbicTpas aBToMaTnyeckasi CopTupoBKka cobbiTuin 6e3onacHOCTU

. I'Ipanma aBToMaTtu3aumn MoryT B CHUTaHHbIE CEKYHbl pearmnpoBarb Ha USAMEHEHUA I'IpOd)I/IJ'IFI
* BbisBneHne aHoManum B OTHOCUTENbHO 3a4aHHON MOAENV noBeaeHus, obLeHNUs

YckopeHue paccnenoBaHus yrpo3 v npeaoTBpalLleHne yrpos

 WcTopusa noBeaeHns 1 gaHHbIX 00 YCTPOWCTBE, cobpaHHasa N3 HECKOMNbKNUX UCTOYHWUKOB,
[OCTYMNHa cpasy

Bo3MOXXHOCTb 3aaHus NPON3BONbHOW peakuum

 [pocTenwune npumepsbl: KapaHTUH UK AOCTYN TOMNbKO K VIHTEpHET

© Fortinet Inc. All Rights Reserved.

39




ABTOMaTU3MpoBaHHasa OoTBeTHas peakuus

Isolate/Contain

Compromised endpoint

Vi attempts to call home
Infected o X

Laptop

< BEas ./'\. ()
Switch W e D @ g ‘
e = Events Correlation Engine _’f
Alerts FortiNAC of

compromised endpoint

Short Threat
Containment
Timeline

FortiNAC

FortiGate

Callback
blocked @ EEE
Command
Internet & Control
Server

= © Fortinet Inc. All Rights Reserved. 40



ABTOMaTM3auUunsA N CBAA3b C APYTMMM PeLUeHUSAMMU

F=. HTII'IET%

S bmec Remedy FortiSIEM servicenbw

>

=

B splunk>

A P
F:2:RTINET
"‘J\w OZOMI
-.,’ 0‘ & NETWORKS
FortiGate o %,
o O
\ %,
Visibility g

of @ <

T © Fortinet Inc. All Rights Reserved.
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JInueHsnpoBaHue




BapuaHtbl ncnonHeHmsa FortiNAC

NAK — nporpammMmHo-
annapaTtHbIN KOMIMJEeKC

« 3 Control & Application
Appliances

 Manager

« FAZ

BI/IpTya.ﬂbele MalUUNHbI

Control / Application VM
Manager VM
FAZ Analytics VM

© Fortinet Inc. All Rights Reserved.

YpOBHMU NULEH3UpPOBaHUSA

1. Base
» [leTekTnpoBaHune
2. Plus

» [leTeKkTpoBaHME N KOHTPOIb
3. Pro

« [leTekTupoBaHue, KOHTPOIb U
peakuus

43



FortiNAC nuueH3npoBaHue

* ﬂI/ILI,eH3I/IpOBaHI/IG Ha OCHOBE KoJfin4yeCctBa oaHOBpPeéMeHHO NoAKJTHOYEeHHbIX KOHEYHbIX
TOYeK

License Information: Manual ¢
Type Total In Use Available % Used
Concurrent Licenses 500 1 499 0%

* JlnueHsnpoBaHne OCHOBAHO HA MAaKCMMaNbHOM KONM4ecTBe OA4HOBPEMEHHO NOAKIMOYEHHbIX
NPOBOAHbLIX N 6ecNPOBOAHbLIX KOHEYHbLIX YCTPOMCTB, NCKIToYas NMHPPACTPYKTYpy (KOMMYyTaTopbI,
TOYKM OOCTYMNa, MEXCETEBbIE 3KPaHbl, MapLUPyTM3aTopPhbI).

* Bbl MOXeTe nmeTb 6ornblle 3aperMcTpUpPOBaHHbIX YCTPONCTB, YEM JTIULIEH3UIN, €CNU OHU HE NOAOKITHOYEHbI
OOQHOBPEMEHHO

 JlnueHsnpoBaHNe He NPUBA3AHO K KONM4YecTBY NOPTOB!

* HoyTOyk MOXET ObITb NOAKMNIOYEH KaK NPOBOAHbLIM (Yepes3 AOK-CTaHUMIO), Tak U 6ecnpoBOgHbIM
cnocobom, 4YTo NoTpebyeT 2 nuueH3nmn (ecnu Ha HoyTbyke He ucnonbadyetcs areHT FNAC)

* ﬂI/ILI,eH3I/IpOBaHI/Ie Ha OCHOBE Kolnm4yectBa ogHOBpPeMeHHO NoAKJTHYEeHHbIX KOHEYHbIX TOYEK

* JINUueH3nn NOCTOAHHbIE UMK MO NOAMNUCKE

- © Fortinet Inc. All Rights Reserved. 44



FortiNAC - ypoBHM NUUEH3NpOBaHUSA

FORTINAC LICENSE TYPES BASE PLUS PRO
Network Network Discovery @ @

©

Endpoint Enhanced Visiblity

Visibility Anomaly Detecton © © ©

Persistent Agent

User Authenticaticn

Automation / Control

Full RADIUS (EAP)
BYOD / Onboarding

Guest Management @ @
Endpoint Compliance @ @
Web & Firewall Single Sign-on @ @

Event Correlation

Extensible Actions & Audit Trail

neentiespense MertCritcalty&Routng O
Guided Triage Workflows @
"""""""""""""""""""""""""" lnbound Security Events gy
Integrations Outbound SecurityEvents O N Do
Y L Q Q] & N—
Reporting Customizable Reports @ @ @
amn

= © Fortinet Inc. All Rights Reserved. 45



FortiNAC

CansuHr peLeHus



Caun3uHr

gﬁVIB%I:/IHF YYMTbIBAET KONMMYECTBO NMOPTOB MHPPACTPYKTYPbI AOCTYMNa + KONMMYECTBO NOSb30BaTENeN

CymMMapHO JaHHOe 3HaYeHue NpUMEHSIeTCs Npu noadope annapaTHoro annnavHca unyu BM

[Mpumep:

Y KomnaHuu A nmeertcs:.

90 x kKommyTaTOpOB Ha 24 nopTa

25 X KOMMyTaTtopoB Ha 48 nopToB  _

1 x koHTponnep BJIBC, (2.000 yctponcts BJIBC)

Ntoro 1.200 + 1.200 + 2.000 = 4.400 nopTtos

FNAC — small, 0o 2.000 nopmos
FNAC — medium, 0o 15.000 nopmos
FNAC - large, do 25.000 nopmos

- © Fortinet Inc. All Rights Reserved. 47



Bbi6op annapatHoro NAC

HARDWARE SERVER SIZING

HARDWARE
Hardware Server Type Target Environment Capacity
FortiNAC-CA-500C Standalone Appliance Small Environments Manages up to 2,000 ports in the network*
__________________________________________ (Integrated Control Serverand APDICBUON SBIVEE) oot os oottt ot et e 4t 4 4 st et oot e
FOTHINAC OBt .. High PeliomnanceCantioiand Rppiicatian Semver ... ] MeaumiEnvienments Manades Upto/15,000.portcTa the ROtWoTKE
R =g High Fenformanpes-onimiandppiication perige  Large BRvignmentswilriews craistontrgent Manages Upito 25,000 ponts Inthermetwork ..
FortiNAC-M-550C Management Appliance Multi-site environments with multiple appliances Unlimited

(Provides centralized management when multiple
appliances are deployed)

* “Ports” in the network = total number of switch ports + maximum number of concurrent wireless connections. FortiNAC sizes the appliance capacity based on total port counts not total
number of devices.

https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortinac.pdf

-mw © Fortinet Inc. All Rights Reserved. 48


https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortinac.pdf

Bsiobop NAC VM

VM SERVER RESOURCE SIZING

Network Size Target Environment SKU vCPU** Memory Disk
BB e el blecs ko SO ALl ok S i SR SRS, S e o4 oA
A kL R bt L SR s 0 L T - —— s AP it PR
Vpre25000pots Inhemertwonc”. ) Large Environment ... FNC-CAVM 6 %CB loee
Unlimited Large Environment FNC-M-VM 20 32 GB 100 GB

* “Ports” in the network = total number of switch ports + maximum number of concurrent wireless connections. FortiNAC sizes the appliance capacity based on total port counts not total
number of devices.

** The values in the vCPU column are only guidelines. Individual environments may vary.

https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/fortinac.pdf

- © Fortinet Inc. All Rights Reserved. 49
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FortiNAC: pekomeHpauuu no BbIOOPY moaenu

@

Persistent Agent Mpwu ncnonb3oBaHumn
802.1x + Persistent
Agent
FNAC CA 500 2.000 1.800 1.800 1.600
FNAC CA 600 15.000 13.500 13.500 12.000
FNAC CA 700 25.000 22.500 22.500 20.000
FNAC CAVM 25.000 22.500 22.500 20.000

MacwTtabuposaHue VM obecneunBaetca 3a cyeT gobdasneHmns Hoebix VM
WHCTaHCOB

PekomeHayetca 3aknagbiBatb Bce KOMNoHeHTbl NAC 1 HA koHurypauum

= © Fortinet Inc. All Rights Reserved. 50



Beb-noptan FortiNAC

WELCOME

Please sign in to access the Internet
SIGN IN I‘
: 9
Don't have an account yet ? Create Account ‘

CORPORATE

Please sign in to access the Internet Acceptable Use Policy

SIGN IN

POLICY CONTENT HERE

- © Fortinet Inc. All Rights Reserved. 51



FortiNAC

NcTtopuu ycnexa



UcTopusa ycnexa - 3apaBooXpaHeHue

3akas3uuk: Atrius Health

* 10,000 coTpygHukoB
» 36 nokauwnn B Hoson AHrnnm (permoH Ha cesepo-BocToke CLLA)
* 740,000 nauneHTOB

* Electronic Medical Record (EMR)

» CnoXxHocTtn: BUOMMOCTb N KOHTPOIb
 [1IpOCMOTpPETL BCE YCTPOMUCTBA B KAXXOOM MECTE
« 3awmTnTe BCE NOPThI U BecnpoBOaHOW AOCTYN
» CooteetcTtBme HIPPA

» BapunaHT nuuenanpoBaHma FortiNAC: Plus
» CeTb NocTpoeHHada Ha ceteBoM obopyaoBaHun Cisco

Y © Fortinet Inc. All Rights Reserved.

Atrius Health
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UcTopusa ycnexa — «<ymHoe» 3aaHue [ loT

Project: New smart building complex

* 6,000 ycTponcTe COTPYOHMKOB
« 3,000 loT ycTpouncTts

» KoHTpOnb OKpyxatowen cpeqbl

» be3onacHble NMdThI

» 1,300 BuOeo kamep

» CeteBoe obopynoBaHme: Cisco, Arista
CnoxHocTtu: BUAMMOCTb 1 KOHTPOIb
 [1IpoCcMOTpPETL BCE YCTPOUCTBA B KaXXQ0OM MECTe
» KoHTpOnupoBaTb MPOBOAHLIE N BecnpoBOAHbLIE

noaKnYeHns

= © Fortinet Inc. All Rights Reserved. 54



Kno4yeBble npeumMyLwiecTtsa nnatgopmbl

Bonbwon noptdens peweHnn gononHsawwnx NAC (B yactn obHapyxeHus,
OrnoknpoBaHuUA, NPOBUXUHIa, ayTeHTUdMKaumm, 3alnTbl U T.4.)

~ » [logaoepxka 6onee 4yem 2,300 ceTeBbIX YCTPONUCTB MHAPACTPYKTYPbI

« [yctopoHHun APIs ana nHterpauunmn FortiNAC co ctopoHHMMM pewieHusmu (150+ BeHaopoB)
*

* oeHTndomkaumns yCcTpoOUCTB 3a CEKYHAbI

Noanepxka npoBoaHOM 1 6ecnpoBogHOM cpeabl

.))
x « PaboTaeT He Tonbko ¢ 802.1X ans obHapyXeHns UnNu NPUMEHEHUST NONTUTUK

* HenpepblBHAs oLeHKa COCTOSIHUA YCTPOUCTBA, Kak Ans NpoBoAHbIX, Tak U 6ecnpoBOAHbLIX
YCTPONCTB

MacwTtabupyeman apxutektypa

Q\ /. « ApxuTekTypa He TpebyeT ceTeBoro Tpaduka, Takum obpasom yCTpaHAeTcss HE0OXOAMMOCTb

pa3BepTbiBaHUA yCTpOVICTBa (BI/IpTyaJ'IbHOI'O ninn (bVI3I/I\-IeCKOI'O) Ha Kakgom cauTe npun 3aljnuTte
HECKOJIbKNUX CanToOB

./ ‘\' * MoXeT ObITb NEerko pasBepHyT noctaBLmnkamm yenyr n MSSP 6narogapsi BO3MOXXHOCTAM
pa3BepTbiBaHUS Ha BUPTYyaribHOW MallMHe 1 B obnake.
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