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TpagunumoHHada WAN vs
Secure SD-WAN




TpaanumoHHaa WAN

Kakne npobnemsbl 3acTaBnsaoT 3agymaTbest 0 mogepHusaummn WAN

1. MPLS / BblaeneHHble KaHanbl - 2. 3arpy3Ka KaHanoB CBSI3M - 3. MapwpyTtusauusa / 6anaHcupoBKa
[oporve KaHanbl CBA3N BeCb Tpaduk mapipyTtmsmnpyetca B HQ un 6e3 yyeTa xapakTepuCcTuK KaHanos B
MHcnekTnpyetca B HQ pearibHOM BpeMeHU

—— DC / Private Cloud

SAPd

ORACLE’

LleHTpanbHbIX

CiTRIX
vmware

MPLS / BblgerneHHbIe KaHansbl
NHtepHet / Public cloud (HQ)
DC / Private cloud (HQ)

Public Cloud (SaaS, laaS)

BusHec-npunoxeHns A
ObnayHble cepBucbl A
06 A oopetion

3agepxku A
MPLS Cost A

] Office365 & Dropbox  CiTRIX
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N
Secure SD-WAN SD-WAN — Habop TeXHONormi no
70 370 1 KOMY OyieT nonesHo ? nocTpoeHus cospemeHHon WAN

* WHTennekTyanbHaa naeHTunkauma npunoXxXeHn 1
onpeaenenns ans HUX nNyyllero KaHasna cBA3Mn nyTem
KOHTPOJIA XapaKTepUCTUK KaHarioB B pexnme
peanbHoro BpemeHnun (packet loss, latency, jitter)

YnyuweHue Nnpou3BoAUTENbLHOCTHU
1 NPUNIOXXeHUM (NoBbIWEeHue
yOOBINEeTBOPEHHOCTU Nonb30BaTenen)

 PacwunpeHHbIn hyHKLMOHAN 6e30nacHOCTU
(NGFW+SSL Insp.) npu goctyne B Internet n Public
Cloud u3 dounmana / ueHTpanbHoro oguca (backup)

 WHTerpauusa B ogHom yctpounctee cepeucos WAN
3 YnpolyeHue ausanHa WAN Edge: uHTennekTyanbHasa MmapwpyTtusauus, QoS,
FEC/PD, 6anaHcupoBka, failover, ceTeBas
6e30nacHOCTD ....

Ob6ecneyeHune 6e3onacHoro
poctyna B Internet / Public Cloud
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Secure SD-WAN

UT0 31O 1 KOMY OyAeT nonesHo ?

. EfvHas ueHTpanu3oBaHHas CUCTEMa YNpaBneHus
4 YnpolueHne ynpasneHus u “Security + SD-WAN + switching + wireless”

BHEAPEHUSA  Cucrtema BHeagpeHua ZTP

-
* YMeHblueHuUue onepaunMoHHbLIX pPpacxXxoanoB 3a CHET

5 JkoHomus 3aTpar (OpEX, NCNONb30BaHUA pa3fnmyHbIX KaHanoB cBA3u (broadband,
CapEx) u rubkocTb MPLS, 4G/LTE) ana nogknoveHus ounmanos
noaKn4vyeHus « KoHconupauusa oyHKUUN B OOHOM YCTPOUCTBE

* HTerpnpoBaHHbIN KOHTpoOnep Kommyrtatopos u T[4
(ynpaBneHue, KoHpurypaums n moHntopuHr), FOS NAC
* WHTerpauumsa c gpyrumm npoaykramm - FNAC, FSA, FAC
« be3onacHocTb nonb3oBaTenbCcKkux yctponcts (FCL-EMS)
« 2FA

- © Fortinet Inc. All Rights Reserved. 6
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Peanuszauusa \WAN ¢ ucnons3oBaHuem Secure SD-WAN

LleHTpanbHbIX
ocuc

ISP1/ MPLS / Internet
2 ] iPsec

8.
ﬁP 2 / Internet )

BesonacHbIn aoctyn B cetb MHTepHeT U K
cepBucam B Public Cloud

banaHcunpoBka n pesepsupoBaHue (failover)

SD-WAN TexHonoruu BxogaT B coctaB OC FortiOS un
He TPeOyrT OTAENbHOro NMMUEeH3MPOBaHUSA

== © Fortinet Inc. All Rights Reserved.

DC / Private Cloud

SADd

ORACLE
CiTRIX

vmware

AdhekTBHAA MapLupyTUsaumsa Tpacuka KPUTUYHbIX
npunoxeHun (Voice & Video) n 6usHec-npunoxeHumn
WHTEenNNeKTyasnbHasg MapLupyTU3MpyeTcs C y4eTomM
XapaKTepUCTUK KaHanoB CBA3N K cTpaTernn Bolbopa KaHanos

CBA3N

BanaHcunposka u pesepsupoBaHue (failover)

Public Cloud (SaaS, laaS)

) Office365 3 box  CITRIX




N
Gartner: “Kakue Tpyn oCHOBHbIe NpobnemMbl (ecCnu TakoBble

nmerotcs) ¢ sawen WAN cerogHa ?”

. First Choice . Second Third Sum of Top Three

Application Performance

Management: Visibility, monitoring 11% S0
and troubleshooting
. L . . o 5 31%
Meeting cloud/digital-specific requirements 10% 10%
Lack of agility/flexibility m 22%

0% 40% 80%

Availability

Percentage of Respondents

Base: Total, excluding no specific concerns; n = 303 . . . . . .
QO07: What the top three biggest concerns (if any) with your overall WAN today? Gartner Survey Analysis: Address Security and Digital Concerns to Maintain Rapid SD-WAN Growth, Naresh Singh, 12 November 2018
ID: 355369

3aKa34umku CUHUTAIOT, 4YTO 0e30MnacHOCTb ABMISIETCA OCHOBHbIM BOMNPOCOM B paMKaX CyuleCTBYHOLUX

WAN, 3a KoTopbIMU CrieayoT MPOU3BOANTENBbHOCTL NPUSTIOXKEHUN U CTOMMOCTL peweHnsa WAN



KoMnoHeHTbI pelweHuns
Secure SD-WAN




Secure SD-WAN

KOMMOHEHTLI peLLeHns

FortiGate — kopnopatmsHbin Firewall ¢ doyHkunoHanom SD-WAN (FGT)

FortiManager — ueHTpanu3oBaHHas cuctema ynpasneHus 1 MoHnTopuHra (FMG)

FortiAnalyzer — ueHTpanuaoBaHHas cuctemMa cbopa, aHannsa u Koppenaumm
XypHarnbHbIX doannos (f1oros) U obecneveHne otdyeTHOCTU (FAZ)

- DN | -

FortiGate Cloud — obnayHasi LeHTpanmM3oBaHHaa cucTema ynpaBneHnust U MOHUTOPUHra

FortiDeploy — komnoHeHT ZTP B cocTtaBe FortiGateCloud

© Fortinet Inc. All Rights Reserved. 10




ApXUTeKTypa
Secure SD-WAN




Apxutektypa Fortinet Secure SD-WAN (Controllerless)

Orchestration 1 Management plane

. FbiMamgememCeer
B & [0 oe

EEE
@

NOC/sOC

-

Logging & Automation I0C/
Reporting Engine Analytics

Fabric Management Center

R :
=
iy,
So

I FMG Monitoring

Management

ZTP

SD-WAN API Connectors

Orchestrator

Labs

Security Services
ds
&)

FortiGuard FortiSandbox Security

Rating
Service

'W“‘w“'ﬂl'
Switched
Ethernet

- PO,
= T

MPLS Broadband 3G/4G/LTE/5G

XYY @HY

/

!
; Management

SD-BRANCH

WiFi Switch Endpoint  NAC

WAN Edge

X =t

QoS

Routing

SD-WAN Services

SPU
WAN path Cloud Security VPN Adv Routing
SSL Content IPS Anti-Botnet Reputation Security WAN path d.pa' obtimization y
Inspection Filter Control Processor EIVe control remediation p

12


http://help.fortinet.com/fclient/olh/6-0-3/Content/Document/100_Intro/0000_Introduction.htm

FortiGate




FortiGate — mogenbHbIN pAQ*
OT HebonbLlKnx ounuanos go KpynHeix LUOI

FortiOS =
UHTepdencnol

NMpounssoautensHoctb (SOC, NP, CP)

FortiGate 200-600

FortiGate 40-100

FortiGate 1000-6000

FortiGate 5000
FortiGate 7000

T YT
FortiGate 60 mm Microsoft
. VM Hyper-V
M {. -
CITRIX
XenServer
= vmware
X = vSphere
_ Hig_h-End ngh-End UM Cloud
Industry Entry-Level Mid-Range Fixed Chassis (BYOL, PAYG)
E:E *Top Selling Models - https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/Fortinet Product Matrix.pdf
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https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/Fortinet_Product_Matrix.pdf

Jsontoumnsa Fortinet Security Processor Unit (SPU)

YcKopeHune ceteBoro Tpaduka YcKkopeHne KOHTEHTHOW 00paboTKu CPU+CP9XLite+NP6XLite

cPs || ! | cp7 | ! ! | cps | ! i i ' | cPo

ama === ] | | | | | | | | 2
NP2 | nea | | | | | | | i | np?

Yhquemiae | | | | | | | | |
apXUTEKTYpLI, | (=1 (=1 | | =1 [=

€MKOCTH U i =) s ) | | ) v B e
npon3BoanTeribHOCTMU ! ' ! | . | !

2006 | 2007 | 2008 | 2009 | 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016.. | 2019 | 2020

AlR
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[MpenmyLlecTBa ncnonb3oBaHna SPU

CPU Only
«KNnaccuYeckum
noaxon»

YnpaBneHue noniTUKamMmm

UHcnekuua Tpadumka

BonbWUHCTBO
npousBoauTeneu
ob6opynoBaHuA

Apxutektypa Fortinet
Parallel Path Processing (PPP)

O6paboTtka
nakeTtoB

* |Pv4/IPv6 FW
* |PSec VPN
* Multicast

i I o
YnpaBneHue |

WHcnekuuna OonTUMM3Npo | Bbiwe
nonuTUKamm Tpacpmka BaHHbLIA Mix | NPOU3BOAUTENbLHOCTb

CPU
MeHbLue
3apepxkka
* Session est + SSL VPN
* Configuration + SSL Deep
* Logging Inspection
* Reporting « UTP (IPS, AC,

Anti-Malware)

© Fortinet Inc. All Rights Reserved. 16




PyHKUMOHan 6esonacHoctun FGT

'1 Application 5 WEB- n DNS-filter @
Control
<)
2 IPS 6 IPSec, SSL/TLS | IPsec |
VPN, ADVPN

3 Anti-Botnet

7 SSL/TLS C)\
Inspection

@&

B,

4 Anti-Malware 8 FSA Integration

R
H- © Fortinet Inc. All Rights Reserved. 17
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PyHKumoHan SD-WAN FGT

* WpeHtTndmkauusa npunoxeHnn (FortiGuard, 5000+)
YnpaBneHue MapLipyTM3aumven *  MOHUTOPUMHI XapakTePUCTUK KaHarnoB cBA3n + SLA targets
yepe3 WAN (path control)  [IunHammyeckuii BbIGOP KaHana Ha oCHOBe MpaBun 1 cTpaTerni
» [lepekntoyeHne mapLipytusaunm ( - path failover)

« Forward error correction (= BOCCTaHOBIEHUE)

2 BoccTaHoBneHue/ynyuueHue « [yb6nupoBaHue NakeToB (= BOCCTAHOBIEHUE)
pab6otbl Ha WAN (path - BanaHcupoBka Tpaduka yepes Aggregation IPSec VPN (per
remediation) packet / by the weight = yBennyeHne BW)

» [lonb3oBatenbckux rpynn (User Identity Based)
8 MapupyTusauus Tpaduka (Ha « [logceTel, NPOTOKOOB, NMOPTOB
OCHOBe) « Tunos npunoxexuii / ISDB
« Custom application / ISDB

- © Fortinet Inc. All Rights Reserved. 18



FortiManager




FortiManager

YnpaBneHue, * LUeHTpanunsoBaHHas cuctema ynpasreHuUsa u KoHdurypauum FW,
1 KoHdurypaums, KommyTtartopos, T[]
MOHMUTOPUHT * MapuwpyTtnsaums, kommytaums, wireless, SD-WAN, security, VPN ....

Multi-Tenancy un
Role-Based « MHorononb3oBatensckoe (ADOM) n ponesoe agMUHUCTPUPOBaHNE

Administration

SD-WAN « LeHTpanusoBaHHas KOHMOUIypaLms 1 MOHUTOPUHT SD-WAN
Orchestration * YnpouleHue n aBTomaTtusauuns psga koHpurypaumm ansa SD-WAN (onumoHanbHO)

— © Fortinet Inc. All Rights Reserved. 20




FortiAnalyzer




FortiAnalyzer &

Coop mn » LleHTpannaoBaHHasa cuctema coopa, Koppenaumm n aHanmsa XypHanbHbIX

1 Koppensauusa qDBVIﬂOB (J'IOI'OB)
noros

2 AHanu3s fnoroB " * AHanm3 noros n NOCTPOEHME BCECTOPOHHMX OTYETOB A MOHMMaHUA CUTyaLunn
OTYEeTHOCTb B CETU

» [eHepauuna yBegomneHun (events) B FAZ/email/SNMP/syslog, Ha ocHoBe

leHepauys . onpeaerieHHbIX cobbiTur B norax (06padoTymnkn codbbITu) Ans

yBeéaoMIieHun NPUOPUTU3ALIUM U (POKYCUPOBKN Ha BaXKHbIX COObITUAX

BoisBneHue |[OC * BbisgsBneHne B norax vHAMKaTopoB KOMMNPOMETALMN U aBTOMAaTMU3aLNsA peakuum
4 N aBTOMaTun3auus Ha BbIABJIEHHbIE YIPO3bl (OI'ILI,I/IOHaJ'IbHO)

AlR
H- © Fortinet Inc. All Rights Reserved. 22




ABTOMaTHn4yeckoe
pa3BepTbiBaHUe N Ha4vanbHoOe
KOHdourypuposaHue (ZTP) m




N
O6bwan cxema peanusauum Zero Touch Provisioning (ZTP)

ABTOMaTU4YecKoe pa3BEépThbiBaHMEe U HaYanbHoe KOHUrypupoBaHue

0 p/n: FDP-SINGLE-USE

LEHTPAJIIbHbLIN
ooduC / Uoa

FORTINET
CLOUD

______ !__ ~ FortiGate Cloud E

_________________ , FortiDeploy* @

Peructpauumsa cloud key Bcex FGT-oB

FortiManager

OUNUAN

Mony4yeHue |IP-appeca

Management TyHHenb K FortiGate Cloud
OtnpaBka FGT-y IP FMG-a

DHCP nnu FortiGate
ISP DHCP (3aBop. HacTp.)

Al W[N] PFL]|O

Moaknro4veHue kK FMG-y

=m *https://mww.forticloud.com: https://europe.forticloud.com * Bkn. FG-200 24
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Ilnoep B obnactu Network Firewall u Wan Edge

2020 Magic Quadrant for

2021 Magic Quadrant for
Network Firewalls

WAN Edge Infrastructure

Figure 1. Magic Quadrant for Network Firewalls Figure 1: Magic Quadrant for WAN Edge Infrastructure

Palo Alto Networks
@
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WAN — Tononorua Hub & Spoke

Internet Overlay
Internet

LAN

FGT (SD WAN+SEC)
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WAN - Tononoruna ADVPN

Internet Overlay
Internet

LAN

FGT (SD-WAN+SEC)

¢ = O O i [

3 ke
O S
S LogMe@® ciTRIX S
=4 ] Office365 [ ogvie . Internet c
<3 Dropbox @ _ @
o
E m m‘ @LE"II »)
4 u DT o
.g Provisioning ~ Threat SIEM & Fabric }}
o Server Intelligence  Analytics Management o)
Center @@. 2
S %) B
O ' e
POE ©
: @
y FGT (SD-WAN+SEC)
| ID MPLS
N - \ '@@ ;.é-
. G éﬁ A
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\g\;\
FGT (SD-WAN+SEC)
AlR
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Secure SD-Branch




PeweHue Secure SD-Branch

FortiSwitch — npoBogHoe . .
TOMISWITCH — NPoBOA FortiAP — wireless

noAKTIioHene noaKnoyeHne
| nornb3oBarenen un A N
! i I —— nonk3oBareneli u
i ) l ! YCTPOWCTB
FortiNAC — BUONMOCTb U KOHTPOJ1b o(f d ;-@-
AOCTyMna YCTPOWCTB K CETU \!_—'/
FortiAuthenticator - ynpaBneHue 4ocTtynom @ \\Q @
N ayTeHTUdmnKaumsa nonb3oBaTtenemn
""""""" FortiToken —
OByXxchakTopHas
\ / ayTeHTUdMKaLms
FortiExtender - 3G/4G FortiGate - P Q

MoZeM, A5 NOCTPOeHUS
pe3epBHbIXx WAN KaHarnos

SD-WAN+Sec

1

FortiGate —
BCTPOEHHbIN
KoHTposnsiep FSW n
FAP, FOS NAC

FortiClient-EMS —
3awmTa paboymx
cTaHummn

FortiSandbox - 3awuTa
ot 0-day yrpo3s

AlR
- © Fortinet Inc. All Rights Reserved.

33




[MpenmyliectBa Secure SD-Branch

1 Be3onacHoOCTb * WHTerpmpoBaHHasa BCeCTOPOHHSAA be3onacHocTb oT WAN Edge go
paboyen ctaHumn

» [nbkas nHterpaumm Sec, WAN, LAN + gon. cuctembl (BUAUMOCTb,
aBToOMaTu3auus)

« EpuHasa cucrema ynpasneHuna FMC (FMG+FAZ) gonsa Sec, WAN, LAN

* LUunpokunin qoyHKLMOoHan

« MacwTabupyemasi apxutekTypa

2 NMpoctoTa n
YHKLMOHANbHOCTb

* MeHbLuUe YyCTPOWUCTB, NMULEH3UN, CEPBUCOB TEX. NOALEPKKU

3 CHuXxeHue
» [lpocToe BHeapeHue (ztp pacnpocTpaHseTca u Ha FSW, FAP)

COBOKYMHON
CTOMMOCTM BriageHus

- © Fortinet Inc. All Rights Reserved. 34
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SD-WAN Zones

@ Dashboard 4l SD-WAN Zones SD-WAN Rules Performance SLAs
% Network Bandwldth Volume = Sessions
Download Upload
‘ BT 10 B e 10 1. SD-WAN members
Ow.INET1 2.0 Ow_INET1_2_0
B W_INET2_1.0 EW_INET2_1_0 2 . S D-WAN Zones
T°ta' E W INET2 2.0 EW_INET2.2.0
BwW_MPLS_1.0 BEw_MPLS_1.0 3. Zones are used
‘v Ew_MPLS 20 Ew_MPLS 20 4 U t t_ t_
Interfaces & Gateway © Cost & Download = Upload = Active Sessions & Bytes Received & Bytes Sent Status
S @ virtual-wan-link
Routing Objects
i
Mult @ SASE
e I @ Overlay I
e @ WINETL10 0.0.0.0 0 3.92 kbps 1.50 kbps M 3 15.78 MB 6.02MB 1 ® Enable
"""" ® () WINET1 20 0.0.00 0 2.21 kbps 867 bps 1 2 583 MB 3.46MB | @ Enable
""" & (s« W_INET2.1.0 0.0.0.0 0 3.96 kbps 1.52 kbps ® 3 15786 MB 6.02MB I @ Enable
e D W_INET2.2.0 0.0.0.0 0 2.21 kbps 864 bps 1 2 8.83MB 3.46 MB | ® Enable
""" ® (s] WMPLS 10 0.0.0.0 0 5.67 kbps 2.15kbps W 4 22.69MB 8.59MB © Enable
— R 2 W_MPLS_2 0 0.0.0.0 0 3.92 kbps 1.50 kbps W 3 15.74 MB 6.02MB I © Enable
ecurity Fabric
e |a
T : I a Underlay I
""" e [# port1 100.64.64.1 0 14.88 kbps 14.31 kbps N 9 250.94 MB 107.17 ME I @ Enable
Loe M port2 100.65.65.1 0 7.85 kbps 7.87 kbps — 7 31.32 MB 31.36MB W ® Enable
amn . .
- © Fortinet Inc. All Rights Reserved. 36



SD-WAN Performance SLA - link health monitoring

= Q
# Dashboard Edit Performance SLA
#+ Network SLA Details
) Name HQ el
Interfaces Packet Loss Latency  Jitter
e Probe mode € WLYETN Passive | Prefer Passive
BbE Brotocal B e ons @ W_INET1.1.0 0.00% 2.91ms  1.45ms
Packet Capture .
Server 10100991 1. Measures the health of links @ WINETL20 000% | 259ms | 142ms
SD-WAN
. © 2. SLA Target/s @ W_INET2.1.0 | 0.00% 273ms | 163ms
Static Routes
Sl v Participants AlI SD-WAN Members 3. Link Status @ W_INET2.2.0 0.00% 264ms  1.29ms
: @ WINET1 10 x C A
P - - = W _MPLS_1.0 | 0.00% 270ms | 1.40ms
RIF o W INET1 20 x 4. SLA statistics
OSPF 1 W_INET2_ 1.0 » 1 W_MPLS_2.0 0.00% 2.60ms  0.94ms
IGP 21 W_INETZ2_2.0 ®
Routing Objects o x‘mit:-;—g : Additional Information
Multicast - - T + @& AP| Preview
B Policy & Objects s_ EditinCLI
SLA Target (i ]
Latency threshold O | 100 L ms & Performance SLA Setup Guides
Jitter threshold O 5 2 ms & LinkMonitoring &
Packet Loss threshold @ | 5 % & SLATargets
Jocumentation
Link Status (@ Documentation
& Online Help &
Check interval 500 Z | ms B Video Tutorials
Failures before inactive @ 5 e
Restore link after @ 5 2 check(s)
Actions when Inactive
Update staticroute @ @O




SD-WAN Performance SLA - link health monitoring

1. BusyanbHoe 1 TabnnyHoe oTobpakeHne XxapakTepucTmK
2. DSCP B TectoBbix naketax (CLI)

3. SNMP, RESP API

4. Logs (local), FAZ

@ Dashboard SD-WAN Zones  SD-WANRules | Performance SLAs

b Network
Interfaces =
I, T e W_INET1.1.0
JJ' s W_INET1_2 0
————————————————————————————————————————————————— fr o —------www ... eeme.e.e.e. ... ewww~ W INET2:1 0
Jr ~ W_INETZ 20
JJr' A W_MPLS_1.0
r; ~ W_MPLS_2 0
Orns I — — — - ! I - — - o —
12:56 12:57 12:58 12:59 13:01 13:02 13:03 13:04 13:05
# Edit | B Delete Search Q
Name & Detect Server 5 Packet Loss Latency Jitter Failure Threshold = Recovery Threshold = Protocol
Multicast
Default_AWS http:/faws.amazon.com/ 5 10 HTTP
y Pol
Default_DNS 8.8.8.5 5 10 DNS
208.91.11252
{Systern DNS)
Default_FortiGuard http:/ffortiguard.com/ 5 10 HTTP
Default_Gmail zmail.com 5 10 Ping
Default_Google Search http:/fwww.google.com/ 5 10 HTTP
. Default_Office_3465 http/fwww.office.com/ 5 10 HTTP
HQ 10.100.99.1 W_INET1_1_0:©0.00% W_INET1_ 1 0:© 56.52ms W_INET1_1 0:@0.61ms 5 5 Ping
W_INET1_2_0: $0.00% W_INET1 2 0:@ 2.60ms W_INET1 2 0:©2.42ms
W_INET2_1_0: ©0.00% | W INET2 1 0:© 141.96ms | W_INET2_1_0:©0.83ms
W_INET2_2_0: ©0.00% W_INET2 2 _0:@ 1.89ms W_INET2_2 0:©0.94ms

@ «@ @



SD-WAN Rules

7 | !

8- > @- O-
SD-WAN Zones SD-WAN Rules Performance SLAs
Edit 'm Clone | & Delete Search Q
1D Name Source Destination Criteria Members Hit Count
E Irv4 @
To_Corporate_Resource_Primary B INT_LAN B EXT_LAN SLA 2 W_INET1_10® 0
=V W_INET2_1_0
2 W_MPLS_1.0
To_Corporate_Resource_Backup B INT LAN B EXT LAN SLA @ WINET120& ]
2 W_INET2_2_0
2 W_MPLS 2 0
Business-Critical-HighPriority B INT LAN Salesfarce SLA ™ port1 @ 0
GoToMeeting ™ port2
= W_MPLS 10
= W_MPLS 2 0
Business-Critical-MedPriority & INT_LAN Microsoft.Portal SLA ™ port2 @ 68
™ portl
21 W_MPLS_2 0
2 W_MPLS_1.0
Non-Business-Critical T INT_LAN B all Latency ™ port1 @ 582
™ port?
[ Implicit €
sd-wan & all & all Source IP O any




SD-WAN Rules — Implicit Rule

------ Edit Implicit Rule

Load Balancing Algorithm Sessions | Spillover  Source-Destination P Volume

Interfaces

DNS

Packet Capture

SD-WAN

AlR
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SD-WAN Rules

= Q

Priority Rule

Mame | GMAIL

Source

Source address T INT_LAN x

Usergroup

Destination

Address @

Internet Service Google-Gmail x

Application

Qutgoing Interfaces

Select a strategy for how outgoing interfaces will be chosen.

O Manual
Manually assign outgoing interfaces.

® Best Quality
The interface with the best measured performance is selected.

O Lowest Cost (SLA)
The interface that meets SLA targets is selected. When there is 2 tie, the interface with the lowest assigned cost is selected

(O Maximize Bandwidth (SLA)
Traffic is lozd balanced among interfaces that meet SLA targets.

Interface preference ™ portl *
" port2 x

Zone preference +

Measured SLA Default_Gmail -

Quality criteria Latency -

Forward DSCP O
ReverseDSCP (B

Status O Disable 41




Ctpaterua Best Quality

Network > SD-WAN Rules
Qutgoing Interfaces FoniGate W|"
Strategy Manuzl BSESEeTEN Maxmize Bandwadth (SLA) se'ect the
Interface preference = [ port1 % interface wnh the
M port2 x H
" best quality

Measured SLA DC_PBX_SLA - ]
Quality cntena IR Jitter Packet Loss Downstream  Upstream  Bandwidth Joustom-profile- §

OK Cancel
Network > SD-WAN Rules
Quality check DC_PBX_SLA v
Quality criteria Latency Jitter PacketlLoss Downstream Upstream Bandwidth EeTSGIEegellay]
latency-weight 0

jitter-weight 0
packet-loss-weight 0
bandwidth-weight 0

e
Link Quality = (a*latency)+(b*jitter)+(c*packet loss)+(d/bandwidth)

© Fortinet Inc. All Rights Reserved.
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CtpaTternsa Lowest cost

Foni(éif tChec:(s for Interface SLA Target Cost Interface
| ! ekl Requirements Preference
SLA Targets requirements to select

l or eliminate any port4 Does not
l outgoing interface(s) satisfy
| FortiGate checks for port3 Satisfy 10 2
Cost cost as the second
| criteria
l port2 Satisfy 5 3
FortiGate checks the
Interface | Interface Preference port1 Satisfy 5 4
Preference [ as the third criteria
SD-WAN Interface Members
g ZiH Selected outgoing
s e——— ' interface
Status © Disable

AlR
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CtpaTterna Maximize Bandwidth

Interface SLA Target Cost Interface
Requirements Preference

port4 Does not

satisfy
port3 Satisfy 10 2
port2 Satisfy 9 3
port1 Satisfy 5 4

Traffic will be load balanced
between these interfaces
using the session based

round robin method

Cost and Interface
Preference will not be
taken into account

AlR
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Firewall Policy

& Fc-BR1 = Q 2+ > ©- 40~ $ admin~
@ Dashboard & Edit W Delete Q, Policy Lookup | | Search Q Interface Pair View
& Network
: Name From To Source Destination Schedule Service Action NAT Security Profiles Log Bytes
B Policy & Objects
Firewall Policy SPOKE-—-HUB % lan @ Overlay & INTIAN B EXTIAN [@always @ ALL v ACCEPT © Disabled [EEM no-inspection @ Al 0B
IPv4 DoS Policy HUB---SPOKE @ Overlay % lan B EXTIAN B INTLAN [Baways @ALL v ACCEPT © Disabled [EZH no-inspection @ All 0B
Addresses SPOKE-—INTERNET-DIA % lan @ Underlay B INT_LAN B all 6 always @ AL v ACCEPT @ Enabled default @ Al 174.57 MB
Int t Servi m default
niernet >ervice
Database m default
e m default
aervices
default
Schedules W deep-inspection
Virtual IPs SPOKE--INTERNET-RIA ~ %£ lan @ Overlay B INTLAN 3 al @ always @ ALL  « ACCEPT @ Disabled [0 no-inspection @ All 0B
IP Pools
FL---INTERNET de fortilink @ Underlay & all =2 all (o always [ ALL « ACCEPT @ Enabled [EEM no-inspection @ Al 149.95 kB
Protocol Options
Implicit Deny O any O any B all B all [0 always @ ALL @ DENY @ Disabled 0B

Traffic Shaping

AlR
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Routing

(= FG-BR1 = Q

& Dashboard 4+ Create New
< Network

& Edit 'm Clone i Delete Search Q

Destination + Gateway IP = Interface = Status =

B ipva ©
0.0.0.0/0

Interfaces

DNS
@ Overlay @ Enabled

Packet Capture
@ Underlay

SD-WAN

Static Routes

Policy Routes

AlR
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3awmieHHbI SD-WAN mn SD-Branch ot Fortinet

[lpenmyllectBa onsg Bac

YnyJweHve Nnpou3BoaNTENIbHOCTH
NPUNOXeHUN (NoOBbILLEeHNEe 15

yAOBNEeTBOPEHHOCTU NoNb30oBaTenen)

YnpouweHue ynpaBneHus u
BHeApeHuUA

2 ObecnevyeHue 6e3onacHoOro 5
.~ AocTynaB Internet / Public Cloud Q

JKkoHomus 3aTtpat (OpEx, CapEx)
N TMOKOCTb NOAKIHOYEeHUS

YnpouweHue anzanHa WAN 6

r 1 1
-nw © Fortinet Inc. All Rights Reserved.

UHTerpauusa c LAN
nHdpacTpyktypom (Secure SD-
Branch)
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