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Yem otnuyarorca IT ot OT ?

SECURITY
(3awmeHHOoCTDb)

IT

KoHduaeHumanbHoCTb

LlenocTHoCTb [locTynHOCTb

CpenHe

ﬂ,OI'IyCTM Mbl 3a1€pPXKKU

3-5 net

PerynsipHo / nnaHoBo

3annaHupoBaHo / npeanMcaHo

Bbicokas / 3penas

LlennocTHOCTb

XapakTepucTuku
[MpuopuTeThl

KoHdomaeHumanbHOCTb
PaboTta B peanbHOM BpeMeEHU
Cpok cnyxobl

MaTtum / ucnpaeneHus

MNpoBepka 6e3onacHocTu / ayauT

OcBegoMneHHOCTb
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Fortinet Security Fabric gna sawuTtbl ICS/SCADA

MANAGEMENT-ANALYTICS

PARTNER API MULTI-CLOUD

UNIFIED ACCESS EMAIL

ADVANCED THREAT PROTECTION
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FortiGuard gna OT

Cneuuanusaumua Ha OT

Schneider

YOKOGAWA

() HIRSCHMANN

73 Rockwell
Aulomaltion

Honeywell

Industrial Control Systems (ICS)

3awmTta NPOMbILLSIEHHbIX NPUITOXEHNN
Bonee 1,800 curHaTtyp npom. NpunoxeHumn
Moonepkka NrpoKoB pbiHKA

Control Vendors

AL HR HD
MPpp

SIEMENS

&

EMERSON

SEL

SCHWEITZER
ENGINEERING

LABORATORIES

FortiGuard Labs

»
@ Threat rescarch and response

» Homw Application Cortrel

Dth;vn&

@ Appiications (2972

ResetFiners

Filter by Risk Leved

oAl
waileoeeel
weiigoee 0
enii0O® L

wwiloe ©
Leveil 147
Filter by Popularizy:
g A

OS5 sk wald
Ak xhn O
S ek s
2k 254
1 (905

Filter by Deep Apg:
Al
Yea (155

SN (299

Filter by Category
Al
& nduririal (449)

Click here 1o review the categories

Subeit new application
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OxBaT cepBUCOB NPOMbILLIIEHHOW 6e30MacHOCTX On

NMopaepxmnBaemble npotokornbl ICS / OT - KOHTPOSb NPUSIOXXEHUU U cUrHatypsbl IPS

- ADDP » EtherCAT Automation Protocol (EAP)

» BACnet » Ethernet Global Data (EGD)
» CC-Link « EtherNet/IP

« CIP * FL-net

» CN/IP (EIA/CEA-852) * HART-IP

- CoAP « HL7

- DICOM - |EC 60870-5-104

+ DNP3 + |EC 60870-6 (TASE.2/ICCP)
- ECHONET Lite - |EC 61850 MMS

- ELCOM 90 - |EC 61850 R-GOOSE

- Ether-S-Bus + [EC 61850 R-SV

Bo3moxHocTu :
*  WpeHTndukauyms npotokonos ICS / OT.

*  NpeHTudukauma pyHKumm (kKomaHg) NpoTOKONOB

* LonTalk/EIA-709.1
* Modbus TCP

- MOXA

« MQTT

*« MTConnect

» Niagara Fox

* OPC Classic (DA, HDA, AE)

- |IEC 62056 (DLMS/COSEM)

- |EEE 1278.2 Distributed Interactive Simulation
* |[EEE C37.118 Synchrophasor

* KNXnet/IP (EIBnet/IP)

IPS

- OPC UA

« OpenADR

+ PROFINET

IS

« SafetyNet p

= Siemens S7, S7Plus, LOGO
« STANAG 4406

+ STANAG 5066

« TriStation

= \VVedeer-Root

« [nybokas npoBepka naketos (DPI) - ngeHTUdUKauusa napameTpoB B KOMaHAax, 4Tobbl obecneunTb AeTanbHbI KOHTPOMb Hafg,

nonesHon Harpyskon npotokona ICS.

© Fortinet Inc. All Rights Reserved.




N
IPS/ Application Control gna nHaycTpuanbHbIX CUCTEM

paHyNApPHbLIN KOHTPOJIb NPOTOKONOB U npunoxeHun (DNP3 npumep)

DNP3

DNP3_Assign.Class
DNP3_Cold.Restart

DNP3_Confirm
DNP3_Delay.Measurement
DNP3_Direct.Operate
DNP3_Direct.Operate.Without.Ack
DNP3_Disable.Spontaneous.Messages
DNP3_Enable.Spontaneous.Messages
DNP3_Freeze.And.Clear
DNP3_Freeze.And.Clear.Without.Ack
DNP3_Freeze.With.Time
DNP3_Freeze.With.Time.Without.Ack
DNP3_Immediate.Freeze

DNP3_Immediate.Freeze.Without.Ack

DNP3_Initialize.Application
DNP3_Initialize.Data
DNP3_Operate

DNP3 Read
DNP3_Response
DNP3_Save.Configuration
DNP3_Select
DNP3_Start.Application
DNP3_Stop.Application
DNP3_Unsolicited.Message
DNP3_Warm.Restart
DNP3_Write
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IPS/ Application Control gna nHaycTpuanbHbIX CUCTEM

YasBumoctn (Schneider Electric npumep)

= Schneider.ClearSCADA.OPF.File.Parsing.Out.of.Bounds.Array.Index (CVE-2014-
0779)

= Schneider.ClearSCADA.Remote.Authentication.Bypass

= Schneider.Electric.Accutech.Manager.SQL.Injection

= Schneider.Electric.DTM.development.kit.Buffer.Overflow (CVE-2014-9200)
= Schneider.Electric. GP-Pro.EX.ParseAPI.Heap.Buffer.Overflow

= Schneider.Electric.InduSoftWebStudioAgent.Remote.Code.Execution (CVE-
2015- 7374)

= Schneider.Electric.Interactive.Graphical. SCADA.Buffer.Overflow (CVE-2013-
0657)

= Schneider.Electric. OSF.Configuration.File.Buffer.Overflow (CVE-2014-0774)

= Schneider.Electric.Pelco.DSNVs.Rvctl.RVControl.Buffer.Overflow (CVE-2015-
0982)

= Schneider.Electric.ProClima.Atx45.ocx.ActiveX.Access (CVE-2014-8511, CVE-
2014-8512)

= Schneider.Electric.ProClima.MDraw30.ocx.ActiveX.Access (CVE-2014-8513,
CVE-2014-9188)

= Schneider.Electric.ProClima.MetaDraw.Buffer.Overflow (CVE-2014-8514)
= Schneider.Electric. SCADA.Expert.ClearSCADA.XSS (CVE-2014-5411)

= Schneider.Electric.VAMPSET.CFG.File.Handling.Buffer.Overflow (CVE-2014-
8390)

Schneider.Modicon.M340.Password.Buffer.Overflow (CVE-2015-7937)
Schneider.Quantum.Module.Backdoor.Access (CVE-2011-4859)

Schneider.SCADA.Expert.ClearSCADA.Authentication.Bypass (CVE-2014-
5412)

SchneiderElectric.ProClima.F1BookView.Memory.Corruption (CVE-2015-
7918,
CVE-2015-8561)

SearchBlox.File.Exfiltration (CVE-2015-7919)
Sielco.Sistemi.Winlog.File.Access.Directory.Traversal (CVE-2012-4356)
Siemens.0day.40142
Siemens.ALM.almaxcx.dll.ActiveX.Arbitrary.File.Overwrite (CVE-2011-4532)

Siemens.Automation.License.Manager.DoS (CVE-2011-4529, CVE-2011-
4531)

Siemens.S7300.Hardcoded.Credentials.Security.Bypass
Siemens.Simatic.WinCC.Default.Password (CVE-2010-2772)

Siemens.SIMATIC.WinCC.Flexible.HmiLoad.Multiple.Vulnerabilities
(CVE-2011-4877)

Siemens.SIMATIC.WinCC.Flexible.miniweb.DoS (CVE-2011-4879)
Siemens.Tecnomatix.FactoryLink.Multiple.Vulnerabilities

© Fortinet Inc. All Rights Reserved. 10



Kakue peweHus Fortinet
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Cyber Kill Chain (APT) — aopoxHas kapTta anoymbiwneHHuka

Weaponization Exploitation Command & Control

Command channel for remote
manipulation of victim's
system

Exploiting a vulnerability to
execute code on victim's
system

Attackers preparing and
staging the attack by coupling
exploit with backdoor into
deliverable payload.

Installation Action on Objectives

Delivery

Reconnaissance
With hands on keyboard,

intruders accomplish.

Installing malware on the
asset

Delivering weaponized bundle
to the victim via email, usb,
etc.

Harvesting email addresses,
conference information, etc

AR
© Fortinet Inc. All Rights Reserved.
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CermeHTtauus / lLngppoBaHHble
coeanHeHus / IDS/IPS (FortiGate)

KoHTponb goctyna — Nonb3oBaTenu,
Yctponctea, [NpunoxeHus un
npoTokonsl (FortiGate,
FortiAuthenticator, FortiNAC)

BesonacHbIM JOCTYyN B CETb
(FortiSwitch/FortiAP/FortiExtender)

YnpasneHne ya3BMMOCTSAMM U NaTu-
MEeHEe)KMEHT
(Fortiweb/FortiClient/FortiEDR/FortiGate)

3awmTa ot 0-Day aTak ¢ NOMOLLbIO
FortiSandbox, FortiAl

C6op noro., koppenauus n ayauT u
aBToMaTu4yeckoe pearmposaHue
(FortiAnalyzer, FortiSIEM/FortiSOAR)

ABTOMaTM3aLUS BbISIBNEHUS
HapyLnTens u pearnpoBaHmne

(FortiDeceptor)




PacwupeHHasa apxutektypa Purdue INDUSTRIAL

Ha ocHoBe cTtaHgapTHOro nogxoaa u peweHus Fortinet Security Fabric

Fortinet
* Security
Fabric
Remote Access

» 34 Party Access
. Remote Worker Access

Wide Area

. SD-WAN

*  3G/4G/5G Extension
. VPN

Management & Analytics
Orchestration & Automation

Advanced Threat Protection
» Al, Sandbox and Deception

Authentication

Internal Segmentation
* Next Gen Firewall

Operations & Control Zones

=  Enterprise Protection
o
= Zones of Control
= » Zones and Conduits
) » Micro Segmentation
': » Physical & Virtual Segmentation
]
=
i=l Application & Traffic Visibility
s + Next Gen Firewall
() * Industrial Threat Feed
8— « Application Control
* IPS
Zones of Control FortiGuard
» Zones and Conduits Security

Service

» Micro Segmentation
» Physical & Virtual Segmentation

Secure Access
* Industrial L2 Switching and WiFi
» Network Access Control

Control Area Zones

Endpoint
» Advanced Endpoint Detection and
Response

+ Security Incident & Event Management

FortiTok

+ Identity & Access Management, eoripeceptor
* Behavior Analytics

Fortlconnect

FortiGate

FortiSwitch

FortiGate

FortiNAC

FortiEDR

External Digital Services Level

e
o
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ﬁ‘ . -

.
]

SAP Apps Email Web

aws O
(3

FortiGate

Enterprise DMZ Services
DMZ/Firewall

Multi-Cloud Security

% Industrial IoT Cloud Gateway

Operational Technology Authentication Boundary

FortGate Firewall
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. I'-\ + ."\- &

Links for
Fallover Detection

Industrial Demilitarized Zone
Level 3.5

FortiExtender

FortiGate Firewall
(Standby)

Process Control Authentication Boundary

FortGate Firewall(Active) Manufacturing Zone

Site Operations

Level 3
. f
Bl
+ “-. Fortinet Fabric Ready “n

J Architecture ' {l‘-qul‘ .- N || J

Manufacturing

SAP . |
Suite

Industrial Radius
Application (AAA)
Servers RAS Servers
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Services Wireless

Network
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Dlstnbuted I/O Distributed |/o Distributed 1/O
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Systems hysical . E Management f@ Systems Plant Floor
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Enterprise Analytics

ENEENEY

FortiSIEM FomAnalyz FortiManager Fomlnslg

Pald

SD-WAN FortiSOAR Fom
Orchestration

Fabric
Connectors

FortiGuard
Global Threat
Intelligence

EE)
ol iy

Supply Chain
Management

Data Analytics Strategy, Structure & Management

Specialized lloT
Applications

Plant Analytics
Predictive Maintenance

Building Management
Systems

AGV
Automated
Guided Vehicles

Physical Security

=
Physical loT
Sensors

Access Control

Edge Analytics 15

(loT Edge Devices)



Cyber Kill Chain (APT

Weaponization Exploitation Command & Control

Attackers preparing and
staging the attack by coupling
exploit with backdoor into

deliverable payload.

Exploiting a vulnerability to
execute code on victim's
system

Command channel for remote
manipulation of victim's
system

Reconnaissance

Delivery

Installation
Harvesting email addresses,

conference information, etc

Delivering weaponized bundle
to the victim via email, usb,
etc.

Installing malware on the
asset

ESTABLISH

LATERAL INTERNAL

FOOTHOLD MOVEMENT

DISCOVERY
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Action on Objectives

With hands on keyboard,
intruders accomplish.
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FortiISIEM

MOHUTOPUHI, OOHapyXeHne U pa3pyLueHue aTaku




[Mpumep OT ceTtun

Attacker

I

HMI FortiSIEM
7
I API call /
P.
Switch FortiGate Rugged SIEMENS PLC Industrial
Process
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Mopensb [lepabto

oT

Operational Segments

Business &
Enterprise Segment

Operations &
Control Segment

Process Control
Segment

Safety & Protection
Segment

Purdue
Levels

5

3.5

Major Enforcement Boundary

ENCIOIIAINENTCIIGN Corporate

Business Planning

& Logistics Site

Major Enforcement Boundary

e VEEINBIY AR Security Management

]

Operations &
Control

Simulation, Engineering, Test ]

Minor Enforcement Boundary

Area Supervisory

Control HMls, Historians

Basic Control PLC, RTU, IED

Process Actuators, Sensors

Air-gap / Major Enforcement Boundary

SIS Safety Instrumented System

~N

J

© Fortinet Inc. All Rights Reserved.

Digital Assets

Enforcement Boundaries
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Moaenupyute Bawy nHdppacTpykTypy

MannuHr yctTpoucTB K YPOoBHIO lNepabio

& DASHBOARD laa ANALYTICS A INCIDENTS = CASES = CMDB

Cloud
Services

Cloud Services
Industrial Internet of Things

Remote Access
3rd Party Vendors & Employees

Internet

» Devices

CMDB > Business Services > Operational Technology
P Applications

New Edit Delete Discovered by All - Q Search...
L Information Technology Authentication Boundary
) ) - Name Members
w Business Services X
Level 5 5 Internet Enterprise Corporate
IT Srve DMZ DMZ Services
Biz Srvc Level 4 2
: Enterprise Corporate
. Level 3.5 1
Compliance Site Local Area Network

Level 3 o]
Operational Technology

Level 2 1
UmEFEU=ee Operational Technology Authentication Boundary
» CMDB Reports Level 1 =
Level 0 0 Management Zone
OT DMZ Operational Site DMZ
Site Manufacturing Zone
Operational Site Data Center
Area Supervisory Control
Supervisory Control Network
Members [ Auto expand . Process Control
Basic Local Area Network
Type Name Running On Access IP
Device PLC1-PCN-A2 192.168.100.197 Physica_l F::gﬁ:ﬁg!t FI;ILZ‘rll\tlelt\:/\llg'cI:r
Device PLC1-PCN-A1 192.168.100.195

H © Fortinet Inc. All Rights Reserved. 20



[laHenb ynpaBneHus

@ DASHBOARD

I ANALYTICS & INCIDENTS

2 ADMIN

OT - OT Asset to External Target -

Level 3.5

Level 2

Security Dashboard ~ | §  Perimeter Access Malware Vulnerability Exploits Policy Violation

+ T

OT - Incidents in Purdue Levels - Security Incidents Summary [sAcNmE-Jub
Last 8 hours@16:14

Event Name \S::::ggy Purdue Level Loctizleg?sique

Sudden Increase In DNS Req... Level 3.5 |

Large Outbound Transfer Level 2 2

Large Outbound Transfer Level 3.5 2 I

Large Outbound Transfer To... Level 3.5 2

Sudden Increase In DNS Req... Level 2 1 I

Sudden Increase In Firewall ... Level 3.5 1

Sudden Increase in Reporte... Level 3.5 1

Sudden increase in Traffic F.. Level 2 1 I

Sudden increase in Traffic F... Level 3.5 1 I

Sudden increase in Traffic F_ Level 4 1

OT - Inter Level OT Traffic - Summary [sAcNmE-Jubd
Last 8 hours@16:14

Reporting IP Source IP Destination IP Count

192.168.138.109 192.168.99.99 192.168.100.195 6613084

192.168.138.109 192.168.95.9% 192.168.98.70 52320

192.168.138.55 192.168.99.99 192.168.100.195 12000

192.168.138.113 192.168.99.99 192.168.100.195 4800

192.168.138.113 192.168.100.195 192.168.99.99 4800

192.168.95.50 192.168.95.99 192.168.95.50 16l

cQ0sB0x
Last 8 hours@16:14

Purdue Level - Summary

208.91.112.53

208.91.112.52
52.0.218.127

52.6.26.107

ss88l
173.243.138.195 [
208.91.113.75

208.91.113.114 8
96.45.33.66 1

UEBA Alerts X

UEBA Events X

OT - Incidents in Purdue Levels

Event Receive Time

Feb 16 2021, 09:00:00 AM
Feb 16 2021, 09:00:00 AM
Feb 16 2021, 03:13:00 PM
Feb 16 2021, 03:20:30 PM
Feb 16 2021, 03:35:00 PM
Feb 16 2021, 04:00:00 PM
Feb 16 2021, 04:00:00 PM
Feb 16 2021, 04:00:00 PM

Feb 16 2021, 04:00:00 PM

OT - Inter Level OT Traffic - Summary Purdue Level

Reporting IP Source

192.168.138.109
192.168.138.109
192.168.138.55
192.168.138.113
192.168.138.113
192.168.95.50

OT - OT Asset to External Target- Summary

192.168.138.113

192.168.99.99

192.168.138.55

192.168.99.99
192.168.95.99
192.168.99.99
192.168.99.99
192.168.100.195
192.168.95.99

OT/loT X Incident Overview X d 4 o

cafsbx
Last B hours@16:14
Event Name Event Severity (S:?;ggnt?y E{é;ﬁ}}lg Incide
Sudden Increase in Traffic T... FortiGate-OT-Q...
Sudden increase in Traffic F... FortiGate-0T-0.. 192
Sudden Decrease in Reporte... FortiGate-OT-0...
Sudden Increase In Firewall ... FortiGate-OT-0...
Excessive End User Mail o I | FortiGate-OT-0... 192
Sudden Increase In DNS Reg... FortiGate-0T-0... 192
Sudden Increase In DNS Req... FortiGate-0T-0... 192
Sudden Increase In DNS Req... FortiGate-0T-0... 192
Sudden increase in Traffic F... FortiGate-OT-0.. 192
cafsbx
Last B hours@16:14
IP E:'\",;TE [ Destination IP Eﬁ:éT:tl.iecSel Count
Level 2 192.168.100.195 Level 1 6613034 I
Level 4 192.168.98.70 Level 3.5 52320 I
Level 2 192.168.100.195 Level 1 2000
Level 2 192.168.100.195 Level 1 4801
Level 1 192.168.99.99 Level 2 480L
Level 4 192.168.95.50 Level 4 16l

cA0sB0x
Last 8 hours@16:14

208.91.112.53

208.91.112.52
52.0.218.127

52.6.26.107

8888
173.243.138.195 [

208.91.113.75
208.91.113.114
96.45.33.66 I

© Fortinet Inc. All Rights Reserved.

OT - Incidents in Purdue Levels - Summary

Event Name

Honeypot Credential Use De...
Sudden Increase In DNS Req...
Large Outbound Transfer

Large Outbound Transfer

Large Outbound Transfer To...
OT Modbus Write Command ...
OT Permitted Traffic not fr...
Sudden Decrease in Reporte...
Sudden Increase In DNS Req...

Sudden Increase In Firewall

OT - Inter Level OT Traffic - Summary Purdue Level Only

Layout: Tile =

L i 2

cafebx
Last 8 hours@16:14

Category Purdve Level (0% (ysHe
Il Level 4 E |
Level 3.5 2
Level 2 2
Level 3.5 2
Level 3.5 2
EEE Levelt 1
Level 3.5,Level 4 I
Level 3.5 1 I
Level 2 1 I
Level 3.5 1

cafdebx
Last 8 hours@16:14

eporng P fousePurdie  Desimten o

192.168.138.10%9 Level 2 Level 1 661308/

192.168.138.10% Level 4 Level 3.5 523200

192.168.138.55 Level 2 Level 1

192.168.138.113 Level 1 Level 2 480

192.168.138.113 Level 2 Level 1 480L

192.168.95.50 Level 4 Level 4 160

OT - OT Asset to External Target - Detailed cQ0%BOx
Last 8 hours@16:14

Event Receive Time Reporting IP Event Name Raw Event Log

Feb 16 2021, 01:48:18 PM
Feb 16 2021, 01:48:18 PM
Feb 16 2021, 01:47:19 PM
Feb 16 2021, 01:47:19 PM
Feb 16 2021, 01:46:19 PM
Feb 16 2021, 01:46:19 PM
Feb 16 2021, 01:45:19 PM
Feb 16 2021, 01:45:19 PM

Feb 16 2021, 01:44:21 PM

192.168.138.109 Session closed <189>Feb 16 13:48:18 time=16:30:38

192.168.138.109 Forwarded traffic <189-Feb 16 13:48:18 time=16:30:49

192.168.138.109 Forwarded traffic <189>Feb 16 13:47:19 time=16:30:49

192.168.138.109 Session closed <189>Feb 16 13:47:19 time=16:30:38

192.168.138.109 Session closed <189>Feb 16 13:46:19 time=16:30:38

192.168.138.109 Forwarded traffic <189>Feb 16 13:46:19 time=16:30:49

192.168.138.109 Session closed <189-Feb 16 13:45:19 time=16:30:38
192.168.138.109 Forwarded traffic <189>Feb 16 13:45:19 time=16:30:49
192.168.138.109 Session closed <189>Feb 16 13:44:21 time=16:30:38
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MHUunOeHTbI

@ DASHBOARD laa ANALYTICS A [NCIDENTS & CASES £ CMDB

Security Dashboard ~ | ¢ Perimeter Access Malware Vulnerability Exploits Policy Violation

+] T
OT: All Incident Summary

Event Name

s RESOURCES

UEBA Al Alerts

= TASKS

Severity
Category

UEBA Events

&3 ADMIN

Purdue Level

OT/loT

4

Layout:

Tile

L X S0

cauesOx
Last 30 days@6:15

Count

Missing specific performance metric from a device

Missing specific performance metri%_'

SNMP Service Unavailable

Sudden Increase in Ping Response Times

Sudden Increase in SNMP Response Times
OT Permited Traffic not from Purdue Level 4 to Level 3.5

OT Permited Traffic not from Purdue Level 3 to Level 2

No logs from a device
OT Permited Traffic not from Purdue Level 4 to Level 3.5
Sudden Increase In DNS Requests

Sudden Increase in Traffic To Host

FortiDeceptor RDP

Remote Desktop From Internet

Large Inbound Transfer From Outside My Country

OT Modbus Write Command Initiated outside of Purdue Level 2
OT Modbus Write Command Initiated outside of Purdue Level 2

No logs from a device

No logs from a device
No logs from a device

OT Permited Traffic not from Purdue Level 3 to Level 2

HIGH

HIGH
HIGH
HIGH

Level 1

Level 2

Level 1

Level 1

Level 1

Level 3.5

Level 2

Level 1

Level 1,Level 3.5
Level 3.5

Level 3.5

Level 1

Level 2

Level 3.5

Level 1

Level 1,Level 4
Level 2

Level 3.5

Level 4

Level 2,Level 3.5

© Fortinet Inc. All Rights Reserved.
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dunHanbHbLIE cTAaAUMN

DASHBOARD laa ANALYTICS A [NCIDENTS B CASES

S CMDB L4 RESOURCES 7= TASKS B ADMIN

Security Dashboard ~ | §  Perimeter Access Malware Vulnerability Exploits Policy Violation UEBA Al Alerts UEBA Events OT/loT

+| 7
OT: All Incident Summary

Event Name

Missing specific performance metric from a device
Missing specific performance metric from a device

SNMP Service Unavailable

Sudden Increase in Ping Response Times

Sudden Increase in SNMP Response Times

OT Permited Traffic not from Purdue Level 4 to Level 3.5
OT Permited Traffic not from Purdue Level 3 to Level 2
No logs from a device

OT Permited Traffic not from Purdue Level 4 to Level 3.5
Sudden Increase In DNS Requests

Sudden Increase in Traffic To Host

FortiDeceptor RDP

Remote Desktop From Internet

Large Inbound Transfer From Qutside My Country

OT Modbus Write Command Initiated outside of Purdue Level 2

NO logs Trom a device

No logs from a device
No logs from a device

OT Permited Traffic not from Purdue Level 3 to Level 2

Severity

Category Purdue Level

Level 1
Level 2
Level 1
Level 1
Level 1
Level 3.5
Level 2
Level 1
Level 1,Level 3.5
Level 3.5

Level 3.5

HIGH Level 3.5

Level 1

Level 1,Level 4
Level 2

Level 3.5

Level 4

Level 2,Level 3.5

© Fortinet Inc. All Rights Reserved.

4

Layout:

Tiev | & & & @

caQusOx
Last 30 days@6:15

Count

32

(=)
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MITRE Shield (Active Defense)
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[MokpbiTue npaBun MITRE ATT&CK

Lt RESOURCES = TASKS 3 ADMIN

A INCIDENTS

@ DASHBOARD laa ANALYTICS & CASES £ CMDB

Sources

Phishing for
Information [1]

Search Open
Technical Databases

Active Scanning [11]

Search Victim-
Owned Websites

Gather Victim Host
Information [1]

Search Open
Websites/Domains

Gather Victim Org
Information

Gather Victim
Network Information

[7]

Gather Victim
Identity Information

Infrastructure

Acquire
Infrastructure

Obtain Capabilities

Develop Capabilities

Compromise
Accounts

Establish Accounts

Valid Accounts [23]

External Remote
Services [4]

Replication Through
Removable Media [1]

Phishing [7]

Hardware Additions

[1]

Supply Chain
Compromise [1]

Trusted Relationship

(1

Drive-by
Compromise [1]

Exploit Public-
Facing Application
[4]

Deployment Tools

System Services [7]

User Execution [16]

Scheduled Task/Job
[12]

Inter-Process
Communication [2]

Windows
Management
Instrumentation [11]

Exploitation for
Client Execution [4]

Native API [1]

Command and
Scripting Interpreter
[71]

Shared Modules [1]

Startup [1]

Boot or Logon
Initialization Scripts

[2]

Browser Extensions

Create Account [13]

Scheduled Task/Job
[12]

Traffic Signaling

BITS Jobs [2]

Compromise Client
Software Binary [1]

Valid Accounts [23]

Server Software
Component [8]

Hijack Execution
Flow [17]

Initialization Scripts

[2]

Access Token
Manipulation [4]

Abuse Elevation
Control Mechanism
[16]

Scheduled Task/Job
[12]

Process Injection
[13]

Exploitation for
Privilege Escalation

[4]

Group Policy
Modification [2]

Valid Accounts [23]

Hijack Execution
Flow [17]

Create or Modify
System Process [9]

Event Triggered
Execution [17]

© Fortinet Inc. All Rights Reserved.

Masquerading [31]

Subvert Trust
Controls

Obfuscated Files or
Information [14]

Use Alternate
Authentication
Material [7]

Abuse Elevation
Control Mechanism
[16]

Modify
Authentication

Process

Process Injection

[13]

Hide Artifacts [5]

Impair Defenses [49]

Valid Accounts [23]

Hijack Execution
Flow [17]

Credentials [8]

Steal or Forge
Kerberos Tickets [6]

Steal Web Session
Cookie

Man-in-the-Middle
[7]

Network Sniffing [5]

Modify
Authentication
Process

Steal Application
Access Token [3]

Credentials from
Password Stores [1]

Forced
Authentication

OS Credential
Dumping [44]

Two-Factor
Authentication

[2]

System Owner/User
Discovery [5]

Virtualization/Sandbox

Evasion

Network Share
Discovery [2]

System Network
Connections
Discovery [2]

Password Policy
Discovery [2]

Cloud Service
Dashboard

Network Sniffing [5]

Account Discovery

[11]

Network Service
Scanning [12]

Cloud Infrastructure
Discovery [2]

Session Hijacking [2]

Software
Deployment Tools

Use Alternate
Authentication
Material [7]

Exploitation of
Remote Services [4]

Lateral Tool
Transfer

Remote Services
[23]

Replication Through
Removable Media [1]

Internal
Spearphishing

Taint Shared
Content

Man in the Browser

Data from
Removable Media [3]

Man-in-the-Middle
[71

Data from Network
Shared Drive [1]

Data from
Configuration
Repository [1]

Data from Cloud
Storage Object [1]

Data from Local
System [2]

Input Capture [1]

Screen Capture [1]

Data from
Information

Protocol [9]

Encrypted Channel

Protocol Tunneling

[4]

Non-Standard Port

[2]

Communication
Through Removable
Media

Non-Application
Layer Protocol [4]

Traffic Signaling

Proxy [9]

Data Obfuscation [2]

Web Service

Ingress Tool
Transfer [14]

Physical Medium [1]

Exfiltration Over
Web Service [2]

Automated
Exfiltration [1]

Exfiltration Over
Alternative Protocol
[9]
Exfiltration Over

Other Network
Medium

Data Transfer Size
Limits

Transfer Data to
Cloud Account [1]

Scheduled Transfer

Exfiltration Over C2
Channel [25]

£ Actions « BB Overview i= List - 22 Risk L Explorer & UEBA MITRE ATT&CK® Rule Coverage « T h o
Search technigue... Show All » 9 - 2
Reconnaissance L Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection (CmmEae) A Exfiltration Impact
Development Control
12 0 42 113 152 131 290 121 63 37 38 57 39 202
10 Tech 6 Tech 9 Tech 10 Tech 18 Tech 12 Tech 37 Tech 14 Tech 25 Tech 9 Tech 17 Tech 16 Tech 9 Tech 13 Tech
32 Sub-Tech 26 Sub-Tech 16 Sub-Tech 25 Sub-Tech 84 Sub-Tech 79 Sub-Tech 124 Sub-Tech 41 Sub-Tech 32 Sub-Tech 18 Sub-Tech 28 Sub-Tech 30 Sub-Tech 12 Sub-Tech 21 Sub-Tech
" . . Boot or Logon . . P q q q
Search Closed Compromise Software Office Application Unsecured Software Discovery Remote Service Data Staged [5] Application Layer Exfiltration Over Endpoint Denial of

Service [103]

Network Denial of
Service [29]

Disk Wipe

Resource Hijacking

Firmware Corruption

Inhibit System
Recovery [4]

Service Stop [22]

Defacement [1]

Data Encrypted for
Impact [2]

Data Destruction [2]

Data Manipulation
1201

Vo)



A INCIDENTS

= CASES

S CcMDB

Lu RESOURCES

TASKS

03 ADMIN

oTaBLiMe npaBsuna(noKpbIiTue UHLUNAEHTOB)

@ DASHBOARD laa ANALYTICS
@ Actions « BB Overview i= List = o2 Risk L Explorer ifi UEBA
Search technique.. Show Triggered «
: Resource s .
Reconnaissance Development Initial Access Execution
2 Tech 0 Tech 2 Tech 1 Tech
4 Sub-Tech 0 Sub-Tech 2 Sub-Tech 1 Sub-Tech

Active Scanning [3]

Gather Victim
Network Information

[3]

Valid Accounts [3]

External Remote
Services [59]

User Execution
[4376]

MITRE ATT&CK® Incident Coverage «

Persistence

67

3 Tech
3 Sub-Tech

Valid Accounts [3]

Account
Manipulation [5]

External Remote
Services [59]

Privilege Escalation

3

1 Tech
1 Sub-Tech

Valid Accounts [3]

£ 1 minute «

4746 Incidents in Last 8 Days

Defense Evasion

4

2 Tech
2 Sub-Tech

Impair Defenses [1]

Valid Accounts [3]

Credential Access

91

1 Tech
1 Sub-Tech

Brute Force [91]

Discovery

49

2 Tech
2 Sub-Tech

Network Service
Scanning [46]

Remote System
Discovery [3]

Lateral Movement

59

1 Tech
1 Sub-Tech

Remote Services
[59]

Collection

1

1 Tech
1 Sub-Tech

Email Collection [1]

Command And
Control

71

3 Tech
3 Sub-Tech

Application Layer
Protocol [3]

Dynamic Resolution

[91

Remote Access
Software [59]

Status: Active =

Exfiltration

85

2 Tech
2 Sub-Tech

Exfiltration Over
Alternative Protocol
[32]

Exfiltration Over C2
Channel [53]

'D Time Range: Last 8 Days v

Impact

64

2 Tech
2 Sub-Tech

Network Denial of
Service [60]

Service Stop [4]



UccnepgoBaHue HUMAOeHTa

A INCIDENTS

@ DASHBOARD

laa ANALYTICS

& CASES

£ cMDB

LW RESOURCES

= TASKS

23 ADMIN

£ Actions « BB Overview

Tactics: All » Search d
Device

10.0.100.11

host-148.251.132.252

ERP

_gateway

[Empty]

external_webserver

fdc-vm0000000000

fortigate_edge

102 B 124 72

Related Incidents

Severity

Category ¥ Last Occurred
HIGH Jun 28 2021, 12:38:
HIGH Jun 28 2021, 12:38:

HIGH Jun 28 2021, 12:38:
HIGH Jun 28 2021, 12:38:
HIGH Jun 28 2021, 12:38:
HIGH Jun 28 2021, 12:38:
HIGH Jun 28 2021, 12:38:

HIGH Jun 28 2021, 12:38:

= List «

I~ Risk

Reconnaissance

30 PM

30 PM

30 PM

130 PM

130 PM

30 PM

30 PM

30 PM

Incident

WMI Service Unavailable

Backdoor Found

Backdoor Found

Backdoor Found

Backdoor Found

Suspicious logon attempt

Suspicious logon attempt

SNMP Service Unavailable

L Explorer i UEBA

Initial Access

Tactics

Impact

Execution
Execution
Execution
Execution
Credential Access
Credential Access

Impact

Execution

MITRE ATT&CK® Incident Explorer =

Persistence

Technique

Service Stop

User Execution:

User Execution:

User Execution:

User Execution:

Brute Force: Password Guess...

Brute Force: Password Guess...

Service Stop

© Fortinet Inc. All Rights Reserved.

£ 1 minute -

Privilege
Escalation

Malicious Li...

Malicious Li...

Malicious Li...

Malicious Li...

Defense Evasion

Source

46.70.155.2

= 196.202.83.164

M™110.38.1.13

== 212.220.28.26

== 178.136.56.161

E2171.226.29.78

Credential
Access

Target

10.0.0.20
WIN-PQCRJH7CVRJ

External_Webserver
10.0.0.6

External_Webserver
10.0.0.6

10.0.100.50
CP_443-1_EX40

Discovery

Lateral q Command And
Movement Collertion Control
- A
Detail

Component Event Type: FortiGate-ips-signature-43963
Signature Id: 43963

Component Event Type: FortiGate-ips-signature-43963
Signature Id: 43963

Component Event Type: FortiGate-ips-signature-43963
Signature Id: 43963

Component Event Type: FortiGate-ips-signature-43963
Signature Id: 43963

Triggered Event Coun Triggered Event Count

Triggered Event Count: 1

Status: Active

M <

Exfiltration

M <

Incident Status

Active

Active

Active

Active

Active

Active

Active

Active

1/335 6,685

Impact

1/342 6,839

Resolution
Open
Open
Open
Open
Open
Open
Open

Open

'D Time Range: Last 15 Days v

>

> M

27




[lepBOHa4YanbHbLIU AOCTYN

@ DASHBOARD

laa ANALYTICS

A INCIDENTS

& CASES £ CMDB Lt RESOURCES = TASKS 05 ADMIN

& UEBA

Initial Access

£ Actions « BB Overview = List - 2 Risk L Explorer
Tactics: All = Search devices...
Device Reconnaissance
10.0.100.11
host-148.251.132.252
ERP
_gateway
[Empty]
external_webserver
fdc-vm0000000000
fortigate_edge
N2 R 424 22
Initial Access Incidents for 10.0.100.11: @
?:E;gggy + Last Occurred Incident
Jun 28 2021, 12:47:30 PM Remote Desktop from Internet
Jun 28 2021, 12:21:30 PM Remote Desktop from Internet
Jun 28 2021, 11:18:30 AM Remote Desktop from Internet
Jun 28 2021, 11:06:30 AM Remote Desktop from Internet
Jun 28 2021, 10:06:30 AM Remote Desktop from Internet
Jun 28 2021, 10:06:30 AM Remote Desktop from Internet
Jun 28 2021, 09:39:00 AM Remote Desktop from Internet
Jun 28 2021, 09:30:30 AM Remote Desktop from Internet
Jun 28 2021, 09:27:00 AM Remote Desktop from Internet
Jun 28 2021, 08:45:00 AM Remote Desktop from Internet
Jun 28 2021, 08:12:30 AM Remote Desktop from Internet
==
-l

MITRE ATT&CK® Incident Explorer « £ 1 minute « Status: Active = ‘D Time Range: Last 15 Days v
K € 1335 6689 > M
Execution Persistence Ezrci::aliig:n Defense Evasion Cr:g:en:sial Discovery MI‘;::;:L': Collection Conérgral?r%lAnd Exfiltration Impact
& & @ @
o
o (2
&
0 o 2]
o
o
-_ - -_ A
M < 15 91 » M
Tactics Technique Source Target Detail Incident Status Resolution
Persistence,Lateral Moveme... External Remote Services, R... ® 106.245.140.119 10.0.100.11 Active Open
Persistence,Lateral Moveme... External Remote Services, R... EN47.90.72.126 10.0.100.11 Active Open
Persistence,Lateral Moveme... External Remote Services, R... [l 218.94.34.54 10.0.100.11 Active Open
Persistence,Lateral Moveme... External Remote Services, R... ™= 121.7.36.176 10.0.100.11 Active Open
Persistence,Lateral Moveme... External Remote Services, R.. HE£74.82.47.2 10.0.100.11 Active Open
Remote Desktop from Internet ernal Remote Services, R... ®=137.135.96.145 10.0.100.11 Active Open
Persistence,Lateral Moveme... External Remote Services, R.. =% 195.78.54.230 10.0.100.11 Active Open
Persistence,Lateral Moveme... External Remote Services, R... M 195.78.54.73 10.0.100.11 Active Open
Persistence,Lateral Moveme... External Remote Services, R.. = 185.202.2.147 10.0.100.11 Active Open
Persistence,Lateral Moveme... External Remote Services, R.. ™= 13.213.66.119 10.0.100.11 Active Open
Persistence,Lateral Moveme... External Remote Services, R..  mm 185.252.145.204 10.0.100.11 Active Open

© Fortinet Inc. All Rights Reserved.
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NcnonHeHue

@ DASHBOARD laa ANALYTICS A INCIDENTS

& CASES

@ Actions « BB Overview i= List « a2 Risk L Explorer ifi UEBA

Search technique..

Resource
Development

3 0

Active Scanning [3]

Reconnaissance

Gather Victim
Network Information

[3]

Show Triggered «

Initial Access Execution

61 4417

User Execution

Valid Accounts [3] [4417]

External Remote
Services [58]

Incidents related to User Execution T

Severity

Category « Last Occurred

HIGH Jun 28 2021, 12:50:30 PM

HIGH Jun 28 2021, 12:50:30 PM

HIGH Jun 28 2021, 12:49:00 PM

HIGH Jun 28 2021, 12:49:00 PM

HIGH Jun 28 2021, 12:48:30 PM

HIGH Jun 28 2021, 12:48:30 PM

HIGH Jun 28 2021. 12:48:30 PM

Event Name

Backdoor Found

Backdoor Found

Backdoor Found

Backdoor Found

Backdoor Found

Backdoor Found

Backdoar Found

MITRE ATT&CK® Incident Coverage «

Persistence

66

Valid Accounts [3]

Account
Manipulation [5]

External Remote
Services [58]

Tactics

Execution

Execution

Execution

Execution

Execution

Execution

Execution

4723 Incidents in Last 5 Days

Privilege Escalation Defense Evasion Credential Access

Valid Accounts [3] Impair Defenses [1]

Valid Accounts [3]

Lateral Movement Collection

1

Remote Services
Email Collection [1]

Detail

Component Event Type:

Signature Id: 43963

Component Event Type:

Signature Id: 43963

Component Event Type:

Signature Id: 43963

Component Event Type:

Signature Id: 43963

Component Event Type:

Signature Id: 43963

Component Event Type:

Signature Id: 43963

Component Event Type:

Command And
Control

70

Application Layer
Protocol [3]

Dynamic Resolution

[9

Remote Access
Software [58]

Status: Active v “D Time Range: Last 5 Days v

Exfiltration Impact

50 51

Exfiltration Over Network Denial of

Alternative Protocol
Service [47]

[20]

Exfiltration Over C2

Service!Stop! [4
Channel [30] GRS (F

Columns: 7 Selected~ M € 1/221 4417 ¥ N

FortiGate-ips-signature-43963

FortiGate-ips-signature-43963

FortiGate-ips-signature-43963

FortiGate-ips-signature-43963

FortiGate-ips-signature-43963

FortiGate-ips-signature-43963

FortiGate-ips-signature-43963



3aKkpenneHue

@ DASHBOARD

laa ANALYTICS

A INCIDENTS

& CASES

£ cMDB

LW RESOURCES

= TASKS

23 ADMIN

£ Actions «

Tactics: All »

Device

10.0.100.11

host-148.251.132.252

ERP

_gateway

[Empty]

external_webserver

fdc-vm0000000000

fortigate_edge

102 B 124 72

Related Incidents

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

2
BT
o]
I
T
EEE
ECE
EZN
BT

¥ Last Occurred

Jun 28 2021, 12:38:

Jun 28 2021, 12:38:

Jun 28 2021, 12:38:

Jun 28 2021, 12:38:

Jun 28 2021, 12:38:

Jun 28 2021, 12:38:

Jun 28 2021, 12:38:

Jun 28 2021, 12:38:

EB Overview

= List «

Q, Search devices..

Reconnaissance

30 PM

30 PM

30 PM

30 PM

30 PM

30 PM

30 PM

30 PM

I~ Risk

Resol

Developmeggk

Incident

WMI Service Unavailable

Backdoor Found

Backdoor Found

Backdoor Found

Backdoor Found

Suspicious logon attempt

Suspicious logon attempt

SNMP Service Unavailable

L Explorer

MITRE ATT&CK® Incident Explorer =

£ 1 minute -

dential

Lateral

Credential Access

Credential Access

Impact

Brute Force: Password Guess...

Brute Force: Password Guess...

Service Stop

© Fortinet Inc. All Rights Reserved.

== 178.136.56.161

E2171.226.29.78

External_Webserver
10.0.0.6

External_Webserver
10.0.0.6

10.0.100.50
CP_443-1_EX40

m q : Privilege q 5 q
Initial Access Execution Persistence = 5 Defense Evasion i Discovery Collection Gontral
- - - N
Tactics Technique Source Target Detail
: . G st 10.0.0.20
v
il A G WIN-PQCRIH7CVRY
Execution User Execution: Malicious Li... 46.70.155.2 C.omponent LI LGN R B LTS B L
Signature Id: 43963
Execution User Execution: Malicious Li... == 196.202.83.164 C_ompanent i e e
Signature Id: 43963
o t Event Type: FortiGate-ips- ture-43963
Execution User Execution: Malicious Li... 110.38.1.13 .omponen vent Type: Fortfuate-ips-sighature
Signature Id: 43963
o t Event Type: FortiGate-ips- ture-43963
Execution User Execution: Malicious Li.. — mm212.220.28.26 Sl LT LSS B L LS

Signature Id: 43963

Triggered Event Coun Triggered Event Count

Triggered Event Count: 1

Status: Active

Command And

M <

Exfiltration

M <

Incident Status

Active

Active

Active

Active

Active

Active

Active

Active

1/335 6,685

Impact

1/342 6,839

Resolution
Open
Open
Open
Open
Open
Open
Open

Open

'D Time Range: Last 15 Days v

>

> M

30




BHYyTpeHHAA pa3BeAakKa

@ DASHBOARD las ANALYTICS A INCIDENTS & CASES S cmDB Lu RESOURCES = TASKS Q3 ADMIN

@ Actions « BB Overview i= List = 12 Risk LW Explorer ifi UEBA MITRE ATT&CK® Incident Explorer « £ 1 minute « Status: Active » 'D Time Range: Last 15 Days «

Tactics: All » M € 1335 6689 > M

ch devi

Command And
Control

Lateral
Movement

Credential
Access

Privilege
Escalation

o o o o o
host-148.251.132.252 @

ERP o e

_gateway

Device Reconnaissance Initial Access Execution Persistence Defense Evasion Discovery Collection Exfiltration Impact

[Empty]

external_webserver

fdc-vm0000000000

fortigate_edge

A3 B 434 23 - - - N
Discovery Incidents for ERP: @ K < 1/3 49 > N
ég‘{g;;gy « Last Occurred Incident Tactics Technique Source Target Detail Incident Status Resolution
Jun 28 2021, 07:16:30 AM ~ Discovery Network Service Scanning 10.0.0.52 T0.0.100.07 Triggered Event Count: 30 Active Open
Jun 28 2021, 07:16:30 AM Heavy TCP Port Scan: Single Destination Discovery Network Service Scanning 10.0.0.52 10.0.100.18 Triggered Event Count: 22 Active Open
Jun 28 2021, 07:16:30 AM Heavy TCP Port Scan: Single Destination Discovery Network Service Scanning 10.0.0.52 10.0.100.22 Triggered Event Count: 24 Active Open
Jun 28 2021, 07:16:30 AM Heavy TCP Port Scan: Single Destination Discovery Network Service Scanning 10.0.0.52 10.0.100.21 Triggered Event Count: 20 Active Open
Jun 28 2021, 07:16:30 AM Heavy TCP Port Scan: Single Destination Discovery Network Service Scanning 10.0.0.52 10.0.100.44 Triggered Event Count: 28 Active Open
Jun 28 2021, 07:16:30 AM Heavy TCP Port Scan: Single Destination Discovery Network Service Scanning 10.0.0.52 10.0.100.30 Triggered Event Count: 35 Active Open
Jun 28 2021, 07:16:30 AM Heavy TCP Port Scan: Single Destination Discovery Network Service Scanning 10.0.0.52 10.0.100.29 Triggered Event Count: 31 Active Open
Jun 28 2021, 07:16:30 AM Heavy TCP Port Scan: Single Destination Discovery Network Service Scanning 10.0.0.52 10.0.100.62 Triggered Event Count: 33 Active Open
Jun 28 2021, 07:16:30 AM Heavy TCP Port Scan: Single Destination Discovery Network Service Scanning 10.0.0.52 10.0.100.40 Triggered Event Count: 33 Active Open
Jun 28 2021, 07:15:30 AM Heavy TCP Port Scan: Multiple Destinations Discovery Network Service Scanning 10.0.0.52 Triggered Event Count: 40 Active Open
Jun 28 2021, 07:14:30 AM Multiple IPS Detected Scans From Same Src Discovery Network Service Scanning 10.0.0.52 Triggered Event Count: 61 Active Open

Jun 28 2021. 07:14:30 AM Heavv TCP Port Scan: Single Destination Discoverv Network Service Scanning 10.0.0.52 10.0.100.31 Trigsered Event Count: 50 Active Onen



BbiBOO OaHHbIX

& CASES

£ cmDB

Ll RESOURCES

7= TASKS Q3 ADMIN

£ Actions

Search technique...

Reconnaissance

3

Active Scanning [3]

Gather Victim
Network Information

[3]

BB Overview

Resource
Development

0

i= List ~

@ DASHBOARD laa ANALYTICS A INCIDENTS
22 Risk L Explorer i UEBA
Show Triggered «
Initial Access Execution

61

Valid Accounts [3]

4417

User Execution
[4417]

External Remote
Services [58]

Incidents related to Exfiltration Over Alternative Protocol T

Severity

Category

Jun 27 2021,
Jun 27 2021,
Jun 26 2021,
Jun 26 2021,
Jun 26 2021,
Jun 26 2021,
Jun 26 2021,
Jun 26 2021,
Jun 26 2021,

w Last Occurred

Jun 27 2021, 02:37:30 PM

02:37:30 PM

02:10:00 PM

08:35:00 PM

07:29:30 PM

07:29:30 PM

11:11:30 AM

11:11:00 AM

10:15:00 AM

10:15:00 AM

Event Name

Large Qutbound Transfer
Large OQutbound Transfer To Outside My Country
Large Outbound Transfer To Outside My Country
Large Outbound Transfer To Outside My Country
Large Outbound Transfer
Large Outbound Transfer To Outside My Country
Large Outbound Transfer To Outside My Country
Large Outbound Transfer
Large Outbound Transfer To Outside My Country

Large Qutbound Transfer

MITRE ATT&CK® Incident Coverage

Persistence

66

Valid Accounts [3]

Account

Privilege Escalation

3

Valid Accounts [3]

Manipulation [5]

External Remote

Services [58]

Tactics

Exfiltration

Exfiltration

Exfiltration

Exfiltration

Exfiltration

Exfiltration

Exfiltration

Exfiltration

Exfiltration

Exfiltration

£ 1 minute =

4723 Incidents in Last 5 Days

Defense Evasion Credential Access

4 76

Impair Defenses [1] Brute Force [76]

Valid Accounts [3]

Technique

Exfiltration Over Alternative Protocol: Exfi...

Exfiltration Over Alternative Protocol: Exfi...

Exfiltration Over Alternative Protocol: Exfi...

Exfiltration Over Alternative Protocol: Exfi...

Exfiltration Over Alternative Protocol: Exfi...

Exfiltration Over Alternative Protocol: Exfi...

Exfiltration Over Alternative Protocol: Exfi...

Exfiltration Over Alternative Protocol: Exfi...

Exfiltration Over Alternative Protocol: Exfi...

Exfiltration Over Alternative Protocol: Exfi...
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Discovery

49

Network Service
Scanning [46]

Lateral Movement

58

[58]

Remote System
Discovery [3]

Remote Services

Collection

1

Email Collection [1]

Target Detail

== 173.243.143.6 Sent Bytes64: 12.57 MB
== 173.243.143.6 Sent Bytes64: 12.57 MB
== 64.4.54.254 Sent Bytes64: 4.48 MB
== 173.243.140.6 Sent Bytes64: 3.16 MB
== 208.184.237.67 Sent Bytes64: 8.62 MB
== 208.184.237.67 Sent Bytes64: 3.75 MB
1+1173.243.138.69 Sent Bytes64: 4.88 MB
I+1173.243.138.69 Sent Bytes64: 9.64 MB
I+1173.243.138.67 Sent Bytes64: 9.97 MB
I+1173.243.138.67 Sent Bytes64: 9.97 MB

Command And
Control

70

Application Layer
Protocol [3]

Dynamic Resolution

[91

Remote Access
Software [58]

Columns: 7 Selected «

Status: Active =

Exfiltration

50

Exfiltration Over
Alternative Protocol
[20]

Exfiltration Over C2
Channel [30]

N <

*D Time Range: Last 5 Days v

Impact

51

Network Denial of
Service [47]

Service Stop [4]

1/1 20 * M
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BbinonHeHne MuMccuum

@ DASHBOARD | ANALYTICS M INCIDENTS & CASES £ CMDB

£ Actions « EB Overview i= List « 12 Risk L Explorer i UEBA MITRE ATT&CK® Incident Coverage »
Search technique... Show Triggered «
. Resource o0 . o o .
Reconnaissance Development Initial Access Execution Persistence Privilege Escalation

3 0

Active Scanning [3]

61

Valid Accounts [3]

4419

User Execution
[4419]

66 3

Valid Accounts [3] Valid Accounts [3]
Gather Victim
. External Remote
Network Information
i3] Services [58]

Account
Manipulation [5]

External Remote
Services [58]

Lu RESOURCES

TASKS

£ 1 minute «

03 ADMIN

4727 Incidents in Last 5 Days

Defense Evasion

Impair Defenses [1

Valid Accounts [3]

Credential Access

] Brute Force [78]

Discovery

49

Network Service
Scanning [46]

Remote System
Discovery [3]

Lateral Movement

58

Remote Services
[58]

Collection

Email Collection [1]

Command And
Control

70

Application Layer
Protocol [3]

Dynamic Resolution

[9

Remote Access
Software [58]

Status: Active =

Exfiltration

50

Exfiltration Over
Alternative Protocol
[20]

Exfiltration Over C2
Channel [30]

Health for PLC-3

Incidents related to Servi

E‘;ﬁi;‘&}’y ~ Last Occurred Availability Status: @ Down [
wnasam, s Performance Status:
Jun 28 2021 12-50: Uptime: Uptime % (30 d):
Events Per Second (Avg): 0.02
Jun 28 2021, 10:18:
STeE il ks Monitor Status
Metric Last Successful Status
Uptime 15m 21s ago Critical

Ping Round Trip: 1 ms

Incidents (Last 24 hrs):

Incident Status for 24 Hours

Severity

HIGH

Event Name

High: 1

Medium: 1

SNMP Service Unavailable

B8 x
Low: O
Q
COUNT (Matched
Events)

electedv M

A

'D Time Range: Last 5 Days v

Impact

51

Network Denial of
Service [47]

Service Stop [4]

1/1 4 ?

ckSvcGroup




PaccnenoBaHve MHUMAOEHTA

@ DASHBOARD

la ANALYTICS

A INCIDENTS

@ CASES S CMDB L RESOURCES

YIS TASKS €35 ADMIN

0 Actions « BB Overview

PLC-3

HMI-1

HISTORIAN

Incidents for HMI-1:

Severity
Category

HIGH

« Last Occurred

Jun 28 2021, 07:05:00 AM

i= List =

| @

I~ Risk L Explorer

Incident

WMI Service Unavailable

i UEBA MITRE ATT&CK® Incident Explorer =

Source

Tactics E Technique

Impact Service Stop

£ 1 minute =

HIGH

Jun 28 2021, 06:19:30 AM

Remote Desktop from Internet '

Persistence,Lateral ...  External Remote Ser® o 103.5.134.23

Status: Active »

‘D Time Range: Last 15 Days ~

Jun 27 2021, 01:35:30 PM

Jun 27 2021, 01:34:00 PM

Triggering Events

Event Receive Time Event Name

Subpattern: RDP »

Sudden Increase in Network Int...

Auto Service Stopped

D Wrap Raw Events

Source IP

|:| Show Event Type

Impact Network Denial of S...

Impact Service Stop

|:| Show Raw Event Only

Destination IP

Target Detail Incident Status Resolution
10.0.0.20 Acti 0
WIN-PQCRIH7CVRJ ctive pen
R——
¥ 10.0.0.20 Active Open v
TTOSC MterTace namer menn oo/ ogane.
WIN-PQCRJH7CVRJ Sent Bytes64: 59.86 KB Active Open
10.0.0.20 Received Bytes64: 31.63 KB P
... Show More
10.0.0.20 Service Name: CDPUserSvc_6a198cdc Acti 0
WIN-POACR IH7CVR | Carvira Path* C \Windnwe\everamI?icurhnet ava ctive pen

Win Logon Type

Raw Event Log

Jun 28 2021, 06:18:31 AM

Forwarded traffic

= 103.5.134.23 10.0.0.20 <189>logver=700000066 timestamp=1624846705 devname="Fortigate_Edge" devid="FGYMU...
AR
- © Fortinet Inc. All Rights Reserved.
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PaccneaoBaHue nHumpeHTa (Device View)

@ DASHBOARD

laa ANALYTICS

A INCIDENTS

S CMDB Lt RESOURCES

7= TASKS

B3 ADMIN

£ Actions « EB Overview i= List by Device = I+ Risk L4 Explorer & UEBA MITRE ATT&CK® « 21 minute « Q, Search « 15m 1h 1d 7d 30d
Top Impacted Devices
10.0.100.11 HISTORIAN Fortigate_Edge External_Webserver 41.160.25.212 200.165.167.131 36.95.98.189 103.5.134.23
PLC-2 PLC-1 95.189.96.188 95.188.64.91 95.187.33.178 95.181.2.239 95.141.140.102 94.29.124.76
94.233.250.173 94.182.8.93 94.159.62.134 93.41.200.206 93.124.52.120 92.54.217.172 92.51.30.12 91.99.252.161
91.98.183.116 91.93.65.59 91.92.125.62 91.236.177.24 91.215.89.205 91.215.69.216 91.209.70.244 91.207.5.24
Incidents for Fortigate_Edge <.* M 1M1 7 ¢ N
E?{E;i;xy « Last Occurred Incident Tactics Technique Reporting Source Target Detail Incident Status Resolution
Component Event Type: FortiGate-ips-signature-43963
Jun 28 2021, 01:21:30 PM OT Permited Traffic not from Purdl¥ ¥ Fortigate Edge ~| 10.0.0.3 10.0.0.15 e ST B CRETph T Active Open -
Signature Id: 43963
... Show More
. Firewall Session: 211
X . Fortigate_Edge . .
Jun 28 2021, 01:21:00 PM Sudden Increase In Firewall Conne... Impact Network Denial of Serv... Fortigate_Edge 10.0.0.3 Avg Firewall Conn: 163.87 Active Open
T Std Firewall Conn: 3.16
Host Interface Name: port4
Jun 28 2021, 01:20:30 PM Sudden Increase in Network Interfa... Impact Network Denial of Serv... Fortigate_Edge Fortigate_Edge e 'Bytesﬁ4: Uil L Active Open
10.0.0.3 Received Bytesé4: 20.94 KB
... Show More
Host Interface Name: port3
. . . Fortigate_Edge Sent Bytes64: 19.08 MB .
Jun 28 2021, 01:20:30 PM Sudden Increase in Network Interfa... Impact Network Denial of Serv... Fortigate_Edge 10.0.0.3 Received Bytes64: 442.39 KB Active Open
... Show More
Details Events Rule Auto expand Mg
Attributes Search attribute name... RN ’ Incident Comments ‘ ’Action History ‘
Add comments to Incident... [ime Action Result Detail

Biz Service: Level 3.5,Level 5

Category: Security
Count: 34

Event Name: OT Permited Traffic not from Purdue
Level 4 to Level 3.5
Event Type: PH_RULE_TRAFFIC_NOT_L4_TO_L35
First Occurred: Jun 28 2021, 06:53:00 AM

Incident ID: 39943

Incident Title: OT Permited Traffic not from Purdue

Level 4 10.0.0.3 to Level 3 10.0.0.15 \

Ll.‘.opyright © 2021 Fortinet, Inc. All rights reserved.

Clear Save ‘ \

J

Organization: Super User: admin Scope: Local

FortiSIEM 6.2.0 (0219)
»




A
PaccnepoBaHue nHumnaeHTta(Case)

£ Actions = B8 Overview i= List by Incident = 122 Risk L Explorer i UEBA MITRE ATT&GCK® « &1 minute « Q, Search = 15m 1h 1d 7d 30d
i= Change Display Columns Top Impacted Incidents Q oT (4
C Clear All Incidents in View " X
OT Permited Traffic not f.. ¢/ OT Permited Traffji New Ticket
Q, Search
X Show Locations Incident IDs: 66082 Mode :
Add to an existing ticket
Summary:  OT Permited Traffic not from Purdue Level 3 192.168.1.50 to Level 2 10.0.0.20, in Fortigate_Edge(10.0.0.3)
Ch S it
o ange severity State: v Assignee: & -
C Clear Incident
raffic not from Purdue Level 3 to Level 2 <} Escalation: @ None Selected - Priority: v K < 171 3 > N
i Gierte Em Incident u Due Date: 07/04/2021 Attachment: 4 rget Detail Incident Status Re
Assignee Time Zone:  Local V|| Europe/Berlin v Component Event Type: FortiGate-ips-signature-43963
Attack Name: Backdoor.DoublePulsar
® Edit Comment PM OT Permited Traffic not from Purdue Level 3 to Level 2 cc: + - .0.1.50 Signature Id: 43963 Active Or
& Edit Rule ... Show More
Notes: Incident Name => OT Permited Traffic not from Purdue Level 3 192.168.1.50 to Level 2 10.0.0.20
© Edit Rule Exception Incident Source => IP Address:192.168.1.50, Component Event Type: FortiGate-ips-signature-43963
. . Incident Target => Fortigate_Edge(10.0.0.3) Attack Name: Backdoor.DoublePulsar .
 Expart Incident PM OT Permited Traffic not from Purdue Level 3 to Level 2% Incident Detail => .0.0.20 hd Signature Id: 43963 Active Or
Incident ID => 66082
... Show More
& Notify via Email
g T Component Event Type: FortiGate-ips-signature-43963
] Remediate Incident .
PM OT Permited Traffic not from Purdue Level 3 to Level 2 .0.0.20 A'ttack Namel. L LT LT Ty Active O
@ Resolve Incident Save Cancel Signature Id: 43963
... Show More
LH Run External Integration...
D Show Ticket History
Details Events Rule Auto expand il
Attributes Search attribute name... R Incident Comments Action History
Biz Service: Level 2 Add comments to Incident... Time Action Result Detail

Category: Security
Count: 133
Event Name: OT Permited Traffic not from Purdue
Level 3 to Level 2
Event Type: PH_RULE_TRAFFIC_NOT_L3_TO_L2
First Occurred: Jul 04 2021, 06:52:00 PM
Incident ID: 66082
Incident Title: OT Permited Traffic not from Purdue
Level 3 192.168.1.50 to Level 2 Clear Save
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XpOHOHOI'VIFI MHUUNOEHTOB NOo yCTpOVICTBaM

Devices by Risk

2 0 2

0

Devices Users High Risk Low Risk
& Actions - BB Overview = List - 122 Risk Ll Explorer i UEBA MITRE ATTRCK® £ 5 minutes
Device Current Risk 6 day Trend Incidents in Last 6 days
< HMI-2 _ Sudden Increase in Network Interface Traffic  Sudden Increase in User Login Volume  Sudden User Login Pattern Change  Auto Service Stopped  OT Permited Traffic not from Purdue Level 3 to Level 2
. v by | =4
Risk Scare Trend
100
80
e
S 60
i w
[:4
20
Jun 28th, 2021 1200 29th 12200 30th 12100 Jul 1st 1zm 2nd 12200 3rd
Incident Timeline
Jul 03, 2021. 09:45 PM (Active) created severity Incident OT Permited Traffic not from Purdue Level 3 to Level 2 18132 times on during Jun 27, 2021 12:53 PM - Jul 03, 2021 09:45 PM Triggering Events
E 2 days 5 hours earlier....
H
Jul 01, 2021. 04:15 PM (Active) severity incident Sudden Increase in Network Interface Traffic occurred on 1 time with parameters intfName:Intel[R] 82574L Gigabit Network Connection _2, sentBytesé4:127072, recvBytes64:58079,
avgSentBytes64:18966.50, avgRecvBytes64:28556.10, sdevSentBytes64:2179.01, sdevRecvBytes64:6361.99 Triggering Events
E 1 day 14 hours earlier....
.
Jun 30, 2021. 02:02 AM (Active) created severity Incident Sudden Increase in User Login Volume 1 time on Triggering Events
(Active) created severity Incident Sudden Increase in User Login Volume 1 time on Triggering Events
(Active) created severity Incident Sudden User Login Pattern Change 1 time on with parameters incidentCount:1 Triggering Events
(Active) created severity Incident Sudden User Login Pattern Change 1 time on with parameters incidentCount:1 Triggering Events
E 1 day 15 hours earlier....
H
Jun 28, 2021. 10:18 AM High severity incident Auto Service stopped occurred on 1 time with parameters serviceName:sppsvc, servicePath:C:\Windows\system32\sppsvc.exe Triggering Events
E 2 hours earlier....
.
Jun 28, 2021. 08:14 AM (Active) created severity Incident OT Permited Traffic not from Purdue Level 3 to Level 2 9 times on during Jun 28, 2021 07:10 AM - Jun 28, 2021 08:14 AM Triggering Events 40



A
MeTpukmn nponsBoanTernIbHOCTH

X Top Application Status Q
Health for HMI-2 =
1h 5h 12h 1d 7d
Application Name Software Name Software Param CPU Util Memory Util Disk Read Rate Disk Write Rate Uptime
Availability Status: . Up _ svchost.exe-k Loc... svchost.exe -k LocalServiceNe.. 0.19% 0.06% 40KBps. 200Bps 41d 2h
Microsoft Networ... svchost.exe -k netsves -p -s W...  0.05% 0.10% 200Bps 10Bps 41d 2h
Performance Status: @ Normal [ : P P
FortiClient.exe FortiClient.exe --type=renderer -... 0.01% 0.42% OKBps OKBps 1h 54m
Uptime: 41d 2h Uptime % (30 d): 100% Ping Round Trip: 1 ms FortiProxy.exe FortiProxy.exe -s FC_{73EFB30F-..  0.01% 1.45% 20Bps OKBps 1h 54m
———— e . : 1 Mi ft RPC host. -k RPCSS - 0.01% 0.04% OKB; 0KB; 41d 2h
Events Per Second (Avg): 2.81 Incidents (Last 24 hrs): High: 0 Medium: 6 Low: 0 icroso S€r.  svehost.exe P ps ps
Microsoft Networ... svchost.exe -k netsvcs -p -s w... 0.00% 0.17% OKBps OKBps 41d 2h
svchost.exe-k utc...  svchost.exe -k utcsve -p 0.00% 0.24% OKBps OKBps 41d 2h
Monitor Status Incident Status for 24 Hours Q Disk Utilization Q 0.07% OKBps OKBps 38d 4h
COUNTM hed - Disk 1/0 Trend
q ; atche 4
Metric Last Successful Status Severity  Event Name ( CHRLEDS
Events)
Uptime 1m 27s ago Normal HIGH Server Disk Latency Critical 1
30.0KBps |
service Status 1m 515 ago Narmal OT Permited Traffic not from Purd.. 1 20.0K8
.0KBps
Disk Space Util 3s ago Normal ) .
OT Permited Traffic not from Purd.. 1 10.0kBps ]
Net Intf Stat 1m 33s ago Normal
. O'IVIB 4&&‘2 GB 97.6‘5 GB ! cﬁﬁﬁf\ 'nz1 19:49 19'59 zn!og 20!19 20'29 20!39
Mem Util 235 ago Normal . i
HUsed MFree W Read Rate W Write Rate
CPU Util 2m 20s ago Normal Top 10 Interface Utilization Q
a . 1h 5h 12h 1d 7d
Virtual Mem Util 23s ago Normal
) Name Received Util Sent Util Received Bps Sent Bps
Pagefile usage 41s ago Normal
Intel[R] 82574L Gigabit Network Connection _2 1.05% 0.21% 11Mbps 2Mbps
System CPU Q System Memory Q Intel[R] 82574L Gigabit Network Connection 0.71% 0.32% 7Mbps 3Mbps
Intel[R] 82574L Gigabit Network Connection _3 0.31% 0.22% 3Mbps 2Mbps
th 5h 12h 1d 7d th 5h 12h 1d 7d
100% =5 100% =5
80% - 80% -
50% 50% 100% — Utilization Trend _ Bits/sec Trend
200.0Mbps |
80% |
40% 40%
150.0Mbps |
/‘\‘ 60%
20% - 20% = 100.0Mbps —
40% —
= | 50.0Mbps —
0% T T T T T 1 0% T T T T T 1 20t e
Jul 4th, 2021 16:00 17:00 18:00 19:00 20:00 Jul 4th, 2021 16:00 17:00 18:00 19:00 20:00
0% ﬂ\ 0Bps
T T T T — T 1 T T T T — T 1
Jul 4th, 2021 18:01 18:11 18:21 18:31 18:41 18:51 Jul 4th, 2021 18:01 18:11 18:21 18:31 18:41 18:51
M Received Util I Sent Util I Received Bps [ Sent Bps
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CYB=rR’=  DRAGCS
¢ NOZOMI CLAROTY

-

) INOUSTRIAL DEFENDER” = SCADAFence
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OTORIO
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.
KpynHeuwinm B Mupe nponsBoauTesb CXKMKEHHOro rasa

15 nsonnpoBaHHbIX 3aBOOB

KnioueBbie MOMEHTbI

MogaepHusaunsa 6es3onacHoCTK

O6ecnokoeHHocTb JITP no noBoay agdeKkTMBHOCTM 6e30NacHOCTM
OkcnepTtusa B obnactn OT npuBHeceHa B NT-6e3onacHoOCTb
OnaceHusi No NOBoOAY OnepaunoHHOIo BO30ENCTBUS

FORTINET PELUEHME

[MaTHep ¢ Beaywmmn npounssogutensamm koHtpona OT

Fortinet FortiSIEM 1 Supervisor, 2 Collectors Ha kaxabin 3aBog(l ons
ITwnlpgnaOT)

«Cblpble» noru Hanpaenanuck B Elastic Data Lake
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FortiISIEM nsonnpoBaHHas apXUTeKkTypa

% 3" Party

Data Lake

CEF/syslog
Private Private

network network

CEF/syslog
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Apxutektypa MeHeaxep Hag MeHepxepamu(Global

SOC IT/OT)

FortiSIEM Manager-of-Managers

* BHenpeH B rnobansHom SOC
(IT/OT)

e [lonyyaet n xpaHuTt
nepenpasneHHble HUNOEHTbl 13
OT FortiSIEM

* He nmeet goctyna K
AEeTann3npoBaHHbLIM CODbITUAM

OT FortiSIEM

\ * BbinonHaet pyHkuum OT SIEM
« XpaHuT gaHble B nokarbHOM

XpaHunuiie

« HanpasnsieT cpaboTtaBLlune
cobbiTns K Manager of Managers
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