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DASHBOARD EVENT VIEWER FORENSICS W

COMMUNICATION CONTROL v (€ED)

SECURITY SETTINGS v

INVENTORY v ()

ADMINISTRATION !

(@ simulation v

kmikhaylov v

EVENTS
Archive G Export ~ Handle Event Foren
v All ID DEVICE PROCESS
RDPWiInst.exe (2 events)
mshta.exe (1 event)
P 12047723 @ win10-vm mshta.exe

[

Signed Windows\System32\mshta.exe 1

curl (1 event)

TeamViewer_Service.exe (2 evenis)

< ADVANCED DATA

Event Graph  Geo Location Automated Analysis

‘ Malicious Fortinet Cloud Services comment

ForfiCloudServices on 22-Jun-2021 17:46:45

B Fie()

v mshta.exe =) £

SHA1 99a0a1b05e60a511fc8a068/953f0510e0230efa|  more

Hash reputation Safe by FortiLabs, VirusTotal, ReversingLabs, ForiGuard, Reput...

[ e i
- Exception Manager

CLASSIFICATION  DESTINATIONS
=! pup
¥ malicious

% Malicious

ﬁ Inconclusive

=! PUP

£ TR

{0} Memory (0)

http:/f72.133.71...

Showing 1-17/234 | » | | »]

RECEIVED
08-Feb-2021, 18:50:49
22-Jun-2021, 17:46:44

22-Jun-2021, 17:46:44

04-Dec-2020. 14:05:08

06-0ct-2020, 13:21:37

The file mshta.exe is classified as Good. The IP address 72.133.71.61 was found to be ClassificationMalicious

Search Event

LAST UPDATED *

22-Jun-2021, 18:12:41
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# Malicious FazmRminer

CLASSIFICATION DETAILS

Automated analysis steps completed by Fortinet Details

h History

<= # Malicious, by FortinetCloudServices, on 22-Jun-2021, 17:46:53

o Simulation IP 72.133.71.61 was added to malicious IP addresses on firewall
FortiGate fg

o Simulation Device win10-vm Was isolated once

@ Network & Extended Data (1)

v 72.133.71.61 &=

IP reputation

SUSPICIOUS by FortiLabs infeliigence services
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TecTtupoBaHue EDR peweHun

EDR CPL HTA EXE DLL

¢ H OBOCTb: https ://thereco rd . mEd |a/State'0f'the' BitDefender GravityZone Plus X

X 4 X
D Carbon Black Response ° X v v
art-edrs-are-not-perfect-fail-to-detect-common- Ok Dt Hacincsiy S I I 4
. _ Cisco AMP X X v ®
attac kS/? Cf_C h I_jSCh I_tk _4 H I L4e DYh 2 N M O Comodo OpenEDR X v X v
c D 2 CrowdStrike Falcon v v X v
RJAIR]5Q1Q0R.it9suyOxI9BSIXLCU- Flustic EDR X T 7 7 1 %
. F-Sccure Elements Endpoint Detection and Response o T v X
1642758123-0-gaNycGzNCiU ForliEDR X X | X | %
Microsoft Defender for Endpoints * X X v
Panda Adaptive Defense 360 X v * v
. . 5 Sentinel One (without test features) 4 v 4 X
« BebkacT: https://www.fortinet.com/resources- ST G (ih sk Testures) %
1 1 1 1 Sophos Intercept X with EDR X X v -
Cam pal g n/al -d rlve n _Secu rlty- Trend micro Apex One . l . / l v/
1 1 Endpoint Protection
operations/webcast-hear-it-yourself- T T T T —
_ _ 1 _ _ F-Secure Elements Endpoint Protection Platform v v v v
researc h e rS Cover th e I r ed r Kaspersky Endpoint Security X X X v
7 — McAfee Endpoint Protection X X v v
assessment " bypaSSCta Symantec Endpoint Protection v X v v
Table 1: Aggregated results of the attacks for cach tested solution.
Notation: ¢: Successful attack,o Successful attack, raised medium alert, e: Successful attack. raised
minor alert, x: Successful attack, alert was raised o:Unsuccessful attack, no alert raised] X: failed attack

alerts were raised. 1 In two experiments supplied by the vendor, in the first it was detected after five
hours, in the second it was detected after 25 minutes. © Initial test was blocked due to file signature,
sccond one was successful with another application.
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