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FortiAl Product Vision / Goal

“‘Ucnonb3osaHue Al/ML dnsg umumayuu 4ermo8e4ecKux 803MOXKHOCmMeu,
a Virtual Security Analyst™ nomozaem SecOps e paccrnedosaHuu uHUUGeHmos.”

YMeHbLlleHue
BpeMeHMU

—ObHapyxeHus

PaccnenoBaHue
UHUUOEHTOB

Ucnonb3oBaHue Al/ML gnsa
MMUTaALMN YernoBeYeCcKnxX
BO3MOXHOCTEM

* Incident analysis
* Outbreak Search
» Malware Analyst

Bpems oGHapyXeHUsi MeHbLue
OAHOW CEeKyHAbI

© Fortinet Inc. All Rights Reserved.



BbizoB Ne1 — Bupychli-BbiMoratenu (Ransomware)

[ecAaTtukpaTtHbIn pOoCT akTMBHOCTU 3a rog (07.2020-07.2021)

150k

Weekly average in June 2021: 149,15

One year later,

Number of Unique Devices

Jul Aug

Telco/Carrier
Government

MSSP

Automotive
Manufacturing

Energy & Utilities
Transportation & Logistics
Technology

Aerospace & Defense
Food & Beverage
Healthcare

Agriculture
Construction
Environmental
Banking/Finance/Insurance
Retail/Hospitality
Education
Media/Communications
Consulting

Nonprofit

Legal

39.2%
35.6%
34.2%
33.6%
32.5%
31.6%
31.4%
31.4%

20-40%

28.0%
27.8%
27.6%

27.0%

26.8%

26.0%
25.4%
24.9%
21.1%
19.2%

© Fortinet Inc. All Rights Reserved.

weekly average
increased10.7X
o > I OX PocTt akTMBHOCTM 3a rog
LS Weeklyaverageanuly202O 13992I IIIII || |
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PacnpocTtpaHeHHOCTb Nno

CeKTopaM 3KOHOMMKMU



Bbi3oB Ne2 — HoBble yA3BMMOCTU NPUNOXKEHUN

Ha npumepe kputnyHoun ysassmmocTtu B Microsoft Exchange — ProxyLogon

PacnpocTpaHeHHOCTb

8.0%

6.0%

4.0%

2.0%

0.0%

Jan

=] o n FS w ~ —

2 mapta 2021: Microsoft
BbIMYCKAET UCMpPaBreHns

ana Exchange Server i

=

= -

[ ]
Feb Mar Apr May Jun
[ ]
Feb Mar Apr May Jun
D 1(32.8% Li (34.6%
rupa ) V- in J\ ) C
/—Linux 32.5%)—/ Dasan (33.4%)
% D-Link (32.2
/Dasan(}lﬂ o) D-Link (32.2 X
Dasan 38.5":‘)-// lllllll .l“n)—’/ Dasan (32.2%) s Dasan (34.3%) \Llnux(33.2‘u;) B
38,2 D-Link (36.9 Bash (33.2%)

D-Link (33.4
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* HoBble KPUTUYHbIE YA3IBNUMOCTU

Microsoft Exchange, pucku:

HocTtaBka BpeAOHOCHOro Kkoga

KomnpomeTauus aenoBou nepenmcku

maa Microsoft Ha 1-mM mecTe

cTaTuctuke IPS no mupy




3awmTta oT BUpycoB-BbiMoraTternien cpeacreamm Fortinet

ApXNTEKTYpa peLleHnsd

MpenoTBpalleHne JOCTaBKK

BhisiBrieHne n nogaBneHne
|'|O,E|,O3pVITeJ'IbHOl7I aAKTUBHOCTU

LLinto3 6e3onacHocTyH
(Network Firewall)

* CHWmXeHne NOBEPXHOCTU
aTaku

* [lpegoTBpalyeHue
pacnpocTpaHeHus
BPEOOHOCHOTO Koaa 1
aKcnnyatauumn ysasBumocTen

MexxceTeBOM 3KpaH BeO-
npunoxexnun (WAF)
* [MpepoTtBpalleHne
aKcnnyaTaummn ysa3BuMocTen
NPUITOXEHWI

+ 3awumTa oT 3arpysku
BPEAOHOCHOrO KoJa

LLno3 3neKTpOHHOM NOYTbI
(SEG)

* MNpepnoTBpallieHe OOCTaBKU
BPEOOHOCHOro Koaa

* [lpegoTepalyeHne uLnHra
+ 3awmTa OT MOLLUEHHNYECTBA

Security Fabric — o6MeH gaHHbIMK:

FortiGate

Fortiweb

FortiMail

CeTeBasi necovHmua

* AHanu3 nosegeHus gannos
N CCbINOK

+ dopMUpoBaHMe NHOMKATOPOB

JNlokanbHbIA NCKYCCTBEHHbIN
UHTeNnneKT
* WccnepoBanue hannos
NOMOLLbIO HEMPOHHOW CETU
* MrHoBeHHasi peakuus,
BblCOYauLLas
NpPOn3BOOUTENBHOCTb

Anti-APT

* [pegoTBpaLLeHre 3apaxeHns

» OBHapyxeHve 1 NoaaBreHne
[OeNCTBUIA 3M0YyMbILLMNEHHMKA

®dannbl, URL, MHAMKaATOPbI, COObLITUSA

B

BupTyanbHas
MawwuHa

CepBucobl FortiGuard — o6HoBneHume:
CwurHaTypbl, penytaums

O O6nako ®

FortiSandbox

FortiAl

FortiEDR

© Fortinet Inc. All Rights Reserved.

Be3onacHocTb
-kak-CepBuc

‘@ > MporpammHoe
A4 Ob6ecneyeHue
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http://help.fortinet.com/fclient/olh/6-0-3/Content/Document/100_Intro/0000_Introduction.htm
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History of Artificial Intelligence
Nearing a Century of Al

Turing, Kleene
and Church
propose machine
learning solution

Al research
formally founded
as a discipline at
Dartmouth
College

McCullouch and

Pitts create formal
design of Turing’s
‘artificial neurons’

Al research
heavily funded by
the U. S. military

The First
Al Winter

Difficulty resulted
in funding cuts in
US and Britain

Proliferation of
Expert Systems

Lisp vs. PC

Al applied to data Deep learning

mining, medical
diagnosis with
increased CPU
power

IBM Deep Blue
beats Grand
Master Kasparov
in chess

© Fortinet Inc. All Rights Reserved.

is achieved using
faster computing,
large data
structures

2012

IBM Watson
application for
management
decisions of lung
cancer treatment

2015

2013

Fortinet started
product research

in Al technology,
first iteration of
machine learning
in Cybersecurity

2016

2,700+ Al projects
in place at Google

Fortinet
AutoCPRL — using
ML for malware
detection i.e.
machine
generated CRPL

2017

Elon Musk calls
for the regulation
of Al before we hit
100 years

Fortinet
introduce Al in
Web application
Security

Fortinet
acquires Zonefox

2020

2018

Fortinet

FortiAl Ready to
launch as a
product

Use of Al in CyberSecurity



Evolution of Malware Detection
Methods & Problems

“We create new technology
to solve problems that
existing technology
cannot solve today.”

M. Xie, CTO Fortinet ATP

" Toolkit

* Malware evolves

. » Time to detect — minutes
SI g n a(':l[u re « Automated malware analysis
ase

 Detection Delay
* Intense Compute
+ Static Analysis

e © Fortinet Inc. All Rights Reserved.

Artificial
Intelligence

* Machine Learning
* Virtual Security Analyst ™
» Sub-second Verdict

Gen

10




Malicious Code Detection

Advance Threat Protection (ATP) products at a glance

0 11
1 10
0 1

AV engine

Inspect core of apple...

Um, it’s bad.

FortiSandbox

Let me take a bite...

Um, it’s bad.

S

FortiAl

Let me describe it -
rotten, smells...

Um, it’s bad.

© Fortinet Inc. All Rights Reserved.

4

FortiDeceptor

Let me place
more apples...

...with traps.

11
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Al / Machine Learning: what do we expect?

» Machine Learning to find PATTERN

* [dentify and Grouping of FEATURES
(aka the ‘dets’) ®
®
* FortiAl ig ‘traj c."vﬂr‘llean
and Malistousend®thgr f@atures
(e.g. RangoMg® 2 )Jr.ﬂinre
malware tyj#s ® o ©

® ®
» Supervised .ei,.‘lﬁlg.—. ®

Feeding it with “right” data from
FortiGuard

Result

 Patent pending Neural Network for
sub-second detection, with analyst
logic

Dim1

m = © Fortinet Inc. All Rights Reserved. 13



FortiAl Key Benefits

A

A\~ 4
Virtual Security Breach
Analyst™ Prevention

* Trace Source on infection » Sub-second Verdict

 Qutbreak Search * Threat Investigation
 Personal Malware Analyst * Big Picture analysis

* On Prem Learning * Attack Scenarios

- © Fortinet Inc. All Rights Reserved.

Fabric
Integration

* Blocking & Quarantine with
FortiGate(s)

» STIXv2 / JSON output
* REST API for submission
* FortiAnalyzer/FortiSIEM support

« FortiSandbox integration (increase
coverage)

* SYSLOG / ICAP for 3" party

14




FortiAl Deployment Diagram
U‘ s

FortiGuard Neural
Network Updates

HQ FortiGate
(Inline Blocking)

o ;
Worms /

Lateral
Movement

Infected

Source

Remote Integrated / Encrypted submissions ::X:: . Protected
FortiGate(s) | l | FortiAl endpoints

Malicious F|Ie ...

l l I 2 (ICAP Server)

/

File submission,--” \Verdict

7/

@ X[

FOrtiSIEM & FortiAnalyzer FortiSOAR FortiSandbox  Sniffer / SPAN DMZ servers
Logging and Reporting File submission Integration SMB v2, Web and
Email Traffic

i © Fortinet Inc. All Rights Reserved.

@[

Fortiweb Web servers
(ICAP client)

15



Virtual Security Analyst ™
B0O3MOXHOCTU




FortiAl Virtual Security Analyst ™
Tracing the source of attack

Attack Scenario

 How malware was spread
through the network

» Scenario Finding “Patient Zero”
based engine linking infections by
time

« Sub-second verdict
 Ability to quarantine with FortiGates

Patient Zero Worm Spread

s

WI2.Crypted Gen

- © Fortinet Inc. All Rights Reserved. 17
FAI GUI: kill chain analysis



FortiAl Virtual Security Analyst ™

Malware Analyst Function

Your malware analyst —
identify 20+ Attack
Scenarios

» Such as Ransomware, Dropper,
PWS
(Password Stealing Trojan),
CoinMiner,
Banking Trojan, Fileless attack etc

» Answers the questions:

» What type of malware attacks am |
under?

* What is the intent of malware?
* Why is it malicious?

 Feature “Tagging” in logs

Password
Stealer

RootKit

Banking
Trojan

Application

Search

BackDoor WebShell Engine

Phishing

Poisioning

Fileless

Ransomware

InfoStealer

CoinMiner

Industroyer

Exploit

© Fortinet Inc. All Rights Reserved.

18



FortiAl Virtual Security Analyst ™

Outbreak Search & Similarity Engine

CIO

Q: Are we infected
by this headline

malware? e.g.
WannaCry

Variant 1 Hash DEF
Variant 2 Hash GHI
Variant...N Hash JKL

Outbreak FortiAl
WannaCry

Search Similarity Engine
FAI VSA™
i Hash ABC
A: Let me search! |

Similarity

Engine "

R e e e

© Fortinet Inc. All Rights Reserved.

Allows searching of malware & its variants on network

19
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FortiAl - Under the Hood

Patent pending # U.S. Serial No.: 16/053,479

Single Layer of Neural Network
* Pre-trained with 20mil+ clean and malicious files
« Billions of clean and malicious features learnt

Each node (middle circles)

represents an “Analyst”

+ Job function - to determine if they match a single
malware feature

* Current features DB consists:

* PE features (Portable Executables) & Non-PE features

* Via techniques such as file analysis of registry values, stack
status, execution flow etc.

Does not require to ‘run’ the file
(vs Sandboxing)
» hence speed (sub-second)

* |dentify good/bad instantly

Input layer

© Fortinet Inc. All Rights Reserved.

1 Layer of ANN
6 mii+ nodes

Output layer

21



FortiAl

Malware Detection Workflow

Binary Scripts

Feature
Extraction

* Text Parser (script),
Disassembler (PE)

« De-obfuscate
» Unpack

Code
Blocks

B
E%Eﬁ

Code Blocks

* Average 3000+
per file

Input layer

Neural Networks

* Features DB

» 6mil+ Features

* GPU/hardware accelerated

© Fortinet Inc. All Rights Reserved.

Output layer

Feature
Matching

* Match
e Count
¢ Prioritize

Verdict

4

wJ

Downloader

Result = Malicious
(or Clean)

Features Detected # e.g.
» Downloader = 26

* Trojan features = 5

* Ransomware = 2

22



Training in Action — Human vs Machines

Human vs Machines detection over training period

FortiAl Artificial Neural Network
* Pretrained before ship

100.00
Training phase(s) Goal o
* Highest detection rate 80.00
* Lowest false +ve rate 70.00
% 60.00
FortiGuard Updates E 50.00
* ANN update % —
» Keep up with latest threats Q s
. 20.00
Further learning —

- On Customer Premises R el g

0.00
0 4 8 12 16

© Fortinet Inc. All Rights Reserved.

20

Detection Rate Comparison*

,w"uf
Al JN

Training (fine tuning)

24

Days

32

36

Training phase 2-n

40 44 48 52 56 60 64
—@—Human Analysts Signatures
—@—FortiAl Neural Networks

*Detection Rate on FortiGuard QA samples 23



https://fortiai.fortidemo.com
demo / demo

Filefess
Warm Activity
Ransommare
Roothit
Botnet
Badhooer

Barking Trojan

Datalesk
Generic Trejan
Dos

Scenarko Heuristic

Apolication
Crypiojaciing
= Host Story

)] Vit Seeurity Anays:

FAWMSI000000173

FANMSC00000173

2876 WVorm Activit
; , Total Eventis) Cryptojacking
e, i BEpht
Applicztion
#Pisting
WFileless
SEp

06GE/927G3.007%

Sminde w v

!
40
&
b 222

lotal Detectionds

@

z 8
WRansomware
BT
BDownlcader
BBanking Troja
HBackDoor
BWorm
Infostealer
W Redirector
CoinMiner
PWS
EDrepper
W Exploit

€ Top10Lezme
o © ForsCare Supoort
W Banking Troja
:Dwvﬂ:;aeq @ Firrvare & General Updates
¢ W BRansomware
H3ackDoor
£99145115 wvorr
'To:al Feature(s) gt ™ ostealer
y NPWS
Radirector
¥ Dropper

W CoinMiner
W Expoit

Backicg



https://fortiai.fortidemo.com/

@ Dashboard >
NK Security Fabric >
<» Attack Scenario >
2 Host Story >
&) Virtual Security Analyst >
& Network >
$ System >
& User & Device »
Bi Log & Report R
Threat Report

Daily Feature Learned

Malware
Classification &
Description

FortiAl VM FAIVMS0000000000

€ Back

VSA Verdict : High Risk

Trojan

Actrojan, is any malicious computer

program which misleads users of its true

intent.

Confidence
level:

88.31%

Outbound IP

Similar Files

Search

Date =

2020/05/24 09:56:30

Virtual Security Analyst™ Report

Verdict & Confidence

] Sample Information

File 1D 2310
Submitted Date  2020/05/24 09:56:30
Ana

File Type PE

2p/DSVjo/6uVFyu

= W32/Injector.EFZY!tr

Network

Device Sniffer

MD5

172.16.77.46 Protocol

Level

273408

5c8ab85bd2cf9717d8be2f lebafce0?fdcad02ach5087838e2759d 1e47efabedffesbe
b81f4e3e93bal4ael3f 2fbdf826b65dcasdfB0df3e57e237c2c37c385a3

Wirus
Family

Tasker

80 (HTTP)

Detection Name

W32/Injector.EFZY!tr

2] 0c78dc8253767eb4acdaca9841760c4f

Sample Information

2020/05/24 09:56:30

Feature Type
Trojan

Generic Attack

nfected Host 10.10.10.23 Dropper
Infostealer
Backdoor
Event Type
Trojan

Y

M| Generic Attack
Dropper
M| Banking Trojan

M| Infostealer
M| Backdoor
M| Trojan

Appearance In Sample

RN BN |

Host IP

172.16.77.46

Appearance on

Network (History)

© Fortinet Inc.

Similarity Engine
Search

All Rights Reserved.

Feature
Breakdown

Hash / Type / Time /

Virus Family / Source

25



FortAl - Al-driven Security Operations

MITRE ATT&CK Mapping

* Investigator View

» Map malware into MITRE ATT&CK Tactics Techniques and Procedures (TTPS)

* Click any to Filter

="= FortiAIVM FAIVMS0000000000

| @ Dashboard

X Security Fabric

I € Attack Scenario

Attack Scenario Summary
Industroyer
Wiper

Fileless

Ransomware
Rootkit

Botnet
Backdoor
Banking Trojan
Exploit

Data Leak
Generic Trojan
DoS

Scenario Heuristic
Sophisticated
Phishing

SEJO® © O

000008

°

€ Back | Information View [IESIEEGIAYTET)
MITRE ATT&CK

[2) Generate Report ~

Detected Techniques

Detected Categories

Critical Risk [=——o1 . i i
ek —— B 2 1 11® 10 Investigator View

Medium Risk

Low Risk 00— Execution Persistence Privilege Escalation Defense Evasion
1 2 3 4 5 & 7 00 A1 Lil} Q0A0 Li v} 01A0 00 O0A2 (i ]

@ Full Matrix Clear Filter
Initial b . Privilege . Credential .| Lateral |
Access Executicn Persistence Escalation Defense Evasion Access Discovery Movement it

Command and Scripting Boot or Lugon Autostart Execution Process Indicator Removal on Host @) VSA R IS k an aIyS|S
Interpreter €5 bsolcte Injection &b
Native APl €9 Masguerading @
Lite/Full Matrix Toggle
Modify Registry
© Fortinet Inc. All Rights Reserved. 26



FortiAl - Al-driven Security Operations

Enhanced Attack Timeline

FortiAl VM  FAIVMS0000000000

&8 Dashboard

B Security Fabric
I € Attack Scenario

Attack Scenario Summary

Industroyer
Wiper

Fileless

Discovery Date =
2020/10/20 14:06:00
2020/10/20 15:06:00
2020/11/09 13:49:29
2020/11/09 13:49:37
2020/11/09 13:49:49

0 00

2020/11/09 13:50:56

Ransomware
Rootkit
Botnet
Backdoor
Banking Trojan
Exploit
Data Leak
Generic Trojan
Dao$S
Scenario Heuristic
Sophisticated
Phishing
SEP
Web Shell
Application
Cryptojacking
& Host Story
&) Virtual Security Analyst
“ Network
£ System
& User & Device
Bi Log & Report

2020/11/0913:51:19
2020/11/0913:51:22
2020/11/09 13:53:38
Attack Timeline at Host 172.16.77.46

Worm

(ks

89080008

| W32/Crypted.Gen |

®o days O hours 0 minutes 0 seconds

|E| ‘ Worm H Generic ‘

Attacker IP: 172.16.77.46
VictimIP:  172.19.235.230%

80000

Victim (Infected Host) IP Device Type VDOM Malware Family
172.16.77.46 Sniffer N/A Agent
172.19.235.230 Sniffer /A Generic
10.10.10.55 Sniffer N/A Daws
10.10.10.53 Sniffer INAA Dreambot
10.10.10.54 Sniffer N/A Mufanom
10.10.10.52 Sniffer N/A GenericCryptor
10.10.10.53 Sniffer NAA MNetadmin
10.10.10.53 Sniffer A Mufanom
10.10.10.51 Sniffer N/A Generic

Worm Activity

New Logos for each
attack type

Activity Log

@o days 1 hours 5 minutes 0 seconds

2020/10/20 14:11:00
Attacker IP: 172.19.235.230

VictimIP:  172.16.77.46 Clear Attack and
Victim IP

@o days 2 hours 0 minutes 0 seconds

2020/10/20 15:06:00

Attacker IP: 172.19.235.230
VictimIP: 172.16.76.228

@o days 2 hours 0 minutes 0 seconds

Worm Spreading
2020/10/20 15:06:00 -
Attacker IP: 172.19.235.230 S Ce n ar I 0

VictimIP: 172.16.77.45

© Fortinet' Inc."All'Rights Reserved.
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FortiAl - Al-driven Security Operations

STIX v2 and JSON support

3rd Party Threat Intelligence platform integration

« STIX v2 Output
* JSON Qutput

FortiAl VM  FAIVMS0000000000

@ Dashboard >
%X Security Fabric »
! 4 Attack Scenario v
Attack Scenario Summary
Industroyer
Wiper

- -

Fileless

00000008

Ransomware
Rootkit

Botnet
Backdoor
Banking Trojan
Exploit

Data Leak

Generic Trojan

€ Back RIEHIECUNIETE Investigator View

@ VSA Verdict : Critical Risk

Woarm

L LN

UM
Woqqere,

Aworm has the capability to spread itself
to other systems over a network.

Confidence
level:

mnmmennnnnn 100.00%

Sample Information
File ID 11114

Submitted Date  2020/10/20 13:06:00

File Type PE
http://172.16.77 46/api/
URL sample_download/1195
500815/

SHA512 |

Detection Mame W232/Delf.BCZ!tr
Source Device
Device Type Sniffer
MNetwork
Attacker 172.16.77.46:80 (HTTP)

Victim

Last Analyzed

ile Size

MD5 |t

Virus Family

2020/10/20 13:06

521728(509.5 KB) STIXv2 /[ JSON Output

565962ccbcabb5ec

e8ece2calc/c58723eccdf02cfa0B8645c687e24fccd8d516b729c910bdcca?31a07h
bBa58bd14268faf02133%cc3b82b233384e69d8 1a2f5f8bc9f93edbfeaad

Runouce

172.19.235.230: 52970 (Private port) %

© Fortinet Inc. All Rights Reserved.

Feature Composition

Feature Type
Worm
Banking Trojan
Dropper
Ransomware

Application

[

199

134
125
125
125

|21 Generate Report =
PDF
JSON

5 Vol sTix2
an|

B Dropper

B gancrmwara
B Application

B Trojan

B/ BackDoor

B Infostealer

B Generic Attack

Appearance In Sample =

28



Al-driven Security Operations

FortiAl Outbreak Search

E FortiAl VM FAIVMSD000000173

Seart 1 Lead Type: Hash ~ | B802c1e5ff3645d279097 7debfed d4Paf

x[a]e

‘ Q | Found 26 related file(s)

-
| & Dashboard >

'i & Security Fabric »

| © Attack Scenario > w

| O Host Stary 5 | | [3) Generate Report ~ | Search
|@ Virtual Security Analyst - Date &

Express Malware Analysis J020/11/25 13:15:36

Outbreak Search
1020/11/24 16:38:36

1 FRrear mvesLgauon
1 2020/11/24 09:07:21
1 b /Network *
| 2020/11/20 22:53:52
& System >
. 2020/11/20 11:51:47
(| & User & Device

| M | £ Danact 2020/11/18 11:07:08

VSA™ Manual

14:00:01

17:26:01

MD5
802cle5££3645d279097 7deéfoddasat
B02cle5££3645d279097 7deéfedddsat
B02cle5££3645d4279097 7debfodddsat
802cle5££3645d279097 7doéfoddasat
B02cle5££3645d279097 7dcéfoddadal
802cle5££3645d279097 7dcéfeddasal
802cle5££3645d279097 7deéfoddasat

B02cle5££3645d279097 Tdebfoddddat

HTML
HTML
HTML
HTML
HTML
HTML
HTML
HTML

File Type =

Search by Exact Hash or

Similar files (variants)

Search by Exact Hashm /

Outbreak name e.g. WannaCry

| Detection Type = | Virus Family = | Detection Name Risk Level Confidence Level
Ransomware Virut Q, MOAT/Crypted.Gen
Ransomware Virut Q, MOAT/Crypted.Gen
Ransomware Virut Q, MOAT/Crypted Gen
Ransomware Virut Q, MOAT/Crypted.Gen
Ransomware Virut Q, MOAT/Crypted.Gen
Ransomware Virut Q, MOAT/Crypted.Gen
Ransomware Virut Q, MOAT/Crypted.Gen
Ransomware Virut Q, MOAT/Crypted.Gen

i Samplelnfo || Se

Similarity-Based gERIS:EENE Detection-Based

h similar®

225 FortiAIVM  FAIVMS0000000173

OcobBalés0fb2date49241e26022dBd7ead92dBb7al17584c0B23096f067e5cc7b?bd5cf5a0319F18179d615b568

Last Analyzed

File Size

MDS5 |6

5B0Z2abe1b0b41cfd2e1b2836b510b038b3T64

| & Dashboard ERER N:EE S Information View IS
'i ¥4 Security Fabric > Sample Information
| © Attack Scenario > | ® vsAVerdict: Critical Risk File ID 370258
& Host Story 4 Submitted Date  2020/11/25 13:15:36
] Wirtual Security Analyst > File Type HTML
b Netwark >
URL crlP&/X14rG/fHrdEv
o System kS
& User & Device > SHAS12 |6
B Log & Report . Ransomware
Detection Name MOAT/Crypted.Gen
Threat Report
Source Device
Daily Feature Learned Atype of malicious software designed to block access to a R B
computer system until asum of money is paid. Device Type  Sniffer
Network
Attacker 172.19.235.8:80 (HTTP)
Confidence level: nanmmmmmmm $8.63%

Similar Files | 10C Information

L
WACw ey | i

Y,

Date =
2020/11/25 13:15:36
Al
| 2020/11/24 16:38:36
-

2020/11/24 09:07:21

MD5

B02cle5ff3645d2790977dc6feddaTaf

B02cle5££3645d2790977dc6fcdd4Taf

B02cle5ff3645d27%0977debfeddé9af

File Type
HTML
HTML
HTML

Wirus Family

Detection Name

Q, MOAT/Crypted Gen

Q MOAT/Crypted Gen

2020/11/2513:15:36
35141(34.3 KB}

802c1e5ff3645d2790977dcsfedd49af

172.19.122.94 %

Victim

= ~ History of Malware on network

Device VDOM
Sniffer N/A
Sniffer N/A
Sniffer N/A

Feature Composition

1

Feature Type

Generic Attack &4
Ransomware &4
Phishing 59
Redirector 3
Downloader 1
Attacker Victim
1721923538 172.19.12294
172192353 172.19.122.83
172.19.235.3 172.19.122 83

=

l demo ~

@ Generate Report =

La

B Generic Attack
Ransomware

| Phishing

0| Redirector

B Downloader

B Worm

B Clicker

B CoinMiner

Appearance In Sample =

Confidence Level Risk Level

[ Highessw | [ Critical |
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VSA™

Threat Investigation — “Big Picture” analysis

ortiAl VM FAIVMS

@& Dashboard >
%X Security Fabric >
4 Attack Scenario ¥
) Host Story >
I € Virtual Security Analyst v
Express Malware Analysis
Qutbreak Search
b Netwerk >
& System >
& User & Dgvice >
B3 Log & Refport 3y

Threat Investigation

10,025 samples i File Type: HTML |I= Detection Type: Ransomware

le Type
PE =«
HTML - I—
MSOFFICE o
Detection Type =
TR T
Ransomware < I
Downloader o -
Redirector ol
CoinMiner ol

Exploit  ®
Fhishing ol
Dropper  al
SEP
WebShell o
Fileless o
ne
Detection Sub Type
Lunam «
Virut
Mansaba
Hesv
Waldek
Noon
Wekomasoqgi
Benjamin

Sytra 0
Chisburg o
noaia -

Infected Host( Victim)

172.19.122.83 o7 D
10.10.10.52
10.10.10.56 oM
10.10.10.57 oM
10101055 om
10.10.10.51 oM

172.1692.175  «m
10.10.10.55

172.30.72.151  of
10.10.10.54 N

PP -

Dale v

Please reset your browser zoom level for the best experience. © |

HTML/Ransom.AFD!tr
@ FdTM/KITqQ0/astF

¥ HTML, Ransomware, Lunam

HTWiLRansom.AFD!tr

@ rd/dQY Xu/xVWPHF
£12020/11/24 15:18:48

W HTML, Ransomware, Lunam

Filter on File/Malware

£,

JS/Aframe.CRE!tr

@ Z6wVIJ/DISSCNS/SJEDMT
1202011424 14:57:30

W HTML, Redirector, Virut

types

HTML/Ransom.AFD!tr

@ /1zQ/hEMIVR

£12020/11/24 14:17:46

W HTML, Ransomware, Lunam

$

HTML/Ransom.AFD!tr

@ 2Nizd/zyjn2licCHBO
£42020/11/24 13:51:03

W HTML, Ransomware, Lunam

&

L + ] 2020011/24 10:48:48

JS/Kryptik.BLE!r

3 DUpid Ty/t2q0/0mg
#2020/11/24 1311257

W HTML, Redirector, Virut
HTML/Phishing.AKT!tr
@ gBA[Tg/gL1Jo/XsJr
£12020/11/24 12:33:30
WHTML, Phishing
HTML/PEDropper.HEUR
@ owauLFionIs/iozv
1202001124 12:06:10

W HTML, Dropper, Virut
J&/TrojanScript.CUS!tr
@/bn1Ug/2B7 AW

Shows timeline for
infection

Date

3

Virus Name

HTML/Ransem AFD!tr :

HTML/Crypted.Gen
MOAT;

pted.Gen =

J1S/Agent NOI
HTML/CoinM HEUR
HTML/Ransom Nlur
MOAT AttrTag
J5/FakejQuery BD!ir
JS/Agent FD!tr
HTML/Virut CE!tr
JS/Redirector Flir
JS/Kryptik BLE!tr
J§/Moat. DEQIO3TE!tr
18/Shadraem Altr.dldr
J8/Agent DVU lir
JS/TrojanScript. CUS tr
W32/Chir B@mm
HTML/PEDropper HEUR
HTML/Agent AZWW lir
VBS/Dropper.DL i
I8/Blacole GClexploit
HTML/Phishing AKT!tr
VBS/Agent. FDK!tr.dldr
JS/Moat 98C4TESE Itr
IS/ Wonka.Olr
J8/Iframe HH!tr
I8/Crypt BBES It
HTML/InjectedPhp NZ!tr
J8/Agent DQGE!ir
JS/Kryptik BPltr
JS/Cryxos. 1871w
HTML/FakeAlert. LY ltr
JS/Iframe DQ'tr
J5/FakelQuery. 16F tr
JS/frame CLN!ir
J5Moat F2E18ECT !tr
JS/Crypt BBDM i

18/ Agent.F167lir
IS/Serlnject Bl
18/Redir ZClr
J5/Cryxos.19521r
JS/Agent NCA!tr

T8 MBakalanar (e

a|

s

© Fortinet Inc. All Rights Reserved.
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Al-driven Security Operations RSt @onfl el

New Automation Stitch

Security Fabric Integration — FortiGate Quarantine Name [ip Diocier
Status © Disabled
| Trigger
. . . . . v
FortiAl Security Fabric Configuration: S
Automation Framework Incoming
Webhook
Automation Profile Name | FGT01 BANIP ROOT
= = Action
BanIP~ o
Source of Fabric :
. . ok for Execution io bl >_
Device or Sniffer PR
ok fOF Undo ip_unblocker CLI Script Email FortiExplorer Access Layer Quarantine
Notification  Quarantine FortiClient
API Key 0000000000000 00000000000 @
Device IP ‘e 8. ... Minimum interval (seconds) | O
VDOM root CLI Script
1st Action
port 443 Name
Trigger Source Sniffer Specify which sl g;?t“ri-:;fﬁm . %
Enable © on FortiGate VDOM to o oy
target %%log.expiry%% admin
#93/1023
© Upload
>_ Recordin CLI console
=-= © Fortinet Inc. All Rights Reserved. 31



Al-driven Security Operations

Express Malware Analysis — Manual & API Upload

FortiAl 3500F FAI35FT31500f

! @ Dashboard

. %X Security Fabric

| € Attack Scenario

! 2 Host Story

4 © virtual Security Analyst

Express Malware Analysis

Qutbreak Search
Threat Investigation
i+ Network
& System
& User & Device
B Log & Report

~

~

~

€ Backto 525910.tar.gz (2020/05/27 12:18:04)

117tems [N NG

Submission Time +

[E] Supported File Ty
2020/05/27 12:18:06
2020/05/27 12:18:06
2020/05/27 12:18:06
2020/05/27 12:18:06
2020/05/27 12:18:06
2020/05/27 12:18:06
2020/05/27 12:18:06
2020/05/27 12:18:06
2020/05/27 12:18:06
2020/05/27 12:18:06
2020/05/27 12:18:06
2020/05/27 12:18:06
2020/05/27 12:18:06
2020/05/27 12:18:06

Filename

3CF7AB9B.vsc
3CFAB70Cwsc
3694441Dwsc
43C8DASCVRG
3CF7AA32vsc
3751017Bysc
3CF64783vsc
385179CFvsc
3112E96Cvsc
3D00B58E.vsc
36C73883vsc
36944F2Bvsc
3738FE3Avsc

326DC48%vsc

REST API upload & Manual GUI Upload

Password Support (e.g. infected)
VSATM Sub-Second verdict

te Search

MD5

6df9fb974921b6450a0dc2a052£32279
4a276411d8e0d165eal208310816eca’
la289c6d4e2fde55db27b0780deaddlel
5530387f6e61£fb480102326eblalads5b
8b0454bd8cb01b242809aa5bbb54c6ad
dc31l0aecl0eBldb0l6e2bf996a2e37d
9d8e3fdB36b7£222601825eedba583c2
40730e1a986a4d219c11256£03b5eedl
90abZaa6df2lfaab44a517458ca5ffic
87765efe07f6c41d3f6c4fb29dc3celc
cc7fd98e6eab2780794a38£e79a00d59
c04555ec033e396afb3baafed97e257c
2b7b2fec49d1b8365bfc150ddaeb8516

7472c9ea7491f3a5df%b6laalbecdlell

Compress File Support (tar, gz, tgz, zip, bz2, rar)

PE
PE
PE
PE
PE
PE
PE
PE
PE
PE
PE
PE
PE
PE

File Type Verdict

Application
Backdoor
Clean
Trojan
Trojan
Clean
Backdoor
Trojan
Trojan
Application
Clean
Clean
Clean

Ransomware

© Fortinet Inc. All Rights Reserved.

Confidence

89%
100%
N/A
80%
100%
N/A
100%
80%
79%
83%
N/A
N/A
N/A
79%

@ vSA Verdict : High Risk

Trojan

Actrojan, is any malicious computer
program which misleads users of its true
intent.

Confidence (111
level:

[2) Generate Report ~

Risk Level sV
JSON

PDF
Done
Done
Done
Done
Done
Done
Done
Done
Done
Done
No Risk Done
No Risk Done
No Risk Done
Done

Sample Information

Feature Type
Trojan
Generic Attack
Dropper
Infostealer

Backdoor

4

Appearance In Sample =

M Generic Attack
Dropper

W Banking Trojan

M Infostealer

M Backdoor

W Trojan
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FortiAl - What’s New v1.5.1




Security Operations l | | @ﬁ ‘

- Appears in FortiOS topology

Security Fabric Pairing

e Security Fabric: FGT-FABRICR.. | ot
 FOS widgets to display type of malware =« e Roaes
on network (e.g. Ransomware, Banking =« 3 =
TrOJan) o > » FGVM 251 (Fabric Root) ::V'::
FortiView Sources
FortiView Destinatiomn
* FortiAl Security Fabric Connector P Aot
="= FortiAl VM FAIVMSOOCH
# Dashboard > ,
I % Securlty Fabric - Local Connection Configuration
Device Input 22
Enforcement Settings H . 120620
Automation Framework ICAP
Automation Log | O 44/104 Blocked |
Fabric Connectors
& Attack Scenario , Fabric Connection Configuration
& Host Story »
&) Virtual Security Anahyst *
 Metwork 3
=== & System 5 34




FOS 7.0.1

Background:

What’s New:
- In FOS 7.0.1/ FortiAl v1.5.1 will have ’inline’ blocking feature, where ]
web/emaiil traffic’'s session will ‘hold’ and wait for FAI's verdict I I I I

FAI v1.4 uses ICAP and OFTP (FortiSandbox Field) with FOS
integration (FOS v6.4) —

Customer cannot run FSA/FAI at same time

Goal of this is to block “patient zero”, utilizing FortiAl's sub-second
verdict Inline blocking of

threats
This is configured under FortiGate AV profile (CLI, not FSA field) &

o®®

FortiAl is “one of” the AV profile scanning options. E.g. AV engine Rl TN

and/or FortiAl verdict H '
)

\am ==,

Y Xd

© Fortinet Inc. All Rights Reserved.

\
Security Operations l l | @ﬁ

= €&

Multiple files over

encrypted &
optimized protocol
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FortiAnalyzer 7.0.1 Log View

FAZ 7.0.1 Support (Fabric ADOM)

Log View

Event Log (including performance,

Security Operations

file summary statistics)

Attack Log (including kill chain logs)

Default dataset and reports in future

release

b J=R

FortiAl VM

@ Dashboard

N& Security Fabric

4+ Attack Scenario

J Host Story

& Virtual Security Analyst

& Network

#% System

& User & Device

I Bi Log & Report

Threat Report
Events

Daily Feature Learned

Log Settings

&°= LogView v

X Fabric v B All FortiAl ~

© Last 7 Days~ Jun 09 ToJun 16

% All Add Filter
@ FortiAnalyzer > # ¥ Date/Time
@ FortiAl v 1
B Event 2 15:38:22
& Atk 3 15:38:22
4 15:38:22
Attack Chain 5 15:38:22
B
Log Browse 7 15:38:22
8 15:38:22
8 Log Group 9 153822
10 15:38:22
11 15:38:22
12 15:38:22
13 15:38:22

Log Settings

Remote Log Server

Send logs to FortiAnalyzer/FortiSIEM  EARIENEN & Disable

Device ID

FAIVM 00000
FAIVMS0000000000
FAIVMS0000000000
FAIVMS0000000000
FAIVMS0000000000
FAIVMS0000000000
FAIVMS0000000000
FAIVMS0000000000
FAIVMS0000000000
FAIVMS0000000000
FAIVMS0000000000
FAIVMS0000000000
FAIVMS0000000000

Type Syslog Protocol
Log Server Address | 0.0.0.0

Port 514

Remote Log Server

Send logs to Syslog Server 1

© Enable L+NoEEL

(Default UDP: 514)

Virus Name

Malware

Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware
Malware

Mahaare

tems per page

alert Riskware/AdGazelle Ransorr
alert MOAT/Crypted.Gen  Ransom
alert HTML/Ransom.AFD... Ransom
alert W32/Isda.Dltr Ransom
alert HTML/Ransom.AFD... Ransom
alert W32/Crypted.Gen Ransomr
alert HTML/Ransom.AFD... Ransom
alert MOAT/Crypted.Gen  Ransom
alert W32/Crypted.Gen Ransom
alert Adware/Vopak Ransom
alert W32/Crypted.Gen Ransont
alert HTML/Ransom.AFD... Ransoni
alert HTML/Ransom.AFD... Ransorn
alert HTML/Ransom.AFD... Ransomn
alert HTML/Ransom.AFD... Ranson
alert HTML/Ransom.N!tr Ranson
alert HTML/Ransom.AFD... Ranson]
alert HTML/Ransom.AFD... Ranson
alert HTML/Ransom.AFD... Ranson
alert HTML/Ransom.AFD... Ransor
alert W32/GenKryptik.E... Ransormr
alert W32/Crypted.Gen Ranson
alart MOAT/ComtedGan_Ranson
B2 3 4 5 » ~00145econd

=1 logDetails

Action

Attacker IP

Attacker Port
Date/Time

Destination End User ID
Destination Endpoint ID
Detection Type
Detection Type Counts
Detection Type List

Detection Type List Count
Device ID

Device Name
Device Time
Device Type

File ID

File Type

Level

Log ID

MDS5 Checksum
Sub Detection Type
Sub Type

Time Stamp

Time Zone

Type

UEBA Endpoint ID

URL
Victim IP

Type Syslog Protocol
Log Server Address | 0.0.0.0 |
Port 514 (Default UDP: 514)

1 VIUTIGL V. MUY 1\GOGI VUL
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FortiSIEM Integration

FortiSIEM v6.3
support

Log Parsing
FortiAl Dashboard

New prefilter rule —
attack killchain —
block

Shows victim
IP/Malware family

Security Operations ;qf @%} z

@ DASHBOARD

Fortinet Security Fabric~ | ¥ FortiGate Threat

+ T

Top Malware Family by Count

Last 1 hour@11:10
Virut
Mansabo
Lunam
Dinwod
Microjoin
Tiny
Tettona
Choopla
Pcik

Poul

s ANAD

FortiGate Traffic

A INCIDENTS

FortiMail

Dashboard Attack-Chain Permitted

Last 1 hour@11:10

180

-] 3 RCES 95 ADMIN

FortiSandbox FortiDeceptor FortiEDR FortiClient FortiADC

Top Attacker IPs by Count

Last 1 hour@11:10

Count

(79%)10.10.10.4:92

(13%)172.16.77.45:15
0

\—(8%)10.10.1.251:8\?

FortiAl L

Layout:

x  Top Victim IPs by Count

Last 1 hour@11:10

Count

(79%)10.10.10.4:92'

v

Tile ~

F

(13%)172.16.77.45:15

0

(8%)10.10.1.251:89

Device Identification Threat Category Malware Family Malware Name File Id Source IP List Destination IP List Destinaticn Port List 'I"'A?'?rlg:tr?:ount

FAIVMSTM21000033 Worm_Activity GenericCryptor MSIL/Injector. AVU!tr 98813 172.16.77.45 172.16.77.45 80 1 ||
FAIVMSTM21000033 Worm_Activity Mufanom W32/VBObfus.Cltr 93824 10.10.10.4 10.10.10.4 80 1 ||
FAIVMSTMZ1000033 Worm_Activity Netadmin W32/vBObfus.Cltr 98823 10.10.10.4 10.10.10.4 80 1 [ |
FAIVMSTMZ1000033 Generic_Trojan Virut JS/Iframe.HHItr 98822 10.10.10.4 10.10.10.4 80 1 ||
FAIVMSTM21000033 Generic_Trojan Dinwod W32/Dloader. ADCltr 98821 172.16.77.45 172.16.77.45 80 1 ||
FAIVMSTM21000033 Generic_Trojan N7A J5/Fujacks.I1Z1tr 98820 10.10.10.4 10.10.10.4 80 1 [ |
FAIVMSTMZ1000033 Backdoor CryptoJoker W32/Generic.AC.7B71F!tr 98819 10.10.10.4 10.10.10.4 80 1 ||
FAIVMSTM21000033 Banking_Trojan N/A W32/Generic. AP TEST!tr 98875 10.10.10.4 10.10.10.4 80 1 ||
FAIVMSTM21000033 Generic Troian Virut JS/Agent.NOI 98818 10.10.10.4 10.10.10.4 80 1 ||

© Fortinet Inc. All Rights Reserved.
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Security Operations

Goal 1: To reduce load for FSA dynamic scan (VM)

3
L

How: FortiAl returns verdict of ‘absolute clean’ back to FSA, FSA “entrust FAI” and optionally

skip dynamic (VM) scan

Goal 2: Add coverage & context of malware

How: Utilise both technology to increase coverage of malware detection. FortiAl provides

features and malware type (e.g. Banking Trojan) back to FSA's report

Goal 3: Flexible integration options

How: Allow existing FSA customers and new customers options for integration. E.g.

FGT “l « > % FAI (inline blocking/ OFTP) FWB <

> % FAI (ICAP server)

v
A

¥
FGT||| ¢ N g % FWB @ )

FSA FAI (reduce FSA load,
incr@&senembe«ag@)s Reserved.

¥
O Ve g

FSA FAI (reduce FSA load,
increase coverages



Security Operations *
FortiSandbox Integration (FSA v4.0.1) - Configuration laay

Figure — FSA Scan profile with “FortAl entrust”
1. Generate FAI user token (CLI or GUI) I
2. Configure FSA <-> FAI pairing

Process the following selected file types.

3. Configure FSA Scan profile &2  Executables (@ PDF documents (@ W Officedocuments (@ @ Flashfiles @ [ Webpages (@

. . . [B Compressed archives (@ # Androidfiles @ @ Macfiles @ A Linuxfiles @ % URLdetection @
4. View results in FAl logs / Device Input * PR

MNotes: The file type prefiltering applies to submission via sniffer, adapters and Fabric devices (except FortiMail). Files from OnDemand, FortiMail and Network Share are always
processed.

Check for Active Content on the selected file types during VM Scan pre-filter.

office @ dil @ htm @) is @ pdf @ swf @) url @ archive (@

FDI’TIA' Settlngs MNotes: Active Content are embedded codes that can be executed (e.g. macros scripts). When enabled, the overall system throughput is improved by only processing files with active
content. Otherwise, forward all files. All executable files are forwarded.

Enable

Use the results of the following during VM Scan pre-filter.
Server IP: | 10.59.24.252 | FortiAl entrust e Trusted Vendor [ D] Trusted Domain ®
Token:

Apply
Rating Timeout (Seconds): -
Uploading Timeout (Seconds):

Maximum File Size (KB): 2048 |
Ok Test Connection
Figure — FSA FortiAl system settings * FSA device only appears after file is submitted
AR . .
m = © Fortinet Inc. All Rights Reserved. 39
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