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“BonbLUMHCTBO CaUTOB
ncnonbsyroT NGINX"

NcTounuk: Netcraft April 2019 Web Server Survey

CaMble 3arpy>xeHHble pecypchbl
ncnosb3yroT NGINX

67%
61%

50%

Top 1M Top 100K Top 10K

Nctounuk: W3Techs Web server ranking, 07-May-2019



Web Server
Reverse Proxy
and Cache



4 = &) @

Advanced Advanced Web Server Advanced Advanced
Load Content Reverse Proxy Security Monitoring &
Balancing Cache and Cache Controls Management
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NGINX pelueHust n Halm TemMbl cerogHs
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NGINX Plus NGINX Controller NGINX Instance
Manager
APl Management NGINX App Protect Ingress Controller

and Service Mesh

9 1©2021 F5



10 | ©2019 F5 NETWORKS



[Tpumepbl ncnonb3oBaHUA NGINX Plus

OE U KAK OH MOXET BbiTb NONE3EH

Software ADC API gateway WAF / Security Murpauus B KoHTenHepHble

» BbICOKOMPOU3BO- * MuKpocepBHChl 1 CELEE workflows obnako cpeabl BbICOKOMPOW3BO-

ANTENbHLIN reverse COBPEMEHHbIE « SSL/TLS, 3awmra « AsTOMaTHyeCKas * [NepeHocMocTb « Kubernetes, ingress, AUTENbHLIN

groxy, B 6ekaHaos, authN MHTErpaLus Ans Mexay auto-scaling K3LIMpYIOLLA/
e BbICTPbIX nnatchopmamm fpoKcu

AL N3MEHEHUI
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Bo3amoxHocTb NGINX Plus

KAKUE ®YHKLWWN ECTb TOJNIbKO B NGINX PLUS

ARV ANIENIEN

<
N

1. BanaHcupoBKa Harpy3ku (anroputmbl Ha OCHOBe

<

BpeMeHMm, sticky sessions, active health checks)

ANANIAN ANIRN
ANIANIAN ANIRN

2. MonutopuHr (APl n >100 meTpuK, a Takke gawboapa)
3. OuHamunyeckasa koHdurypaumsa (API, Service Discovery,

Security controls

key-value store)
4. Bbicokast poctynHocTb U Knactep (keepalived, cluster

ANASAYAYAYAY

ANIANEANENENANENENEN

sync)
5. AyteHTudmkaumsa (JWT, OpeniD Connect)
6. Web Application Firewall
7. BanungupoBaHHble CTOPOHHUE MOAYIU
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[Todemy Bam npuroantca NGINX Plus

HE TEXHWHECKWE NPEUMYLLECTBA CUCTEMbI

TexHn4yeckasa noaagepKka — ogHa mn3 nyywmnx B nHayctpum (Stevie Gold, 9.7/10)
[JononHutenbHbIe BO3MOXHOCTU — OYHKLIMK OOCTaBKKU NpunoxeHnn Enterprise knacca
[NnaHoBble Bbinycku MO — ycTonumeaga kageHuma (anpenb, CEHTADPL, Aekabpb)
NMonHocTtblo NnpotecTupoBaHHoe MO — gononHutenbHoe TectTupoBanHme NGINX
CepTtudmkauums —ceptudpuumpyem OC ¢ cepTudmLmpoBaHHbIMU Mogynsamm (3™ party)
MpoakTuBHbLIE OOHOBMEHUA 6e3onacHocTn — Bug Fixes/Hot Fixes

lMomoLb ¢ AOKYyMeHTauueu no NpoaykKTy — COBEThI, YTOYHEHUS, pa3paboTka
BnunsaHue Ha HanpaBneHune nNpoaykKra — npeaocraBrneHne nNaHoB, AOCTYIN K pa3spabam

© 00 N o gk~ ODM-=

KoHcdnaeHUManbHOCTb — NOSy4YnUTb NOMOLLb B YACTHOM NOPSAKe, a He Ha
obLenocTynHoOM popyme nogaepKkm
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Bbinyckn NGINX 3a rog

Plus features Plus features

Plus features

Plus Plus
R25 R26

Sep Dec

OSS mainline 1.19 OSS mainline 1.21 (kaxaple 4-6 Hegenb)

-

Feature Feature Bugfix Feature Critical bug Feature

OSS stable 1.18 OSS stable 1.20 (pas & roa unu ¢ drkcamm kpuTMUHLIX 6aros)
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Stable retired
Apr|I
Malnllne forked

NGINX Open Source Cycle

)/\ / New stable
1.even.0
| Critical bugfix | . Mainline
1.0dd.0
16 | ©2019 F5 @




NGINX Plus Cycle

December

r September

\EIE
1.0dd.0
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@D NGINX+

* Dynamic modules, incl. customer repo
« JWT authentication
» UDP load balancing

» JavaScript module



@ NGINX+

. NGINX WAF
+  All-new NGINX Plus API (fully RESTful)

* |n-memory key-value store (API driven)

* Mirror requests



@ NGINX+

+ HTTP/2 server Push & gRPC support

* OpenlD Connect support

« State sharing across a cluster

Rate limiting, key-value store, sticky sessions

 Random w/ 2 choices load balancing



@ NGINX+

» Dynamic certificate loading (from keyval)

* QObservability enhancements

More metrics: per-location, per resolver, rate limits, connection limits, cluster status
Prometheus module

* Dry run modes (rate limits, connection limits)



@ NGINX+

* Production-grade gRPC: dynamic routing, active
health checks

* OpenlD Connect maturity: multiple IdPs, PKCE
support

* Unprivileged user installation
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CnoxHocTn obecrneyeHusi paboTbl MPUIOXKEHUIA =

v — MouBsi3ka K UHDDACTDVKT “ N3meHeHUA apXUTEKTYypbl
M P bp PykType NPUIOXeHNNn
[m]
—— OrpaHnynBaeT NepeHoCMMOCTb NPUMOXKEHWI / Paspabotumnku n DevOps nepexogsT ot
«TPagnUNOHHbBIX» BUPTYalmM3npoBaHHbIX cpen K
KOHTENHepaM U MUKpocepBucam
A Y3Kkne mecta cetn n 6e30nacHoOCTH @ Nnoxasi BUAMMOCTbL COCTOSIHUSA
He no3sonseT nosaBuTbLCS rMMOKOCTU U YBenununsaet npobnemsl (M3-3a orpaHM4eHHOro Habopa
COTPYAHUYECTBY MeXxay KoMmaHaamum WHCTPYMEHTOB), CBA3aHHbIX C yrpaBieHnem
PaspacTtaHne MHCTpyMeHTapus -I 30Hbl OTBETCTBEHHOCTHU
MpVBOONT K CITOXHOCTM 1 YBENNYEHUIO 3aTpaT N Mpuxoautca 6patb Ha cebst He CBOMCTBEHHbIE
00s3aHHOCTM

~ &

OTcyTcTBUE BO3MOXHOCTENM aBTOMaTU3aLMM U CaMOOOCIyXXUBaHUA
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DevOps NetOps

PasBepTbiBaHMe
[MpunoxxeHud

[Morpsisnu B 3asgBKax
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DevOps NetOps

PasBepTbiBaHMe
[MpunoxxeHud

[Morpsisnu B 3asgBKax




CoTpyaHU4eCcTBO, camoobenyXmBaHMe U aBTOMaTU3aLMA
c nomoLbo NGINX Controller

NetOps obecneumBaet
3awmty mn nogaepxky DevOps

DevOps camocToaTenbHO
pa3BepTbIBAET HOBOE
NPUNOXeHne
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Pain points

The market

Proliferation of architectures

The same vulnerabilities (for example
injection, cross-site scripting) continue to
exist after 20 years of application
security best practices

Organizations lack consistent policy to
manage the growing complexity and risk
of managing/tuning application security

Cost of security breaches, downtime -
lost revenue + CSAT impact

Application development

Development has transformed to agile
while security largely remains a manual
effort

Developers and DevOps outnumber
security professionals by as much as
100:1

Time-to-market pressure, friction
between AppDev/DevOps and SecOps,
and perception of security as a
bottleneck results in poor testing,
process, oversight



Understaffed and struggle to keep
up with rapidly changing threats

Business leaders consider
compliance versus security the goal

Tool sprawl and inconsistent security
policies spanning multiple
architectures and clouds creates risk

Pain points

Security slows down the
application lifecycle and is
perceived as a bottleneck

CI/CD pipelines that automate app
development/deployment lack
security

Business imperatives and
incentives such as time to market
compel DevOps to bypass
SecOps. DevOps KPIs do not
include security-related metrics

Developer training on security is
lacking

Developers are focused on
modern app development and are
not able to stay abreast of the
security landscape

Cloud and open source software
introduce unknown risks to the
business



CoeanHeHne pasneneHHbIx
SecOps n DevOps

/
&

NGINX Controller.



« ConpoBoXaeHne n odbyvyeHue
 CpenaHo ansa SecOps n ana DevOps

A 4

PykoBoacTBO

* SecOps BCe ele HY>XHO onpeaenuTb NoNTUKY

BHecuTe Tyna cBow onbIT N yCTaHOBUTE
npasuna

\ 4
°

YnpaBneHue

* PykoBogcteo ana DevOps ans
obecne4vyeHnsa 6e3onacHoCTU

* Ho Bce e obecneunTb rmbkoCcTb

v

OrpaHn4yeHusn

3

NGINX Controller.




App services must include both app delivery and app security, which
reinforce each other through visibility and controls

2222
(CCCCCE=rd DD DD D

DEVOPS /
APPLICATIONS

APPLICATION SECURITY
V|S|b|||ty Controls

- APPLICATION DELIVERY ’

Application End User

Business Logic

More easily embed security Apply policies and Visibility across app

along the data path controls consistently services



@ NGINX Controller
NGINX Controller

‘ @ @ @ o dBTOMAaTU3NpyeT
T e i, B RE NPVIKI IaAaHoW TIOAXOA

iInfrastructure-as-code

Decentralized, best-of-breed tools
that developers need for agility...

...managed centrally to simplify
operations and security...

.. accelerating time-to-market
without introducing complexity.

35| ©2020 F5 @



Controller App Delivery capabillities

SELF-SERVICE, AUTOMATION, AND REAL-TIME MONITORING

& Self-service for DevOps % App-centric user interface Controller App Security

Empower DevOps teams to deploy and ~— «——~ Eliminate need to stitch together end-to-end view Bridge the divide between DevOps and SecOps
manage NGINX load balancers by abstracting infrastructure teams
« Role-based access control » Define and configure policies on a per-app basis - Deploy WAF for app protection and threat
i . al * Monitor health of entire application visibility
* Self-service porta «  Troubleshoot apps quickly * Reduce time and effort fixing security issues by
* Implement blue-green and canary deployments integrating WAF into DevOps workﬂow§
with ease *  Out-of-the-box OWASP Top 10 protection

* Auto deploy NGINX load balancers into AWS and
Microsoft Azure

* Built on a distributed, cloud-native architecture — Real-time monltorlng and Certificate management

no limits on bandwidth or latency alerting Boost productivity using built-in certificate

manager

* Lightweight, resulting in fewer components Get critical insights into application performance

and lower TCO » Save time and effort by managing all your

certificates using a centralized interface,

i « Forward metrics and alerts to Datadog and Splunk APIs, or both
AUtomate app de"very : : . » Get notified about expired certificates
* Retrieve metrics using APIs

¢ Visualize and alert on more than 200 metrics

Integrate NGINX deployment and configuration
into DevOps workflows

« APl first - RESTful configuration
« CI/CD integration
« Deploy and maintain using Ansible
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CamoobcnyxusaHue ana DevOps

NMPEOOCTABBTE KOMAHOAM DEVOPS BO3MOXHOCTb PA3BEPTBIBATb NGINX U YIIPABNATb UMU

YcTpaHeHue y3kux MeCT C NMoMOLLIbIO nopTana

. : NGINX camoobcnyXmBaHus
W . Controller g .
. § Ob6ecneyeHne COOTBETCTBYHOLLMX paspeLleHunm
. : NGINX Plus OISt HY>XHbIX NONb30BaTeNen C NOMOLLbHO
Self- & o Security —
0| somice : : o ADE ynpasreHnsi porieBbIM A0CTYMNOM
(@) % °
@ AE|—: C MerkocTbio peanuayiiTe CMHe-3eneHbIe 1
= g : KaHapeeYyHble pa3BepTbiBaHUS, YTOObI
S| RBAC e . : cosgaBaTtb JyyLIMe NPUIOXeHNS
= App-Centric o <
- GUI = °
g w . ABToMaTnyeckoe passepTbiBaHe NGINX B
. . NGINX Plus cpenax AWS, Azure n VMware
A/B ....................... security
Testing and ADC
_ HeorpaHunyeHHas nponyckHasi cnocobHOCTb U

MUHMManbHas 3agepXKka ¢ MOMOLLbIO
pacnpegeneHHon obnadYHon apxmTekTypbl

m
<%o]-
e

APPDYNAMICS EDATADOG i dynatrace 15 Grafana

O New Relic @ prometheus  servicenow splunk>
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ABTOMaTMU3NpPOBaHHAA gOCTaBKa NPUNoOXeHUn

WHTEFPUPYWUTE PA3BEPTbIBAHUE U HACTPOUKY NGINX B NMPOLIECChI DEVOPS

YckopeHune pa3BepTbiBaHUSA NPUMOXEHUN U
obecneyeHne NOBTOPSEMOCTU U CTaHAapTU3aLmm

HacTpavBanTe ¢ NOMOLLbIO COBPEMEHHOIO
KoH(purypaumm RESTful API

ABTOMaTM3auus NOAroTOBKM U pa3BepTbiBaHUS
aoctaBku npunoxeHnn n 6esonacHoctn NGINX

NHTerpauma ooctaBku NpUNOXeHUn ¢
koHBenepamu Cl / CD n cuctemamm
aBTOMaTmn3aumm

PassepTtbiBaHne 1 nogaepxka NGINX ¢ nomoLLbto
Ansible

38 | ©2020 F5



VHTepdenc, opneHTUpPOBaHHbLIXA Ha NPUIOXEHUSA

YNPOWAWTE PABOTY C NOMOLLbI MOHUTOPUHIA U YNIPABNIEHUSA OPUEHTUPOBAHHOIO HA MPUNOXEHUSA

39 | ©2020 F5

Components
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o 0o o o g

CocpenoToyubTeCh Ha NPUITOXKEHUM, a HE Ha
NHGPaCTPYKType

OnpegenanTte n HacTpamBanTe NOSIUTUKN AN
KaXgoro npunoXxeHus

Ynpoctute 1 oNnTUMU3NPYNTE NOUCK Npobrnem,
4yT106bI cokpaTuTh MTTI M MTTR

CoxpaHsaunTe Npo3payvyHOCTb BaXKHbIX
nokasaTenen NpuroXeHns: 3agepxka, owmnoKm
4XX n 5XX, 3anpocbl 1 6anTbl.

OnNTMMKU3NpPynTE NPON3BOANTENBHOCTb
NPUNTOXEHNI U BbIABNANTE NpobnemMbl ¢
MOMOLLIbIO @aHaNUTUKM MO KaXXJOoMYy MPUITOXKEHUIO



MOHWTOPUHT 1 ONOBELLEHNE B pearibHOM BPEMEHM

MONYYUTE NPEACTABNEHMWE O NPOU3BOAUTENIbHOCTU NMPUNOXEHUN

HepxuTe pyKky Ha nyrnbce CBOUX MPUITOXKEHUN 1 e
nHctaHcoB NGINX Plus =

MOHUTOPUHT 1 Nony4YeHne npegynpexaneHnn
ans 6onee yem 200 nokasatenen padboThl
NPUTOXXEHNI N NOPOroBbIX TPUITEPOB

Bocnonbayntecb apyrumm MHCTpyMeHTaMu
MOHUTOPWHIA N aHanUTUKK, TakuMm Kak Splunk
nnn Datadog ans ewe 6onbLuen Npo3pavyHOCTH

CospgaBainTe n HacTpaMBanTe Npasuna
npegynpexgeHun Ha OCHOBE ornpeaesieHHbIX
nokasaresien NpunoXXeHns.

[MonyyeHne aHanNUTUKK Yepes rpadouyecKnm
nHTepdgenc nnu API
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be3onacHOCTbL NPUNOXEHUN

MPEOAONETb PA3PbIB MEXAY KOMAHOAMW DEVOPS U SECOPS

YHudnuyupynTe onepavmm no goctaBke
NPUNOXEHNA N yNpaBneHno 6e30NacHOCTbLIO

Edit App Component e m

¢ i B (e

OnpepensnTte n HacTpavBanTe Ccry>obl
NONNTUKM Be30NacHOCTUN AN KaXK4oro
NpUNoXeHnd

o [0

Yb6eanTtech, YTo 3allMTa BKMOYEHa B NPOLEece
pa3paboTkn 1 pasBepTbIBaHUSA NPUMOXKEHUS

Ho6aBneHne nonutuk 6esonacHoCcTn Yepes
rpadouyecknn nHTepdenc nnm API

[Mony4nTe roToBytO 3aWMTY OT

pacnpoCcTpaHEeHHbIX BEKTOPOB aTak, BKMNo4as
OWASP Top 10
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YnpaBneHue ceptudomnkaTtamm

NMOBbICBTE MPOU3BOAUTENIBHOCTb C MOMOLBbIO BCTPOEHHOIO MEHEOXXEPA CEPTU®UKATOB

MN3berante JOPOrocTOSALLMX U ANUTENbHBIX -

NPOCTOEB N3-3a CPOKOB AENCTBUS

cepTndmkaToB

CospaHune cepTndukatoB Yyepes rpadpuyeckmnin .

nHTepdgenc nnu API =

LleHTpanu3oBaHHOe ynpasneHue | e — © e

ceptudomkatamum NGINX plus ans kaxgon . Py

cpenbl EuARSRTY —

e o s i

MNonyyante MHdopmaumo o ceptTudunkarax c : 0

NCTEKLINM CPOKOM UMM O TEX, CPOK AENCTBUSA : 2 o

KOTOPbIX CKOPO UCTeYeT S
ding alnet Retail Dev 20250113 © Healtny

3arpy3ute ceptudukaTtbl U3 NPeano4YMTaemoro P

LeHTpa cepTudukaumm G
radin financialne Retail Dev 20250113 © Heaithy
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NGINX Instance Manager
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OB30p

NGINX INSTANCE MANAGER

m = Inventory

Inventory

Inventory

G Hostname Instance ID

Instance OSS-Centos

Overview Config

Vv | /etc/nginx/nginx.conf

pid /run/nginx.

{
worker_connections 1024;

1
1

Config OK

Type Last Seen Added

MpocToTa
* Hactpaunsaet n nogaepxmnsaeTt nHctaHcbl NGINX B Hy>XHOM Bam
KonnyecTtee
* YuTtaet cywecTyrowme gannel conf
« PaboTtaeT ¢ Balummu CyLLECTBYHOLMMN KOHUIYpaUUSaMU, MHCTPYMEHTaMM

1 npoLieccamm

« Jlyywagq cratmcTtuka

Actions

* [lproputet API First

& * Mertpuku npeacrasnsatoTcs Ha Prometheus Query Language
Hangute n 3alwmTnTE MHCTAHCHI

+ CkaHnpoBaHue C NCNoSib30BaHNEM CKPbITbIX MOPTOB 1 TEMOB

*  CVE-ya3BMMocCTU U MHpopmaumsa 0b yctapeBLUMX BEPCUSIX

«  OBGHapyxeHue n 3ameHa cepTUPUKaTOB C NCTEKLLNM CPOKOM
YnpaBneHue KoHuUrypaumen

* UeHTpanusoBaHHas nposepka

*  AHanus v npegnoxeHund

* Jlerkmin nonb3oBaTesibCKMn NHTepgenc ynpasneHms MIHMCTaHCcaMum

* YBegomrieHue ob oTkaTe 1 U3MeHeHumn (CKopo Byaer)

* LLabnoHsbl ansd ny6n|/||<au|/|s=| B HECKOJIbKMX 3K3eMIMJ1ApPax rno teram



OCHOBHbIE BO3MOXXHOCTU

MeTpuku n
onoBeLleHuda BO BHe
CUCTeMbI

[loncK n obHapy>xeHue YnpaBneHue
WHCTaHCOB KOH(Urypaumen

API pna NGINX YnpaBneHue

TernpoBaHue
Instance Manager cepTudukatamu P

CoBMECTUMOCTb C [lpocTas yctaHOBKaA
CYLLECTBYHOLLMMU Kak Linux Service u3
NHTCPYMEHTaMU 1IELGIE!

451 ©2020 F5




[Tonck n obHapyxeHne MHCTaHCOB

m_: Inventory
* Nmap TexHonormg

CKPbITOIo CKaHNpPOBaHNA
 On penendeT Tun cepsepa e s
o Bb|,ﬂ|aeT CHMCOKCVE IISt I Scanned 10.1.1.0/24 on ports 80 and 443
e 3anyckaeTtcd no
TpebosaHuio yepes API

@ Inventory Scan

a0

£

7 servers found (6 nginx)

Discovered Instances

V. Unmanaged Only Showing 7 of 9 items
IP Address Ports App CVEs Last Seen Status Actions
1011 8o nginx 1 -] 10:39 AM, 14 Jan 2021 QED Managed By Compass ]
1011 8o nginx 114, (-] 10:39 AM, 14 Jan 2021 QD Managed By Compass 0
1011 -l e nginx 1 (-] 10:39 AM, 14 Jan 2021 QD Managed By Compass o
1011 s0Fa3 } nginx 1 (-] 10:39 AM, 14 Jan 2021 QED Managed By Compass O
10111 80(F443 7 nx 1 (-] 10:39 AM, 14 Jan 2021 QD Unmanaged ® 0
10114 a3 7 hict (-} 10:39 AM, 14 Jan 2021 QD Managed By Compass g
1011.254 8o} A i (-] 10:39 AM, 14 Jan 2021 QD Unmanaged 0
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=1 Instance OSS-Centos

Configuration
Management —omm—

Analyzer Functionality for finding errors.
+ Built-in editor
Native VisualStudio Code format
. GET/PUT multiple includes -
Add/Delete files in conf from Compass

E /api/v0/instances/{instance_id}/config Getthei

nginx;

Parameters

Name Description

instance._id *
string
(path)

boolean

Config: 1 error/warnings | File: 1 error O warnings

2169644b7183a6829353fedbe3c086e841aal

(query)

“ Clear |
Responses Response content type | application/json

curl -X GET "https://3e3510c3-69e9-4f93-bfc6-9e2aSfaafle3. access. udf . f5. con/api/v@/instances/2169644b7183a68a9353fedbe3c086e841aabf fd27e338cdcOf 170a7139f001b/ config™ -H “accept:
application/json”

Request URL

https://3e3510c3-6909-4£93-bec6-9e2a5 aat0e3 . access . udf . £5. con/api/v0/instances/2169644b7183a682935 3£ edbe3cOB6 e84 1aabe £4276338cdC0¢172a7139£001b/cont g
Server response

Code Details.

200 Response body

name”: "/etc/nginx/nginx.conf",
47 | ©2020 F5 NETWORKS "contents": "ICMgRmOyIGlvcmlgaNmb3JtYXRpb24gb24gY29uZnl ndXIhdGlvbingc2V10gojICAGKi BPZnZpY21hbCBFbmdsaXNoTERVY3VEZNSOYXRpb246TGhOdHAGLYOuZ2 1 ueCSvamcvZ4vZGIjcy8KIyAgICog-
| T2ZmaNp YWwgUnVzc21 hbi BEbZN1bWVudGFOaN9uOi BodHRWO1 8vbmdpbngub3Jnl3J1L2RvY3MvCgp1c2Vy IGSnaN540mp3b3rZX I f cHIVY2VZC2V2IGF1dG87CnVy cridyX2xvZyAvdmFyl 2xvZy9uZZ1ueC9L cnlvci 5sb2c7CnBpZ-
CAVCnVuL25naNS4LnBpZDSKCiMgTGINZCBkeNShbIL JTG1vZHVSZXMATFNL ZSAVAXNyL 3NoYXJ1LZRvYy9uZ21 ueCOSRUFETUUZHLUYN1pYy4KI21uY2x12GUgL 3VZCi92aGFyZS9uZ21 ueC9thZR1bGVzL youY29uZ  SKCmV2ZWS0cy -
B7CiAgICB3b3)rZX)FY29ubnVdGLVbnMOMTAYNDSKFQoKCmhddHAgewogICAGbGINX2Zvem1hdCBYWLUI CckemVeb3R1X2F kZHIgL SAkcmVEb3R1 X3V 2ZXTgHyROGKTLX2xvY2F SXSAL JHJ1cXVLc3Qi ICcg)yRzdGFOdXMG)GIv-




CKaHMpoBaHWE UCTEKLLNX cepTUPUKATOB

BE3 UCTMOJIb3OBAHUA ATEHTA!

g NGINX Instance Manager

m Certs Scan

ii]

CIDR Ports

€> 1011.0/24 80,443

Discovered Certs

Certs

{’é} IP ADDRESS PORT CN REMAINING ¢ EXPIRES SAN
10114 4437 nginx-manager_ca 254 days 8:10 AM, 3 Mar 2022 nginx-manager.fSdemolab.com compass.fsdemolab.com ... +5
101110 4434 nginx-manager_ca 254 days 8:10 AM, 3 Mar 2022 dns.fSdemolab.com aptfSdemolab.com repo.fSdemolab.com ... +7
1011.8 4432 *.example.com 2500 days 11:12 AM, 26 Apr 2028 *.example.com

3items
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3aMeHa cepTdnKaToB

OTNPABNATb APYTUE ®AWNNbI B NGINX YEPE3 Ul UK API Upload Files

PI US‘CentOS o This tool allows you to upload

related files that aren't part of the
nginx config. Files uploaded here

will be immediately pushed to the
Vv  /etc/nginx/conf.d/example.com.conf instance.

{ /etc/ssl/example.com.crt

443

status_zone www2.example.com_https
/etc/ /example.com.crt
/etc/ /example. com. key
ww2.example. com
£

includes/proxy_headers/proxy_headers.conf
proxy_pass ://dummy_servers
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HoBbIM nonb3oBaTenbckme NHTepdencC

PABOTA C bOJibLUMM KOJTIWMECTBOM UHCTAHCOB C NOMOLLBIO TEFTOB

g NGINX Instance Manager ©)

=] Inventory

o |
o |
2
Inventory

O HOSTNAME TYPE TAGS LAST SEEN ADDED

OSS-Centos Open Source - 1.20.1 Centos 0SS o Connected 10:38 AM, 21 Jun 2021
9 Plus-Centos Plus - 11910 (nginx-plus-r2... Centos Plus © Connected 10:39 AM, 21 Jun 2021
@ nginx-manager.f5de... Plus - 11910 (nginx-plus-r2... manager o Connected 10:57 AM, 21 Jun 2021

0OSS-Ubuntu Open Source - 114.0 Ubuntu OSS © Connected 10:39 AM, 21 Jun 2021

Plus-Ubuntu Plus - 11910 (nginx-plus-r2... Ubuntu  Plus Q Connected 10:39 AM, 21 Jun 2021

5 items
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Tag Your Environment

HANDLE LARGE NUMBERS OF INSTANCES USING TAGS

« Powerful way to organize and manage your
configurations

« Categorize instances based on person, purpose,
environment

 Filter views by Tags

« Standardize configurations based on tags

51 1©2020 F5 NETWORKS



KnoHnpoBaHue KoHQUrypaumn

NPUMEHEHWUE KOH®UI'A HA BCE UHCTAHCbI C YKA3AHHbIM TETOM

. Tag Actions
Tag Actions
Clone Config
S fEei Source Instance This will clone a config from the selected instance
DUISE: I anee to a set of tagged instances.
Plus-Centos o Plus-Centos Warning: This will overwrite any existing saved
configs on the tagged instances.
Tag Destination Clone
v
8 0OSS-Centos
8 nginx-manager.fS5demolab.com © manager publish Tag
8 0SS-Ubuntu 0 Ubinta This will publish all saved configs on instances
with the selected tag.
= il
g5 Fais-tihnmn 0 Centos Publish tagged instances
Clear Selection 0 G55
© Plus
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Roles

MATCH TAGS TO USERNAMES WITH OPENID CONNECT

Roles consist of matching:

e username

e one or more tags

* role type (Full Admin, Read/Write, Read Only).
Full Admins can see all tags

Read/Write and Read Only can only see instances with the tags in the role.
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OTnpaBKa METPUK

49 68 Compass Landscape <

Prometheus Grafana

CPU pct Load pct Load average

OTnpaBnsieT AaHHbIE:

— avetem enin euetem avatem mam tatal avetam ewan tatal

0.75
H . o o — : 0.50
° nalytics as a Service oW alll s '*
/ / \ \ / \ e
9.5% % [- 90”0 09:40 09:50 10:00 10:10 10:20 10:30
system_load_avg1 system_load_avg5 system_load_avg15
» Grafana/Prometheus Mamory swar
1.9GiB ‘ ' '
1.4GiB
HacTpouTb onoBeLleHUs O e O
477 MiB —
e 0B m
09:40 09:50 10:00 10:10 10:20 10:30 10:00 10:00
C e CT B m M X M H CTa H CaX system_cpu_idle system_cpu_user system_mem_free system_swap_free I
= system_cpu_iowait system_cpu_stolen system_mem_used system_swap_used I I I

[MpegocTaBnseT Bce
MeTpukn NGINX Plus n OSS i 1 ‘ |

‘ LT
il THRRRRN
09:40 09:50 10:00 10:10 ‘ 1‘020

0SS-Centos count 09:50 10:00 10:10 10:20 10:30

4xx Responses 5xx Responses

NGINX Instance Manager

10:00 10:10 10:20 ) 09:50 10:00 10:10 10:20 10:30

54 | ©2020 F5 NETWORKS



AP for NGINX

Simple RESTful API
 Declarative Based

« Uses NGINX terminology

0
55 | ©2020 F5 NETWORKS

m Inventory

(8) Hostname

Plus-Ubuntu
0SS-Centos
0SS-Ubuntu

Plus

Centos

Data Plane

Inventory

Instance ID

1d9b3

Last Seen Added Actions

422c91265¢7!

NGINX
Instance Manager

=

l
o

Showing 4 of 4 items

Ul for Ops/Demos

1:09 PM, 11
Jan 21 I\r
J\(
A
108 M1
Jan 2021 N
G

Swagger Jlightning.swagger.json

NGINX Compass API®

Nghtning swaggerjson

HTTPS.

ConfigService

s I -

InventoryService

‘m /api/v0/instances Listall managed instances

‘ EZER /apirvori publish Apply

‘m /api/v0/instances/{instance_id} Getdetails about a managed instance

[ECEN /api/vo/i {instance_id} instance from inventory.

/api/v0/instances/{instance_id} Update amanaged instance

[ /api/v0/instances/{instance_id}/auxfiles Retum alistof les associaied wit the instance configuration

API for AppDev

API Cl/CD

Automation



JnemMeHTapHasa yctaHoBKa

ompass_0. 8301 .x86_
Running transaction check
Running transaction test
ransaction test succeeded
Running transaction
Updating : compass-0.0.1-2778301.x86_64

* YCTaHOBKa 1 3anyck 3a CeKyHbl et i v e
« Paboraert kak cnyxba Linux

Product: compass
Version: 0.0.1

« O6HoBneHuns Yyepes yum/apt/dnf

Please find the documentation for NGINX compass here:
ttps://docs.nginx.com/nginx-compass/install/

GINX compass is proprietary software. EULA and License information:

NGINX-AGENT (8) BSD System Manager's Manual NGINX-AGENT(8) usr/share/doc/compass/

NAME For support information, please see:
nginx-agent — Instance Management for NGINX; quick, fast and easy ttps://www.nginx.com/support/

SYNOPSIS onfiguration settings can be adjusted here:
nginx-agent [-h] [--flag argument] etc/compass/compass.conf

DESCRIPTION
nginx-agent ( pronounced "engine x" ) is an agent for NGINX. The NGINX Agent is used by other NGINX Cleanup : compass—0.08.1-2772636.x86_64
programs to manage NGINX instances. Like NGINX, the agent is known for its high performance, sta- Verifying : compass—0.8.1-2778301.x86_64
bility, simple configuration, and low resource consumption. Verifying : compass—a.a.1—2772636.x86_6k

The options are as follows: pdated:

-h, —help printhhe o8 compass.x86_64 0:0.0.1-2778301
omplete!
[centos@compass ~]$ systemctl status compass
|p compass.service — compass
—-nginx.basic_status_url URL Loaded: loaded (/etc/systemd/system/compass.service; enabled; vendor preset: disabled)

NGINX Open Source stub_status page URL. Example ("http://localhost:88/stub_sta- Drop-In: /etc/systemd/system/compass.service.d

tus"). L override.conf

Active: active (running) since Thu 2021-81-14 15:45:33 UTC; 41min ago

—-nginx.plus_api_url URL Main PID: 975 (compass)

NGINX Plus API URL. Example ("http://localhost:8080/api"). CGroup: /system.slice/compass.service

L 975 /usr/sbin/compass /usr/sbin/ngxscan

--server address Name and gRPC port of the server to connect to as address. IP address or FQDN
can be used. The default address is "localhost:10080".
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CoBMECTUMOCTb C

Inventory

CYLLECTBYIOLUMMN = v
8] Hostname Instance ID Type Last Seen Added Actions UI ﬂ'nﬂ OpS/DemOS

Open Source
114.0

0SS-Ubuntu

« Pabotaetc

cC @

udt.f5.com
@ Swagger Jightning.swagger.json

CYLLECTBYHOLLUM
KOHBEWEPOM (He

NGINX Compass API®

ssssss

ConfigService

s I -

InventoryService

OEeNCTBYET KaK Bageneu

‘ =R /2pi/vo/instances Lstal managed nstances
‘m /api/vo/i ‘publish Ap)

KOHurypaumn)

‘m /api/v0/instances/{instance_id} Getdetails about a managed instance

/api/v0/i {instance, ,_id} Delete the managed instance from inventor .

| /api/v0/instances/{instance_id} Updete amanaged instance

* PaclunpeHHble g
BO3MO>XHOCTMU 10O ‘

HacTpoWKe é o
Nginx Plus % é é

|IIEEI /api/vo/instances/{instance_id}/auxfiles Retum st fies associated wit the instance configurat

API onsa AppDev

API Cl/CD

Automation
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Instance Manager vs Controller

NGINX Instance Manager - 0ns data plane nepByto ouepeab npeaHasHadeH ans cerogHsWHMX nonb3osartenen Nginx.
NGINX Controller - dnsi control plane npegHasHa4yeH Ans CNOXHbIX N HOBbLIX CUCTEM

| InstanceManager Controller

Target Persona Dev, DevOps NetOps, DevOps, API Owner, Cloud Architects
Target NGINX Users Community (Open Source) Greenfield NGINX Plus Opportunities
Delivery model Software Software

NGINX Config Management for NGINX experts AND NON v

Experts

Analyzer v2 v v

Metrics v v

Role based access control v

Support for advanced use cases (APIM, App Protect & Service Mesh)

Bundled data plane (consumption) v

Pricing Contract SKUs (Instance Count) Contract SKUs (App Counts)

API Support Simple/REST Full/Declarative-ISH

CONFIDENTIAL
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APIls: From Code to Customer

ECOSYSTEM INTEGRATIONS

e aWS7 A\ Azure l::Illslélt;' ] <C,~5FireEye v &) Google Cloud kubernetes £33 0PENSHIFT Sp|unk> .E’ Terraform vmware
EQUINIX GitLab

NGINX Controller BIG-IQ Ecosystems
PLATFORM CONTROL PLANES
é )
/\\/_'L
( /-/]} [ ) S
= (@% <7Py Z?gé
Code App / Web Ingress API Load App DNS DDoS CDN Customer
server controller | gateway balancer security
Software . Public Virtual Commodity Purpose-built
as a Service ST cloud machines hardware hardware
@ BG-P @ NGINX
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API| — 3TO ocHOBa coBpeMEHHbLIX MUKPOCEPBUCHbIX
NPUNOXEHU

Front end
:1API
E A E % o : S | s | s 4 > ; A é
! PP i APl . APl ! PP i

Micro services architecture
API

Backend
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As apps are modernized, the adoption of
microservices and APIs increases

52% 60% 25%

Organizations that use Enterprises running 50 or more Enterprises with over
microservices concepts, tools, and microservices? 1000 APIs, driven by
methods for software the increased adoption
development’ of microservices3

1) https://www.oreilly.com/radar/cloud-adoption-in-2020/
2) https://devops.com/survey-sees-massive-adoption-of-microservices/

62 ©2020 F5 3) https://www.globenewswire.com/news-release/2018/05/02/1494613/0/en/New-Research-Reveals-Record-Growth-in-Microservices-Is-Disrupting-the-Operational-Landscape.html



https://www.oreilly.com/radar/cloud-adoption-in-2020/
https://devops.com/survey-sees-massive-adoption-of-microservices/
https://www.globenewswire.com/news-release/2018/05/02/1494613/0/en/New-Research-Reveals-Record-Growth-in-Microservices-Is-Disrupting-the-Operational-Landscape.html

Cater to the needs of NetOps, DevOps and AppDev

=)

NetOps

Enables monitoring and troubleshooting for *

internal APls

Robust security ensures compliance with

corporate policies

63 | ©2020 F5
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DEV § OPS

V‘V

DevOps

Drives acceleration of API release velocity by
automating APl management into

DevOps workflows

Self-service access frees DevOps & AppDevs to

quickly create & publish APls

AppDev
Proven brand — NGINX is already popular

and incorporated into application stacks

Ideal for microservices architectures

and Kubernetes environment

Easy to implement A/B, Canary, Blue/Green

to test API functionality

®



NGINX ny4yLue Bcero nogxoamT anga Npon3BoaUTENbHOCTH,
MUKpocepsucos 1 DevOps

Y

ABTOMaTU4eCKoe
YnpaBneHue API
c unterpauven B Cl/ CD

222222222

000 +é

CoepanHeHue YnyuJweHue macwtaba u
API Tpachbuka npoussoauTenbHocTu API
MUKPOCEpPBUCOB



IT OPS / DEV OPS

NGINX ynpasngaet Bcem Xn3HeHHbIM Luknom AP

o e e e e = e e e e e e e e e e = e e e e e e e e e e e e e e e e e e e e e e

| 4 N
. NGINX CONTROLLER PEV FORTALS 1

Define . APl MANAGEMENT

{API}

—

Monit | i
ks i / CONTROLLER \ / API GATEWAYS\ :
A o
o (&
4
l‘\ GUI
Analyze
N 'f'\ —
(DEV‘XOPS)
- Nt Nt ST AP
- s
r APPDYNAMICS @DATADOG iydynatrace 15 Grafana © New Relic @ pPrometheus  servicenow  splunk>
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NGINX APl Management — pa3oeneHHaa apxutekTypa

HET 3ABUCMMOCTW BPEMEHU BbINONMHEHUA HA LWNKO3E API OT CUCTEMbI YNPABJIEHUA

Traditional APl Management

API Consumer

NGINX APl Management

Complex
Control Plane
(Manages and Monitors

all of your API’s)

Slow
Data Plane
(Routes Incoming
API Calls)

Expensive

66 | ©2020 F5

Vv

®

Databases

API Endpoints

Control Plane
(Manages and Monitors
all of your API’s)

Data Plane
(Routes Incoming
API Calls)

N

Simple

\ ............................... /_/ -

----- : Cost Effective




Key Capabilities
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API Definition,
Versioning &
Publishing

Monitor & Analyze
Performance

DevOps-friendly
automation workflows

Authentication &
Authorization

Dashboard

Export aggregated
analytics data

Rate Limiting

Troubleshoot Issues
with Alerts

Developer Portal




OnpeneneHne v nyonukauma API

« Create multiple API definitions using

an intuitive interface o o comemies
[‘} o | Configuration
* Route resources to backend services : o S
L]
« Publish resulting config to NGINX Plus instances (API .

gateway) ‘‘‘‘‘‘
« Manage versioning of APIs
* Import from Swagger/OAS

« Configure NGINX Plus as API gateway

based on best practices
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AyTeHTUUKauma n aBTopusaumns

« Create and manage API keys for APl consumers

Create App Component

in order to authenticate

Authentication
Sports API Dev IdP - BEARER

and provide access to resources

Conditional Access

« Import API keys from external systems

\\\\\\\\\\\

» Integrate with existing IdPs

JWT claim

\\\\\\\\

« Validate JSON Web Tokens (JWTs)

Not Equals

403

« Fine-grained access control (per APl endpoint)

based on JWT claims

69 | ©2020 F5



Rate Liming

Mitigate DoS attacks and protect your applications by

setting rate limits:

Specify the maximum request rate for each client,

consumer, or resource
Enforce two-stage rate limits: delay and reject

Protect API endpoints and ensure SLAs

for APl consumers

Define multiple rate limiting policies based on the

varying needs of your APl consumers

70 | ©2020 F5

Rate Limiting

Client IP address
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MOHUTOPUHT 1 aHanNn3 NPOU3BOANTENBHOCTU

« Gain deep visibility and insights into KPIs such as

latency and response time on a per API basis
» Troubleshoot performance issues faster

* Analyze usage and performance trends
for 200 metrics from the OS to individual NGINX
Plus instances (APl GWSs)

711©2020 F5 @



Dashboarding

» Get a summary view including CPU usage,

performance, and errors across multiple gateways

« Measure successful requests and timely

responses on aggregate

- Verify environment health and showcase 0000. oo 12322 o O. .

to key stakeholders ARSI

e Customize dashboards—from scratch or
from pre-defined templates—and measure what

matters to you

721 ©2020 F5



Real-time alerting

» Meet application performance and
reliability SLAs

« Keep your finger on the pulse of your APls

with threshold trigger alerting

» Reduce troubleshooting time and effort with accurate,

specific, real-time error alerts
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BoamoxxHocTtn anga DevOps

Accelerate API release velocity "metadata"

o Integrate API management into DevOps "name": "ticketprocessing.internal.acmefinancial.net"
Il.tagSIl

workflows and CI/CD pipelines using APls
» Define and publish APIs

“desiredState"
"apiDefinitionVersionRef"
"ref": "/services/api-definitions/ticketprocessing.internal.acmefi

« Configure API gateways
» Configure security policies for published APls "gatewayRefs"
* Deploy and run on containers

"ref": "/services/environments/lending-prod/gateways/star.intern

"basePath": " /"
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[TopTan pa3paboTymka

* Host developer portal on a logically separate
NGINX web server for added performance and
availability.

* Flexible deployment options — separate
environment to AP| gateways

* Deploy multiple portals (internal vs external,
branding)

» Quickly generate the following for efficient
onboarding by developers who consumer your

APls
« Catalog of all published APls
* Documentation

 Code samples

751 ©2020 F5

0 DEVELOPER PORTAL

Sports App ALL
115 1S a sports APP B

Introduction
F1API
PR

Endpaint
I ). GET /drivers
POST /ér

Account Information API

> K438 /drivers

REQUEST

URL

> GET hutp:/japisportsapp.io/drivers o

PARAMETER TYPE LOCATION

Limit integer Query




[logaepxka pa3nnyHbIX cped B 0gHOU CUCTEME

» Support every application and API, in any cloud

« Gain deployment flexibility—NGINX Controller is a

Docker package, deployable anywhere

» Spin up Controller and APl GWs (NGINX Plus

instances) on any public or private cloud
* Manage NGINX Plus instances on @
any public or private cloud

) /A Azure aws
Google CloudPlatform
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CTOpPOHHWME NHTErPaUUA

» Securely extract meaningful health

and performance metrics
» Integrate into monitoring tool of choice

« Get the most out of your existing monitoring and

analytics software investments

» Leverage fast, reliable REST APlIs

77 1 ©2020 F5
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CerogHsa mbl cTpouT VT cepBuCbl MO HOBOMY

KoHdomaeHuuna- MynesTu-cpeabl API
JibHbI€ OdHHbIE MpeobpasosaHue cosnaert APl-uHTEpdenchbl
npobrnemMb! Ans 3Kcrnyaraumm 9KCMNyaTUPYIOTCS 1 UMK

[TonoBuHa NpUNoXXeHU
OCTaeTcs YA3BMMOW.

79 1 ©2021 F5 m NGINX
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YassmmocTu 10 n pacnpocTpaHeHHbIE BEKTOPbLI atak

YA3BUMOCTU B KOMIMNOHEHTAX
UHOPACTPYKTYPbI (CVEsS)

npOFpaMMHble YA3BUMOCTHU O6Hapy)KVIBaI-OTCFI B
KOMIMOHEHTaX NpakTn4eCk BCEX NMPOorpaMmmMHbIX
CTEKOB.

« Operating systems (Windows, Linux, containers)
» Application servers

» Support libraries

* Programming languages

 3rd party libraries (NPM, CPAN, Ruby Gems)

80 | ©2021 F5

YACTOA NOABNAKOLWLWNECA

MPOBJIEMbI B KOOE
NMPUNOXEHUA (OWASP Top 10)

Takune yrpo3sbl, Kak Injection n XSS, xopowio
N3BECTHbI, HO X TPYAHO YCTPaHUTb, NOSTOMY OHMU
LLUMPOKO pacrnpOCTPaHEHbI.

* Injection
» Cross Site Scripting
» Cross-site request forgery

* Insecure deserialization



YA3BUMOCTU BbIABIMSAIOTCHA ObICTPEE,

YeM opraHmM3aumnmn MOryT UX UCTIPaBUTb

CPEQHEE KONIMYECTBO OHEW MEXQY BbINYLWEHHbIMU "BbICOKUMU™" U "KPUTUYECKUMU" CVE

2,0

1,5

1,0

0,5

0,0
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2014
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2016

Critical

High

9-12 uacos

2017



KoHBenep co3gaH
119 CKOpPOCTH, a
He Ons
be3onacHoOCTU

PEANBHOCTb: AUCBANAHC J[KAWUN MocnenoBaTeribHbIe NOMUTUKY
6e3onacHOCTM YacTo He

noaxoasaTt Ansa rubkux u
1 OO 1 O 1 obnayvHbIX cpea.
Llenn koHTpons 6e3onacHoOCTU

HE MOIyT ObITb afeKkBaTHO
NPUMEHEHDbI N obecneyeHsl

PaspaboTumkum DevOps Be3onacHocTb
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How do you protect apps?

Vulnerabilities

Active attacks

Risk and address

compliance




NGINX App Protect

3AYEM NEPEXOAUTL HA 3ALLUUTY NPUNOXEHUA OT NGINX

Bbicokas npon3BoaAnUTESIbHOCTb
3alwmTa He TOJIbKO Ha OCHOBE CUTHaTyp

HapexHble curHatypbl OoT FS

| @

@

: App Web MpocTasa unterpauus Cl / CD
. Server Server

PaspaboTaH gNnsa cCoBpeMeHHOM

[ :|% | MHdPaCTPYKTYpbl
— —1> Cl/CD BbicT 6
. pasi o6paTHas CBA3b AJ1A MPaBOK
App Delivery API Friendly NONUTUKM

Controller Gateway

> 0
b Lo

EonHbIn peknapaTtuBHbIA MHTepdenc F5

Containers  Microservices
CtaTtucTtuka 6esonacHocTu syslog

Mopnep>xnsaetcs yepes FS Support
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NGINX App Protect - HapexxHasa 6e30nacHOCTb NPUNOXeHU

A MULTILAYER APPROACH

\
\
\\ \\
\\ \ \
A \
k \ \ \
\ 1 \ \
Positive Attack ‘| Threat 1 Bot |
Security I Signatures | Campaigns : Detection ‘
< ! l i i
1 ] - K
! I I I
] I K I
MpunoxeHuns K4 ,I II Il 3MOYMBILLNEHHUKN
’ / /
* , ,
/ ’
/ ’
/ ’
’ ’
4
’
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NGINX App Protect — Bot Protection

CHAYANA BJIOKUPYUTE ABTOMATU3UPOBAHHBIE ATAKU

: "bot_defense policy",

« CurHatypbl 60TOB 06ecneymBatoT 6a3oBytO 3aLMUTY i S —

6oToB, 0bHapyXunBas curHaTypbl OOTOB B 3arorioBke g
User-Agent n URIL. ot hlacking:

« Kaxxgas curHatpypa 60oTa onpegensieT ero Knacc
— Trusted Bot
— Untrusted Bot
- Malicious Bot

 OrpoMHoO€e KOnMM4yecTBO MNJSIAHOB Pa3BUTUA
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NGINX App Protect — Threat Campaign FS

SAWWNTUTE BALLUE NPUNOXEHUE OT TEKYLWMNX ATAK

« Threat Campaigns - 310 oyHKLMA aHanu3a yrpos. Tzéfoart

* YacTtble 06HOBNEHUS, coaepxalime nHpopmauuto
00 aKTUBHbIX aTakax.

» KoHTekcTHas nHgopmauma Threat Campaigns
OYeHb cneumunyHa onga TEKYLMX aTaKyroLWmMX
KaMrnaHun.

 JloXHbIX cpabaTbiBaHWN NPAKTUYECKU HE Threat
CyLleCcTBYyeT.

Campaign

: Intent Vulnerability
n , «
pUMep (“payload”) executes (CVE)

APT12 are exploiting Apache Struts2 (CVE-2018-
11776) to deploy crypto-miner
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NGINX App Protect — INonutrka no ymonyanuio

MOCNEONOBATENBHAA NOJIUTUKA NO YMONYAHUIO

OWASP Top 10 based attack signatures & CVEs
HeratuBHasi 6e30nacHOCTb

Evasion techniques

Meta characters check

HTTP protocol compliance

Disallowed file types (bin, cgi, cmd, com, dll, exe, msi, sys, shtm, shtml, stm & more)

Cookie integrity check NosuTuBHas 6e30MacHOCTb

JSON & XML well-formedness

Sensitive parameters & Data Guard
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NGINX App Protect — Attack Signatures

ADAPT SIGNATURES APPLIED TO YOUR APPLICATION

Apply different Basic Signature Sets :

« All Response Signatures High Accuracy Signatures

All Signatures Low Accuracy Signatures

Generic Detection Signatures Medium Accuracy Signatures

OWA Signatures

Generic Detection Signatures (High Accuracy)

Generic Detection Signatures (High/Medium Accuracy)

WebSphere signatures

Or customize your App Protect policy with more than 80 Server Technology :

Sharepoint, Python, Vue.JS, GraphQL, NodeJS, Angular, React, Express.JS,
Wordpress, Linux, XML, PHP, Windows ...
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NGINX App Protect — Positive Model

PROTECT APPLICATION ABOUT POTENTIAL 0-DAYS ATTACKS

Use the positive model to tighten the security policy using :
- Dataguard — protect your sensitive data in response

* File types — enable/disable specific file types "entity": {

"name": "/vulnerabilities/sqlix"
}

"entityChanges": {
"signatureOverrides": [

{
- HTTP Response Codes — response codes allowed "signatureld": 200002147,

"enabled":

e HTTP Methods - what methods to allow or disallow.

by
« HTTP Parameters — detect and control parameters {
« HTTP URL - what URL to allow or disallow .

"signatureld": 200002835,
"enabled":

"signatureld": 200002476,

« Content Profile — JSON / XML ... / | tenabled
]
H
... Or use them to make specific exceptions ! SEHEREETE L,

"action": "add-or-update"
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NGINX App Protect — No3nTtnBHas besonacHoCTb

SALMULIANTE API C MOMOLLbIO ®AUNA OPENAPI UNTU CXEMbI JSON

2 {
: "json_form_policy_external_schema",
=8t
: "POLICY_TEMPLATE_NGINX_BASE"
A
2 0 : "petstore_api_security_policy",
: "NGINX App Protect API Security Policy for the Petstore API",

|
: "POLICY_TEMPLATE_NGINX_BASE"

4 1
2

: "reg_form_prof",

1 4

: "Disallowed file upload content detected in body",
: "VIOL_FILE_UPLOAD_IN_BODY"

=

"person_schema. json"
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NGINX App Protect — JlokHononoxuntenbHble curHanol

ONPEOENUTE NOXHbIE CPABATBIBAHUA U CMTIPABBTECH C HUMU

PenTuHr HapyLLeHUn onpeaendeTca Anga Kaxaoro 3anpoca v noMmoraet agMUHUCTpaTopy KesannduumposaTb
noxHoe cpabaTbiBaHUE.

Ncnonb3ynte Attack Signature False Positive Mode (by default) ons 6noknposku Ha oCHOBE penTUHra

HapyLLEHWS.

method uri

GET /login.php
/manager/html
/wp-login.php
/_ignition/execu

te-solution

/vendor/phpunit/
phpunit/src/Uti
1/PHP/eval-stdi
n.php

/

violations

HTTP protocol compliance failed

HTTP protocol compliance failed, Bot Client Detected

HTTP protocol compliance failed, Bot Client Detected

HTTP protocol compliance failed, Illegal meta character in v
alue

HTTP protocol compliance failed, Illegal meta character in v
alue, Illegal meta character in parameter name, Attack signa
ture detected, Violation Rating Threat detected

HTTP protocol compliance failed

violation_rating

3

request_status

alerted

alerted

alerted

alerted

blocked

alerted

No Violation

False Positive

False Positive

Needs Examination

Threat

Threat

m NGINX



NGINX App Protect — MoOHUTOPUHT

MONYYAUTE MNONHYIO UHOOPMALMIO O TPAGUKE, HAPYLLEHUAX U MEPAX MO UX YCTPAHEHUIO

equest Status: alerted

>KypHan 6e30nacHOCTY COOEPXUT:
* NHdopmauus o HTTP 3anpocax n oteeTtax
« Kak NGINX App Protect noctynaet ¢ Tpandukom

« BrnokMpoBKa Ha OCHOBE HaCTPOEHHbIX NapaMeTpoB
MOJTUTUKM

... 3KCNopT noroe. 4Yepes stderr, dpann nnum syslog:

og "/etc/app_protect/conf/log_default.json" syslog:server=localhost:5144;

200002147 Bot Client Detected

og "/etc/app protect/conf/log_default.json" /var/log/app protect/security.log;
og "/etc/app_protect/conf/log_default.json" stderr;

200002476 \ HTTP protocol com...
200002835 llegal URL

2
HTTP Library 10C @ 200004025 @ lllegal meta charact...
Network Scanner 200000028 JSON data does not...

200010015

NaHenb ynpaBneHnsa ELK goctynHa Ha: o

200002553

https.//github.com/f6devcentral/f5-waf-elk-dashboards
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NGINX App Protect ans coBpeMeHHbIX NpUnoXxeHum

BCTPOEHHAA UHTETPALUA B NGINX

/etc/nginx/mime. types;
application/octet-stream;

on;

text/html;
http://172.29.38.211:80%request_uri;

94 | ©2021 F5



NGINX App Protect ans coBpeMeHHbIX NpUnoXxeHum

>

BAPUAHTbI PASBEPTbIBAHUA

NGINX App Protect.

Software Ingress API Reverse
Load Balancer Controller Gateway Proxy



NGINX App Protect — coBmectum ¢ CI/CD

OEKNAPATUBHASA MONTUTUKA

: "siagnature modification entitvtvpe".

2 {

/etc/nginx/mime. types;
application/octet-stream;
on;

e
’
Uil

""/etc/app_protect/conf/log_default. js¢

localhost;
il

H
text/html;
http://172.29.38.211:80%request_uri;

NOJNTUTUKaAMN.
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NGINX App Protect — CI/CD

OEKNAPATUBHASA NMOJIUTUKA - BHELWLHAA CCbhINKA

N3 pannosoun cuctembl unn HTTP(s) WebServer/Repository

: "external resources file types", O GitHub
: {

: "POLICY TEMPLATE NGINX BASE"

: "utf-8", — File

I
¢ "blocking”,
: {
: [

¢ "VIOL FILETYPE",
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NGINX App Protect — pabota ¢ CIl/CD

DEVSECOPS W BE3OMACHOCTb KAK KOA

(@
GitHub

Application code/config for App X
security policy/config for App X

Source Code Repository

@ Jenkins Cl/CD Pipeline Tool

Pipeline for build/test/deploy of App X

e ansisce 1T Automation

Ansible playbook for deployment
of App X with its app services

OTtBeTcTBEHHOCTL SecOps

dkennyartnpyercsa DevOps

{
"entityChanges": {
"type": "explicit"
s
"entity": {
"name": "bak"
s
"entityKind":
"tm:asm:policies:filetypes:filetypestate”,
"action": "delete",
"description"”: "Delete Disallowed File Type"

}
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NGINX App Protect — CI/CD Friendly

KEY USE CASE

(DEV\OPS) — ﬂ /
V4 ) "ﬂm

IIg_mblt-;'d Security Policy Your Secure Modern Apps Improve App Performance
ipeline
_ _ _ Strong security controls for The high performance WAF drives down
Integre.\te §ecur!ty contrc?ls directly into microservices, containers, APIs, and operational costs and improve user the
your pipeline with security as code. other modern topologies. user experience without compromising
security.
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F5 NGINX App Protect

e

HapgexHas Co3sgaH ans COBMECTUMOCTb
be3onacHoOCTb COBPEMEHHbIX cCl/CD
014 BaLLUX NPUNOXXEHNN
NPUNOXEHUA
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Kak BbIrMaguT Balla NpuKnagHas apTuTekTypa?

PASSENGER

REST
API

WEB
ul
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@ Develop

MYSQL

P O——

PASSENGER
MANAGEMENT

i

BILLING  NOTIFICATION PAYMENTS

© &&=

TRIP DRIVER
MANAGEMENT MANAGEMENT

ga

7\

STRIPE
ADAPTER

Release
............ MYSQL - 8
ADAPTER
Deploy

TWILIO
ADAPTER

SENDGRID
ADAPTER

=

STRIPE
ADAPTER

API
GATEWAY

PASSENGER
MANAGEMENT

PASSENGER
WEB Ul

DRIVER
MANAGEMENT

PAYMENTS

TRIP
MANAGEMENT

DRIVER
WEB UI

NOTIFICATION

SENDGRID
ADAPTER




[Tpobnembl Npyn BHEOPEHUN KOHTENHEPOB

UCTOYHUK: CNCF 2020 SURVEY

50%
40%
30%
20%
10%

0%
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O6Lwpe npobremsbl ¢ K8s

KAKOBbI BALLW TPEBOBAHUA? T'E Y BAC TPEOHOCTWU?

5 - A Y d : ™ s
— = Ly - =

BesonacHoOCTb MaCIJJTa6I/IpyeMOCTb

& TR TIDRN

_ | - T mm!’g !‘ i.

1IU




Kubernetes npombliineHHoro ypoBHA ¢ NGINX

Kubernetes Pods
@ NGINX Service Mesh

Yactb 1: Ingress Controller :
; _Q Sidecar C Sidecar E Sidecar
YacTb 2: Built-In Security : ( [ Pages |75 sver sv 2
2)—0 .
ﬁ ®

LIaCTb 3 Sewlce MeSh Sidecar Sidecar Sidecar
NGINX \ L_ N
Ingress Controller ~ Managed Pages SVC3 SvC4
) J

with NGINX Egress Traffic
App Protect
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[Toyemy He cTouT ncnonb3osatb community Bepcuio NGINX
Ingress Controller

NOJOXANTE, UX BONbLIE OOHOWN?

Community: 500MB
Pa3Mep NGINX Plus: 120MB

Community: Slowed by timeouts
VIHHOBALWV 33 C4eT CTABUMEHOCTY (YHKLIM 3 aﬂle p>KKa NGINX Plus: Dynamically reconfigures

©

Community: 8809

Ti m eo Ut NGINX Plus: 0

NGINX |ngreSS Controller Community: OpenResty = CVE problems

CrabuneHocTs Enterprise ypoBHs 3a I I ' M Ta NGINX Plus: Proactive CVE patching,

6e3 yLiep6a Ans VHHOBaLMIA Integrated WAF &
R service mesh 5



The Ingress Controller

CneumannanpoBaHHbIN 6anaHCUPOBLUUK Harpy3ku ans cpea Kubernetes:

Ingress

Controller

' ‘ D
A\a
[~—"\

Users

$
|
ErE
=
.
o
s
mm =
mm
3
=
aEEE
- |

109 | ©2020 F5

[MpuHMMaEeT TpadomK n3BHe nnaTdopmbl
Kubernetes n pacnpenenser ero no nogam
(KOHTENHepaMm), paboTaloLmm BHYTPK
nnaTtopmMbil.

HactpaunBaetca ¢ nomoubto Kubernetes API, ¢

obbekTaMun, HasblBaeMbiMU «Ingress
Resourcesy.

KoHTponupyeT noabl, 3anyLleHHbIe B
Kubernetes, n asTomatmnyecku obHoBnseT
npasuna 6anaHCUpPOBKN Harpys3kn, Hanpuvep,
ecnu noabl 4obaBnaTCAa UK yaanawTcs U3
cepBuca.

®



3ageprkka npu AMHaAMM4YEeCKOM pa3BepTbiBaHUN

PE3YINIbTATbI TECTOB NMPOU3BOAUTENBHOCTHU 2020 TOAA

Latency by Percentile Distribution (30,000 RPS)
6,000

5,000
4,000
3,000

2,000

Latency (milliseconds)

1,000

0 RS =
0 90 99 99.9 99.99
Percentile

= NGINX Plus Ingress Controller Community Ingress Controller
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3agepxkn B ucnpasneHnm CVE

W3NMULLHUIA PUCK B BALLEW CPE[E K8S

NGINX OpenResty Kong
Applies Applies Security Applies Security
Security Patch Patch Patch
@
a0
D

Time (t)
t + v 4 months 5 {0
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Manage Complexity in Production

WITH KUBERNETES & NGINX INGRESS CONTROLLER

Many |

Apps

Basic
Ingress
Solutions

NGINX

Ingress Controller

112 1 ©2020 F5
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[1Be npobnembl NPy NPOMBbILLIIEHHOM UCMONb30BaHUN

CnoxHble NMPUNOXeHUA MHoXecTBO KOMaHpA,

Kak Bbl MOXeTe npenocTaBuTb Kak HecKkornbko KomMmaHa v

pacLUMPEHHbIE BO3MOXHOCTMH, NPUNOXeHNN MoryT 6es3onacHo u

Heobxoammble AN CroXHbIX COBMECTHO MCMNOS1b30BaTb
NPUNOXEHNN? KOHTENHEPHYIO cpeny ?

113 1 ©2020 F5



NGINX Ingress Resources — boratble BO3COXHOCT

(laccess contre1 |
kate Liniting |
uth QuT, 0100) |

Server and HTTP snippets

[ App Protect wF |

Policies

Location snippets

VirtualServerRoute
VirtualServer
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HekoTopble npumMepbl UCNoNb30BaHUA

Q Conditional Routing

51 Split Routing

A Error Pages

Z Rate Limiting

& Authentication

115 | ©2020 F5

—p
—p
—p
—p
—

Web Application Firewall — e——

NGINX Snippets

— “n

HeckornbKo eepcul, HECKOIIbKO KITUeHMOo8

A|B mecmupoegaHue 0risi pa3gepmbi8aHUsi 8 rpode
‘Circuit Breakers’ 0nsi ycmpaHeHUs1 0mka308
3awuma ys38umMble rpurioXeHusl

Bbiepy3umeb ripepkKy rio2uHa u3 rnpunoxxeHud
3awuma om ysa3sumocmeu

pusbidHas” KoHgbuaypayus NGINX



NGINX Ingress Resources — pacnpeneneHHaa HacTpouka




NGINX Ingress Resources — pacnpegeneHHasi HacTpouka

117 | ©2021 F5

-

Host
TLS
Policies
Upstreams
Routes
- Path ass
Policies | regirect
Action return
Split proxy
Match
Route —<::delegation
ErrorPage
Host
TLS
Policies
Upstreams
Routes
- Path RS
Policies redirect
Action return
Split proxy
Match
Route —<::de1egation
ErrorPage
Match
Route {delegation
ErrorPage

De

@
dah

NetOps

g

2vOps-NG

Host

Upstreams

Subroutes
- Path

pass
redirect
return
proxy

Policies
Action
Split
Match
ErrorPage

)
o

Rate Limiting

DevOps-FE

|MTLS (Ingress/Egress)

|App Protect WAF

| Access Control

Auth (JIWT, 0IDC)

Identity

|
DevSecOps

~




Y DevOps 1 NetOps pasHble npeanoyTeHus

87% MPEQNPUATUI, ONPOLWIEHHbIX F5, UICNONb3YIOT KAK COBPEMEHHBIE, TAK U TPAOULUNOHHBIE APXUTEKTYPbI.

OTBEeTCTBEHHOCTb

KPI

TexHonorum

Tunbl cuctem

YnpasrneHue

BesonacHoCTb
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OTBeyvaeT 3a yKasaHHble NPUITOXKEHUS U
YyCnyru

NHHOBaUMM 1 rmbKOCTb - ABUranTeCb
ObICTPO U NOMaWTE MPUBbLIYHbLIE BELLN

L7 n Bbiwe. L4 Huxe — 310
“KOnNayHCTBO”.

[MporpammHoe obecneyeHue, B
KOHTENHepax unm naketax Linux

ABTomaTtunsauusa, API

XOpoLo MMETb KOHTaKT ¢ kKomaHaon Vb

OTBeyvaeT 3a WMPOoKYIo nnatdopmy,
MCnonb3yemMmyto Ana 4OCTaBKK
HECKONbKNX MPUNOXEHUN

[MpenckasyemocTb U 6e30nacHOCTb -
100% Bpemsa 6e3oTkasHoU paboThbl

L7 v Hwxe. To, YTO NponucxoauT BblLLE,

9TO Ybs-TO eLle npobrnema

ABTOHOMHbIE YCTPOUCTBA, BUPTYyasibHbIE

N annapaTtHble
Ckpuntbl CLI / GUI nnn API

[TONHOCTBLIO X 30HA OTBETCTBEHHOCTU

N



F5 Ingress Link

MO3BONAET KOMAHOAM NETOPS U DEVOPS PABOTATb CO CBOEW CKOPOCTbIO

NetOps manage
‘ P g

® DevOps manage apps using
infrastructure using @

Ingress Resources

@ ingressLink Resource

L]

IngressLink
Resource

)

NGINX Ingress Controller

* pod

v

pod
pod

pod
pod

pod
pod
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Trends and Challenges in Kubernetes

AGILITY VS SECURITY

70% 94% 44%
Will run containerized apps in * Experienced a security incident * Delayed or halted containerized
production by 2023 Kubernetes/container app deployment into production

environments during the last year
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Securing Kubernetes from the Inside

A DEVOPS STORY

*@@

External Services

@@

NGINX IC
I 4 (( AR
L

pod pod pod

.-i i p"d p"d pod <—— Internal
HEE A pod }} pod pod

Web Application Firewall pod pod pod

Applications
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<+— External

NGINX IC

Authentication and Authorization




Deploy Security at the Edge

l

External Services

5 &

122 | ©2021 F5

o

Appropriate for NetOps/SecOps-managed Security

Primary User SecOps

Scope Global

Cost/Efficiency Good/Excellent (consolidation)
Configuration BIG-IP, nginx.conf

NetOps/SecOps-Centric Approach
This is a prime use case for edge services, external to K8s.

NetOps/SecOps manage security policies with a global outlook, with
consistent governance for all applications.

Individual LoB teams need to defer to central IT for all matters relating
to security.



Deploy Security with the Application

pod

pod

pod

pod

pod
pod

Applications

pod

pod
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Appropriate when AppOwner has full control over security

Primary User AppOwner/DevOps

Scope Per-service or Per-endpoint
Cost/Efficiency Often poor

Configuration GitHub and nginx.conf

Fine-grained per-Application Approach

Appropriate solution when App Owner has full control of security for
their application.

Security is implemented using a service proxy or embedded proxy.

Implemented, tested and deployed using CI/CD pipeline; security
require re-deployment of application pods

Suitable for services that require very close control and testing of
security configuration.



Deploy Security on the Ingress Controller

NGINX IC

F ¥ ¢ YNV Y

@ pod* @ o
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Appropriate for Kubernetes-native SecOps or DevSecOps

Primary User SecOps/DevSecOps

Scope Per-service or Per-URI
Cost/Efficiency Excellent (high consolidation)
Configuration K8s API

Fine-grained per-Service or per-URI Approach

Perfect solution when security policies are under direction of SecOps
or DevSecOps teams.

Policies are defined and associated with services using Kubernetes
API.

NGINX Ingress Controller RBAC allows SecOps users to enforce
policies per listener, DevOps users to select policy per Ingress
Resource.



NGINX Ingress Controller u NGINX App Protect

SAWNTUTE NPUNOXEHNA BE3 MOTEPU CKOPOCTH

NMonHOCTbLIO UHTErpUpPoOBaHHOE peLueHue : Kubernetes Pods
@ NGINX Service Mesh
* HactpanBaetca 13 sHakomoro moLHoro APl K8s h@hﬁﬁ
« BcTpoeHHas B koHBenep Cl/CD 6e3onacHOCTb U l | Poses svet svez
WAF —>0
NGINX L i‘ Sdeca' i‘
npeM MyLLI,eCTBa .El,ﬂﬂ 6M3Heca Ing‘l;sliis] ﬁ%r;ﬂ)czller Eghp:snsCfrg(fjﬁc l Pages SvVC3 —l SV(]

App Protect

*  CHWXeHne CNnoXHOCTU U pa3pactaHnAa NHCTPYMEHTAa _

* YcKkopeHue BbIBOAA Ha PbIHOK U CHWXKEHME 3aTpaT C Bl 3 aecb
MOMOLLIbIO aBTOMAaTU3NPOBAHHOW CUCTEMBI
6esonacHocTn DevSecOps
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[ ne e HaxoauTcH service mesh

YNPABJNIEHUE TPAOUKOM LAYER 7 B HANPABJIEHUU EAST-WEST

“East-West” traffic
“North-South” traffic

..................................................................................

Kubernetes Pods
@ NGINX Service Mesh /
J

C Sidecar C Sidecar
‘ SvC1 ‘ SVC 2
N
74 Sidecar Sidecar Sidecar
NGINX s
Ingress Controller ~ Managed Pages SVC3 SVC4
with NGINX Egress Traffic ] J

App P:rotect kk

Sidecar

i
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Uto Takoe Service Mesh?

YErO HE XBATAET B K8S U UTO BAM OEUCTBUTENLHO HY)XHO U YTO HYXHO OT MESH?

« Service mesh gobaenseT ynpasrneHue Tpadumkom L7 n ero 6e3onacHoCTb:
 sidecar deployment
 policy management
 application availability/health,

e Service mesh - 3TO He NPOCTO YTO-TO OAHO, 3TO MHOXECTBO YNpaBnsieMbIX U
3aBUCUMbIX KOMMOHEHTOB

« Bknioyaetcs, korga Bo3amMoxXHocTen cetn K8s He xBartaerT (service/pod IP endpoints)

* “YnpaeneHue mpagukom Osisi KOHmMeuUHepos”
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An Overly Simplified Picture

L7 Logic (Ingress)

Tralfic

L3-L4 Networking

L3 - etwork

Manageme =
>

Service Mesh

YR

W\')c\

Pod

\ngfess
ot
—Fm.m3/éma\n .Com W\‘jcl"ma"ﬂ-(nm/[oar l<f
~/ \
Sevrvice Service Service
R 7 %

\?Oc\

od) \Pod) (Rod

Kubernetes cluster

M Pod] |Rod




HekoTopble npumMepbl UCNoNb30BaHUA

a Mutual TLS — be3ornacHbIlU mpaguk 8 cemu ¢ HyrieebiM 008epuem
l|||| Instrumentation — Omcrniexusatime ckopocmb, 3a0epPXXKy U oCmyriHocmb

Q Tracing — Omnalka mpaH3akyuu u riouck HeucripasHocmedu
X Rate Limiting — 3awuma ys38uMbIX rpUIoXeHuUU

;z.-l Traffic Splitting — lpumeneHue A|B, Canary u Blue-Green obHoesrneHut
A Access Control — Criucku paspeweHuu 0ns yrpaegreHusi mpagpukom
I-J'IP Egress Control — YrpaerneHue mpagukomMm Ha 8HeWHUE cepsuchl
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Service Mesh Readiness Checklist

YEM BOJNIbLUE YTBEPXAEHUA BEPHO ANA BAC, TEM BOMbLLUE NONb3bl OT SERVICE MESH

1. Y Bac ecTb 3persbin NnponssoacTeeHHbIN kKoHBenep Cl / CD

2. Bbl YacTo pasBepTbiBaeTe B NPON3BOACTBEHHOW Cpede - He pexe O4HOro pasa B AeHb

3. Bbl nonHocTbo MHTErpnpoBann Kubernetes ans ceBoen NnponsBoacTBEHHOM Cpeabl.

4. Balle npunoXeHne CnoXxHO Kak rno KOnmnm4ecTBy, Tak U Mo rnybuHe BNOXEHHOCTU CEPBUCOB

5. Y Bac ecTb NpoON3BOACTBEHHAA cpeda C HyneBbiM JOBEPUEM, U BaM HYyXXeH mMTLS mexay cepsmncamu

6. Bawa komaHga gocturia onepaunoHHOW 3periocTn Npu pa3BepTbiBaHUN U yripaBneHnn NpUnoXeHnsMmu, a a1o
3HauunT, YTO BaM KOMOPTHO ncnosb3oBatb Kubernetes B Npon3BoaCTBEHHOW Cpeae, BKINYagd yrpasrieHne n
NOWCK HeNosagokx.
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Selecting a Service Mesh

IT DEPENDS...

.;u—T—u. Why are you looking for a service mesh?

.1T_. How will you use the service mesh?

=2« \What factors influence your selection?

132 |1 ©2021 F5



em BaM NOHpaBUTCA

Yno6cTBO Ana paspabortuukoB: CamoobecnyxmsaHme

1 NPOCTOTa UCMNONb30BaHUs, NO3TOMY AM1S €ro

pas3BepTbIBaHUS U yNpaBneHus He TpebyeTca komaHaa

crneumnanmcToB No NHPPaCTPYKType. HUKaknx py4Hbix

HacTpPOEK, OCHOBAHO Ha COGCTBeHHbIX I/IHCprMeHTaX ................................................................................... :

@ NGINX Service Mesh

: Kubernetes Pods
Kubernetes 1 MHCTpyMeHTax C OTKPbITbIM UCXOAHbLIM @ NGINX Service Mesh
KOOOM. C@— C@— C@—
{ __)l Pages _Al SVC1 _Al SVC 2
MowHbIN 1 3chpekTnBHBLIN : Cambln ObICTPLIN U o o
nerkmi cnocob nony4nte mTLS n ynpasneHne S ﬁﬁ] C@—* C@—— C@——
Tpad1KoM B cpeaie MUKPOCepPBUCOB. He Hy»KHO Ingress Controller  Managed “’[ Pages | S svc3 [ S| svca
with NGINX Egress Traffic J J J
cneumanbHbix KOMNOHeHT g NGINX Ingress App Protect (0 J )
Controller. :

NGINX Plus Sidecar: [NonHocTbo MHTErpUpoBaHHas
BbICOKONpPOU3BoanTeNnbHasa nogcucrema obpaboTku
OaHHbIX ONA BbICOKOAOCTYMHbBIX U MacluTabrupyemMbixX
KOHTENHEPHbIX Cpea.
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Observability
Plane ’f\; Grafana ‘-’Ik OpenTracing > g Prometheus

B T | | .

Control NGINX

Plane SeereLIMesh _ (AN R Service Config [l Application Config (_] F[;\ Spire Server QLB ] N
NGINX Service Mesh T — Metrics

N

(1 4 4 4 4
Data g : eeesescnsestessnsenas : prrrren p ............ : provereee p d ......... : prrrren p d ......... :
Plane NGINX |« | | : Pod A Pod A od A ° A ° :
Ingress NN 3 App Workload [ 3 App Workload [ 3 App Workload [ 3 App Workload [ 3 App Workload [
_} Agent ]: 3 Agent ]: Agent ]: ] 3 Agent ]: : Agent ]: ]
& U L9 -0 U9 LD

NGINX
Egress

Infrastructure Kubernetes

Managed Kubernetes Private Cloud Public Cloud




[Tpumepbl ncnonb3oBaHns NGINX Service Mesh

& R
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Secure Traffic
End-to-end encryption (Mutual TLS / mTLS), ACLs

Orchestration
Injection and sidecar management, K8s APl integration

Manage All Service Traffic
Load Balance, Circuit breaker, B|G, Rate Limiting...

Visualize Traffic
Generate transaction traces and real-time monitoring

OcHosHOEe omsiudue

JNTyywnn cangkap Ha
ocHoBe NGINX Plus

Hebonbliasn n apdektTnBHas
cuctema ynpasneHus,
ynobcTBo Ansa pa3paboTynkos

Enterprise ADC sidecar Ha
ocHoBe NGINX Plus

Cneundukaumnsa SMI,
OTKpbITasi 3kocnctema




JT70 Bce! ...Ha cerogHs

Bpem4a Balumx BONpoCoB!
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