3 ( - -
N S Q o ;
TIPS e W o S
B ‘9( ‘f‘ - g - : =

PacwunpeHue koHuenuum Al-Driven b A SN
Enterprise —

» TpaHchopmauns cetn ¢ nomowbio NN Mist Ry *»
* HoBoe nokoneHne SD-WAN c TexHornormen Session Smart | "
* [loptdonuno Mist n SD-WAN
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O KomnaHun MUK

OcHoBHOe HanpasneHue geatenbHoct MYK — anctpmbbtoums
KOMM/IEKCHbIX peleHnii n o6opyaoBaHUA BeAyLLMX MUPOBbIX
npoussoautenen B chepe MHPOPMaLMOHHbIX TEXHONOTUN.

loa BbIXOAa Ha PbIHOK: 1997 .

Mpynna komnaHmn MYK npegoctaBnsieT KOMNAeKc
OONONHUTENbHBIX YCAYT ANA CBOUX ANNEPOB, YTO NO3BONAET
roBOPUTb O HEM KaK 06 YHMKanbHOM aucTpubbloTope,
pa3BuBatowem B YkpanHe mogenb Value Added Distribution
(VAD) v ocywiecTeastowem Npoaakmn Yepes AnaepcKyto CeTb.

N

= pernoHax YKpauHbi

Q >400 KBaIMPULMPOBAHHbIX COTPYAHMKOB

>13OO KOMHaHMVI-HapTHepOB BO BCeX

>50 MUPOBbIX BPeHA0B A-KN1acca — KOHTPAKTI

' ‘ B NOPTHOAMO KOMMAHUM

1 24 FOaA HapbiHke IT-aucTpubbioumu

(MUK JuNIPer
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HanpaBieHUAa AeaTeNbHOCTU

‘ﬂI&’ Aunctpmnbbrouna:
O NpPOeKTHble peweHunAa: cepeepbl,
(@ ]

OEZ3 CUCTeMbl XpPaHEHUA AaHHbIX,
ceTeBoe 060pyaoOBaHMeE, CBS3b U
TenedoHus, 3alimuTa AaHHbIX,
KOHTPO/Ib AOCTYNa,
MHPPACTPYKTYPHbIE peLleHus;

.\ nporpammHoe obecneuyeHue:
BMPTyanunsaums, 6e3onacHocCTb,
ynpaBaeHne NMHPPACTPYKTYPON,

E- aHaNNTUKA, obnayHble pelLeHuns;

KNUEHTCKUe peLlueHna u
nepudepua: HoyToyku, KIMK,
rpaguyeckme ctaHumm, MBI,
nepudepusa, MOHUTOPbI, MPUHTEPDI,
CKaHepbl, Kamepbl.

YyebHbIi LueHTp:

ABTOPU3NPOBAHHbIE KYPCbl HA TEPPUTOPUN
CHT ot Begywux MmpoBsbIx
npoussogutenen UT-nHAyCcTpuK, a Takxe
MHOXeCTBO aBTOPCKMX KypCOB NO 3aKasy
NapTHEPOB U 3aKa34YMKOB.

CepBUCHbIN LEHTP:

PeMOHT, HaCTPOMKa U MoAepPHU3aLLUA
HOYTOYKOB, CEpPBEPOB, NPOAAXKA M 3aKa3
KOMMNIEKTyoWmxX, obecneyeHne
6ecnpepbiBHOCTM paboTbl 060pya0BaHMA,
pPacWMPEHHbIN FAaPaHTUMHbIN CEpPBUC.

(MUK Juniper
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MCTOPUA YCITEXA JUNIPER NETWORKS

1998 2021

NHHOBALIA

L
MAPLUPYTU3ALIUA ‘_'If L aF 'j a

2 MAPIUIPYTM3ALMSI  KOMMYTALMA  BE3OMACHOCTb

9,000+ 28
$50+ MNPQ

COTPYOHUNKU

OBbEM PbIHKA

$0.5 MnePa

BO3MOXXHOCTU




[TOPT®OJIMO JUNIPER

JUNIPER ENTERPRISE

BesonacHasa n AsTomartusmnpoBaHHaa MHoroobnayHas ApxutekTtypa

Al-Driven Enterprise Enterprise Multicloud

A\ Azure
__ slack P
rre r r 5 oracLe P workday.
— ' 'E_ - r,-rr — IBMCloud ~ ©oU° GitHub
E :(): :/)/( __I l—_ aws A salesforce
' H ﬂ i i '“"'«--.._.-'-/_:I Alibach%OLd Cloud Hetlfeorm CONCUROfﬁCe 365
dunuan / YoaneHHbIn
o cbﬂc Kamnyc/HQ WAN LOL/MpusaTHoe obnako [lybnnyHoe obnako nyﬁnqu::SOGHaKo

Connected Security

Juniper Portfolio

Contrail
N — a
A, X = & ?

Junos Mist

Cepsuchl no Wi-Fin BLE KommyTtauus MapLupyTrsayus BesonacHocTb

(MUK Juniper

Classics of distribution NETWORKS



THE JUNIPER AI-DRIVEN ENTERPRISE (AIDE)

Key tenets of the Al-driven Enterprise

Focus is on user experiences

Al-driven automation, insights and actions — across Wired/Wireless/Security/WAN
Modern cloud for agility, resiliency and scale

Al-driven support

Session Smart Routing for SD-WAN 2.0

1.0

M

______
e S

3.0 ’
Wireless 1 l

Al Engine

Security

Mist

A Juriper Company

1 I
\ {
\ /
ey e . \ ]
Visibility and Policy Control \ 128TECHNOLOGY
\ 7
\ /7
2016 2019 1H20 . Today /
C \\ Il
Mist Unveils Cloud-Based Wireless Networking Juniper Networks Brings Al- Juniper Networks Expands Ny ad
Platform to Deliver Amazing Mobile Experiences driven Simplicity and Connected SECU”W Partfolio S’ -
Cicmtion A N 30 2036 Reliability to Enterpnse with Encrypted Traffic Analysis
-- Networks with New Mist Wired
Assurance Service and
Marvis™ Actions

for Juniper Advanced Threat

Prevention and Secintel for
Mist Wireless

-

(MUK Juniper
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CLIENT-TO-CLOUD AUTOMATION AND INSIGHTS

Juniper =8 128 TECHNOLOGY

drivenby Mist A

RV

N Marvis
Client I To cloud
— WAN Assurance, focus is on the user
= Wi-Fi Assurance Wired Assurance
. - 4 PN
Why is my | %
zoom call I |_ J

—_— A
— —fL—

= CH2
— K]

Wireless LAN Wired LAN SD-WAN Edge

breaking up? g Dﬂ




THE AI-DRIVEN ENTERPRISE MISSION

Al Engine
Wireless Wired SD-WAN Data Center
A~
? rrr r r
e L
Devices and Users Multicloud Apps

Connected Security

Our Mission:
Juniper Mist is leading a new era of IT that uses Al to save time and money, deliver unprecedented scale and
provide unparalleled user experiences.



JUNIPER IS A LEADER IN WIRED AND WIRELESS LAN

Figure 1. Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure

LEADERS

—>

ABILITY TO EXECUTE

COMPLETENESS OF VISION

CHALLENGERS

CommScope (]

ALE
H3C ..

Cambium Networks

Allied Telesis @@ TP-Link ®

NICHE PLAYERS

@ Juniper
@ HpE (Aruba)

Cisco @ ® Extreme Networks

@
Forinet @ Huawe
@ Avista Networks

VISIONARIES

Source: Gartner (November 2021)

—

As of September 2021

© Gartner, Inc

Juniper Networks is a Leader in the 2021 Gartner® Magic
Quadrant™ for Enterprise Wired and Wireless LAN
Infrastructure

This is Juniper’s 2nd consecutive year as a Leader in this
market.

Juniper has the furthest position of any vendor in both
Ability to Execute & Completeness of Vision.

Gartner
peerinsights

customers’

choice
2021

Gartner Magic Quadrant for Enterprise Wired and Wireless LAN Infrastructure, Mike Toussaint, Christian Canales, Tim Zimmerman, 15 November 2021.
GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the US and internationally and is used with permission. All rights
reserved.

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors
with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be
construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability
or fitness for a particular purpose.

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner

document is available upon request from Juniper Networks. j
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e
WHY MIST: ASSURANCE, AUTOMATION, INSIGHTS AND RELEVANCE

Client level Microservices cloud Al-driven operations Digital Engagement
visibility for agility and support with virtual BLE
(e
Service Levels @ -
Tim Throughput Roaming @
= ;‘,«;:rr;?;sS v,:;:g;;% '
(io0s) (&1 (79w ©

| ®

(MUK Juniper
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e
Al-DRIVEN ENTERPRISE SOLUTION

-----
-------
--------
--------
---------
----------

.....
------
------
--------
--------

e | Mist [
lnte/?ﬁggglcaé |_CEI>_| CIC:zd |:.L|:::::::::::;

(%]
(]
=
2 I—,.,A_I - \ | | m | _| l__[l
v 5 o
7 L e I bl I_.\_I 977
2 Wi-Fi Wired WAN Marvi Premiu User Asset
i Assuranc Assuranc Assuranc S m Engageme Trackin
e e e An~htic nt g
Wireless Infrastructure ——— ™ @ @ @ — X — — 0 — X X — — — — — —— ———— Wired Infrastructure ... .. WAN Infrastructure ..

< - .
s
EX 4600/4650 EX 3400 b

SRX 300 -
1500

Mist Edge AP1 AP3 AP3 AP 4 AP63 BT11 ST T S T
2 2 3 3 (outdoor) (BLE) EX 4300

(MUK Juniper
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OVERVIEW MIST

' LIVE DEMO WED,10:23AM 2 QO (@)

Natural Language Query Language [ReAREClaili

Marvis™

22 Clients M A R V | S

[E Access Points

Switches

@ Gateways

-’{7 Location
u[][] Analytics
DDD Network

@ Organization

Examples

troubleshoot a device  locate a client  investigate an AP list clients  devices onvian 12 devices by type  how many clients on 55/0 Guest  count events of type Association

channels by event count  list events for client macbook  list client events yesterday  rank clients by event count j | p r

Classics of distribu NETWORKS




OVERVIEW MIST

LIVE DEMO WED, 11:15 AM o 0 (2
Mist '

3 - W

@ LD Natural Language Query Language 21 Actions

=) marvism

(o)} f -
2, censs MARVIS
E] Access Points

Switches

troubleshoot client .

ii Gateways

-{f Location
u[]|] Analytics
DDD Network

@ Organization

Examples

troubleshoot a device  locate a client  investigate an AP list clients  devices onvlan 12 dewvices by type  how many clients on 550 Guest  count events of type Association

MUK @uNiPer

Classics of distribution NETWORKS

channels by event count  list events for client macbook  list client events yesterday  rank clients by event count




OVERVIEW MIST

Mist

@ Maonitor
(@) marvis™
) rliants
~—n Clients

E] Access Points
. Switches

fi Gateways

‘ﬁ" Location
u[][] Analytics
DDD Network

@ Organization

ﬂ LIVE DEMO
MARVIS

troubleshoot client

X TROUBLESHOOTDURING "Today"

"

How would you rate my response?

/ / A
e
ol Ll L-f L.
N W

A A

{74 TELLME MORE

Assoc/Auth u DHCP/DNS

B ~

| -

We found 3 service level problems affecting this client

1 Capacity

WED, 11:24 AM O o ™

il L W

Matural Language Query Language [RrARtaiihH

The client experienced limited RF capacity 76% of the time primarily due to WiFi interference. This problem is widespread at site "Live-Demao",
correlating most strongly with the 2.4 GHz band. Most of the client failures occurred on the 2.4 GHz band and "Mist_loT" WLAN.

2 Time to Connect

The client was slow to connect on 17% of attempts primarily due to slow authorization from RADIUS server unknown. This problem is

INVESTIGATE

widespread at site "Live-Demo", correlating most strongly with the 2.4 GHz band. Most of the client failures occurred on the 2.4 GHz band and

"Mist_loT" WLAN.

3. Roaming

The client had a bad roaming experience 17% of the time primarily due to high latency. This problem is widespread at site "Live-Demo",

INVESTIGATE

correlating most strongly with the "LD_RS_Support" access point. Most of the client failures occurred on the "LD_RS_Support" access point and

2.4 GHz band.

SHOW OTHER SERVICE LEVELS

Muk) @uniPer

Classics of distributi NETWORKS



OVERVIEW MIST

LIVE DEMO WED,11:36AM 2 QO (@
Mist n =

@ CTHERT M A RV | S Natural Language Query Language [RrAREtadelyi]

=) marvis™ troubleshoot client ®

Q) cliants
— Clients

X TROUBLESHOOT "hal" DURING "Today"

B Access Points T a
How would you rate my response? 7%

gASSOdAuth uDHCPKDNS g AP |u RF

We found 3 service level problems affecting this client

TELL ME MORE

Switches

f} Gateways

-{f Location

Capacity

-
The client experienced limited RF capacity 76% of the time primarily due to WiFi interference. This problem is widespread at site "Live- CLOSE
Demo", correlating most strongly with the 2.4 GHz band. Most of the client failures occurred on the 2.4 GHz band and "Mist_loT" WLAN.

u[][] Analytics

DDD Network

0 — Service Levels . . . .
@ organization Select one or more categories for further investigation

Updates Correlation

mMuk)) @uniper

The client was slow to connect on 17% of attempts primarily due to slow authorization from RADIUS server unknown. This problem is Classics, of distribution NETWORKS




OVERVIEW MIST

Mist
@ Monitor

Marvis™
Clients
Access Points
Switches
Gateways
Location
Analytics

Network

@ Organization

n LIVE DEMO

AssodAuth uDHCP/DNS g AP

: O

We found 3 service level problems affecting this client

1. Capacity

WED, 11:42 AM ,"_] 0 |’E‘|

The client experienced limited RF capacity 76% of the time primarily due to WiFi interference. This problem is widespread at site "Live- CLOSE
Demo", correlating most strongly with the 2.4 GHz band. Most of the client failures occurred on the 2.4 GHz band and "Mist_loT" WLAN.
() Service Levels A
AVG CAPACITY
20 %
CAPACITY @ Capacity @ Goal
80 N N E—
60
40 ‘
20 [
(O Classifiers v
() Correlation v
p Updates Muk) GUNIPEC
Y Cumet Classics of distribution NETWORKS




OVERVIEW MIST

LIVE DEMO WED, 11:47 AM 2 ]
Mist ' 2 @ @
@ monitor () Correlation A
|E1‘| Marvis™ PROBABLE CAUSES o

Features with the highest probability of causing Capacity problems on client hal
(o)) iants
v Clients @ 35% Band:2.4GHz
[j Access Points ® 27% Client: hal

20% WLAN: Mist_loT
Switches
® 12% AP:LD JSW_AP
@ Gateways
® 6% Other

</ Location

SCOPE OF IMPACT |l Correlated with Success [l Correlated with Failure Assoc. with Client o
n[][] Analytics Features across the entire site, ranked by correlation to Capacity

Clients APs

DDD Network

v

1 [

000000000 ] ]
@ Organization __ II

[ ] |

| | |

1 L

1

]

|

.

|

] -

WLANS Bands
I
|

(MUK duNIPer
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OVERVIEW MIST

' LIVE DEMO WED,11:50AM 2 QO (3
Mist =
\-\./J LS LA B ) ) LN R -
@ Monitor |
() Correlation v
=) marvism () Updates v
= ) Events A
22 Clients Q
Total Good Neutral Bad
E] Access Points
EVENT TIMELINE @ Good 49 Neutral 28 @ Bad 26
Switches
10
O cateways ;. Mm [ 1 i I' l = B O
12:00 am 2:00 am 4:00 am 6:00 am 8:00 am 10:00 am
Locati
</ Location EVENT LIST
Analytics I DHCP Success 10:50:26.66 DHCP Success
I DHCP Denied (! 661 Timestamp | 10:50:26.661 AM, Jan 19
Network
oo o SW AP
I Authorization & 10:50:25.316 AP | LD JsW_A
Association Client IP | 10.0.2.246
@ Organization Client Deauthentication 10:50:22.497 Address
. Server IP | 10.0.2.1
AP Deauthentication 10
Address
Client Deauthentication 10:50:22,493 Last | 1.4 secago
Association
AP Deauthentication 10:43:38.009 BSSID | da4:20:h0:8c6ar3f
I NHCE Neniad NR-A7-07 735 DHCP | 2.13 msecs h
2 Time to Connect

and "Mist_loT" WLAN.

The client was slow to connect on 17% of attempts primarily due to slow authorization from RADIUS server unknown. This problem is
widespread at site "Live-Demo", correlating most strongly with the 2.4 GHz band. Most of the client failures occurred on the 2.4 GHz band

(MUK @uNiper
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OVERVIEW MIST

Mist
@ Monitor

(=] marvis™

D) Clients

— Clients

E Access Points

switches

fi Gateways

~’{,7 Location
u[][] Analytics
DDD Network

@ Organization

o]

WED, 12:00PM £ o ™

' LIVE DEMO s = 2
MARVIS

Matural Language Query Language | JRARRtaii

unhappy user ®

X STATUSOF Clients WITH Site "Live-Demo" DURING "Today"

TELL ME MORE

How would you rate my response? 3.3
1 out of 18 clients have connection problems

Clients ranked by correlation to Successful Connect problems at the site o
B Correlated with Success [l Correlated with Failure

Degree of Correlation -
WEAK MEDIUM STRONG

Mist-Pi-104

guniper

NETWORKS

MUK )
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OVERVIEW MIST

' LIVEDEMO
MARVIS

Mist
@ Monitor

Marvis™

Clients

0 Clients
Access Points

_/

Switches 1 Layer1

Gateways
Location
Analytics
Network

@ Organization

0 Other Actions

5 Connectivity

ACTIONS

21

2 AP

J’f Org 5!& Sites

\_

Application

Security

2 Gateway

5 Switch

>

WED,0:11PM 2 Q (@

1 Ask a Question

LATEST UPDATES +

| All Actions v |

19.01.2022, 02:29:10
Al VALIDATED
Offline
Site: BostonHQ)
AF: 4 APs. View Maore
Reasor: switch BostonHQ-EX2300-C
down.

Yesterday

18.01.2022, 18:13:39
Al VALIDATED
Missing VLAN

Site: Live-Demo

Switch: N/A

Reasorm 0 APs missing WVLANS

Last 7 Days w

MUK@ JUNIPES
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OVERVIEW MIST

@ Monitor M A R v | S O, Ask a Question

=) marvis~ ACTIONS Y Org A Sites > LATEST UPDATES %

=5 All Actions A% |
o) iamte
= Clients

0 Clients Application
E Access Points
1 Layer1 Security 19.01.2022, 02:29:10
I 5 Al VALIDATED
Offline
Site: BostonHQ
. = AP: 4 APs, View More
5 Connectivity 2 Gateway Reasor: Switch BostonHQ-EX2300-C

~{/’ Location down.

Yesterday w

18.01.2022, 18:13:39

5 Switch

u[][] Analytics

Missing VLAN

(m]
oo Network

\Er/ Al VALIDATED
1 Badtsble Missing VLAN
_— 1 MNegotiation Mismatch Site: Live-Demo
@ Organization Switch: N/A
1 Loop Detected o
Reasorm 0 APs missing VLANsS
1 PortFlap
0 Other Actions
Missing VLAN Details
1 impacted AP at ICX7450-48P Switch
MISSING VLAN 3 .
———= RECOMMENDED ACTION ICX7450-48P Switch
: i‘-: The below APs don't see any incoming traffic which is expected from the specified VLANs. Please add these VLANS to the respective - LD IDE B AP VLANs 10, 24 missing on
L——°2] switch ports. / port cc:4e:24:88:8b:d5.
O  site Switch Details D A
] Live-Demo ICX7450-48P Switch 1 APs missing VLAN Jan 9, 2022 04:00 PM K _JUI I ” e r
NETWORKS
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JUNIPER SWITCHING: AI-DRIVEN, PROGRAMMABLE, OPEN

Open APIs for Automation and Simplified Segmentation Mist/Marvis:
Programmability with EVPN-VXLAN Al-Driven Operations, Wired Assurance

{OPENCONFIG

Junos "‘-}
Extension nefEonf

Toolkit Streaming

Telemetry

EX2300 EX3400 EX4300 EX4400
Distribution / Core

Fixed Power/Fan Modular Power Modular Power Modular Power 10/40GbE 10/40/100GbE
MultiGigabit o Multigigabit Multigigabit POE++ 10/25/100GbE 10/25/100GbE Modular
PoE+ POE+/POE++ Lots more 10GT/100GbE

(MUK Juniper

Classics of distribution NETWORKS



ROUTER JUNIPER MIST

SRX300 Series, SRX550

* All-in-one routing, switching and next generation firewall in a single
platform

*  Support variety of WAN & POE Interfaces

*  Security for every layer with MAC-Sec, IPSec, Application Security,
IPS, UTM and Sky ATP

*  Targeted for
*  Secure Router/SD-WAN

«  Remote office firewall
*+ Managed CPE for SPs

SRX300 SRX320 SRX340 SRX345 SRX550 SRX380
1GE Ports 8 (2 SFP) 8 (2 SFP) 16 (8 sFp) 16 (8 sFp) 10 (4 sFp) 16
10GE Ports 0 0 0 0 0 4 (sFp+)
MAC Sec Ports 2 2 16 16 NA 20
POE+ Ports 0 6 0 0 32 (GPIM) | 16
MPIM slots 0 2MPIMs 4 MPIMs 4 MPIMs | 2 MPIMs | 4 MPIMs
GPIM Slots 0 0 0 0 6 GPIMs 0
SSD slot No No Yes Yes Yes Built-in
R. PSU No No No Yes Yes Yes
Routing 800 Mbps 800 Mbps | 1.6 Gbps 2.3 Gbps 3.0 Gbps 4.0 Gbps
Firewall 500 Mbps | 500 Mbps | 1.1 Gbps 1.7 Gbps 2.3 Gbps | 4.0 Gbps
IPSec 100 Mbps | 100 Mbps 200 Mbps | 300 Mbps | 300 Mbps 1 Gbps
NGFW 100 Mbps | 100 Mbps 200 Mbps | 300 Mbps | 400 Mbps 1 Gbps
SD-WAN (cso) 60 Mbps 60 Mbps 125 Mbps 150 Mbps 190 Mbps 750 Mbps

SD-WAN (CSO) — MPLS0GREOIPSEC (HTTP 44KB)

NGFW = App Firewall + IPS + URLF + Logging

*Please visit srxsnp.juniper.net for latest and up to date S&P

Qciassics of distribution
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ACCESS POINT JUNIPER MIST

AP43 AP63 AP33 AP32 AP12 AP41 AP61 AP21 BT11
Deployment Indoor Outdoor Indoor Indoor Indoor wall plate Indoor Outdoor Indoor Indoor
- 802.11ax 802.11ax 802.11ax 802 11ax 802.11ax 802.11ac 802.11ac 802.11ac
Wi-Fi (Wi-Fi 6) (Wi-Fi 6) (Wi-Fi 6) (Wi-Fi 6) (Wi-Fi 6) Wave 2 Wave 2 Wave 2
Standard 4x4:4SS 4x4:4SS SGHz: 4x4:4SS SGHz: 4x4:4SS 2x2:2SS 4x4:4SS 4x4:4SS 2x2:2SS
’ ' 2.4GHz: 2x2:2SS 2.4GHz: 2x2:2SS ’ ’ ' ’
WI-Fi Tri Yes Yes Yes Yes Yes Yes Yes
Radio
Antenna Internal Internal Internal Internal Internal Internal Internal Internal Internal
Options External External External External External External
Virtual BLE Yes Yes Yes Yes Yes Yes Yes
Warranty Limited lifetime One year Limited lifetime Limited lifetime Limited lifetime | Limited lifetime One year Limited lifetime Limited lifetime

chassics of distribution

Juniper

NETWORKS



SESSION SMART
TECHNOLOGY
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THE SESSION SMART™ ROUTER

Know source, destination, and Directionality to connect related, bi-directional flows into
sessions.

Service Centric

2 Understand named services and applications, service topology, and business policies.

Waypoint Setting

3 Determine lead packet, requirements, choose waypoints that mark best path right now.
Metadata
4 Metadata is encrypted throughout, extracted as lead packet reaches destination, and

eliminated on session completion.

(MUK Juniper
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SESSION SMART SERVICE-CENTRIC FABRICS

Session Smart Conductor




Traditional IPSEC Overlay and associated overhead

Alternative solutions impose tunnel/encapsulation/overlay

IPSec and/or IPSec + VXLAN, GRE, MPLS

20 g 3 4 «—— Original IP Packet ——» 7.957 12 20 8 3 4 «—— Original IP Packet ——» 5.357 12
P ESP Init GRE P TCP/UDP Data ESP ESP Auth P ESP Init GRE P TCP/UDP Data ESP ESP Auth
Header Header Vector Header Header Trailer Trailer Header Header Vector Header Header Trailer Trailer

F s

A 2
F 3

v

Encrypted with ESP Header
* Signed by ESP Auth Trailer

Encrypted with ESP Header
* Signed by ESP Auth Trailer >

v
4

Severe impacts to available bandwidth
30%-50% overhead due to headers

Available Bandwidth Tunnel management requires tuning

Centralized Analytics constantly transmitted or completely
unavailable

(MUK Juniper
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EFFECTIVELY ARCHITECTED CONNECTIVITY

@ Tunnel-free Secure Vector Routing provides the most optimal link management available

Modified IP _ _ )

Modified IP Subsequent SVR packets may be entirely data or include mid-flow session data as
Header Data needed

Original IP o

Minimal impact to available bandwidth
Recover 30%-50% overhead

Available

Optimized adjacency management
Distributed Analytics post-processed and accessed on-

demand

Bandwidth

Classics of distribution
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SECURE VECTOR ROUTING

o[omo o o000

[ > 2 >

e
g
i

M) () (D) (1)~ vem [panowo | O e fowe]refpanon ] || Ir el (1 )—[s]opanono |
. J

* QUALITY
N \ / . / . / . /
Detect new session Associate policies Original addresses in Assign SVR specific Vector chosen based on Restore first packet to
metadata waypoint addresses policies and conditions original state

(MUK Juniper
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DEPLOYMENT MODELS

© E® e  |®©.

I KNI

T

€1000

KT% Hypervisor Hypervisor _
‘ﬁlﬁ’ oS p HX f (KVM/ESXi) P (KVMIESX) P Esx

VF VF

: X86 Server Intel Architecture Intel Architecture Intel Architecture ROV Intel Architecture
: : Network Network : Network Network : Network Network
Network Interface : Network Interface : H H
: : Interface Interface : Interface Interface : Interface Interface

Bare Metal KNI DPIO SR-IOV Paravirtualized

SSR solution can be deployed on any INTEL based COTS platform (physical or virtual), private cloud with OpenStack, vCloud Director, or
public cloud like AWS, Azure, or GCP!

(MUK Juniper
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SESSION SMART ROUTER UCPE PORTFOLIO

Specification

Small /

Small /

Medium

Picture

Manufacturer
Model
Arrow SKU

Cores / Memory

Hard Disk
Interface Count

LTE certified

Encrypted + Auth
Throughput (IMIX)

Non-Encrypted
Throughput (IMIX)

Medium

Silicom..

Connectivity Solutions

Madrid Desktop
128T-C044B

4C (Atom) / 8GB

128GB SSD
6
AT&T and Verizon

165 Mbps

2 Gbps

Medium

Lanneaer

1515B

n/a
4C (Atom) / 8GB

128GB SSD
6
AT&T and Verizon

165 Mbps

2 Gbps

-8 HHER |

Silicom..

Connectivity Solutions

Madrid 1U
128T-C084B

8C (Atom) / 16GB

128GB SSD
6-12
AT&T and Verizon

650 Mbps

2.5 Gbps

Lanner

1515A

n/a
8C (Atom) / 16GB

128GB SSD
6
AT&T and Verizon

650 Mbps

2.5 Gbps

n/a

8C (Xeon Bronze)
/ 32GB

240GB SSD
2-16
N/A

1 Gbps

17 Gbps

- 4
Lenovo

SR530
n/a

12C (Xeon Silver)
/ 128GB

480GB SSD
2-16
N/A

2.2 Gbps

18 Gbps

chassics of distribution
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Lenovo

SR570
n/a

22C (Xeon Gold) /
128GB

480GB SSD
2-16
N/A

5.8 Gbps

74 Gbps

Juniper

NETWORKS
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JUNIPER NFX UCPE OPTION

NFX150-S1

Intel(R) Atom(TM) CPU C3758 8C @
2.20GHz

16 GB RAM

VNF — SRIOV (4 total cores passed
through to VNF)

210 Mbps IMIX encrypted HMAC w/ time

NFX250-S2

Intel® Xeon® Processor D-1528 6C @
1.9GHz

32 GB RAM

VNF — SRIOV (4 total cores passed
through to VNF)

370 Mbps IMIX encrypted HMAC w/ time

NFX350-S3
e |Intel® Xeon® D-2166NT 12C@ 2.00GHz

128 GB RAM

« VNF — SRIOV (4 total cores passed
through to VNF)

« 460 Mbps IMIX encrypted HMAC w/
time
« VNF — SRIOV (8 total cores passed
through to VNF)

e 10C available but because of driver,
8C is the ceiling

« 1710 Mbps IMIX encrypted HMAC w/
time

leoced  wmd - |

(MUK Juniper
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Tested with 128T version 4.5.6


https://ark.intel.com/content/www/us/en/ark/products/97926/intel-atom-processor-c3758-16m-cache-up-to-2-20-ghz.html
https://www.intel.com/content/www/us/en/products/processors/xeon/d-processors/d-1528.html
https://ark.intel.com/content/www/us/en/ark/products/136439/intel-xeon-d-2166nt-processor-16-5m-cache-2-00-ghz.html

SELECTED TECHNICAL
CAPABILITIES
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ADAPTIVE ENCRYPTION

Adaptive Encryption for TLS and IPSEC
Prevents double encryption

Conserves use of network resources
Improves user experience

Improved security through segmentation and individual keys

End-to-end encryption
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ZERO TRUST SECURITY

» Centralized configuration in Session Smart Conductor

User groups
Applications
Policies

» Routers are session-based stateful firewall
Deny by default
Firewall at every hop
Authentication on every router

O Nessus \Y
w . ITVETERANS
NIST codenomicon
fCSA q FiShid
labs L EVT 3
Wi, FIREWALL - CORPORATE . Icrosoﬂ
365 Networking Partner A ;lgroved

MUKk JUNper


https://csrc.nist.gov/projects/cryptographic-module-validation-program/Certificate/3305
https://www.gsaadvantage.gov/advantage/s/search.do?q=10:2128%20technology&s=0&c=25&searchType=1

PROVISIONING OPTIONS

Ways to install 128T software:

128T Installer

* |nstall the CentOS “minima

I"

package and download 128T-installer

Interactive ISO

One Touch Provisioning
* Method of deploying 128T Routers by transferring 1 file from your Conductor to your Router

AWS /Azure

* Available at markeplaces

(MUK Juniper
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USER-DEFINED CONFIGURATION TEMPLATES

* Allows definition of templates for routers/roles in the network

E.g. branch, head office, cloud, datacenter
* Fast deployment of new components using pre-defined templates
* Templates can be specific to one or all customers/tenants of a system

e Deployment mechanisms

* Scripted via CLI/APIs
Ul-driven

* Ul-driven Liquid templating language as easy interface

(Muk) JuNiper



HIGH AVAILABILITY

e Routers and conductors can be operated in different HA modes

Q * Traditional active-(hot) standby

* One logical router, two nodes Headend A Headend B

« Session state synchronization

I

* Typical LAN setup

e Redundant routers

@ 9
* Two active-active routers

Node A Node B

* Redundant network paths

*  Optionally with different technologies, locations, ...

* Better use of resources (N+M redundancy)

e Combination of HA models

(MUK Juniper
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SESSION SMART
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IP ACCESS OPTIMIZATION

v

10Mbps

A 4

standby

@

MPLS Active-
Standby

* Expensive

* Backup line not used

* No local internet
breakout

v

10Mbps

v

10Mbps

K3
MPLS Active-Active

* Both lines used
* Application
prioritization

a I
»  10Mbps

L 100Mbps
MPLS + Internet

e Cheap bandwidth

 Service-based routing

 Security and
encryption

* Integration into
existing MPLS
network

* LTE support

chassics of distribution
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BANDWIDTH SAVINGS: SCREENSHOTS

The Session Smart Router Ul / Conductor shows projected savings compared to typical SD-WAN overhead.

12 Authorityl2s

tp-cond

Secure Vector Routing
savings comparison tool

Typical SD-WAN ~ Y ROUTERS (ALL)

SHOWING DATA FROM:
Last30m

9 Annualized Projected Savings Measurements
Q 2 Data Cost @ Total Data @
7.67 TB SVR 13.81 MB 1.88 GB
DASHBOARD
CUSTOMABPORTS data saved peryear. ® Typical SD-WAN 438.01 MB 2.32 GB
v AUTHORITY Data Cost in Bytes
Cnaucer Total Cost Savings
Routers ) .
Setices 23 .33 % Data Cost in Percent
Tenants
Topology bandwidth cost savings @ , 2
v ADMINISTRATION
Configuration Typical SD-WAN Packet Format
Event History am—
Entitlements e | P | T _ ﬁ@" .l’ L
v TOOLS 3 20 20 2257 7
Ping

Data Overhead Cost using Typical SD-WAN Typical SD-WAN ~ Bytes ~

g
g
3
:
o

459 Megabytes

Typical SD-WAN

(MUK Juniper
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FLEXIBLE SERVICE EDGE: MULTIPLE SERVICES, ONE SOLUTION

Layer 3 Network Interface Device Managed Router Session Smart Router / SD-WAN 2.0

Visibility & Troubleshooting QoS, Shaping R eliability & Performance
Single WAN Single WAN Multiple WAN

Flexible Service Edge

Session Smart SD-WAN

One Management Platform ¢ uCPE Support ¢ Remote Install & Upgrade ¢ Service-Based Licenses

muk ) JUuNPer

NETWORKS



LOCAL INTERNET BREAKOUT

* Implement typical edge site requirements

* Local internet breakout for trusted SaaS services
* UTM protection for additional security
* Prioritization of business-relevant applications

 Session Smart Router differentiates between applications
* Local internet breakout used for trusted SaaS service
* Business traffic is routed to HQ via secure Session Smart Network peerings

* Unknown applications are screened by local or central UTM instance Azure, AWS

{//\Ib Trusted Saa$S, e.g. Salesforce,

Youtube, Netflix,

é; Public internet

[ Company servers

Home Office

(MUK Juniper
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PERFORMANCE MONITORING

[
@-D- @

* In-flow performance monitoring
: * Relaxed BFD frequency
* Multi-hop BFD * Using actual sessions
* Monitor links between SSR routers * Report on session performance

MUKk JUNper



SESSION MIGRATION

Degradation triggers migration

S LA Monitoring

(MUK Juniper
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SESSION DUPLICATION

Duplicates removed

Duplication of specific sessions




Thank you
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Engineering
Simplicity
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