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Cisco certifications

Today’s dynamic IT technologies are driving Cisco’s redesign of our training and certification programs to prepare students, engineers, and software
developers for success in the industry’s most critical jobs.

Entry Associate Professional Expert Architect
Starting point for individuals Master the essentials needed to Select a core technology track and a This certification is accepted The highest level of accreditation
interested in starting a launch a rewarding career and focused concentration exam to worldwide as the most achievable and recognizes the
career as a networking expand your job possibilities with the customize your professional-level prestigious certification in the architectural expertise of network
professional. latest technologies. certification. technology industry. designers.
CCT DevNet Associate DevNet Professional CCDE CCAr

CCNA CCNP Enterprise CCIE Enterprise Infrastructure

CCIE Enterprise Wireless

CyberOps Associate CyberOps Professional
CCNP Collaboration CCIE Collaboration
CCNP Data Center CCIE Data Center
CCNP Security CCIE Security
CCNP Service Provider CCIE Service Provider

cisco.com/go/certifications



https://www.cisco.com/c/en/us/training-events/training-certifications.html

Exams and recommended training

To earn CCNP Security, you pass two exams: a core exam and a security concentration exam of your choice. And now every exam in the CCNP
Security program earns an individual Specialist certification, so you get recognized for your accomplishments along the way.

e The core exam focuses on your knowledge of security infrastructure. The core exam is also the qualifying exam for CCIE Security certification.
Passing the core exam will qualify candidates to schedule and take the CCIE lab within the validity of their core exam.

e Concentration exams focus on emerging and industry-specific topics. You can prepare for concentration exams by taking their corresponding Cisco
training courses.

Required exam Recommended training
Core exam:
350-701 SCOR Implementing and Operating Cisco Security Core Technologies (SCOR)

Concentration exams (choose one):

300-710 SNCF Securing Networks with Cisco Firepower Next Generation Firewall (SSNGFW)

Securing Networks with Cisco Firepower Next-Generation IPS (SSFIPS)

300-715 SISE Implementing and Configuring Cisco Identity Services Engine (SISE)
300-720 SESA Securing Email with Cisco Email Security Appliance (SESA)
300-725 SWSA Securing the Web with Cisco Web Security Appliance (SWSA)

300-730 SVPN Implementing Secure Solutions with Virtual Private Networks (SVPN)
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Your Price: $55.99
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https://digital-learning.cisco.com/#/search?query=sise

Conepxanue

1. Tonutuku cermeHTauLma KaK OCHOBA 6e30MacHOCTH. 3. [owaroBble pekOMeHAaLMK NO pa3BOPAYUBAHMUIO:
* JlnueHsnposaHue, u ero ocobenHoctn ans ISE 3.0;
2. MHOro cLeHap1eB OLHOrO peLeHus: *  Tunbl y3no8 (Nodes), Ux Ha3HAYeHHE 1 KONNYECTBO;
«  be3onacHblit NPOBOAHOI AOCTYN » KoHTtponupyemoe u 6e3onacHoe BHeApeHMe;
» [ocresown pocryn K Wi-Fi cetn
*  AoMuHucTpupoBanme yctpoitcTs (TACACS#) 4. Tlonrotoska K BHeApeHHIo:

*  YTO0 HYXXHO 3HaTb, NPUCTYNas K BHEAPEHMIO?
 ISE Planning & Pre-Deployment Checklists
* HLD (High Level Design)

* ISE Size & Scale

* How to troubleshoot ISE

JInuHble ycTpoiicTea B kopnopatueHou cpefe (BYOD )
 [lpogpunuposanue ycrponcts (Profiling)
 [lpoBepka coctosHus ycTpoicTs (Posture)



Cisco Secure Zero Trust #1

A comprehensive approach to securing all access across your people, applications, and environments.

Ensure only the right users and secure Secure all user and device Secure all connections within your apps,

devices can access applications. connections across your network, across multi-cloud.
including loT.

Workforce




The Foundations of Zero Trust in Your Workplace

Visibility Segmentation Containment

Grant the right level of Shrink zones of trust and Automate containment of
network access to users grant access based on least infected endpoints and revoke
across domains privilege network access



ISE Provides Zero Trust for the Workplace

Enterprise Security
Endpoints Network Devices Cisco ISE |dentity Services Security Services
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A Typical Journey

Not a standard or recommended approach
Each use case may be the end goal

*e Visibility Visibility
Wireless . Guest Wired Posture Segmﬁntatlo RTC
- — P . % vy
o - (1)
_ | Corporate _ _
Start with Secure Wired See Apps & HW Use SGTs for Integrate with
Wireless ! Access inventory segmentation eco-system
_____ > partners
Non-disruptive 802.1X/ MAB Enforce system Enforce Group

due to SSIDs

(with Profiling)

compliance

based policies

Contain threats



Defense-in-Depth Strategy #1

Defense in depth can be considered a building block of other security design principles.

Defense in depth is a philosophy that provides layered security to a system.

The complexity of modern systems can make defense in depth implementation difficult.

Defense in depth (if properly configured and monitored) minimizes the probability that the

efforts of malicious hackers will succeed.

Various components will be involved to implement the strategy of defense in depth successfully.



Defense-in-Depth Strategy (Cont.)

Onion is commonly used as an analogy of defense-in-depth strategy.

FIREWALL

Intrusion Prevention System

Authentication, Authorization, Accounting

Hardened Configuration




ISE is a Standards-Based AAA Server

[lomxHa bbITb peann30BdHa nNogaepxkd BCEBO3MOXKHbIX METOAO0B NOAKIHYEHNA

Supports Cisco and 3-Party
solutions via standard RADIUS,
802.1X, EAP, and VPN Protocols

ISE Policy Server

| Wired =
B 802.1X = EAPoLAR =
= Wireless p— 3
i 802.1X = EAPoLAN - ”
— [84
e VPN Al

SSL / IPsec



Authentication and Authorization

B uem pa3Huua?

Who/what the
endpoint is.

+ context

What the
endpoint has
access fo.




What About That 3rd “A” in “AAA™

Home ~ Context Visibility
Endpoints Users  Network Devices  Application
Authentication BYOD Compliance Compromised Endpoints

O«

x

Ooooooooooo

INACTIVE ENDPOINTS @ =]
[ - S
12/21 12/28 174 1
ANC ~ Change Authorization =
Status Network Device Name: Endpoint Type

Status v Network Device Mame Endpoint Type
"L red-5520-1 Mobile Devices
" ams-3650-1 Workstations
"L prg-3560x-2 IP-Phones
"l rtp-3750x-1 Mobile Devices
"l atl-9300-2 Workstations
"L prs-3850-2 Mobile Devices
"L prs-5520-1 Mobile Devices
"L tyo-3560x-1 Workstations
"L nyc-5520-1 Mobile Devices
"L ams-5520-1 Mobile Devices

Clear Threats & Vulnerabilities

Endpoint Classification

connected: [8.69%]

Export =
Endpoint Profile
Endpoint Profile
Android-Samsung
Windows 10-Workstation
Cisco-IP-Phone
Apple-MacBook
Windows 10-Workstation
Apple-MacBook
Android-Samsung
Windows 10-Workstation
Samsung-Phone

Apple-iPhone

Import =

Guest

AUTHENTICATION STATUS @

Vulnerable Endpoints

=14

Failure Reason

Hardware

AUTHENTICATIONS ©

Identty Store  Identity Group

24408, sword: [25%]

disconnected: [91.31%)]

MDM Actions ~

5436 __ocess: [25%]

Network Device Type MAC Address

il

rk Device Type

Wireless = Fabric=s5...

Switches = Fabric= 3.

Switches = 3560X

Switches =+ 3750X

Switches =+ Fabric=+ 9.

Swilches = Fabric= 3.

Wireless = Fabric=+5...

Switches =+ 3560X

Wireless = Fabric=+5...

Wireless = Fabric=+5...

EB8:11:32:02:0E:50

CC:07:E4:89:63:20

00:11:BB:1B:05:77

AB:20:66:11:44:63

CC:07TE4:C4:C4E4

AB20:66:80:12:13

E8:11:32:6B:63:35

CC:07E4:A2:51:8E

EB:E5:DE:45:4E:25

A4:B8:05:BAT4.2B

Release Rejected

Revoke Certificate

IP Address

10.1.117.10

10.1.1.21

10.1.38.19

10.1.60.8

10.1.10.3

10.1.4223

10.1.106.51

10.1.94.15

10.1.120.4

10.1.108.12

=]

Locaton  Type

other: [8.93%]
locat._rHprs: [4.83%]

locat...cHtyo: [4.92%]

11007___lient: [50%]
Iocat.__rHams: [7.15%]

locat...cHbgl: [11.51%]
locat.__diip: [11.79%]

Rows/Page| 10 E|

Username Hosiname Portal User

Username Hostname Portal User
agraves

ccobb

00-11-8B-1B-.

ayates

ediaz

abean

mijeffers

kjanis

dlee

bhendric

locat._cHsin: [5.77%] g

NETWORK DEVICES @

Device Name

N

|

Location
Location
AMER = F
EMEAR =
EMEAR =
AMER =+ F
AMER =+ A
EMEAR =
EMEAR =+
APIJC=T
AMER = I

EMEAR =



Detailed Visibility into Passed/Failed Attempts

~ Operations

~RADIUS = Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot  » Adaptive Network Control  Reports

Live Logs  Live Sessions
—_—
Misconfigured Supplicants @ Misconfigured Network Devices @ RADIUS Drops © Client Stopped Responding @ Repeat Counter @

1 1 1 0 162

Refresh Every 30 seconds |v| Show Latest 50 records ~ | Within Last 60 mir

& Refresh at Counts 2 BxportTow Y Filter
Time Status Repeat Details Identity Endpoint ID Endpoint Profile IP Address Authentication Network Device Port Authorization Policy k Authorization Profiles

% Auth|¥| X § v
Jan11,2 09:30:01.834 AM a hrasmuss 64:00:6A:8D:31:67 Windows10-Workstation 101151 Default »>» VPN VPN Default >> VPN Employees PermitAccess
Jan 11, 2021 09:30:01.827 AM a RNAME A8:20.66:E9:32:13 Apple-MacBook 101.116 Default > Dot1X tyo-5520-1 wireless Default > Default Unknown LimitedAccess
Jan 11, 2021 09:30:01.822 AM a atruong A4:B8:057 Apple-iPhone 10.1.106.7 Default »> Dot X 0-1 wir S Default »>> Employee Employees PermitAccess
Jan 11, 2021 09:30:01.817 AM a cbridges E8:11:32:B3:27.E5 Android-Samsung 10.1.108 Default >» Dot1X p-5520-1 wireless Default >>» Employee Employees PermitAccess
Jan 11, 2021 09:30:01.808 AM a shecker CC.07:E4.71:93.05 Windows10-Workstation 10.1.51.1 Default »» Dot1X rcd-3750%-2 GigabitEthemet0/1 Default >» Employee Employees
Jan 11, 2021 09:30:01.801 AM a 00:00:AA82 00:00:AA'82:FE:88 Xerox-Printer 10.1.435 Default »> MAB prs-3850-3 GigabitEthemnetd/s Default »» Printers Printers AuthZ_Printers
Jan 11, 2021 09:30:01.799 AM o EB:97:3 B:97:3F.7C:5D Trendnet-Camera 10.1.13.18 Default >> MAB bgl-3560%-2 GigabitEthemet0/18 Default >> Cameras AuthZ_Cameras,Cameras
Jan 11, 2021 09:30:01.785 AM o 00:11:8B:38 00:11:BB:38:F5:83 Cisco-IP-Phone 10.1.40.3 Default »> MAB prg-3850-2 GigabitEthernet0/3 Default >> Profiled Non Phones,Non_Cisco_IP_Ph
Jan 11, 2021 09:30:01.637 AM ] %  thomas & A4BB054668EI ¢ 101.105... ¢ -5520- GigabitEthereto/1
Jan 11, 2021 09:29:02.028 AM -] m 64:00:6A:4D:0F A4 Windows10-Workstation  10.1.151 Default »>» VPN $jc-5525%1 VPN Default »» VPN Employees PermitAccess
Jan 11,2021 09:29:02.022 AM o ssummers E8:E5:D6:00:0A:3F Samsung-Phone 10.1.104 Default »> Dot1X bgl-5520-1 wireless Default >> Employee Employees PermitAccess
Jan 11, 2021 09:29:02.012 AM a Iprice CC:C7:60:.02:69:77 Apple-iPad 10.1.1025 Default >> Dot1X wireless Default >> Employee Employees PermitAccess
Jan 11,2021 09:29:02.006 AM a mguerrer CC:07:E4.CEF2:94 Windows10-Workstation  10.1.36.14 Default »>» Dot1X GigabitEthemet0/14 Default »> Employee Employees PermitAccess
Jan 11,2021 09:29:01.955 AM a 00:11:BBA2 00:11:BB:A2:73.0C Cisco-IP-Phone 10.1.66.2 Default >> MAB $e0-3850-1 GigabitEthemet0/2 Default »> Profiled Non Phones,Non_Cisco_IP_Ph



Detailed Visibility into Passed/Failed Attempts

Steps
Overview

11001 Received RADIUS Access-Request
Event 5434 Endpoint conducted several failed authentications of the same scenario

11017 RADIUS created a new session
Username thomas 11117 Generated a new session ID

0 v G

Endpoint Id A4:B8:05:46:68:E3 15049 Evaluating Policy Group

15008 Evaluating Service Selection Policy
Enduod Erofis 15041 Evaluating Identity Policy
Authentication Policy Default >» Dot1X 15048 Queried PIP

15048 Queried PIP
Authorization Policy Default

22072 Selected identity source sequence
Authorization Result 15013 Selected Identity Source - deloud.cisco.com

24210 Looking up User in Internal Users IDStore - thomas

24216 The user is not found in the internal users identity store

15013 Selected Identity Source - deloud.cisco.com

Authentication Details
24430 Authenticating user against Active Directory

Source Timestamp 2021-01-11 09:30:01 637 24325 Resolving identity
24313 Search for matching accounts at join point
Received Timestamp 2021-01-11 09:30:01 637 -
24319 Single matching account found in forest
Policy Server ise 24323 |dentity resolution detected single matching account
2 24344 RPC Logon request failed
Event $434 Endpoint conducted several failed authentications of the same scenario
2440g User authentication against Active Directory failed since user has entered
e Bty 24408 User authennnahonl%gamsl Active Directory failed since user has the wrong password
entered the wrong password 22057 The advanced option that is configured for a failed authentication request is
o used
Resohution Check the user password credentials. If the RADIUS request is using PAP for P X o -
authentication, also check the Shared Secret configured for the Network Device 22061 Tenqe ?;mnl advanced option is configured in case of a failed authentication
requ
Root User authentication against Active Directory failed since user has entered the 11003 Returned RADIUS Access-Reject
cause
wrong password
5434  Endpoint conducted several failed authentications of the same scenario
Username thomas
Endpoint Id A4:BB:05:46:68:E3

IPv4 Address 10.1.105.71



Radius AAA Communications

RADIUS RADIUS
Client Server

Network
Access Server
(Router, Switch)

|
®

Access-Request
Contains: Username, password, NAS

v

Access-Challenge (Optional)
Contains: Reauthentication parameters

A

Access-Request (if Access-Challenge)
Contains: Username, password,

v

Access-Accept / Access-Reject
Contains: Reply attributes (user service)

A

Accounting Request
Contains: Accounting information

v

Accounting Response

Contains: Acknowledgment
(Accounting info received)

A



802.1X Message Flow
Client Edge Switch Cisco ISE

| Port Unauthorized |

= EAPOL-Start ——-

G EAP-Request / Identity

4 RADIUS Access-Request  j——pr

|
|
|
1
|
|
- EAP-Response/ldentity — :
|
e EAP-Request/OTP : 4  RADIUS Access-Challenge
|
|
|
|
|
|
|
|

-[ RADIUS Access-Request ]—>

= EAP-Response/OTP ——

F 3

EAP-Success G RADIUS Access-Accept

{ RADIUS Accounting Start |-

Port Authorized

= EAPOL-Logoff —_—

I
I )
I { RADIUS Accounting Stop |jrm—p-

Port Unauthorized




MAC Authentication Bypass (MAB)

Yto 3T10?

 (Cnncok MAC anpecoB yCTpomrCTB, KOTOPbIE MOTYT «MpONyCTUTL» authentication

e 310 3aMeHa 802.1X?
- Het! 310 ucknoueHue ang ycTponcTs, KOTOpbIe He noaaepxmeatot Dotlx

o CMMCOK MOXET BbITb NOKANbHBIM (HanpuUMep AN NopTa KOMMYTAToOpa)
WM LLEHTPAIM3UPOBAHHbIM



e e o
interface GigabitEthernetl/0/1
e u en |Ca |on switchport access vlan 100
‘ switchport voice vlan 10

switchport mode access
authentication host-mode multi-auth

L‘lTO 3TO? authentication order dotlx mab webauth
authentication priority dotlx webauth
mab

. . authentication port-control auto

e Authentication for Guest Users dot1x pae authenticator

o Authentication for Employees with Missing or Misconfigured Settings

e 370 3aMeHa 802.1X?
- Het! 310 ucknoueHne ang yCTponcTB, KOTOpbIe He noaaepkmeatoT Dotlx

» HacTpanBaeTcs NoKanbHO MO0 LIEHTPANM30BAHHO



Cisco Identity Services Engine #2

Ll,e HTpann3oBaHHOE peLleHne A1Aa aBToOMatn3aunm KOHTEKCTHO-3a4aBaEMbIX MOJTUTUK AOCTYMNa K CeTEBbIM

pecypcamM 1 obMeHa KOHTEKCTOM

MonuTtuka poneeoro focTyna

CeteBble pecypchbl

el [ lpocdunuposaHue n
unu VM OLeHKa COCTOSHUS

Cisco TrustSec® — ,“ o~
B - @ @ @
4 J 4 Y
CeTteBas APP Yto » TocTeBol AoCTyn
FI Bée p b /‘._‘ /“\ _/‘\
/ [/ /
Koraa Y @ W
» BYOD poctyn
Kak » Ponegoit goctyn
n_. OueHka » BesonacHblit 4ocTyn

KoHTekcT




CueHapuu uCnoNb30BAHUA

o

Hoctyn k Wi-Fi cetu ALMWHUCTPUpPOBaHNe MpodrnnposaHme
roCTeBOM nopTan nornpoBaHme 1 A0CTyr yCTpOI7ICTB 1 moNb3oBaTenen
BesonacHbIn fOCTyM BYOD CoepxviBaHue yrpos

NCrnob30BaHWMe pecypcoB KOHTPO/Ib NINMYHbIX yCTpOI;ICTB pacno3HaBaHe N KOHTPO/1b

CermeHTaums KoHTekcT KoHTponb
KOHEeUHbIX YCTPOMCTB



be3onacHbiit NPpOBOAHOK AOCTYN

Cisco ISE 3awmiiaet ot noAKN0YEHUS HEaBTOPM30BAHHbIX NOJb30BaTeNeN U YCTPOUCTB

Cemﬂcate Authorities

‘\

External Identity Stores

[IpUMEHSI0TCA pa3Hble TUMbl AyTeHTU UKALUN
MoryT 1Cnosib30BaTbCs BHELIHUE UCTOYHMKM YUYETHBIX AAHHBIX



be3onacHbiit NPOBOAHOK AOCTYN

Kak nposeputb pe3ynbTathl paboThb:

« B ISE nepeittn B pazgen Operations > RADIUS > Live Logs

« B ISE nepeitu B paznen Work Centers > Network Access > Reports
M BbIOpATb «OTYET

[anblie MOXHO dHAJ/IU3UPOBATb KOPPEKTHOCTb U MOIHOTY HACTPOEHHbIX NOJIUTUK.



[ocTeBou poctyn nonb3osareneu K Wi-Fi cetu

 Hotspot Guest Access
» Self-service or Self-Registered Guest Access
» Sponsored Guest Access (or Self-service Sponsor-Approved)

2 SR OB

Hotspot Self Registered Sponsored Guest Access
PN [ )
= ([ E‘
® 9"

L



Sponsored Guest Access

ng

A o e A M

L&’ Create account Manage accounts Approve accounts (1)
Guest type " Daily = 3 Device limit, valkd from 8 AM to 5 PM on weekdays
Enter guest information for: Access valid for:
@Hnown guests O Random guests Diavy's (30 mascirmism ) 1
First Name * & import names | From * D014 0353 P [ Waicome io
Last name * To" 02012014 03:53PM H o\T
Email * Location * San Jose, CA v
Company SSID * Guest -
Phone Group Tag
* Required fields.




Multiple Guest Portals

Guest Portals

CNoose one O ypes, which you can ean, customize, and 3§

he thre

o

Create Edit

Hotspot Guest Portal (default)
Guests do not require usemame and password credentials to access the netwol]

Authorization setup required

Self-Registered Guest Portal (default)
Guests may create their own accounts and be assigned a usermname and passw

° Used in 1 rules in the Authorization policy

Sponsored Guest Portal (default)
Sponsors create guest accounts, and guests access the network using their ass|

Authorization setup required

Al identity Services Engine

» Network Access v Guest Access » TrustSee » BYOD » Profiler » Posture » Device Administration

Overview  » Identities

Guest Account Purge Policy
Custom Fields

Guest Email Seftings
Guest Locations and SSIDs
Guest Usemame Policy
Guest Pasaword Policy
DHCP & DNS Services

Logging

Identity Groups Ext |d Sources  » Administration  Netwod Devices » Portals &

Home » Context Visibility » Operations » Policy » Administ

[
Guest Account Purge Policy

Perform an immediate purge orschedule when to delete expired accounts.

Date of last purge Sun Feb 11 02:00:01 +00:0
Date of next purge Mon Feb 26 02:00.00 +00
Purge Now

v Schedule purge of expired guest accounts

® Purge ooours every:* | {5 days (1-365)

™) Purge occurs every: * 1 weeks (1-52)

Day of week™ " Sunday

Time of purge:™ ™ | 2;00 &AM

Expire portal-user information after™ * | 99 | 1-365 days Appli
* Inactive LDAP/AD users:
e Unused guest accounts (where access period stars from firg]

Once expired, accounts will be purged according to the purge po

* Mcnonb3oBaHue YCTAHOBNEHHbIX NOANUTMK 6E30MACHOCTM U UX KCPOKM XKUZHUY;

* Y HaC HeT B CeTM «HeYCTAHOB/EHHbIX» MO/b30BaTeNeN, B Clyyae pacciefoBaHns uHUMHAeHToB Mb

* Mol MOXeM noslyyatb 0 No/b3oBatese Apyrylo uHpopmaumio (User-agent, device name and so on).



[ocTresoit poctyn nonb3osartenei K Wi-Fi cetu

Kak npoBepuTb pe3ynbTaTthbl paboTbl:

* B ISE nepeittn B pazgen Operations > RADIUS > Live Logs

« B ISE nepeitu B pazaen Work Centers > Guest Access > Reports
M BbIOpATb «OTYET

[anblie MOXHO dHAJ/IU3UPOBATb KOPPEKTHOCTb U MOIHOTY HACTPOEHHbIX NOJIUTUK.



Aamunuctpuposanue ycrpoucts (TACACS+)

Ob6ecneynBaeT aBTOMaTU3aLIMI0, YNIPaBAEHNEe AOCTYNOM W 10TMPOBAHME

Network
Admin
@
Helpdesk
®
Security
Users Admin
Roles

[py NOAKNIOYEHNM 3AMUHUCTPATOPA, CETEBOE YCTPOUCTBO OTNPABAAET «3aMPOC HA NOAK/IOYEHNEN

et
Helpdesk | Admin Routers Switches
" Security
Admin Firewall
Active Directory Device Type
Group
Criteria

Germany  Asla
Pacific

South Africa

Location

Full
Privileges
(CL1)

Read Only
Privileges

Full
Privileges
ui/cu

Privileges and
Permissions

ISE npoBOANT CBEPKY Y4YETHBIX AAHHBIX M NPEA0CTaBASET AOCTYN C YCTAHOBNEHHBIM YPOBHEM NMPUBUNETUI

Full
Access

Show
Cmds
Only

Full
Access



Authentication Once + Authorization Many

A |

Authentication

Shell
Authorization

Command
Authorization

_ RESPONSE (authorization) — PASS_ADD
Command is ""REQUEST (accounting) - CONTINUE/ RESPONSE
1

Authorized y - SUCCESS

TACACS+ <N
=) 0 2
SSH to Network Device > + START (authentication) — User trying_] to connect >
k REPLY (authentication) — request username .E
* CONTINUE (authentication) — username >
:4 REPLY (authentication) — request password .E
Authentication : CONTINUE (authentication) — password >
1
s Complete REPLY (authentication) — Pass i
REQUEST (authorization) — service = shell :
; >
EXECis \ RESPONSE (authorization) — PASS_ADD '
Authorized - = o
. REQUEST (accounting) — START / RESPONSE "
I - SUCCESS '
¢ >
""""""" 'Pl'. REQUEST (authorization) — service = command b:
1
&

hJ



Aamunuctpuposanue ycrpoucts (TACACS+)

Kak npoBepuTb pe3ynbTaTthbl paboTbl:

» B ISE nepeiitn B pazaen Operations > TACACS > Live Logs

B ISE nepeittv B pazgen Work Centers > Device Administration > Reports
M BbIOpATb «OTYET

[anblie MOXHO dHAJ/IU3UPOBATb KOPPEKTHOCTb U MOIHOTY HACTPOEHHbIX NOJIUTUK.



Nuunbie ycTpoitcTea B kKopnopatusHoid cpeae (BYOD )

Use of personal devices can increase productivity.
Percentage of hand-held devices is growing.

Percent of employees currently using their own devices

40% 36% 26%
Smartphone Laptop Tablet




JlnuHbie ycTpoiicTBa B KopnopaTtusHoit cpepe (BYOD )

ANrOPUTM MOAKIYEHS NEPCOHANBHOO YCTPOACTBa s Guest Pora

Usemame: ||
Password:

User connects to Open SSID

Cont heve an sccount?
samward

- =P | Asset
Redirected to WebAuth portal : crsonainsse |

BYOD-Secure / BYOD-Open

User enters employee or guest credentials
Guest signs AUP and getsGuest access

Employee redirected to BYOD provisioning portal
Employee registers device

— Certificate Provisioning

— Downloads supplicant configuration

Employee reconnects to the Secure SSID using EAP-TLS ; ISE ID Store

BCTpoeHHbIi LieHTp cepTudmKaumm
[opTan ong ynpasnenus ceoumu ycrponcteamu BYOD



Mpodunuposanue ycrpoucrs (Profiling)

What ISE Profiling is:
Dynamic classification of every device that connects to network using the infrastructure.
Provides the context of “What” is connected independent of user identity for use in accesspolicy decisions

PCs Non -PCs

Phone Printer AP

C R
ja Top o> kA =
3
P

(=~ 4 ‘%(IE

3

*  What Profiling is NOT:
An authentication mechanism.
An exact science for device classification.




Profiling -> Live Logs

~ Operations

~RADIUS = Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot  » Adaptive Network Control  Reports

LiveLogs  Live Sessions
—_

N

Misconfigured Supplicants @ Misconfigured Network Devices @ RADIUS Drops @ Client Stopped Responding @ Repeat Counte

1 1 1 0 1604

Refresh  Every 30 seconds v:g'ow Latest 501

< Refresh © ResetRepeat Counts 2 BportTow
Time Status Repeat Details Identity Endpoint ID Endpoint Profile IP Address Authentication .. Network Device Port Authorization Policy
X 7 fentit ndpoint Endpoint Profile Addre v Authentication F Network De evice Port Authorization Poli
Jan 11,2021 11:04:01.735 AM . 0 a awatson CC:.C7:60A4.D8EB Apple-iPad 101.117 Default »» Dot1X wireless Default >» Employee
Jan 11,2021 11:04:01.735 AM a awatson CC:.CT:60:A4.D8ES Apple-iPad 101117 Default »> Dot1X rcd-5520-1 wireless Default »> Employee
Jan 11,2021 11:04:01.692 AM . 0 a cdavenpo AB:20:66:F7:FO:F9 Apple-MacBook 10.1.836 Default »> Dot1X GigabitEthemet0/6 Default »> Employee
Jan 11,2021 11:04:.01.692 AM a cdavenpo AB:20.66:F7.FOFS Apple-MacBook 10.1.836 Default »> Dot1X $jc-9300-2 GigabitEthernet0/6 Default »» Employee
Jan 11,2021 11:04:01.687 AM . 0 o cwebster A4:BB.05:3A2F 51 Apple-iPhone 10.1.104 Default »> Dot1X wireless Default >» Employee
Jan 11, 2021 11:04:01.687 AM o cwebster A4:BB:05:3A2F 51 Apple-iPhone 101,104 Default »> Dot1X bgl-5520-1 wireless Default »» Employee
Jan 11,2021 11:04:01.684 AM (/] 3 e rhendrix 64:00:6A00:93:FD m 10.1.151 Default > VPN VPN Default > VPN
Jan 11, 2021 11:04:01.680 AM . 0 o USERNAME A8:20:66:83.F8AD Apple-MacBook h 10.1.107 Default >> Dot1X wireless Default >> Default
Jan 11,2021 11:04:01.680 AM a USERNAME A8:20:66:83:F8AD Apple-MacBook 101.107 Default »» Dot1X chi-5520-1 wireless Default »» Default
Jan 11,2021 11:04:01 643 AM . 0 a D8EB:97:8 D8:EB:97:88:28:05 Trendnet-Camera 101.78 Default »> MAB GigabitEthemet0/8 Default »» Cameras
Jan 11,2021 11:04:01.643 AM o D8.EB:97:8 D8:EB:97:88:28:05 Trendnet-Camera 101.78 Default »> MAB ast-3560x-1 GigabitEthernet0/8 Default = Cameras
Jan 11,2021 11:04:01.633 AM [ ] 0 a 00:11:8B:18 00:11:BB:18:A6:52 Cisco-IP-Phone 10.1.2318 Default »> MAB GigabitEthemet0/18 Default >> Profiled Non
Jan 11,2021 11:04:01 633 AM a 00:11:88:18 00:11:BB:18:A6:52 Cisco-IP-Phone 101.2318 Default »> MAB ¢hi-3650-1 GigabitEthemet0/18 Default »> Profiled Non
Jan 11,2021 11:04:01.624 AM . 1 a 00:00:AAAB 00:00:AA'AB:DB:07 Xerox-Printer 10.1.14.10 Default »> MAB GigabitEthemet0/10 Default »» Printers
Jan 11,2021 11:04:01.624 AM a 00:00:AAAB 00:00:AAAB.DB:07 Xerox-Printer 10.1.14.10 Default »> MAB bgl-3750x-1 GigabitEthernet0/10 Default >> Printers
Jan 11,2021 11:03:02.161 AM . 0 a shooker CC:C7:60:06:FOF9 Apple-iPad 101.116 Default »>» Dot1X wireless Default >> Employee




Profiling Technology
How Do We Classify a Device?

* Profiling uses signatures (similar to IPS) dhcp-client-identiier —_—__m

NetworkDeviceName atw-wic 1 ::cmease-ume | ?:;00
Cp-max-message-size
OU-I i e dnhcp-message-type DHCPACK
Wl"jﬁ% L M—.‘-"Z" ‘irgp-parameter-request-list 1,3,6, 15, 119, 252
P e and APt o pehad gth o
User-Agent Mozilla/5.0 (iPad; U; CPU OS 4_3_2 like Mac OS X; en-us) AppleWebKit/533.17.¢
* Probes are used to collect endpoint T —
data ndpoint List :C7:5D:D4:95:

* Policy Assignment |Apple-iPad
RADIUS | |SNMPTrap | | DHCPSPAN | Static Assignment (]

* Identity Group Assignment | Apple-iPad B !

DNS NMAP . Sigic Group Assignment ] 1

P o et S N

HTTP | | SNMP Query | * MAC Address  B8:C7:5D:D4:95:32 ;
o 3




Simplify Profiling with Device Sensor

RADIUS

accounting + MAC OUI
» CDP/LLDP
* DHCP

- HTTP (WLC only)

+ RADIUS

Description | The RADIUS probe collects
RADIUS session atlributes as
well as CDP, LLDP, DHCP, HTTP

* mDNS
« H823;
» MSI-Proxy (4k only)

gg From
15.0(2)SE

device-sensor accounting
device-sensor notify all-changes

_______________________________________________________________________________

From
AireQS 7.2

ngéaegggor Ml pofile Conditons =B PROFILED

Radius Client Profiling

DHCP Profiling &~
HTTP Profiling =

Example: If DHCP Class ID It's a Lexmark
MAC OUI + Lexmark Contains E260dn E260n Printer
T T — O

WLANSs > (SSID) > Advanced




HTTP Profiling Without Probes

PSN

®:

User : HTTP accss attempt

NAD
authenticates _ "
ﬁ'r'fwi’;?“ * ORL Redirect Device browser data
HTTP accss to portal 3 gJathered /learned

Device profiled

Access based on ID

group / policy
assignment

«  Direct Profiling using Client Provisioning

«  (lient Provisioning captures user agent and MAC address from SessionlID for profiling purposes



Profile Attributes Obtained Without Probes

Attribute List
EndPointPolicy
EndPointProfilerServer
EndPointSource
IdentityGroup
MACAddress
MatchedPolicy

our

PolicyVersion
StaticAssignment
StaticGroupAssignment
TmeToProfie

Total Certainty Factor
User-Agent

Delete

* MAC Address 7C:6D:62:E3:D5:05

* Policy Assignment | Apple-iPad r|
Static Assignment _‘4( Apple-iPad profiled with O probes enabled! )
* Identity Group Assignment | Appha-iFad r|

Static Group Assignment [

Apple-IFad

::-psn-l EndPointSource (Source of last attributes received) = CP (Client Provisioning) ]
Apple-Pad

7C:60:62:E3:D5:05 MAC Address retrieved from Calling-Station-I1D

Apple-Pad via SessionlD Lookup

E—— MNo IP Address listed for Endpoint

22'3 e Profiling achieved without MAC-IP Binding

false

false

26 [ User-Agent retrieved from CP and passed to Profiling process ]
30 N

Mozila/5.0 (iPad; CPU 05 5_0_1 ke Mac 05 X) AppleWebKit/534.46 (KHTML, lke Gacko) Version/5.1 Mobile/9A405 Safarl7534.48.3




Profiling Policy Overview

Profile Policies Use a Combination of Conditions to Identify Devices

v |o_4§‘ Apple-Device ,

lﬁ.; Apple-iDevice
l_A Apple-Pad |
¢4 Apple-Phone
l_‘ Apple-iPod

lﬁzj Apple-Machdk':*:ﬁ. e

» |, Avaya-Device
E-; BlackBerry
» b Brother-Device
> ]_‘A Canon-Device
]o_ﬁ CareFusion-Alaris-Pump
; I_“‘ Cisco-Device
» |4, Dlink-Device

a ol o

Is the MACAddress
fromApple u

W

DHCP:host-name
CONTAINS iPad m

IP:User-Agent
CONTAINS iPad

Profile Library

" | am fairlycertain | " Assign thisMAC
this device is an ‘ o _ - Address to the
iPad @ ‘iPad” Policy

4



Profiling Flow Example

DHCP host-name Gurleen’s iPad

Apple-iPad-Rule1Check1 IP:User-Agent CONTAINS iPad
Apple-iPad-Rule2Check2 DHCP:host-name CONTAINS iPad

Profiler Policy—Apple-iPad

IF Apple-iPadRule1Check1 Certainty Factor Increase: 20
IF Apple-iPadRule2Check2 Certainty Factor Increase: 20

Policy Result
Minimum Certainty Factor: 20 Policy Result: Certainty Factor =20 Classify Endpoint as Apple iPad



lpoBepka cocroaHua ycrpoucts (Posture)

Posture Assessment

Measure and check against

Security configuration of the device .
Company requirements

Option 1 §

Device Manager

Access Policy

—

AnyConnect + ISE Posture



Posture: What is a Trusted Device?

1. Device Registration

2. Anti-Malware

3. Minimum OS

4, Software Patching

5. Password/Screen-lock Enforcement
6.  Hardware/Software Inventory

7. Rooted Device Detection (Mobile Only)




Posture Guidelines

- Secure Enablement: Don’t stop users working
- Minimise the Impact: Avoid disrupting workflows
- Remediation: Automate and/or simplify

- Expect Complexity: There’s always something hidden!




ISE Posture Assessment

AuthC User
AuthC
Endpoint

Posture =
Unknown/
Non-compliant

Quarantine

dVLAN
dACLs

SGT

OS
Hotfix

AV /AS

Personal
FW

More....

PostureAssess
Remediate

WSUS
LaunchApp
Scripts

Etc...

Posture =
Compliant

Access

« dACL
« dVLAN
« SGT

* Etc...




ISE Posture Assessment Checks

Microsoft Updates
—  Service Packs
— Hotfixes
—  0S/Browser versions

Antivirus
— Installation/Signatures

Antispyware
— Installation/Signatures

File data
Services
Applications/Processes

Registry keys

Windows

S -
@le . « Local Disk (C:) » Windows » System32 » < Files }&':r:-“ Sy

Organize v Include in library v Share with v New folder B= v [
» S Favorites N_ame Date modified T\{';.:e Size
% Services (Loca & inti
=5 L[ D Name Description Status Startup Type Log On As
L ActiveX Installer (... Provides Us... Manual Local System
4 Z'?FCG .. Adaptive Brightness Monitors a... Manual Local Service
«& |
- "% Windows Task Manager EE: zy“,em
T : : il Service
File Options View Help I System
wvms | Performance | Networking | Users | | Service
il System
e e Il System
Image Name User Name CPU Memory (... Description | Servi
Il Service
i ClamTray.exe employ... 00 14,376 K ClamWin Antivirus |l System
csrss.exe 00 5,160 K P
dwm.exe | ¥ !
explorer.exe File Edit View Favorites Help J
jusched.exe = [
w— 418 Computer Name 1| Type Data
taskhost.exe o :ig—gb‘;iﬁfﬁ;& | ab)(Default) REG_SZ  (value not set)
taskmgr.exe 5. |, HKEY_LOCAL_MACHINE
v .}, HKEY_USERS
VMwareliser | HKEY_CURRENT_CONFIG
vpnui.exe

MacOS




Posture & Compliance

Agentless

AnyConnect -'-

EMM/MDM j_ j_

— =
]

Authorization Policy

nis No

THEN Compliant

AbsoluteSoftware

SOPHOS
A GLOBO’

€

IBM Security

[ [ |

i
Microsoft
SOTI
tangoe

e

casco  Meraki

chmyx

XenMobile

jamf

"“ Mobilelron
ijmantec.

airwatch

vmware

MDM Attributes
ActivityType
AdminAction
AdminActionUUID
AnyConnectVersion
DaysSincelastCheckin
DetailedInfo
DevicelD
DeviceName
DeviceType

DiskEncryption
EndPointMatchedProfile

FailureReason
IdentityGrou

IMEI

IpAddress

JailBroken
LastCheckIinTimeStamp
MacAddress
Manufacturer
MDMCompliantStatus
MDMFailureReason
MDMServerName
MEID

Model
OperatingSystem
PhoneNumber
PinLock
PolicyMatched

RegisterStatus
SerialNumber

ServerTvpe
Sessionld
uDID
UserName
UserNotified




lpoBsepka coctoaHua ycrpoucts (Posture)

Kak nposeputb pe3ynbTathl paboThb:

* B ISE nepeittn B pasgen Operations > RADIUS > Live Logs

B ISE nepeittu B paznen Operations > Reports. Boibpats otuet Endpoints
and Users > Posture Assessment by Condition

B ISE nepeittu B paznen Operations > Reports. Boibpats otuet Endpoints
and Users > Posture Assessment by Endpoint

* [lepeiitn B MeHto Context Visibility > Endpoints > Compliance

[anblie MOXHO dHAJ/IN3UPOBATb KOPPEKTHOCTb N NMONHOTY HACTPOEHHbIX MOJIUTUK.



Nwuensuposanue Cisco ISE (no Bepcuu 2.7.0) #3

= |icenses are uploaded to the Primary Administration node and propagated to the other Cisco ISE nodes in the cluster
= Base license is fundamental for use of Plus / Apex services
= License count based on concurrent endpoint sessions @

» Third Party Mobile Device Management (MDM)

Subscription (1, 3, or 5 years) = i
I
= Cisco ISE requires a Device
= BYOD with built-in Certificate Authority Services Administration license to use
Subscription (1’ 3’ or5s years) " PrOfIIIng and FEEd SeWiC-ES the TACACS+ service on tOp
PLUS * Endpoint Protection Service (EPS) of an existing Base or
= Cisco pxGrid Mobility license.

= Basic network access: AAA, IEEE-802.1X
= Guest management

Perpetual . Easy Connect (Passive ID)
= TrustSec (SGT, SGACL, ACI Integration)
= |SE Application Programming Interfaces

BASE

Temp (90 days) . . . .
EVALUATION Full Cisco ISE functionality for 100 endpoints.



Jluuensuposanue Ha ocHoBaHuM noanucok (c sepcuu 3.0.0)

RTC (ANC) DCS Enforcement Cloud

Posture Enforcement Posture Visibility « User-Defined
MDM Enforcement MDM Visibility Network
TC-NAC TC-NAC Visibility

Enforcement

Advantage (Context)

Context Sharing (pxGrid » Profiling Visibility
Out/In) - DCS Visibility
Profiling Enforcement * Location Visibility
Group-Based Policy (TrustSec)

Location Enforcement

BYOD (+CA, +MDP)

Essentials (User Visibility and Enforcement)

Enforcement

- AAA and 802.1X

» Guest (Hotspot, Self-Reg, Sponsored)
« Easy Connect (PassivelD)




Apxurexrypa Cisco ISE

Distributed ISE

Standalone ISE

Policy Administration Node (PAN)
+ Single plane of glass for ISE admin
» Replication hub for all config changes

Monitoring & Troubleshooting Node (MnT)
« Reporting and logging node
« Syslog collector from ISE Nodes

Policy Services Node (PSN)
« Makes policy decisions
* RADIUS / TACACS+ Servers

pxGrid Controller
« Facilitates sharing of context

9
&
@
@

| Single Node (Virtual/Appliance) Multiple Nodes (Virtual/Appliance) |

| Up to 50,000 concurrent endpoints _

Up to 2,000,000 concurrent endpoints |




Passopauusanue Cisco ISE (2.6+)

<= 50 PSNs

Same for physical and virtual deployments LSS EAEA LA RS EALATALS)
29999909V

Compatible with load balancers

9999999999

D999999999
DP0PP90VO99

o 2

X 4

D99

)L 4 4 4 »
= i = #H A= #t # #

Lab and Evaluation Small HA Deployment Medium Multi-node Deployment Large Deployment
2 X (PAN+*MNT+PSN) 2 X (PAN*MNT), <= 5PSN 2 PAN, 2 MINT, <=50 PSN

Up to 50,000 Endpoints Up to 2,000,000 Endpoints

3600



In a simple 2 node ISE deployment, ISE node can have a Primary and Secondary HA pair

in an active/standby mode for Administration functions and active/active pair for

Monitoring functions. Policy Service is the work horse of ISE providing network access,

device administration, guest access, profiling services etc. This type of deployment

serves typically a single location.

Admin (P)
MnT (P)
PSN

Admin (S)
MnT (S)
PSN

I

AD/LDAP
(External 1D/
Campus A Attribute Store)

:
WLC ‘ .
6 802 1X
Branch B
» -
"



Mpumep nocTpoeHua pacnpeseneHHOU apXUTEKTYpbl

- Centralize in DCs...or Distribute PSNs across Geographies

)

» Greater than 5 PSN's
» Separate PAN and MNTs
» 50 PSN max per deployment

» 300ms delay between PAN and
other ISE nodes

* Co-locate PSNs with AD



NoanepxuBaembie nnatdopMbl

Cisco ISE ‘ Cisco ISE ‘ |C|sco ISE ‘ Cisco ISE . Cisco ISE .

Clsco SNS vmware a8 Hyper-v vmware CLOUD
[ Any Server ] [ Any Server ] [ Any Server ] [ AWS | Azure ]
Standalone
Appliances Sessions PSN Sessions Processor Cores Memory Disk RAID Network Interfaces




DNS: tcp-udp/53

B3aumopeicraue MeXpy Hopamm |

HTTPS

File Copy: FTP, SCP, SFTP, TFTP

““l pxGrid (Bulk Download): tcp/8910 | = S ———— 7
LY Y
E | pxGrid: tcp/5222 | kX Y Syslog: udp/20514, tcp/1468
pxGrid — s PXG 1 R Secure Syslog: tcp/6514 || NADs
Subscriber/Pu g ﬂ : '___,-J‘.-_—_:___;: = NetFlow for TS: udp/9993
blisher @ € ------ '| pxGrid: tep/5222 |l g P
7 HE PSP N SRS MNT RADIUS Auth: udp/1645,1812
Email /SMS A T e e A RADIUS Acct: udp/1646,1813
Gateways SMTP:t [ o PPt \ Logei ! RADIUS CoA: udp/1700,3739
le-qepras |77 - P H OEEINE RADSEC DTLS: udp/2083 e
_Lf"‘ HTTPS; tcp/d43 E HTTPS: tcp/443 RADIUS/IPsec: udp{SDq Jtﬁ.
=" Syslog: udp/20514, tcp/1462 11 |syslog: udp/20514, tcp/1468 TACACS+: tep/43 (configurable) t
- ' L [ She sy  top:
7 1 Secure Syslog: tcp/6514 1 Secure Syslog: tcp/6514 WebAuth: tcp:443,8443 )
) . yslog =
v id- Oracle DB (Secure JDBC): tcp/1528 H CoA (REST API): udp/1700 SNMP: udp/161
B,
PxGrid: tep/5222 i SNMP Trap: udp/162
SMITP: tep/25 |Groups: tep/12001 JGroups: tcp/12001 (MnT to PAN) P ; NethfEap ﬁpg%
. amai ! : (—
[eip?N'nir;;”} (N ; . pHcp:udp/67, udp/es /' MDM
’ piry Y . R TR PSN L~ DHCPv6: udp/547 ;/ Partner
! HTTPS: tcp/443 TN Pt SPAN:tcp/80,2080
/ - \ MDM API: tep/XXX
r.rf R JGroups: tcp/12001 (PSN to PAN) D> £ SXP: tcp/64999 {vendorspecli:f{lrc}
i Yslog: uap bUs CoA (Admin/Guest Limit): udp/1700 - —m—mmel OCSP: tcp/2560 |
! Secure Syslog: tcp/6514 Rty TN CA SCEP: tcp/9090 e
! SNMP Traps: udp/162 ’f // PPty . ) ’,,-" ,x’_"'
I = i ~. e - - |
\ P A S - W . ’ T \‘. \‘.:..._ m—
T Pl / ,l' Query Attributes ~==-- TC-NAC: tcp/443 Threat/VA
------------- ! Server
" i LDAP: tcp-udp/388, tcp/3268
s GUI: tep/80,443 Guest: tcp/8443 SMB:tcp/a4s L
7 SSH: tep/22 Discovery: tcp/8443, tcp/8505 KDC:tcp-udp/88; KPASS: tcp/464 Inter-Node Communications
! Posture Updates/Smart B . Agent Install: tcp/2443 -ICp-udp/os; - 1cp,
H Licensing: tep/443 Sponsor (PSN): tep/8443 Posture Agent: tcp/2905; udp/8905 SICEP:.tcp,-’BO, tcp/443; EST: tcp/8084 Admin(P) - Admin(S): tcp/443,
1 Profiler Feed: tcp/8443 SNMP: udp/161 PRA/KA: tcp/8905 OCSP: tep/80; tcp/12001()Groups)
7 REST API (MnT): tcp/443 T d- 53; DHCP:udp/67 CRL: tcp/80, tcp/443, tcp/389 . }
¢ ERS API: tcp/9060 Wi gliepﬁt Finthn t.(l:Jp{I?LQS tep/ads ODBC (configurable): Y Monitor(P) - Moniter(S): tcp/443,
Cloud Services Kexberas [SPAN]; ;CP!SS ' Microsoft SQL: tcp/1433 _&;i:.,.‘ udp/20514 (Syslog)
Cisco.com/Perfigo.com Admin-»Sponsor: SCEP Proxy: tcp, I,éo tep/a43 Sybase: tcp/2638 . Policy - Policy:
Profiler Feed Service tcp/9002 EST: top/2084 PortgreSQL: tep/5432 PIP Node Groups/JGroups: tcp/7800
MDM & App Stores Wireless Setup Oracle: tcp/1512 Proxy CoA: udp/1700
Push Notification Wizard: tcp/9103 Admin / = TS-Agent: tcp/9034 PSN-SXPSN: tcp/443
Smart Licesing Sponsor {___ o AD Agent: tcp/9055
i 1dP: tep/XXX CUAIE T pxGrid - pxGrid: tcp/5222
— {endor specific) Syslog: udp/40514, tcp/11468

IdP 550 Server Endpoint



Moarotoska Kk BHeapenuto 802.1X

I've done my
homework in Proof
of Concept Lab and

it looks good. I'm
turning on 802.1X
tomorrow...

Enabled 802.1X

| can’t connect to my
network. It says
Authentication failed

but | don’t know how
to fix. My presentation
is in 2 hours...



MogazHoe BHeapenue 802.1X

* Access-Prevention Technology
— A Monitor Mode is necessary

— Must have ways to implement and see who will succeed and who will fail

« Determine why, and then remediate before taking 802.1X into astronger enforcement mode.

« Solution = Phased Approach to Deployment:
« Monitor Mode
* Low-Impact Mode
_or-

* Closed Mode



(aza N21: Monitor Mode

Traffic always allowed irrespective of authentication status

MONITOR MODE : GOALS

» No impact to existing network access
» See- What is on the network

- Who has a supplicant

- Who has good credentials

- Who has bad credentials
» Deterrence through accountability



(Maza N21: Monitor Mode

interface GigabitEthernetl1/0/1

switchport access vlan 100

switchport mode access

switchport voice vlan 10

authentication host-mode multi-auth Monitor

authentication open Mode

zzghentlcatlon port-control auto | Basic

dotlx pae authenticator J 1XIMAB
Traffic always allowed irrespective of authentication status authentication violation restrict

= No impact to existing network access * Enable 802.1X and MAB

= See- What is on the network " Enable Open Access
- Who has a supplicant All traffic in addition to EAP is allowed Like

. not having 802.1X enabled except
- Who has good credentials authentications still occur

- Who has bad credentials = Enable Multi-Auth host mode
» Deterrence through accountability » No Authorization




(Ma3za N22: Low Impact Mode

Pre-Auth and Post-Auth Access controlled by IP ACLs

LOW-IMPACT MODE : GOALS

= Begin to control/differentiate network access
=  Minimize Impact to Existing Network Access
= Retain Visibility of Monitor Mode

= “Low Impact” == no need to re-architect your
network

= Keep existing VLAN design
= Minimize changes



(a3za N22: Low Impact Mode

interface GigabitEthernetl1/0/1

smrc"PORr’/V switchport access vlan 100
,/)' switchport mode access
"ﬁﬁ’r”’ switchport voice vlan 10
}%’4’/// authentication host-mode multi-auth Low-
ip access-group PRE-AUTH in Impact
authentication open Mode
authentication port-control auto From
mab . Monitor
Pre-Auth and Post-Auth Access controlled by IP ACLs dotlx pae authenticator 7 Mode

authentication violation restrict
a . " LOW-IMPACT MODE : CONFIGURATION
2 Beuin oleonticldiiere iiate natwarkiaceass | LOW-IMPACTMODE:CONFIGURATION |

=  Minimize Impact to Existing Network Access = Start from Monitor Mode

» Retain Visibility of Monitor Mode = AddACLs, dACLs and flex-auth

- :]Le(:vv\‘,'olmpad” == no need to re-architect your = Limit number of devices connecting to port

» Keep existing VLAN design * Authorize phones with dACLs and Voice VSA

= Minimize changes




(aza N23: Closed Mode

interface GigabitEthernetl1l/0/1

switchport access vlan 100

switchport mode access

switchport voice vlan 10

no authentication open

authentication event fail authorize vlan 101
authentication event no-resp authorize vlan 101

authentication event server dead action \
authorize vlan 101

No access prior authentication, Specific access on Auth-success authentication port-control auto
mab

CLOSED MODE : GOALS dotlx pae authenticator

dotlx timer tx-period 10
= As per IEEE specification for 802.1X

= No access before authentication

= Rapid access for non-802.1X-capable
corporate assets

= Logical isolation of traffic at the access = Timers or authentication order change
edge (VLAN segmentation) * |mplement identity-based VLAN assignment

= Return to default “closed” access
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-':""-;'s" dentity Services Engine

~ Context Visibility

S
Endpoints =~ Users  Network Devices  App | Network Access |

Authentication BYOD C

COMPROMISED ENDPOINT:

Allendpoints Conneceed Disconnece

Unknown Insignificant Distracting Panfy

IMPACT LEVE(
Cc G ANC « Change Aul
O MAC Address Username

X

Overview
Identities

Id Groups

Ext1d Sources
Network Resources
Policy Elements
Policy Sets
Troubleshoot
Reports
Settings
Dictionaries

Guest Access
Overview
Identities
Identity Groups
Ext|d Sources
Administration
Network Devices
Portals & Components
Manage Accounts
Policy Elements
Policy Sets
Reports
Custom Portal Files
Seftings

» Policy » Administration

TrustSec
Overview
Components
TrustSec Policy
Policy Sets
SXP
Troubleshoot
Reports
Settings

BYOD
Overview
Identities
Identity Groups
Network Devices
Extid Sources
Client Provisioning
Portals & Components
Policy Elements
Policy Sets
Reports
Custom Portal Files
Seftings

» Work CMers

Profiler

Overview

ExtId Sources
Network Devices
Endpoint Classification
Node Config
Feeds

Manual Scans
Policy Elements
Profiling Policies
Policy Sets
Troubleshoot
Reports
Settings
Dictionaries

Posture

Overview

Network Devices
Client Provisioning
Policy Elements
Posture Policy
Policy Sets
Troubleshoot
Reports

Settings

Threat Seventy

Device Administration
Overview
Identities
User Identity Groups
ExtId Sources
Network Resources
Policy Elements
Device Admin Policy Sets
Reports
Seftings

PassivelD
Overview
Providers
Subscribers
Certificates
Troubleshoot
Reports
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ltat] entit Engine H » » Policy » Administration ~Work Centers

v Network Access  » GuestAccess » TrustSec  » BYOD  » Profiler  » Posture  » Device Administration  » PassivelD

v Overview  » |dentities  |d Groups  Extld Sources » Network Resources » Policy Elements  Policy Sets » Troubleshoot Reports » Seftings  Dictionaries

Introduction Network Access Overview

RADIUS Livelog [N
Prepare Define Go Live & Monitor
Identity Stores Policy Real-time Monitoring
onfigure all the external identity stores you Setthe authentication policy to selectthe 1ew Livelog to monitor network events
e e stores that contain all network
elements, such as authenticated users and Auditing
evice administrators Examine reports to check access and
authorization is as intended
Policy Elements Define the authorization policy to select
Define policy elements to be use rinthe authorization polices for users and network Troubleshooting
authentication and authorization polices jevices, according to the relevant conditions Troubleshoot issues using the diagnostic
for ample Network Device Groups and 1001s
Configure network devices dentity af
Add all the network devices that will be =
controlled by ISE 1= ar \;gv':.‘:p‘j' Setﬁngs
type and locatior twork access se

heck default netwo

provisioning, protocol seftings and proxy

configuration to make sure they are acc



Planning & Pre-Deployment Checklists #4

« Planning_Checklists

o Business Objectives

« Organizational

e Security Policy Creation and Maintenance

e Scale

« Public Key Infrastructure (PKIl)

Directory Services

o Deployment Checkli
Network Access Devices (NADs) Deployment Checklists

+ Network Services

Managed Endpoints

« Digital Certificates

» Assets

« Cisco Identity Services Engine (ISE) » Network Devices

- Guest Services » Security_Policy,

« Monitoring, Reporting,_and Troubleshooting « Enforcement States
« Communications » Endpoints

» Support Desk » Test Scenarios

community.cisco.com/ts/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635



https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418
https://community.cisco.com/t5/security-documents/ise-planning-amp-pre-deployment-checklists/ta-p/3622635

ISE High Level Design (HLD)

An ISE High Level Design (HLD) is recommended to assist you with the design and planning of your ISE deployment.
Having a clearly written security policy - whether aspirational or active - is the first step in assessing, planning and
deploying network access security. Without this, it is hard to break down the deployment into phases by location or

capabilities. When seeking outside help, the

HLD provides a huge time savings for Us
education other teams, partners, Cisco Sales

representative, Technical Assistance Center :
(TAC) representative or even the ISE product - 6 Q
and engineering teams. Clearly state the ™
. ) opege = Cisco ISE
desired solution capabilities, hardware and % @
software environment and integrations can r%
quickly allow people to understand what
. . Users Switches Standalone ISE AD/LDAP - Stealthwatch
yOU want and hOW to Conflgure it or Devices WLCs / Aps Multi-node ISE MDM - Firepower
Things VPN gateways VM/Appliance SAML/MFA Partners

troubleshoot it. '

Enterprise Security


https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418
https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418

ISE Performance & Scale

« ISE Architecture Terminology
« ISE Deployment Scale and Limits

« Maximum Network Latency Between Nodes

« ISE Hardware Platforms ‘ ‘ . ' I

VMs must have the equivalent of the hardware platforms or better.

VM resources must be dedicated to ISE and not shared with other VMs.
Size:  Small Medium Large

IAppIiance |SNS-3615 |SNS-3655 |SNS-3695 |

Processor 1 - Intel 1 - Intel 1 - Intel
Xeon Xeon Xeon
2.10GHz 2.10GHz  2.10 GHz
4110 4116 4116

community.cisco.com/ts5/security-documents/ise-performance-amp-scale/ta-p/3642148



https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418
https://community.cisco.com/t5/security-documents/ise-performance-amp-scale/ta-p/3642148

How to troubleshoot ISE

Understand Decide what to Analyze the .
Dzl i how it should collect and data to build TR
theory
the theory

problem work collect the data

Troubleshooting Methodology

www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2020/pdf/ BRKSEC-3229.pdf



https://community.cisco.com/t5/security-documents/ise-high-level-design-hld/ta-p/3657418
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2020/pdf/BRKSEC-3229.pdf

Why We Buy ISE

. .. . TACACS+ Migrating from Cisco Secure ACS or building a new Device Administration Paolicy Server, this allows
Device Administration

for secure, identity-based access to the network devices

5 A Allow wired, wireless, or VPN access to network resources based upon the identity of the
ecure Access user and/or endpoint. Use RADIUS with 8021, MAR, tasy Connect, or Passive 1D
Differentiate between Corporate and Guest users and devices. Choose from Hotspot, Self-Registered Guest,

Guest Access and Sponsored Guest access options

A t Visibilit Use the probes in ISE and Cisco network devices to classify endpoints and authorize them
Ssel visibiiity appropriately with Device Profiling. Automate access for many different loT devices
Use agentless posture, AnyConnect, MDWM, or EMIVI to check endpoints to verify

Compllance & Posture compliance with policies (Patches, AV, AM, USB, etc.) before allowing network access

O'Q:i'l EI..-'.

oxGrid is an ecosystem that allows any application or vendor to integrate with ISE for endpoint identity and
context to increase Network Visibility and facilitate automated Enforcement.

Context Exchange

S e Group-based Policy allows for segmentation of the network through the use of Scalable Group Tags (SGT)
egmentation and Scalable Group ACLs (SGACL) instead of VLAN/ACL segmentation.

. ISE integrates with DNA Center to automate the network fabric and enforces the policies throughout the
Cisco SDA/DNAC entire network infrastructure using Software-Defined Access (SDA)

Allow employees to use their own devices to access network resources by registering their device and
downloading certificates for authentication through a simple onboarding process

BYOD

Using a Threat Analysis tool, such as Cisco Cognitive Threat Analytics, to grade an endpoints threat score

Threat Containment and allow network access based upon the results

o §
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