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OO6HapyxeHue 1 npeaoTBpaLleHne yrpos c
NOMOLLLIO NOBEeAEeHYeCKOro aHanm3a u MallMHHOIo
oby4eHust - UEBA, FortiAl, Deception
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JBonouunsa obHapyxeHus BIN1O

CurHatypHoe
"f’h oOHapyxeHue

» 3agepkka B 0OHapyXeHnn

* BbICOKME BbIUUCTINTENbHbIE
3aTpartbl

 CTaTmnyecknn aHanms
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JBonouunsa obHapyxeHus BIN1O

n :4 ATP

«BMNO SBOJ'IPOLI,VIOHVIbyeT

* [losiBNneHue
aBTOMaTU3NPOBAHHOIO
aHanunsa Bl10O

* Bpemsi obHapyXeHnsa - MUHYTbI

F-RTINET

CurHaTtypHoe
[NokorneHwue, 06H apy)KeH ne

» 3agepxka B 0OHapyKeHuu
* BbICcOoKkMe BblMUCNUTENBbHbIE 3aTpaThl
e Cratuyeckun aHanums
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JBonouunsa obHapyxeHus BIN1O

UcKycCTBEHHbLIN
I1<3Me UHTEeJ1J1eKT

e

* MalLLvHHOe 0byyeHmne

* BUupTyarnbHblii aHanuTuK
BbesonacHocTu

* Bpema obHapyxeHns — meHee
CEKyHAbl

F-RTINET

2 ) AP

» BlO 3aBontoumoHupyeT

* [losiBNEHME aBTOMaTU3NPOBAHHOIO
aHanusa BlNoO

* Bpemsi 06Hapy>XeHUSA - MUHYTbI

CurHaTtypHoe
obHapyxeHue

» 3agepxka B 0OHapyKeHuu
* BbICcOKMe BblMUCNUTENBbHbIE 3aTpaThl
e Cratuyeckun aHanums
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O6HapyxeHue BpeaoHOCHOro Koaa
PeweHuna ATP

AV ABWXOK FortiSandbox FortiAl FortiDeceptor

[TpoBepto cepaueBuHy... Hapo otkycute... Onuwy a6510K0 - rHUnoe... Pasnoxy donbLue s0650kK...
BepaoukT - nnoxoe. BepaoukT - nnoxoe. BepaukT - nnoxoe. ...C FIOBYLUKaMu.

N7
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U / malumHHOE oby4yeHue: YTO Mbl OXKngaem?

) xopur [VikpsikaeT [V nnaBaet

F::RTINET © Fortinet Inc. All Rights Reserved. 8



U / maumHHOe oby4eHune: FortiAl

NMMponsBoANTEeNbHOCTb

*  YMeHbLIEHNE BpeMA 06Hapy>|<eHm=| 0o
CEeKyHAbl 1 MEHbLLIE

* AnnapaTtHoe yckopeHune ANN

F "RTINET

PasBurtue MpenmyliecTBa
Isonntouma FortiGuard Al Mpeumywectsa ansa 6usHeca
* CurHatypbl (CRPL) *  M3meHeHmne yHKLMOHaNa paboTHIKOB
* CreHep1poBaHHble MaLLVHO * Virtual Security Analyst TM

curHatypsbl (AutoCPRL)
» O6yyeHne DNN (Deep Neural Network)

« Camooby4eHue (nokanbHo)
© Fortinet Inc. All Rights Reserved.



FortiAl B Fortinet Security Fabric

FortiAl Appliance

Integrated
mode with
FortiGate(s)

File submission

'I' : Sniffer Input Mode
N og SMBvV2, HTTP

d €& d

F "RTINET

Fabric
Management
Center
\ -
Network Open Fabric
Access Ecosystem
[
Secure » T ® e Cloud
WLAN/LAN Infrastructure
NGFW
SD-WAN
[ ]
Endpoint Applications

Security
Operations

© Fortinet Inc. All Rights Reserved.
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FortiAl Virtual Security Analyst ™

AHanusatop BI10 -

naeHTuduumupyet donee 20
cueHapueB aTak

* Ransomware, Dropper, PWS
(Password Stealing Trojan), CoinMiner,
Banking Trojan, Fileless attack etc

» OTBEYaET Ha BOMpPOCHI:

 Kakoe BI1O ucnone3syetca B ataker?
» OyHKuMoHan BIMNO?
* [loyemy gaHHoe MO BpegoHocHoe?

F _ RTINET CONFIDENTIAL

Downloader Redirector Dropper Ransomware Worm
Password . Banking :
. RootKit Trojan InfoStealer Exploit
Clicker Virus Application CoinMiner DoS
Search
BackDoor WebShell Engine Proxy Trojan
Poisioning
Phishing Fileless Wiper Industroyer

© Fortinet Inc. All Rights Reserved.



FortiAl Virtual Security Analyst ™

OnpegeneHne UCTOMHUKA aTaku

OnpepeneHuve “HyneBoro
nauueHrta’”
CueHapum aTtaku

» Ckonbko BINO npoHuKno B ceTb

» CneumanuanpoBaHHbIA OBUXKOK
CBS3bIBAET CODbLITUA 3apaXkeHus

» MeHee cekyHObl Ha NonyyYeHne
BepauKTa

F RTINET CONFIDENTIAL © Fortinet Inc. All Rights Reserved.






99.9% <100 mc

YpoBeHb 0OHapyxeHusa* Bpemsa o6HapyxeHus

FortiAl Virtual Security Analyst ™ 10G

C nomouwybto FortiAl Artificial Neural
Networks (ANN), obHapyxmnBaet

HensBecTHoe BI1O u HyneBoro nauveHTa  MpousBoguTenbHOCTb OGHaPYXEHHbIX MPU3HAKOB

200 mnpAa

20+

CueHapuu aTak

F RTINET * Measured by Breaking Point malware strike pack © Fortinet Inc. All Rights Reserved.



Forti Al: 4TO BHYTpPU
[MaTteHT # U.S. Serial No.: 16/053,479

HenpoHHan ceTb
* Oby4yeHa Ha 200+ munnuoHax hannos

* I/I3yqub| MUIITiMapdbl NpUu3HakoB

Kaxabin y3en ob6o3Ha4vaeT “aHanunTuka”
* DYHKUMA — cpaBHEHMe ¢ npusHakamum BINO

» baza NMPU3HakKoB COCTOUT U3.
* PE npusHakum (Portable Executables) & Non-PE npusHaku

* TexXHUK, TakMx Kak aHanus annom 3Ha4yeHun peectpa,
3anyLLEeHHbIX NPOLEeCCOB U T.A.

He TpebyeT 3anycka cpanna

F "RTINET

OO0

Cnow BBOAAa Cnow BbiBOAA

1 cnon ANN
6+ MUIIIMOHOB
y3rnoB

© Fortinet Inc. All Rights Reserved.



FortiAl
[Tpouecc obHapyxeHust BINO

U 4

dannbl

=

3arpysuuk

Cnov BBoaa

A3BneyeHune . n CpaBHeHue Bepavkr
NMpPU3HaKoB: oo c - e npu3HaKkoB O6HapyXeHHbIe
« Mapcep Tekcta J + CpaBHeHvie npu3Hakamu, Hanpumep
}(J,Smcz?ap&emwep = « Mopcuer « Downloader = 26

* MpyopuTesaLms * Trojan features = 5

* [leobdpyckauus * Ransomware = 2

* PacnakoBka

HenpoHHble ceTn
» basa npu3HakoB
+ Boree 6 MUNNMOHOB NPU3HAKOB
» AnnapaTtHoe ycKopeHue
F RTINET © Fortinet Inc. All Rights Reserved.



FortiAl. obHapyxeHue bectenecHoro BI1O
YTto Takoe bectenecHoe BI107?

Mackupylowieecsi CkpbiBalollee crnegbl BpenoHocHoe

Ncnonbayowee nermtumHoe MO He octaBnstoLlee crnenos 3anycka CkpunT, 3anyckaroLinii BpeaOHOCHbIN
Koz B MamMATU

F--RTINET N —— © Fortinet Inc. All Rights Reserved.



FortiAl. obHapyxeHue 6eCTeneC|-|oro BI1O
CTtagnn ataku

UHTepHeT

. 4. Barpyska nonesHoun
% Harpyskbﬁ

FortiAl e.g. Downloader, Network worm

F - "RTINET X © Fortinet Inc. All Rights Reserved.



FortiAl: oby4yeHue
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— BN Ba3a npusHakoB
] S G
ey
BbiOpaHHblIe CaMNJbI Beoa
(BMNO n uuctble
cannbi) HenpoHHas ceTb
MpusHakn © obHosneHus FortiGuard*

* NMpepBapuTenbHoe oby4yeHue B
FortiGuard ~ 20 MmunnmMoHamMm YUCTbIX
N BPe4OHOCHbIX bansioB

» OOy4eHne n obHOBMNEHNA Ha

perynsapHon ocHoBe
F RTINET © Fortinet Inc. All Rights Reserved.



“JlokanbHoe” oby4eHune
Ha peanbHOM Tpaduke

2b. Bepaukr

la. Ba3a

e oo | [ ) [B] e
CHMXeHue NOoXHbIX
CpaboToK 1 nony4yeHue 1b. Basa
HOBbIX 4YepT OGHapYyXeHHbIX
npusHakoB 3a U3BneyveHune

npu3HaKkoB

1. ObHapxyeHne BINO
2. peHtndukauymsa
3. OBbHoBNEHME 6Gasbl NPU3HAKOB

4. HoBble npu3Hakn nomoratoTt

obHapyxuBaTtb HoBoe Bl1O
3b. ObHOBREHKe

6a3bl NPU3HAKOB

3c. HoBble npu3Haku
3anucbiBatoTcs B 6a3y

OO

3d. 3BecTHbIe NpPU3HaKKU
¢dunbTpyroTcA

F RTINET © Fortinet Inc. All Rights Reserved.



FortiAl: pa3BepTbiBaHUe

- He TpebytoTca ceHcopbl

- Tloppepxka FortiGate 6.4+

Networkes Updates

- CHuddep (HTTP & SMBV2) un/vnun nuterpaums q:;)q
A

- 10G

F "RTINET
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Internal/DMZ, Networks T
Fortigate
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FortiAl: rmaBHbIN 3KpaH

FortiAl 3500F

@ Dashboard Sample 56 Feature 102805
Captured From today Learned

From today
Console Q

NX Security Fabric
O System Information M @ Attack Scenario 54 @ Detection Type =

‘ M Cryptojacking “‘ M CoinMiner © FortiCare Support JEAETETS
’ WWeb Shell M Redirector _
WSEP ‘ B\WebShell © Firmware & General Updates

Q, Threat Investigation
8 6 M Exploit No data available [ Regist:
% Network System time %tal 1gtal HmDoS SEster

Y B Downloader
System System configuration [Backup] [Restore] SEP

. M Dropper
User & Device
& Log disk 20 MB / 4873 MB, Fileless

B Log & Report 0.40%

168 MB /91 GB,
0.18%

<r Attack Scenario

Serial number FK-SWMO000000000
2 Host Story

Firmware v1.1,build1,200122
Uptime 0:1:35:40

Datadisk

5 minute IﬁMemory 5 minute |~ Accelerator 30 minutes *  § - |l Sample Processing

100%

M Accepted Sample
M Processed Sample

No Data Found for Accelerators

Q
04:18:00 04:19:00 04:20:00 04:21:00 04:18:00 04:19:00 04:20:00 04:21:00 02/03 14:00 02/04 14:00 02/05 15:00 02/064 14:00 02/07 14:00 02/08 16:00 02/0% 14:00

Current usage 0% Current usage 47% Average processing rate 100%

RTINET CONFIDENTIAL © Fortinet Inc. All Rights Reserved.




FortiAl — VSA — knaccudukauus BI10O

@ Dashboard

NX Security Fabric

€ Attack Scenario

View All Attack Scenario

148

Ransomware Critical
- 314

Worm Activity tical

0 Critical

Fileless

Industroyer

Wiper

Banking
Trojan

Exploit 10 High

Rootkit 5 High

Backdoor

Data Leak

Botnet 1 High
DDoS 18]

Scenario 10)
Heuristic

Generic Trojan

Sophisticated &%

Search Engine
Poisoning

Cryptojacking

20 Low

F-"RTINET

Exploit

Identified Date »

2020/02/2102:39:35
2020/02/2102:39:34
2020/02/2102:39:29
2020/02/2102:38:53
2020/02/2102:38:27
2020/02/2102:37:51
2020/02/2102:37:31
2020/02/2102:37:29

Attack Timeline

=" = FortiAl 3500F FK-5VMO0000000000

-.w
1 @ Dashboard

NX Security Fabric

€ Attack Scenario

2 Host Story

Q Threat Investigation

% Network

£ System

& User & Device

Bi Log & Report

Threat Report

Daily Feature Learned

>

>

>

>

>

>

>

>

v

< 2020/02/2105:24:5

Accepted | Process

Date v
2020/02/2105:25:12
2020/02/2105:25:11
2020/02/2105:25:1¢
2020/02/21 05:25:0€¢
2020/02/21 05:25:08
2020/02/21 05:25:04
2020/02/21 05:25:01
2020/02/21 05:24:58
2020/02/21 05:24:58
2020/02/21 05:24:54

10.10.10.52
10.10.10.52
10.10.10.52
10.10.10.52
10.10.10.52
10.10.10.52
10.10.10.52
10.10.10.52

URL

File Type

Source
Destination

MD5

SHA512

Device

Detection Type
Feature Detection

Confidence Level

E FortiAl 3500F FK-SVMO0000000000

Host IP Virus Family

Psyme
Nemucod
Generic
FakejQuery
FakejQuery
Nemucod
Generic

Agent

8UfUBAD/3HTBI/G3

PE

172.16.77.161:80

10.10.10.80
b5852d362a11aca1831849d2cfa9746d
1f980a6¢10edee80218def5b7fd93fbe06eb26ed8d899abfcfa05d792c8e2c09275773317722dcef119972de58c256014a7b1b8cad081d137ae6d13d7ef46a9
Sniffer (ID: 0, Type: Sniffer)

(eoin] c3

High (100%)

© Fortinet Inc. All Rights Reserved.



@ Dashboard

NX Security Fabric

€ Attack Scenario

2 Host Story
View All Host Story
10.10.10.23 €25
10.10.10.53 €E)

10.10.10.51 @
10.10.10.56 @
10.10.10.54 ©
172.17.45.105 ©
10.10.10.55 €
10.10.10.70
10.10.10.37 @
10.10.10.63 (4
10.10.10.52 @
10.10.10.43
10.10.10.35
10.10.10.49
10.10.10.36
10.10.10.57 @
10.10.1077 €
10.10.10.75 (2,
10.10.10.80 o
Q Threat Investigation

Q

F "RTINET

{19
172.16.92.175 € @

9]
(5]
(2]

410@

86

Search

Detection Date +
2020/02/2105:15:32
2020/02/2105:15:23
2020/02/2105:15:18
2020/02/2105:15:15
2020/02/2105:15:12
2020/02/2105:15:08
2020/02/2105:15:07
2020/02/2105:15:04
2020/02/2105:15:00
2020/02/2105:14:51
2020/02/2105:14:44
2020/02/2105:14:42
2020/02/2105:14:41
2020/02/2105:14:40

FortiAl: Host Story

rpyI'II'II/IpOBKa Mo y3Ily u BpeMeHN

Threat Level

Scenario Type
Worm Activity
Backdoor
Generic Trojan
Generic Trojan
Backdoor
Ransomware
Generic Trojan
Banking Trojan
Banking Trojan
Generic Trojan
Banking Trojan
Worm Activity
Generic Trojan

Generic Trojan

High Risk
Medium Risk
M Critical Risk

Q

Virus Family
Generic
Curioso
Downeks
General
Hupigon
Qukart
General
General
General
Scar
General
Ardurk
General

General

Device Type
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer
Sniffer

Scenario Type

Threat Level

Critical Risk

Generic Trojan Sniffer
M Banking Trojan
Backdoor
BWWorm Activity
Ransomware
W Data Leak

O Critical Risk Clear All Filters = [1J Show/Hide Detail

Details
Date 2020/02/2105:15:32

Attack Chain

PE/Worm/Generic

EventType ~ Worm Activity

Attack Chain

PE/BackDoor/Curioso
PE/Trojan/Downeks
PE/Trojan/General v PE/Worm/Generic

PE/BackDoor/Hupigon MD5: afb32a5ed6ddbf156dc7c886ae0d1f41

SE/Ransomware/Quicart Entry Date: 2020/02/21 05:15:32
PE/Trojan/General

PE/Banking Trojan/General

PE/Banking Trojan/General

PE/Trojan/Scar:

PE/Banking Trojan/General

PE/Worm/Ardurk

PE/Trojan/General

PE/Trojan/General

© Fortinet Inc. All Rights Reserved.



FortiAl: Attack Scenario Al eng

[ pynnnpoBKa No CLeHaputo aTtaku

FORTIAI FAI200A4Q17006995

& Dashboard L.
¥« Security Fabric Worm ACtIVIty

< Attack Scenario
Event Log
Worm Activity 26 Critical

Ransomware Host IP Attack Name Identified date

Exploit 172.17.45.105 Generic Mar 27, 2019 8:16:57 AM

172.16.92.175 Generic Mar 24, 2019 12:39:57 PM

172.16.92.175 Generic Mar 21, 2019 10:45:17 PM

Backdeor
Data Leak

Banking Trojan

Botnet 172.17.45.105 Generic Mar 21, 2019 6:44:32 PM

Generic o 10.10.10.56 Generic Feb 12,2019 11:13:41 PM

Sophisticated 10.10.10.51 Generic Jan 10, 2019 5:40:51 AM

Scenario Heuristic 10.10.10.53 Generic Jan 6, 2019 12:43:00 AM

10.10.10.57 Generic Jan 5, 2019 1:24:56 AM

| 7 Crica
EXm
EXm
10 Han]
EEE)
o1
25
o)
o

DoS

i —pw 10.10.10.52 Generic Jan 4, 2019 1:52:27 PM

Application FLow 10.10.10.53 Generic Jan 4, 2019 11:09:40 AM

Web Shell

SEP
Attack Timeline
D) Host Story

Q, Threat Investigation
2 Network

€& Monitor

|l Log & Report

W32/EncPk ACO!r W3z/Adurk.A@mm
Worm Activity

1ours 0 minutes 0 seconds @ 0 days 0 hours 0 minutes 2 s
@0 da

td
o
B

£ System

hours 0 minutes 19 seconds

HTML | | Downloader | | Shadraem PE || Downloader || Small 172.17.45.105 - 2019-03-21 22:32:46

® ® S

F RTINET © Fortinet Inc. All Rights Reserved.




FortiAl: Big picture

=-= FortiAl 3500F FK-SVMO0000000000 >_ 13 & admin-
@ Dashboard 9,644 samples
¥4 Security Fabric

- ¢ Samples Lists Virus Name
€ Attack Scenario o . e

O Hosts JS/FBJack.l!tr W32/Generik.86B3!tr .o«
ost Story . @ OzEITYqRX/QNaMx5/EO5
Q, Threat Investigation %2020/02/20 05:19:45
Big Picture ‘ W HTML, Downloader, Iframe
4N K Banking Trojan 2o s JS/Agent..DVU!tr
stworl Downloader o= @ /Wi2KvEi/eNyM

£ System BackDoor ol 2020/02/20 05:19:46 W32/Banload. YEN tr
Wonrm ol @ HTML, Redirector W32/Generic. AC.33FBCT7!tr
& User & Device * 3 : W32/Crypted.Gen
Detection Sub Type HTML/Crypted.Gen W32 Generic Vit hdr

B Log & Report Search . @Lv/UGgT7e/8L

(¥12020/02/20 05:19:48 Source IP
¥ HTML, CoinMiner

JS/Agent.NOI 10 4
@nP/NSyb95/g6tN4t 172.16.77.35
£42020/02/20 05:19:49

[

i)

#

Infected Host W HTML, Redirector, FakejQuery 172.16.77.140
h ‘ 172.16.77.144
. HTML/Crypted.Gen

10.10.10.23 172.16.77.87

10.10.10.52 @MDWDCsXAIY 172.16.77.79
172.16.92.175 £412020/02/20 05:19:49 172.16.77.157

10.10.10.53 ¥ HTML, CoinMiner, Nemucod 172.16.77.153
10101051 @ 172.16.77 91

[

F-:RTINET CONFIDENTIAL © Fortinet Inc. All Rights Reserved.



FortiDeceptor



Crparerns sawmTbl
Mopenb Lockheed Martin Cyber Kill-Chain

- 8 w .

Passenka BoopyxeHune HoctaBka OkennyaTtaums YcTaHoBKa MonyveHuve ynpasrneHns BbinonHeHue genctanm




Crparerns sawmTbl
[ne Deception adppeKkTnBeH?

— o\
w a
Pazeenka: FortiDeceptor
« CosgaHune npuMaHKu ans aTakyoLulero * NoapobHbIN oTHeT 06 aTake
* YBenuyeHue LeHbl 1 BpEMEHN aTaku * YMeHbLUEeHNe BpeMeHN 0bHapyXeHUs aTaku

* [IpoakTUBHO OOHapYKeHMEe pa3Beakn U NorbITOK
NMPOHNKHOBEHWS



N3yuyeHue TaKTUK, TEXHUK U npoLeayp

\ )2

NMpumaHKu

° PaCKprTVIe daTakK Ha NPpUMaHKn * OBbIYHbIE NOb30BaTENN HE OOJKHbI 3HATb O

CYLLEECTBOBaHMM NPUMaHOK
* [poBeaeHne aTak Ha 1 C NPUMaHOK

 [IBWXOK aHTU-3KCNITOUT: OTCIIEXMNBAHNE aKTUBHOCTU B

e BIN1O 3ar aemMoe Ha NpUMaHKun
Py>KaeMOe Ha fpuMa peanbHOM BpEMEHU

e [ HHOE B NTbI
ocelleHHoe Beb ca  [pynnupoBka no pasnu4yHbIM NpM3Hakam



BbisiBneHuve ueneu atakyrowiero

4
-
Q
B
8

aKchunbTpaUUA

* PasnunyHbIM KOHTEHT Ha npuMaHkax (dpannosbiv unun sql cepsepsl)

* [ToHMMaHMe Lenu aTakyoLero (Hanp. akchunbTpauusa AaHHbIX, CKaHMPOBaHWE
ceTn)

« ABTOMaTM4YeCKNN KapaHTMH aTakytowlero (FortiGate)

» Co3gaHne HoTuuKaumnm

\J
e




FortiDeceptor

ApXnTekTypa, pa3BepTbiBaHNE, CEPBUCHI



FortiDeceptor: pasBepTbiBaHUe

| BbISIBNEHME | ycTpaHeHune

Decoys
Email & Web Servers
f—— —
= Here=
: %‘ =

i L

=\

G

FortiGuard DMZ
Labs
—~
/TNTERNET - ‘ ‘ ‘
FortiGate

F=RTINET

FortiSIEM FortiAnalyzer

1 i

[Togl]
"
LS gl

Fory.. _ceptor

l
glg

Switch

Decoys

VM

%\u

VLAN 110.0.1.0/24

&3

VLAN 2 10.0.2.0/24

VLAN 3 10.0.3.0/24

r"ﬁ i Windows

E= Endpoints

7 .
@ IOT Devices /
. Linux Devices

)
r(I N SCADAk
m:ni : N T
\67) etworks

Beectu B 3abnyxgeHne pa3BepHyB

npumMmaHkun (decoys):

- Windows 7 /10 (Standard /

Custom BYOL)

- Windows Server 2016/2019

- Linux
- SCADA
- SSLVPN

35



FortiDeceptor: pasBepTbiBaHUe

Beopa B 3abnyxaeHue | | ycTpaHeHune
BbIigBUTL atakytoLlero:
- Pa3BepHyB Ha
npuMaHke
i s A . RDP/SMB/SQL* (Windows)
- SSH/SAMBA* (Linux)

- MODBUS / S7-200/ IPMI etc

= =

(gg‘ = VM Zﬁ‘
===I  se— :

Ll e ()8

— Compromised | - SSLVPN bookmarks
a1
) |
FortiGuard oMz - PasmecTtus Ha:
he @Mé - PC / cepBepax
(@ IOT Devices / . P26 ‘ ,
- VLAN 2 10.0.2.0/24 Al Linux Devices a00TaloT KakK 3aKna|D|KM ’
(inrerner N Xl o BegyLime Ha NpuMaHKy
v ~ é} g - O6HapyxeHune
FortiGate Switch =/ U\ SCADA
VLAN 3 10.0.3.0/24 Dg—g—h\"(@ Networks KOanOMeTaU,MM pa6OHI/IX
CTaHUMW N cepBepoB
F::RTINET 36

* Available v3.2 GA May 20



FortiDeceptor: npumMmaHKn

Windows Decoy VPN Decoy SCADA Decoy & Lures
« Windows 7 . HTTP
* Windows 10
Lures Available FTP
- TFTP
- MODBUS
Lures Available Linux Decoy * S7TCOMM
« SMB « Ubuntu * BACNET
~OP _  IPMI
Lures Available . TRIXONEX
- SSH
« GUARDIAN-AST
« SAMBA

« |[EC 60870-5-104
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FortiDeceptor: pasBepTbiBaHUe

Beoa B 3abnyxaeHue | BbissBrieHUE |

Email & Web Servers

—

87

=\

&)
FortiGuard

Labs

I

—
—

nn

[
[|C
C

87

 som—
 s—
| s—

M

==RTINET

W

SRSV

FortiGate

FortiSIEM FortiAnalyzer

/ FortiDeceptor

-

SC—J—

VLAN 110.0.1.0/24 (/i}: :
-
® A

VLAN 2 10.0.2.0/24

VLAN 3 10.0.3.0/24

\/‘//
Quarantine

e
~ /%‘R SCADA

tew| Networks
= ¢

Windows
Endpoints

IOT Devices /
Linux Devices

ABTOMaTU4YECKNIN/PYy4HON
KapaHTuH(cpeactesamu FortiGates)

OtnpaBka cobbiTnin B FortiAnalyzer /
FortiSIEM

Moonepxka syslog n cef

PaccneposaHue!
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OO6HapyxeHue aTaKyroLlero

B peanbHOM BpeMeHW: cepBuckl FortiDeceptor

%
IDS M Autusmpyc ¥
« Co3gaH Ha OcHoBe cepBuca « CKaHMpOBaHMe 3arpy’KeHHbIX
FortiGuard IPS doannos
« O6Hapyxuaet atakm HAn OT « PCAP
MPUMaHKM

Beb-dounnbTtp ?

Co3naH Ha ocHOBE ABWXKa
FortiGuard Web Filtering

OueHunBaeT canThl,
NOCELLEHHbIE aTaKylLWNM C
NPUMaHOK

Anti-Reconnaissance Anti-Exploit Engine (ARAE)

« OTcnexuBaHue AeNCTBUIM aTaKyloLlero B pearibHOM BpeMeHM

F=RTINET
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ARAE

Attacker (perceived) Traffic FROM Decoys

Intrusions / Dropped Malware
IIIIIIIIIIIIIIIIIIIIIIII

Attacker (actual) Traffic FROM Decoys
Attacker (perceived) Traffic Path TO Decoy

Intrusions / dropping files t t

|
|
|
|
|
|
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|
|
- |
Win Deco - Linux Decoy
Attacker (actual) Traffic Path TO Decoy y - - Servers / PCs
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FortiDeceptor ~ARAE engine
AV scanner DB
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Incident Analysis & Campaign

What are you looking for? Q

FortiDeceptor VM

< Refresh Export to PDF " Mark all as read
@ Dashboard
@ Deception » Severity Last Activity Type
Deception Images 2.gmem Sep 05 2018 12:34:23 Interaction

([P - 4

Monitored Network

Timeline B Table < Refresh
Deploy Wizard

Deception Status

Deception Map E Sep05201812:12:48

Whitelist o [ Attacker User: aa

Incident v T Attacker P: 10.90.2.155
Analysis

Campaign @ Sep05201812:12:48

Attack Map Logon via Remote Desktop: RDP Logon
Network ~

System -~ @ rightafter

Log ~ Launch process: C:\Windows\explorer.exe

@ 10seconds later

Launch process: C:\Windows\System32\mstsc.exe

@ 12minutes later

Stop process: C:\Windows\System32\mstsc.exe

(M 12 minitec later

O 50 T items per page

< Analysis

Attacker |P Mask

10.90.2.155

Attacker User

aa

Victim IP

10.90.2.168

:RTINET

[ Table & Refresh

(B Septs 2018 12:05:37

G Attacker User; aa
F Attacker IP; 10.90.2.155
B victim P 10,902,168
E EventCount: 14

B Sep0s 2018 12:07:33

[ Attacker User: aa
T Attacker |D: 10.90.2.158
@ victim 1P 10.90.2.167
= Event Count: L]

@ Sep0S 2018 12:07:33
Loganvia Remate Desktap: RDP Logon

@ Sep052018 12:07:36

Launch process: CWindowsexplonerse

@ Sep0S 2018 12:00:24

Launch process: C:AWindaws\System32\omd.exe

@ Sep052016 12:08:32

Stop prooess: CAWindews\System32\omd.me

@ Sep052018 12:08:34

520p prooess: CAWindows exploner e

@ Sep0S2018 12:00:34
Logaffvia Remate Deskiop: ROP Logoff

B Sep0s 2018 12:1248

(E Attscier User: aa
T Attscker |P: 10.90.2.155
@ victi IP: 10,502,168

= EventCount: 12




SOC Display

< Attack Map ] admin ¥

SHOW DETAILS

INCIDENTS 10.90.2.159
wm 10.90.1.154
M| victim

@ UNREAD 10.90.1.145 &
@ ATTACKER

SEVERITIES 10.90.2.155

- 10.90.2.
i LOW/MEDIUM . s

@ HiIGH ’ [} 10.90.1.153
@ CRITICAL
10.80.2.160

> N

- 10.90.2.1 -
10.90.2.92 0.90.2.168 10.90.2.169

10.90.2.163
10.90.2.91 218

10.90.2.84 10.90.2.167 U
-

* Modes Z Reset Il Pause £ Options

F:=RTINET © Fortinet Inc. All Rights Reserved.




SOC Display

KapTta npumMmaHoK

Z Deception Map s /X admin~

> £y
® " - T SEARCH ©
0
NODES T 3 Type a search term...
/ 2 L
2w - ® ®
I3 DECOY , T (=
T3 TOKEN
B8 INCIDENT
£2 UNAVAILABLE
&
B
o
= —
3
&
N T
& y
= e #
\ 2] n P 10.90.2.168 +
/ DNS 8888 T E
2 GATEWAY 10.90.2.1
0s win7x86v1
STATUS @ Running
-
TN D
- | ®
&= L =
L &
* Modes < Reset Il Pause & Options
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FortiAnalyzer Integration

ATakyoLmm 3anycTumn ATakyoLwmn

npouecc nogxntoumnnca no RDP OBHapyxeH MHUMAEHT

* NIHTerpaums c FortiAnalyzer

. og Vie ADOM: FortiDecepto ©) ad
* NHTerpauuns c FortiSIEM |
- All Device © 1ast N Da LIV Feb 27 To Ma % om Vie
2 Custom View 7| © Action = "Incident_DeteNjon"  Acid Fifier O Q
H Log Browse # Time Stamp \ Operation Message Device Time Action Attacker IP Attacker|
?@ Log Group 1 2020-05-27 18:51:08 Launch_process &quot;C:\Program Files\Notepad++\notepad++ Squot;C:\Wind S 32\et-lg\W... 2020-05-27 18:51:08 Incident_Detection 10.95.7.58 3662
| 2 2020-05-27 18:49:48 Logon_via_Remote_Desktop RDP Lo, 2020-05-27 18:49:48 Incident_Detection 10.95.7.58 3662
H 3 2020-05-27 18:24:56 Logon_via_Remote_Desktop RDP Lfgon 2020-05-27 18:24:56 Incident_Detection 10.95.7.58 3662«
FOI’tI Deceptor 1 4 2020-05-27 18:22:29 Launch_pracess &quét;C:\Program Files\Notepad++\notepad++ 5 &quot; CAWIr Sy 2\et-lg\W... 2020-05-27 18:22:29 Incident_Detection 10.95.7.58 36621
1 5 2020-05-27 18:22:21 Logon_via_Remote_Desktop RDP Logon 2020-05-27 18:22:21 Incident_Detection 10.95.7.58 3662:
6 2020-05-27 18:21:42 Launch_pracess &quot;C:\Program Files\Notepad++\notepad++ 5 &quot; CAWIr Sy 2\et-lg\W... 2020-05-27 18:21:42 Incident_Detection 10.95.7.58 36621
7 2020-05-27 18:19:18 Launch_process &quot;C:\Program Files\Notepad++\notepad++ & t; &quot; C:\Wil 32\et-Ig\S... $2020-05-27 18:19:18 Incident_Detection 10.95.7.58 36621
| 8 2020-05-27 18:18:41 Launch_process &quot;C:\Program Files\Notepad++\notepad++ & t; &quot; C:\Wir Syst 2\et-lg\W... 2020-05-27 18:18:41 Incident_Detection 10.95.7.58 36621
9 2020-05-27 18:18:41 Logoen_via_Remote_Desktop RDP Logon 2020-05-27 18:18:41 Incident_Detection 10.95.7.58 36621
10 2020-05-27 18:17:21 Launch_process &quot;C:\Program Files\Notepad++\notepad++ & t; &quot; C:\Wir Syst 2\et-Ig\D... 2020-05-27 18:17:21 Incident_Detection 10.95.7.58 36611
11 2020-05-27 18:15:57 Launch_process &quot;C:\Program Files\Notepad++\notepad++ & t; &quot; C:\Wil 32\et-Ig\W... - 2020-05-27 18:15:57 Incident_Detection 10.95.7.58 36611
SYS LOG / I OC output 12 2020-05-27 18:15:41 Logon_via_Remote_Desktop RDP Logon 2020-05-27 18:15:41 Incident_Detection 10.95.7.58 36611
| 13 2020-05-27 18:14:30 Launch_process. &quot;C:\Program Files\Notepad++\notepad++. &quot; C:\Winds St 32\et-Ig\S... ' 2020-05-27 18:14:30 Incident_Detection 10.95.7.58 36614
14 2020-05-27 18:14:09 Launch_process. &quot;C:\Program Files\Notepad++\notepad++ 5 &quot; C:AWind S 2\et-lg\D... - 2020-05-27 18:14:09 Incident_Detection 10.95.7.58 3661 |
15 2020-05-27 18:13:06 Launch_process. &quot;C:\Program Files\Notepad++\notepad++. &quot; C:\Winds St 32\et-Ig\W... 2020-05-27 18:13:06 Incident_Detection 10.95.7.58 36614
16 2020-05-27 18:13:06 Launch_process &quot;C:\Program Files\Notepad++\notepad++ : &quot; C:\Wind, Sy 2\et-Ig\D... 2020-05-27 18:13:06 Incident_Detection 10.95.7.58 3661«
17 2020-05-27 18:02:06 Logon_via_Remote_Desktop RDP Logon 2020-05-27 18:02:06 Incident_Detection 10.95.7.58 36611
18 2020-05-27 16:41:29 Launch_pracess &quot;C:\Program Files\Notepad++\notepad++ 5 &quot; CAWIr Sy 2\et-Ig\D... 2020-05-27 16:41:29 Incident_Detection 10.95.7.58 3661«
— 19 2020-05-27 16:38:55 Launch_process &quot;C:\Program Files\Notepad++\notepad++ &quot;C:’ y 32\et-lg\W... 2020-05-27 16:38:55 Incident_Detection 10.95.7.58 36614
— 20 2020-05-27 16:38:09 Launch_pracess &quot;C:\Program Files\Notepad++\notepad++ 5 &quot; CAWIr Sy 2\et-Ig\D... 2020-05-27 16:38:09 Incident_Detection 10.95.7.58 3661«
—_— 21 2020-05-27 16:37:38 Logoen_via_Remote_Desktop RDP Logon 2020-05-27 23:37:38 Incident_Detection 10.0.1.52 5412 |
22 2020-05-27 16:18:48 Logon_via_Remote_Desktop RDP Logon 2020-05-27 16:18:48 Incident_Detection 10.95.7.58 3661+ ‘
23 2020-05-27 15:58:17 FortiGuard_Web_Filtering client.wns.windows.com/ 2020-05-27 16:00:24 Incident_Detection 10.95.4.101 53351
. . 3rd P S I E M / 24 2020-05-27 15:57:58 FortiGuard_Web_Filtering client.wns.windows.com/ 2020-05-27 16:00:05 Incident_Detection 10.954.101 5334:
FortIAnaIyzer FortISI EM a.rty 25 2020-05-27 15:52:40  Launch_process &quot;C:\Program Files\Notepad++\notepad++.exe&quot; &quot;C:\Wi 32\et-lg\W... 2020-05-27 15:52:40 Incident_Detection 10.95.7.58 5141
26 2020-05-27 15:50:27 Launch_process. &quot;C:\Program Files\Notepad++\notepad++ 5 &quot; C:AWind S 2\et-lg\W... | 2020-05-27 15:50:27 Incident_Detection 10.95.7.58 5141 |
Th re at I ntel P | atform 27  2020-05-27 15:49:26  Logon via Remote Desktop  RDP Logon 2020-05-27 15:49:26  Incident_Detection 10.95.7.58 51411
28 2020-05.-27 15:45:44 | aonn via Remats Dasktan  ROP1asan 20I0.N5.97 15:45:44  Incidant Natactian 1NQ5 78R 5141
£= Total logs for analytics: 34 days 10 hours. 50 ~ | ltems per page 2 3 4 5 > A01145econd




FortISIEM

;% @ DASHEOARD I ANALYTICS & INCIDEN || MDB Ll R 2 ADMIN

Fortinet Security Fabric~ I t FortiCar= 240 FartiNacantar Artivitu 9 EnrtiNarantar Nocou Are % EnrtiNorantar IDS 8 EnrtiNacantar Srada FartiNacantar Woh Activi = %

@ DASHBOARD M ANALYTICS A INCIDENTS =C E CMDB Ll JURC = o ADMIN
+ T

- i = G
[system] FortiDeceptor: Decoy Exterr  &Action = f x % [2] FortiDeceptor: Command Executi

'=E M Fvent Type = FortiDeceptor-Alert AND Service Nam ODEUS Chart for COUNT(Matched Events)

Map Satellite

T *FortiDeceptor: Command Execution via SSH reported by Decoys - Last 7 Days 15m 1h 1d 7d 30d

ALIFORNIA™. o) e v

Los Angeles - ,
% R
San Diego

b0

Oct 23rd, 2019

O Show Event Type a Wrap Raw Event

Map Satellite

Event Receive Time Reporting Event Name Service Name Source IP Destination IP Description taw Event Log

OREGON G rtiDeceptor systen c . q . a T -

oo i 2 :28 A 2 r}iﬂe eFE" tiDeceptor system — yopgus NA 6.1 1.2 Modbus dient disconnected 2019-10-29T02:29:56 device=FortiDeceptor version=1.2 devhc
nessag

r system . . . - + . . .

NEV me o am MODBUS NA . . .1.2 read holding registers, slave id 1 <25>2019-10-29T02: device=FortiDeceptor ve .2 devhc
nessag

San Francisco =

Generic FortiDeceptor system
message

CALIFORNMIA MODBUS A . .1.2 rite registers, slave id 1 2019-10-29T02: device=FortiDecep .2 devhc

[¢] ri rtiDeceptor systen " " o a . .
L PR SEED . g A 6.1 16.1.2 New Modbus conn 2019-10-29T02:29:48 device=FortiDeceptor
messag
Generic ) ) . . . . . ;
MODBUS NA 6.1 1.2 Modbus t nnected 2019-10-29T02:29: 24 device=FortiDeceptor version=1.2 devhe

rtiDeceptor :
2019, eceptor MODBUS NA 6.1, 72.16.1.2 New Modbus conn 2019-10-29T02:29:20 device=FortiDeceptor ve .2 devhe

Generic FortiDeceptor

message

2019, MODBUS A . . 72.16.1.2 r 2019-10-29T02:29:20 device=FortiDeceptor .2 devhc
Copyright et, Inc. All rights reserved.
2019, 1 Generic FortiDeceptor system

MODBUS A 172.16.1. 1 6.1.2 t 2019-10-29T02:29:02 device=FortiDeceptor version=1.2 devhc
message
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User Entity Behavior Analytics




Chnenas 30Ha B 0e30naHoOCTm
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[Moaxoabl K peanusaumn UEBA

Ha ocHOBe ceTeBbIX Ha ocHOoBe AgaHHbIX Ha ocHOBe coObLITUM Ha
OAaHHbIX CUCTEeM JIOrMpoBaHus padbo4ynx cTaHUMAX

e

g &
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Fortilnsight

OOHapyxeHue TenemeTpus PearupoBaHue Ha OnoBewieHne
WHUUNOEHTbI

c

N\
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Fortilnsight

KOMMOHEHTbI
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ApXUTEKTYypa CUCTEMDI
AreHT/cepBep

AreHTt gnst OC Windows

* He TpebyeT KoHdUrypaumm

* LndpposaHHoe coeanHeHuve (TLS 1.2)

 Push pasBepTbiBaHue (cpeactsamm
agMmuHucTpuposaHms OC)

Cuctema pasBepHyTa B AWS

XpaHeHue, npeacraBrieHne,
aHanuUTUKa

» OBHapyxeHne Ha OCHOBE NpaBuI

» OBHapyxeHne ¢ NOMOLLIbIO
MaLUMHHOro oby4eHns

* [ownck yrpo3s
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5-cbakTopHaa Mmogenb TeneMeTpumn
Co3paHa anst obHapyXeHuns nHcangepa

28 ©0]lgm &

NMonb3oBaTtenun [llpoueccbl YcTpoucTBa Pecypchl NoBeneHue

| | | | |
|

e

AHanus
DaHHbIX
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[MonuTnkun: obHapyxeHne NPOrHo3npyemMbIx yrpos
e N

== Settings

e

Show: « Enabled « Name « Severity « Framework « Label « Description Searchreturns 24 results

stomer database changes istomer Data g for unauthorised changes to th

stomer Data Uploaded to Clou ‘ istomer Data ‘ Captures specific customer data sources being copied to cloud st

‘ Financial Data Breach ‘ Restricted Access licy to alert on unauthorised access to Sage accounting system

‘ IP Data
Source Code Copied to Removable Media or source code files beir pied to removable media

‘ Source Code ‘

loads of sensitive data to non -EEA countries

F RTINET © Fortinet Inc. All Rights Reserved.



[MonuTtnkun: cpaboTku

B From:  2019-03-2500:00:00 B To: 20190

Policies

Sem“'y

‘ File Backed up to Cloud

‘ Uploads of sensitive data to non-EEA countries ‘

FRI ‘ Protect Sensitive Folders - Board Minutes

[ ] MEDIUM ® HicH R
| Removable Media Audit

Show: « Expand « Severity « Time(UTC) « Labels « Framework « Policy Name Endpoint + Endpoint Name
Search returns 235 results
+ UserName « Application « Activity « Resource

2 3 Next
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MawimHHOe oOy4yeHue

MawuHHOe
oby4yeHune

Co3paHue
npodpuns

x "N
K K

* [1BM)KOK MaLLMHHOIO » Cosgaet npodounb

o0y4eHunsa Fortilnsight «HOpPMarnbHOro»
no3sonset noBeaeHus
oOHapyxMBaTb aHOManuu nonb3oBaTens

B NOBeOdEeHUN
nonb3oBaTeneun

F "RTINET

INerkas OTcnexuBaHue
HacTpounkKa AceucTBAn
nonb3oBaTeneu

O

» dopmupyeT npodursb
nonb3oBaTens 6e3 kakux- NOBEAEHMS
nnbo ONONHUTENBHbIX nonb3oBaTenen Ans
HaCTpOeK oOHapy>XeHus1 yrpos

* icnonb3yeTt aHanuTunky

© Fortinet Inc. All Rights Reserved.



MawwwnHHOe oby4yeHue

£ From:  2019-03-18 00:00 9 To:  2019-03-2

MEDIUM

Show: « Expand « Severity «

v Feedback

2 Next

F "RTINET

acmeltd__temp1l

] [=]
=] [=]
] [=]

acmeltd__sales1

acmeltd__engineer2 ‘

User Name « Application « Activity « Resource

Search returns 112 results

_—
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[Touck yrpos

—_—

F "RTINET

( N\

'@' Threat Hunting

Show Summary Tabs

Show: « Time(U Endpoint Endpoint Name r & UserName « Application « Resource « Activity
Searchreturns 36,484 results
Extension

Pre S 2 3 G 0 11 12 3 ..0f365  Next 100

e e

1 ‘ acmeltd__engineer2 ‘ ‘hrome EXE //savii.torproject.org > usermadmmmtlator ‘\downloads\torbrowser-install-6.5.2_en-us.exe ‘ file downloade:

3:56 ‘ acmeltd__engineer2 ‘ @ chrome.exe /savii.torproject.org: rs\administrator\downloads\torbrowser-install-6.5.2_en-us.exe ‘ file downloade:

09:35 acmeltd__engineer2 ‘ @ chrome.exe /savii.torproject.or rs\administrator\downloads\torbrowser-install-6.5.2_en-us.exe ‘ file downloade:

acmeltd__engineer2 @ chrome.exe /savii.torproject.or iministrator\downloads\torbrowser-install-6.5.2_en-us.exe file downloade:

© Fortinet Inc. All Rights Reserved.




INouck

F "RTINET

'@' Threat Hunting
Application ¥  chrome.exe m A~

Show Summary Tabs

Show: « Time (UTC) Endpoint Endpoint Name

Extension Folder

2 3 4 5 6 Next

Activity ~

User

3 ‘ acmeltd emglneer2 ‘ chrome.e ‘ ‘tc

acn‘leltd_engineer?‘ ‘- chrome.exe

acmeltdfemgineed‘ ‘U chrome.exe

file downloaded

+ User Name

avii.torproject.o

‘ tcp://savii.torproject.o

‘ tc

i

/savii.torproject.ol

/

o]

Destinationlp
DestinationPort
Endpoint
EndpointName

Extension

Hostname

Resource

L B istrator\downloadshtorbrowser-install-6.5.2_en-us.exe ‘ file downloade

Sourcelp

SourcePort

source  «  Activity

Search returns 512 results

£ Activity

9

istrator\downloads\torbrowser-install-6.5.2_en-us.exe file downloade

istrator\downloads\torbrowser-install-6.5.2_en-us.exe ‘ file downloade|
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AHanu3 nepenayv gaHHbIX
(

@ Network

Download Events Upload Events
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Network Security

UHTerpauus c Fortinet Security Fabric

Network
Operations

Infrastructure Security

Cloud & Apps Security

. . Information Securit
* Fortilnsight API nossonser . y

nepenaeath B SIEM: B ccosystenm

* CpaboTku npasun Fabric

Connectors

» Cpabotku Al

KomnekcHasa

ObecneyeHne NorHomn
BUOMMOCTU MOBEPXHOCTU
LMdPOBON aTakm Ans ny4dLlero Endpoint Multi-Cloud
ynpasneHus puckamm Vb Protection ; ' ' Security

Network
Security

.
.
.
.
.
-
L

UHTerpupoBaHHas
YMEHbLLEHNE CITOXXHOCTU ‘\‘

COonpoBOXOEHNA MHOXXeCTBa

pa3HOPOAHbIX MPOAOYKTOB Secure Email
Access Security

ABTOMaTU3NpPOBaHHas

..'. .®
YBenuyeHue CKOPOCTHU ynpasliieHUd n fra s
OTKJINKa

L]
L}
L ]
L
L4
&
L4
L4

L4
. ”
[

Information
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