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LleHTp ynpaBneHusa Security Fabric — cxema B3aMuMmoaencTBmmn

FortiManager

FortiClient
Desktop

FortiAnalyzer FortiClient

Laptop

@ FortiClient
Mobile

—
\‘\\ FortiSwitch
e

FortiAP

FortiSandbox
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FortiManager ynpaBnsieT Bcemu FortiGate

Zero Touch Deployment

-
FortiDeploy  FortiCloud

CPE

[ Customer Premises ]

FRTINET
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FortiGate-VM
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Hypervisor

FortiGate-VMX

SHARED, VIRTUAL,
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o)

Alibaba Cloud
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Cloud Platform
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FortiManager ynpasnsiet Bceu KoHcdpurypaumem FortiGate

KoHurypaums: cuctemHas, ceteBad, npasuna gocrtyna

basa
FortiGate FortiManager YCTPOWCTBA

@® ceTeBasd

@ npaBsuna

F::RTINET © Fortinet Inc. All Rights Reserved.



1. YnpolieHHoe
Pa3BepTbiBaHUe



1. YnpolwieHHOe Pa3BepTbiBaHME
Ilerkuin 3anyck B paboty

Llenwu

MuHuMKn3npoBaTtb Tpygo3aTpaThbl U 1
MaKkCMMarnbHO 3a4encTBoBaTb
CYLLIECTBYOLLNI MepcoHar

2 3

Hactpoutb ABTOMaTU4yeckoe
LleHTpanbHoe NnPpUMeHeHue
YnpasneHune KOH(pUrypaumm um

NOMNTUK

3apernctpmpoBaTb
YcTponcTteo

KnouyeBblie BO3MOXHOCTU

* [lpocToe pasBepTbiBaHNE 32 HECKOILKO
MUHYT (<6 no otyety NSS Labs)

o [HabnoHbl nonutnk SD-WAN n NGFW %
» LleHTpanbHasi KOHCOMb yNpaBneHns

» CueHapuu paboTbl 1 npumMmepbl 4ns
DevOps

« XypHan peBunauin KOHUrypaumn m
NOSNTUK
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Zero Touch Provisioning
PaCLumpeva LLabnoHoB And aBTOMaTu3aunn pa3BepTbiBaHNA

Device & Groups Interface Firmware Licen: r

a"s Device Manager v
s

Authorize Device

*[looaepkka npeaHacTPoOUKN
NHTEpencos |
* Hactponka WAN/LAN nHTepdeiicos E I Rt B i s

o KO H ¢ M ryp a L'| VI ﬂ V LAN ::a‘:i““':'zz:;"‘:)‘o“""‘d“h'ﬂ & Device Template | sd-branch
* utepdencol LAG Frmare ¥

Install Wizard

+ @ Device Templates (2)
] default

Device Name Assign New Device Name

Interface (Overridable) Enforce Firmware Version
*MpepHacTpoiika cTaTU4eckoll -

Primary DNS Server (Overridable) 8888
Secondary DNS Server (Overridable) 208.91.112.52

MapLipyTU3aumm n uHtepdenca \ (=

3 | config-addr
= " . Local Domain Name
a vian
Interface w»
Interface Name  IP/Netmask Access DHCP Server

* LL1abroHbl pa3BepTbiBAHUS : : | O
OOCTYMHbI NpY co34aHNN MOOENN = = e B

~ lan HTTPS, PING | off
yCT p O I/I CT B a wanl 172.168.101.99/255.2552550 HTTPS, PING |off
wan2 192.168.110.65/255.255.255.0 HTTPS, PING |off

Policy Package
Package Name sd-branch-policy

I
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[ToBTOPHO Ucnonb3yemMble 00beKTbl ZTP
Policy Package (nakeTt nosmTuk n 3aaBmcumble 0ObEKTDI)

Policy & Objects v  Policy Packages Object Configurations

ADOM: SD-WAN

B Policy Package ~ & Install ~ @ ADOM Revisions ## Tools »~  #¢ Collapse All = Object Selector +

E search.. Q = Create New v  [#Editv T Delete [¥Sectionw @ Policylockup 48 Column Settings ~ Q m

+ 3 Branch-PP

. [& DC-PP o = Name From To Source Destination Schedule Service Users Action Security Profil Log NAT Comments
+|_ ecure B

PP O v Production Traffic (1-2 / Total: 2)

-3 PP_BRANCHES_ZTP

O 1 SIP Calls O any [ sd-wan B LAN_BRANCHES_ZTP & FortiVoice_001 @ always @ ALL « Accept E :e:au:t @ Log All Sessions @ Disabled
- Traffic Shaping Policy efault
" Installation Targets 0 2 Corporate Applications [ any [ sd-wan 1 LAN_BRANCHES_ZTP = DC_NETWORKS always @ ALL + Accept E gg::z:: @ Log All Sessions @ Disabled
Ll FGT-D B 8
B default 0 s Outgoing Traffic [ LAN g :gg; & LAN_BRANCHES_ZTP 3 all always @ ALL + Accept @ Log Security Events € Enabled Test #001

O v implicit (4-4 / Total: 1)

a 4 Implicit Deny O any ¥ any <r all o all 2 always rALL @ Deny @ No Log

O6wwmn naket Policy Package ansa sBcex ZTP wnto30B (HacTpansaemo)

=RTINET © Fortinet Inc. All Rights Reserved. 11



[TloBTOPHO UCNONb3yeMble 00bLeKTbl ZTP
HacTtpoukn VPN

=_= VPN Manager v IPsecVPN Monitor Map View SSLVPN ADOM: SD-WAN []

L VPN Community ~  Install Wizard

; oL I15p1 = Create New [# Edit i Delete 4% Column Settings~ QI
EoLIsP2 O Name Gateways Authentication Description
[ Rl v 1 Gateway )
p - -
1z ven-sec O BoLlsP1 FGT-DC1 [VDOM-01] Pre-shared Key IPSEC Overlay via I5P1
~ 1 Gateway
ad OL_1SP2 Pre-shared K IPSEC Overl ia ISP2

0O HEoL FGT-DC1 [VDOM-02] re-shared Key verlay via

O VPN-Prim ¥ 3 Gateways Pre-shared Key

a VPN-Sec » 3 Gateways Pre-shared Key

O6wwe Tononorum VPN gna ans scex ZTP w308 (HaCTpaI/IBaeMO)]

* HaunHas ¢ 6.2.2 HaCTPOUKM MOXHO Ha3Ha4YNTb Ha rpynny YyCTPOUCTB

F::RTINET © Fortinet Inc. All Rights Reserved. 12



[TloBTOPHO UCNONb3yeMble 00bLeKTbl ZTP
LLlabnoH SD-WAN

E Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM:SD-WAN [ @ » ‘ admin v
Install Wizard L% Central Management
d4 Assigned Devices Edit BRANCHES_ZTP
& SD-WAN Templates
MName BRANCHES_ZTP
3 Interface Members
Description
2 Health-Check Servers
J Monitor Vi
0/4096
S-WAN Status & O6wmn wabnoH SD-WAN anga Bcex ZTP wnto3oB (HacTpavBaemo)
Interface Members
+4 Create New [# Edit T Delete 44 MoveUp ¥ Mowve Down
0O # D Port
01 1 @ oL_I1sp1
0 2 2 [ oL_Isp2
Performance SLA
4+ Create New [# Edit T Delete
0O = Name Detect Server Detect Protocol Failure Threshold Recovery Threshold
o1 HC_BRAMNCHES_ZTP HC_VOICE PING 5 5
[ HC_SCP_IPERF HC_SCP_IPERF PING 5 5
SD-WAN Rules
== Create New [# Edit @ Delete 4 MoveUp ¥ Move Down
# Name Source Destination Criteria Members
o1 SIP_traffic all SIP, SIP.Method, SIPVia.NAT, SIP_Media.Type.A... HC_BRANCHES_ZTP#1 [@oL_IsP2 [WoL_IsP1
o 2 sCP all DC_NETWORKS HC_SCP_IPERF#1 [WOL_ISP1 @OL_ISP2
0o 3 IPERF-8801 all DC_NETWORKS HC_SCP_IPERF#1 [HoL_IsP1 FoL_IsP2
O 4 sd-wan ALL ALL Source |P Based ALL

=RTINET © Fortinet Inc. All Rights Reserved. 13



[TloBTOPHO UCNONb3yeMble 00bLeKTbl ZTP
LLlabrnoH HacTponku ynpaBnsieMbiX KOMMYTaTOPOB

FortiSwitch Manager v

Managed Switches Monitor FortiSwitch Templates

FortiSwitch

ADOM: SD-BRANCH1 []

& Install Wizard

& VLANSs
I™ Security Policies
LLDP Profiles

FortiSwitch Manager v

& Install Wizard

|EQ Search...
& JMAll_FortiGate (2)
4-fgt-branchi (1)
fgt-branch2 (1)
@fgt-hub1 (0)
@ dobranches (2)
4Afgt-branch1 (1)
fgt-branch2 (1)
aahubs (0)

RTINET

Q

== Create New [# Edit T Delete Q Where Used

Description

branches_fsw_template

Managed Switches Monitor FortiSwitch Templates

aIrs 2 Managed FortiSwitch 2 Online

= Create New [ Edit Tl Delete 43 Assign Template

O FortiSwitch Name Serial Number

@) S124EF591800: S124EF5918002109
O & S124EF591800 S124EF5918001321

Platform
FortiSwitch-124E-FPOE
FortiSwitch-124E-FPOE

3 Import 4% Column Settings ~

Platform

0 Offline 0 Unauthorized

{ More v+ ¥% Columr: Settings ~

Connected Via
10.0.0.

FortiGate
fgt-branch2[root]
4 fgt-branchi[root]

FortiSwitch Template created via Ansible FortiSwitch-124E-FPOE

10.0.0.1

® > L1 ’ admin v

Ci Central Management

o

Last Modified
admin/2019-06-25 14:32:43

Created Time
2019-06-25 14:32:28

ADOM: SD-BRANCH1  [I @ >~ Q1 ' § admin v

L2 Central Management

S |
OS Version Jo

S124EF-v6.0.4-build064,190516 (GA) Fri
S124EF-v6.0.0-build059,190327 (Interim)  Fri

Template
branches_fsw_template

branches_fsw_template

© Fortinet Inc. All Rights Reserved. 144



[TloBTOPHO UCNONb3yeMble 00bLeKTbl ZTP
LLlabnoH HacTponku ynpaenaemblx Todek goctyna FortiAP

AP Manager v Managed APs Monitor Map View WiFi Profiles

ADOM: SD-BRANCH1 [ @ > Q1§ adminv

& Install Wizard

= Create New [# Edit TFi Delete
SSID Jame Platform

% Clone Q WhereUsed 31 Import #& Column Settings ~

C2 Central Management

O View All Profiles branches| Ql
Radio 2 Comment

WIDS Profile branches_fap_profile FAP421E 2.4GHz 802.11n/g/b 5GHz 802.11ac/n/a
Bluetooth Profile
5] QoS Profile
E:E AP Manager v  Managed APs Monitor Map Vi:w WiFi Profiles ADOM:SD-BRANCH1 I ® > Q1 1 admin v
& FortiAP Group v 4 Install Wizard C2 Central Management
IEW Search... Q
@ MAll_FortiGate (4) (")) @ o
= 4 Managed APs % 4\Online 0 Offline @ 0 Unauthorized O Rogue APs O Client Connected
4rfgt-branchi1 (2)
fgt-branch2 (2) 4= Create New [# Edit T Delete 4% Assign Profile & More~ 4§ Column Settings ~ QI
@fgt-hubl (O
gt-hubl (0) O AAccess Point Connedte AP Profile SSIDs Channel Clients OS Version
dabranches (4)
Radio 1: marketing, support, Radio 1: 10 Radio 1: 0 .
{thubs (0 = v6.9-
an (0) O # FP421E3X16000348 10.1.0.1 branches_fap_profile Radio 2: marketing, support, Radio 2: 124 Radio 2: 0 FP421E-v6.2-build0229
—~ Radio 1: marketing, support, Radio 1: 13 Radio 1: 0 .
O # FP421ETF18002999 10.1.0.1 branches_fap_profile Radio 2: marketing, support, Radio 2: 116 Radio 2:0 FP421E-vé6.2-build0227
O = FW&0DP-WIFIO 127.0.0.1 Radio 1: Radio 1:6 Radio 1.0 FW60DP-v6.0-build268
==RTINET © Fortinet Inc. All Rights Reserved. 185



Re-Usable Object Example

LLlabnoH (nnu rpynn) TMnoBbIX NOBTOpAeMbIX HAacTpoek - CLI Template

CLI/TCL Script

Device Manager v

CLI Script Group

B CLl Template

@ Add Device v

R o
= =  Device Manager v

@ Managed Devices

45 branches

&5 hubs

2]

RTINET

2 Device Group v 4 Install Wizard

Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

4 Create New [# Edit T Delete B3 Assignto Device 4% Column Settings v

Members

branches_cli_template_group

Device & Groups Firmware License Provisioning Templates Scripts SD-WAN

Jools v  [E) Table View v

(o 1} 3 Device 1 Devices

ao Total

Connection Down

[# Edit @ Delete

Assigned Devices

001.system.global, 002.system.inte fgt-branch2(root), fgt-branchi(root)

2] Import Policy & Install v t More v # Column Settings -

CLI Template Status
v branches_cli_template_group

A branches_cli_template_group

O ADevice Name Config Status Potiey, Package Status
O #fgt-branchl + Auto-update v pp_production

O & fgt-branch2 @ Unknown + pp_production

O fgt-hubl @ Unknown A pp_hub

ADOM:SD-BRANCH1 I @ > Q1 @ adminv

Q

Comments Last Modified

CLI Template Group created via Ansible

ADOM:SD-BRANCH1 I @ > Q1 8 adminv

1 Devices
Policy Package Modified

0 Devices
Device Config Modified

- =

o

Firmware Version Host Name IP Address
FortiGate 6.0.5,build0268 (GA) fgt-branchl 10.210.34.238
FortiGate 6.0.5,build0268 (GA) fgt-branch2 10.210.34.240
FortiGate 6.0,build0266 fgt-hub1

© Fortinet Inc. All Rights Reserved. 186



KriroueBou anemeHT ZTP — mogenb yCcTpoUCTBa

* ELe He pa3BepHYTOE N HEe HACTPOEHHOE YCTPOUCTBO

* ...KOTOPOE MOXHO 3apaHee HacTpouTb B FortiManager B Buae npototmna

Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: SD-WAN [

[

@ Add Device v &8 Device Group v Install Wizard X Tools v  [E Table View v

Search... Q A FGT-Branch3 [SyStEmIRterfacey Router WAN Opt. & Cache VPN Query Web Filter Override Detected Devices CLI Configurations Display Options

8 @ Managed Devices (6) =+ Create New v [# Edit W Delete

@ > ‘ admin v

# Collapse All More ~ ¥ Column Settings ~ Q
4 FGT-Branch1
m 0O 4 Name Type Mapped Policy Interface Addressing Mode IP/Netmask Access Virtual Domain  Status Administrative Status
EGT-Branch3 ¥ Hardware Switch (1)
W O  internal (LAN) =t Hardware Switch Manual 10.1.3.1/255.255.255.0 HTTPS, PING, 55H, HTTP root 4 Up
@ VDOM-01 v Physical (3)
& VDOM-02 0O dmz Physical Manual 10.111.3.1/255.255.255.0 HTTPS, PING, HTTP, FMG-Access, CAPWAP root 4+ Up
A root 0O wan1 (ISP1) Physical & ISP1 DHCP 0.0.0.0/0.0.0.0 PING, FMG-Access root 4 Up
B & Managed FortiAnalyzer (1) 0O  wan2(ISP2) Physical L ISP2 DHCP 0.0.0.0/0.0.0.0 PING, FMG-Access root +Up
B
B @ branches_ztp (1) 0O  sd-wan % SD-WAN
@ FGT-Branch3 O OL_ISP1 0 2 Tunnel Manual 10.10.10.4/255.255.255.255 root 4+ Up
@] OL_ISP2_0 2 Tunnel Manual 10.10.11.4/255.255.255.255 root +Up
O  lan 3 Software Switch Manual 192.168.1.99/255.255.255.0 HTTPS, PING, SSH, HTTP, FMG-Access, CAPWAP root 4+ Up
0O wagtroot 3 Software Switch Manual 10.253.255.254/255.255.240.0 root 4+ Up

O  sslroot (SSLVPN interface) 1 Tunnel Manual 0.0.0.0/0.0.0.0

root

==RTINET © Fortinet Inc. All Rights Reserved.
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KriroueBou anemeHT ZTP — atpubyThbl Mogenu

B3anmocesasb ¢ CLI Template

[...]
config system global
set timezone 28

set hostname FGT-Branch$ (branch number)

end

Device Manager v  Device & Groups Firmware License Provisioning Templates

@ Add Device v 33 Device Group v & Install Wizard X Tools v [B Table View v ' .
config system interface

edit $(ispl_intf)
Device Location \v append allowaccess https
4 hubs Meta Fields v/ next

b 3 edit $(fortilink intf)

ranch_number

Edit Device FGT-Branch3

4t branches

fortilink_intf dmz set ip 10.0.0.99 255.255.255.0
isp1_intf wanl next
E Search... al isp2_intf wan2 end

config firewall address

edit LAN BRANCHES ZTP

Set subnet 10.$ (branch number).0.0/24
next

F::RTINET © Fortinet Inc. All Rights Reserved. 14938



Mpouecc ZTP

[logrotoBka yCTpOUCTBa — NOAKMYeHne NHTepgencos

S

He TpebyeTcsa nogkniovaTbCsa K KOHCOMNM ]

RESET n

® D +12V USB

FRTINET

- e e e
- e e e -
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Mpouecc ZTP — onpeaeneHue agpeca FortiManager

FortiCloud DHCP Cloud-init

) W &
AnbTepHaTtnBa

USB auck co ctaptoBou
KOHJourypaumemn

UFEH;EET,":!ET oneE pforcioligfortinetcom %G8+

llllllll
N
\\\\\\

FortiGate

O FortiGateCloud # X0 2 =2

FortiGate Inventory (O] Deployed FortiGates (1
BulkKey: | ALL v status | ALL v Undeploy

# D ALL (0) Bulk Key Device Claimed On Subscription Deployed To Deployed Time
O 6BTGMLHBEA  FGT61ETK18005042 2019-04-0811:53 r'y FortiManager ( 10.210.35.200) 2019-06-24 14:48

F:2:RTINET © Fortinet Inc. All Rights Reserved. 20



[Mpouecc ZTP — aBTomaTn4yeckas koHdurypauus
Auto-link Process

Real Device FortiManager Mogenb ycTponcTsa

—9

[MonHas koHurypaums

G YCTPONCTBO yCTaHaBNMBAaET 3alMLLIEHHbIN KaHar
e FortiManager HaxoauT noaxoAaswyo moaenbs (N0 HOMEPY U CEKPETY)

e Auto-link npouecc: FortiManager nonHy KoHUrypauuio
(onumsa - npeaBaputTensHo 06HoBUTL 10)

F::=RTINET © Fortinet Inc. All Rights Reserved.
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2. leHTpanbHOe YnpaBneHue



2. UeHTpanbHoOe YnpaBneHue
[TlpocToe macwTabupoBaHue 3agady agMUHUCTPUPOBAHUS

Llenu LleHTp ynpaBneHus Security Fabric

CHM3nTbL Tpyago3aTpaTbl Ha agAMUHUCTPUPOBaHNE
3a CYET UCNOoNb30BaHUS €OMHON KOHCOMNK
yrnpasneHnsa Ons pasnuyHbiX 3agay

KntouyeBble Bo3MOXHOCTH / I \

« MacwTtabuposaHmne oo 100
Tbicay FortiGate n Bbilwe

o= © © 6|00 600D
Security Fabric

Identity Fabric iggg;i NGFW SD-WAN Public  Application Data
_ Agent Cloud Security Center
* LWabnoHbl nonutnk SD-WAN 1 CeteBOM pgocTyn NMocTpoeHue OnHamunyeckasn
NGFW Zero-Trust ©e3onacHou cetu 3awuTa obnakos

* LleHTpanunsoBaHHOE
XXypHanmpoBaHne n OTYETHOCTb

» PorneBoe pasrpaHnyeHune
aocTyna

F:=:RTINET © Fortinet Inc. All Rights Reserved.



O6beanHeHHaA KOHCOSb yNpaBfieHNS U MOHUTOPUHTa

EaovHasa naHenb ynpaeneHuna gnsgd NOC n SOC

TyHHenb ynpasnernus (FGFM)

FortiManager alyzer

an B [Q [ L "

Device Manager Policy & Objects AP Manager FortiClient Manager VPN Manager FortiView NOC Log View Event Management
R
-y
FortiGuard System Settings  FortiSwitch Manager

F::RTINET © Fortinet Inc. All Rights Reserved.

Reports

24



O6beanHeHHaA KOHCOSb yNpaBfieHNS U MOHUTOPUHTa

Device Manager

FortiGuard

Policy & Objects

¥

System Settings

FRTINET

FortiManager ncnonb3ayet FortiAnalyzer API ...

AP Man.

FortiSwitch Mar

+ Add Widget ~  © Last 1 Hour ~

Top 20 Sources &%

2600

E8EEBEEE S

ADOM: CORPORATE

Log View Event Management

© Fortinet Inc. All Rights Reserved.
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PaclunpeHHasa KkoHconb ynpasneHus (6.4)
Bo3MOXXHOCTb 400aBNeHns pacluMpeHHbIX BO3MOXXHOCTEN YNpaBneHns

* BCTPOEHHbIN MexaHN3M A4S 3anycka KOHTENHEPOB C
pacLmpeHnamMm BO3MOXHOCTEN yrnpaBfieHUs

* Tonbko KOHTeNHepbl OT Fortinet (6.4)
» KOHTENHepbI 3arpykatoTcs B Buae obHoBNeHumn

Policy & Objects

° OnosemeHme AOAMUHUCTPATOPOB MNMpn BO3MOXXHOCTHU
3adlPy3KN HOBbIX KOHTeIZHepOB

* YCTaHOBKa 1 yaareHue no 3anpocy nosib3oBarterieu

* MoxeT TpeboBaTbCs COOTBETCTBYIOLLAA NOAMNUCKA
0119 UCMoSib30BaHNSA HEKOTOPbLIX KOHTEMHEPOB

F::RTINET © Fortinet Inc. All Rights Reserved. 26



FortiManager 6.4 — SD-WAN Orchestrator

[MpnnoxeHue gnsa opkectpauum SD-WAN

» ABTOMaTM3aUuns TUMOBbIX HACTPOEK
N onepauumn passepTbiBaHUS

» KoHurypauust 1 MOHUTOPWHT

* TpebyeT noanuckn 360 Ha FortiGate

* (BCe (pyHKLMM no ynpasneHutio SD-WAN
3a npegenammn SD-WAN Orchestrator
OOCTYMNHbI 6e3 NoAnMCKM)

RTINET

i Dashboard
8 Traffic
T SLA
@ Devices
B Logs

3 Configuration

£ Maintenance

&8 SD-WAN Orchestrator v

@ sLa
@ Devices
B Logs

O Configuration

££ Maintenance

=_=  SD-WAN Orchestrator v

{3 I c I c Rt I 3

293K

e R

:
s A
3 I ?&% 3

Quick Accessv ADOM:root (I @

3906K

2
1953 K

977K

0

192.168.02

IP Address -

192.168.0.2

192.168.5.2

192.168.4.2

192.168.2.2

192.168.1.2

19216852 192.16842

W Received m Sent

Bytes Egress *
48.8 K
100.9 K
307 K
216 K

20K

192.168.2.2

Bytes Ingress

361.3K

258.4 K

140.9 K

127.1K

748K

192.168.1.2

192.168.02 192.168.5.2 192.1684.2
m Blocked m Allowed
Total Bytes = Session Block Session Pass +
410.1K 0 21
360.3K 0 73
1716 K 0 17
148.7 K 0 11
948K 0 13

© Fortinet Inc. All Rights Reserved.
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YnpaBneHvne nonutmkamMm — agMMHUCTPATUBHbIE JOMEHbH

3abnoknpoBaHo
MSSP: adminl

3abnoknpoBaHo
API: user2

RTINET

Select an ADOM

root

FortiGate 5.4

CUSTOMER_003
FortiGate 5.4

CUSTOMER_006
FortiGate 5.4

CUSTOMER_010
FortiGate 5.4

CUSTOMER_013
FortiGate 5.4

CUSTOMER_016
FortiGate 5.4

CUSTOMER_019
FortiGate 5.4

FortiSandbox
FortiSandbox

Global Database
Global 5.4

CUSTOMER_001
FortiGate 5.4

CUSTOMER_004
FortiGate 5.4

CUSTOMER_007
FortiGate 5.4

CUSTOMER_011
FortiGate 5.4

CUSTOMER_014
FortiGate 5.4

CUSTOMER_017
FortiGate 5.4

CUSTOMER_020
FortiGate 5.4
Syslog

Syslog

CUSTOMER_002
FortiGate 5.4

CUSTOMER_005
FortiGate 5.4

CUSTOMER_008
FortiGate 5.4

CUSTOMER_012
FortiGate 5.4

CUSTOMER_015
FortiGate 5.4
CUSTOMER_018
FortiGate 5.4
FortiCarrier
FortiCarrier 5.4

Chassis

Q

3abnoknpoBaHo
MSSP: admin2

3abnoknpoBaHo
CUSTOMER: userl

3abnoknpoBaHo
API: user3
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YnpaBneHue nonMTukamMmm — rinodanbHas NofITHUKA

'mobanbHbIe NONMUTUKHU

Header Global Policies — rmnooanbHas nonutTuka

ADOM #1 ADOM #2
OObivHaga NMonuTtuka OObivHaga NMonuTtuka

Footer Global Policies — rmobanbHasa nonnTuUKa
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YnpaBneHue nonutukamm — obime pparmeHTb!
NONUTUKA

BrokKu NnoNUTUK

Header Global Policies — rmnooanbHas nonutTuka

ADOM #1 ADOM #1
OObIivHaga MNMonuntuka #1 OObivHaga NMonntuka #2

Footer Global Policies — rmobanbHasa nonnTuUKa
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YnpaBneHue nonutukamm — obime pparmeHTb!
NONUTUKA

F

BrokKu NnoNUTUK

Header Global Policies — rmnooanbHas nonutTuka

)

—/

ADOM #1 O6bi4Hag MNMonutuka #1 ADOM #1 O6biuHag MNonutuka #2

ADOM Bnok nonnTtuk ADOM #1 O6bi4Haga Nonutuka #2

)

ADOM #1 O6bi4yHag Nonutuka #1

—/

ADOM Bnok nonutuk

ADOM Brnok nonutuk

ADOM #1 O6bivHag Nonutuka #2

)

ADOM #1 O6bluHaga Nonutuka #1 ADOM #1 O6bi4Haga Nonutuka #2

—/

RTINET

Footer Global Policies — rmobanbHasa nonnTuUKa
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YnpaBneHue noriutmKkamMmm — ooLme oo bLeKTbl

Edit Address

B Policy Package v

IEQ Search...

IPv4 Policy

- I™ PP_BRANCHES

="= Policy & Objects v  Policy Packages Object Configurations

- Central SNAT

- Installation
+- [& PP_HUBS
+- [ default

Targets

i B8 Policy Blocks (0)

RTINET

& Install v

Q = Create New v

@ ADOM Revisions £ Tools v A2 Collapse All 7= Object Selector v

[# Edit ~ i Delete [3]Section v =5 Policy Bloc

() | # Source Destination  Sc
® v [IiLAN -> [IiWAN (1-1 / Total: 1)

[ W QOutgoing Traffic (1-1 / Total: 1)

Google Corporate | & nLAN

@ ) Implicit (2-2 / Total: 1)

Name

s}

Address Name

Color

Type

IP/Netmask

Per-Device Mapping

= Create New

@]

0O00OO0O0O0OO0O0OO0O0OD0OAO

A Name
peerll
peerl2
peerl3
peerld
peer21
peer22
peer23
peer24
peer31
peer32
peer33
peer34

1T Delete
VDOM

root
root
root
root
root
root
root
root
root
root
root

root

[ Subnet

0.0.0.0/255.255.255.255

¥ Column Settings v

Details

IP/Netmask:10.11.0.0/255.255.255.0
IP/Netmask:10.12.0.0/255.255.255.0
IP/Netmask:10.13.0.0/255.255.255.0
IP/Netmask:10.14.0.0/255.255.255.0
IP/Netmask:10.21.0.0/255.255.255.0
IP/Netmask:10.22.0.0/255.255.255.0
IP/Netmask:10.23.0.0/255.255.255.0
IP/Netmask:10.24.0.0/255.255.255.0
IP/Netmask:10.31.0.0/255.255.255.0
IP/Netmask:10.32.0.0/255.255.255.0
IP/Netmask:10.33.0.0/255.255.255.0
IP/Netmask:10.34.0.0/255.255.255.0



EanchupOBKa HAlrpy3kum rnpum yCtaHoBKe nNofimTukKn

PesynkraT BHYTPEHHErO
TECTUPOBaAHUA - BPpeMA YCTAHOBKU
nonutukn ¢ Hynga Ha 1000
ynpaBnsemMbiX YCTPOUCTB

CamocTtosaTenbHbIn FortiManager -
1 nogunHeHHbIN FortiManager -
2 nogvnHeHHbIX FortiManager -
3 noguymHeHHbIX FortiManager -

FRTINET

e 9% Time Saved
65%

@® Time Savings

o
Standalone HA Pair 2 Slaves 3 Slaves
(1 Slave) (3 total) (4 total)
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3. AHanuTukKa Security Fabric



3. AHanuTuka Security Fabric
MHpopmaumna o cetu 1 3awmTe B pearibHOM BPEMEHM

Lenu <5
MpoTuBOAENCTBME Yrpo3am 3a CHET *20°
naeHTudukaumm puckoB 0e30nacHOCTU U N

aKcnnyaTtauum B pearibHOM BpeMeHU | '

KrniouyeBble BO3MOXHOCTU

a3
o

 BnammocTb COCTOAHUS CETU

e (OTtyeTHOCTL O SLA SD-WAN Forti View Log View Fabric View SOoC Ig%sgmz Reports
« Historic SLA Reporting

PKYpHanbl PRYPHarnbl PKYpHanbl PRYPHarnbl
e OT4yeTbl 00 UCNONb30OBaAHNN CETEBbIX Tpaduka CcoObITUN BINS ©e30nacHOCTU
3rd

NPUNOXEHUN “l =l @ e .Q. B @ ((.))
‘ Party

) (O] [

v6

1

« ApganTuBHOE pearmpoBaHue Ha

coObITUSA :X: (@)~ ' J\r
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MoHuTopuHr VPN

VPN Manager .~ |Psec VPN Monitor Map View SSLVPN ADOM: CM-LAB-001  Unlock

S VPN Community ~ M Save
=}~ L. All VPN Communities

& Install Wizard

Topology View | Traffic View Show Table [ Show Tunnel Down Only

=RTINET

L . — L
' - b B
co KS Mo WA Narth 2 g _;"\-_\
s
) AZ. | NM & i sc:"c Atlantic L :"‘, TE""“ o, =r/ ‘E Mghanlstan
" METALT Ocean " " \, A__Irag -\ o
S, w3 orocco s, \ r 6
.‘:‘ & Ve o 4 v'_) __Pa klstal
e FL !/ Mgeria | )
"5, Gulf of w S J Libya Egypt
T

- g & ’
'-:-. Mexico LS Sehere | 4 B W saudiArabia & f ’3
.n.. s i x ?’ Ik|l R“‘x = Dinar
HI 'Sy . @ o Moiia _ - ~
.‘:‘ T l - rﬂig Mali T Niger 2 — _(
W Guatémala _ ) A ) vy h Sudan "~ Yemen
AR I A " Caribbean Sea ’,.,_\:-' AN Chad S
t:.. Miearagua —r -\'ﬁu[fof.dden Arabian Sea
15 [ 3 . b
o N {Venazuela - < - Ethiopia
——— ’.‘. - [l Y -
1 \ by ) e \_\r‘“ﬁL‘Lk Ao
. Y ‘:|‘ ' \ Somalia
Eeeedhee e e eVt et R ~fKenyal oo
c---7 \ \ . Ecuador, —q"y
' .
\.\ L
| RS
| AL B L \
————————— I TQ of )
(- LN (= ’,:,' Angola {_“'J/
Mozambique
# b B |
o Namibia [~ Zimbabwe
4 Botswana= Madagascar +

South
Pacific

Atlantic

Ocean South Afn@

Map data ©2017 Google, INEGI  Terms of Use
4 BringTunnelUp ¥ Bnng Tunnel Down % Column Settings v

Status Device Name Type Remote Gateway Incoming Data Phase 2 Proposal Uptime
Down FG200D-tiger-dut-194-112[root] MESH_001_4 automatic 192.1468.195.146 0.0 KB 1 20s
. FG200D-tiger-dut-195-144[root] ' MESH_001_1 T 192168.194.76 ' 1
Down FG200D-tiger-dut-195-146[root] MESH_001_2 4 Bring Tunnel Up 192.168.194.77 0.0 KB il 0Os
Down  FG200D-tiger-dut-195-146[root] MESH_001_3 ¥ Bring Tunnel Down 192.168.194.112 0.0KB 1 0s
. FG600C-tiger-dut-194-76[root] | MESH_001_4 i | 192168.195.146 : 1
Down  FG600C-tiger-dut-194-77[root] MESH_001_4 automatic 192.168.195.146 0.0KB 1 20s
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MonuTtopuHr SD-WAN

rlpe,D,CTaBJ'IeHI/Ie B BLAE KapThbl

Device Manager v Device & Groups Firmware License Provisioning Templates Scripts SD-WAN ADOM: SDWAN
& Install Wizard Cg Central Management
4 Assigned Devices Map View Table View | 4o All Devices ~ Show Unhealthy Devices Only QI

@ SD-WAN Templates

[ Interface Members

-
Norwegian Sea &l A
—
=
- o
>

fgt-branchi (FortiGate-VM64-KVM)

Sweden §
. Bandwidth ) (
VDOM SD-WAN Template Interface Performance SLA Jitter (ms) Latency (ms) Packet Loss Session '1 Einland .
X RX NorwayS .,
OHC
T-INET_O 0.19 1.17 09 1.2 Kbps 2.5 Kbps 1
— 10.0.0.111(PING) e P P
root sdwan_template_corporate - Denmark
T-MPLS_0 0.40 09 1.6 Kbps 4.1 Kbps 0 i
S0 10.0.0.111PING) = P P ch1
N gl o " R i e Current: 109.47 ms / Config: (#1) 50 ms [ A & ,
. ‘
WA MT ND O \ LNB e ' Fra
""" ONE oA TR Gl Spai i
NV ; United States _|L IN: OF L hp :? P
. | e0o] KS' EIMOLs - A0 SRWY Portugal
et v N b g e North i
: © OK AR o fTNZ.0 NC .
i | 0K AR AL Atlantic ) unisi
e 624, : T MsI el SC Oreahl |§ T{“s’?
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MoHuTtopuHr SD-WAN

[TpencraBrieHne B BUae tabnuubl

Device Manager v Device & G

admin v

Summary Bandwidth Overview Traffic Overview

& Install Wizard SD-WAN Template corporate B TwPiso W TINET.O . W tvPiso M TINETO | (3 Central Management
N SD-WAN Interfaces 10Kbps
do Assigned Devices Map View [fTable ©T-MPLS_O 10.0.2.10/255.255.255.255 Q
@ SD-WAN Templates A Device st @ T-INET_O 10.0.1.10/255.255.255.255 - Facebook
[ Interface Members fgt-branchi|reot]
2 Health-Check Servers
fgt-branch3[root] 9765.6K8
fgt-hub[root]
oB
23:48 23:56 00:05 00:13 00:21 00:30 00:38 00:45 23:48 23:56 00:05 00:13 00:21 00:30 00:38 0045
: ; i ;
HC (Ping: 10.0.0.111)
Latency Jitter Packet Loss
B TmeETo Wl T-MPLSO B TmneTo Wl T-MPLSO B TNETO M T-MPLS O
BOMB @ = umcmomansosuasuuamauasnsionamataancnanussons »> SLA1 QOOMG M= == uomumavucucnaauuunasnucusantuaunsasnensann » SLA1 ) RSSO AR RPN - s -l » SLAT
60ms 150ms 15%

40ms - l 100ms 10%

20ms 50ms 5% -

F:RTINET - 1 G | S A A MM A MA L AL L 38

Oms - 0% -
23:48  23:56 00:05 00:13  o00:21 00:30 00:38  00:45 23:48 23:56 00:05  00:13 00:21 00:30 00:38  00:45 23:48 23:56 00:05  00:13 00:21 00:30 00:38  00:45
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MOHVITOpVIHr ceéTun B pealiibHOM BpeMeHU

Managed APs Monitor Map View WiFi Profiles I0® > L1 A adminv
B FortiAP Group v~ & Install Wizard L3 Central Management
% Spectrum Analysis - FP221ETF18099Z87 x FortiManager

(=)
2 Managed APs = 2 Online 0 Offline @ O Unauth

e T L e e T AP capabilities will be limited during spectrum analysis. g ° I_l O H M M a H M e
O Access Point 24GHz XS E

:  1Cnonb3oBaHUA
B channeis nOﬂ OCbI

8 # FortioS-VMé4 (2)
)All FortiAPs

Connected Via SSIDi Band

= FP221ETF18099787  192.168.10.2 § Channels

0O = FP223E5518014569 192.168.10.3

Radi¢ Restart

Analysis ° VIHCbOpMaU.Mﬂ 06 SLA

Signal Interference

v i MOHUTOPWHT B

peanbHOM BPEMEHMU:
e W , ' :  Touyek gocTtyna
« KommyTtatopoB

Signal Interference Spectrogram

-20 dBm

Time

-100 dBm

2412 2422 2432 2442 2452 2462 2472
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4. OTyeTHOCTbL COompliance



4. OTyeTHOCTL COmpliance
YnpolieHne cooTBETCTBUS TPEOOBaAHUAM PErynATOPOB

Llenu

CHMXeHne CTOMMOCTU U CITIOXKHOCTM obecneyeHuns
COOTBETCTBUA Tpe6OBaHI/IFIM peryndatopoB

KnrouyeBble BO3MOXHOCTH
* Ortyetbl 0 PCI DSS Compliance Level

Limited & Reactive
Pratect the netwark against
e

common external threats.

« CKOpPMHI Ha COOTBETCTBME NyYLLUMM NpaKTUKam
Fortinet

« Kactomunampyemble LLabrIoHbl OLEHKN
COOTBETCTBMUA

« [IByxdbakTopHasa ayteHTUdunkaums

aZIMVHUCTPATUBHOIO JOCTyna n
. I/IHTerpa_lLlMﬂ CO CTOPOHHUMM pelueHnsmn SIEM
/ Compliance
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Security Rating — oueHka koHdurypauum FortiGate

4+ Add Widget Dashboard v

T
‘!f Best Practices Audit, North America
7 2 97 Za::cis i Possed 24 Unknown

FortiManager  FortiAnalyzer

78 FabricView v Security Rating

Security Score: -595.4

FGVMO20000069046

@ passed Medium High (@ Critical

-~

Devices
FG101ETK18002163

FGT91E4Q16000534

FGT100DHA-CSF-roof
ForiClent Canplince Maturity Milestones
Al registered FariClent devices should be compliant with FortiClier Chart Type: [JEBESE)

: Security Rating — otaenbHada noanucka Ha FortiGate (Bxogut B Enterprise n 360 bundles).
: FortiManager npenocTaBnsieT LeHTpanbHYH KOHCONb paboThl C peadynsrataMy OLEHKU
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5. ABTOMaTn3auus
AOMUHUCTPUPOBaHUSA



5. ABTOMaTU3aua AGMUHUCTPUPOBAHUSA
VIHTerpnpoBaHHbLIE NpoLecChl

LleHTp ynpaBneHusa Security Fabric

LUenu

ABTOMaTM3MPOBaTb TUMOBbLIE OMepaLmm g
M MIHTErPUPOBATBLCA C CYLLECTBYOLLMMM
npoueccamu

KnoyeBblie BoamMoXHOCTU

« ConpsikeHune (Connectors) c SDN un

o6Lmmmn obnakamm (AWS/Azure/...) 3 OO0
* WHterpauyusa c IT Service Management
(ServiceNow) MHCTpyMeHTbI APl via DevOps Security
| d
 REST API 1 MHCTpYMEHTbI A °°"F";;‘§f;;“z" ® FHEN 10015 reeds

aBToMaTusaumm (fndn.fortinet.net)

* BO3MOXHOCTb MCMNOMNb30BaHUA
nHctpymeHToB DevOps: Ansible, Teraform,
N T.0.
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OpwvH npoaykt Fortinet = oguH API!

JSON RPC
XML SOAP REST
\ E 4, /
‘:' FortiSandbox
@ FortiSwitch I l I Fortiweb

O FortiGate
() “\-

FortiPortal ‘ E FortiDDOS

FortiMail !
o= HE
\

FortiAuthenticator ‘ m FortiADC

FortiSIEM
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OpwvH npoaykt Fortinet = oguH API!

dopmart

obMeHa
OaHHbIMMU

N\
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3ayem HyxeH AP

Knukos [ 60 ] Bocrpusimue [ 120 ssc | Bpems

Device Manager ~ Device & Groups Firmware License Provisioning Templates Scripts ADOM: CM-LAB-002

@ Add Device @ Device Group v & Install Wizard A Tools v BB Add FortiAnalyzer

# FGT5HD-001 System Router Display Options

+ Create New v

[ Edit W Delete ¥ Column Settings

a 1D Destination Gateway Interface Distance Priority Comments
¥ Static Route (10)
o 1 10.100.0.0/255.255.255.0 10.0.0.254 @ port1 10 0
0o 2 10.101.0.0/255.255.255.0 10.0.0.254 @ portt 10 0
o 3 10.102.0.0/255.255.255.0 10.0.0.254 @ port1 10 0
o 4 10.103.0.0/255.255.255.0 10.0.0.254 @ port1 10 0
o s 10.104.0.0/255.255.255.0 10.0.0.254 @ portt 10 0
o 6 10.105.0.0/255.255.255.0 10.0.0.254 @ portt 10 0
o 7 10.106.0.0/255.255.255.0 10.0.0.254 @ portt 10 0
o 8 10.107.0.0/255.255.255.0 10.0.0.254 @ portt 10 0
o 9 10.108.0.0/255.255.255.0 10.0.0.245 @ port1 10 0
@ rCTeHD001 5w 10.109.0.0/255.255.255.0 10.0.0.254 @ portt 10 0
- @ FW502R0000000001 B )
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3ayeM HyxeH API (2)

Bpemsa Ha gobaBneHne 10 cTaTuyecKux MapLUpyTOB

GUI API

$ ./add-static-routes.py

Adding static route to 10. IF, rtl, GW: 10.0.0.254
Adding static route to 10. IF ortl, GW: 10.0.0.254
Adding static route to 10. IE: rtl, GW: 10.0.0.254
Adding static route to 10. _— IFN~—gortl, GW: 10.0.0.254
Adding static route to 10.104.0.0/24, IF: portl, GW: 10.0.0.254
Adding static route to 10.105.0.0 A : portl, GW: 10.0.0.254
@@D@ Adding static route to 10.106.0.K: portl, GW: 10.0.0.254
Adding static route to 10.107.0.0/24, IF: portl, GW: 10.0.0.254
Adding static route to 10.108.0.0/24, IF: portl, GW: 10.0.0.254
Adding static route to 10.109.0.0/24, IF: portl, GW: 10.0.0.254

Execution time: 0.150309 sec
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3ayeM HyxeH API (3)

Hangute owmnbky

ADOM: CM-LAB-002 %. admin v

E Device Manager ~ Device & Groups Firmware License Provisioning Templates Scripts

@ Add Device @ Device Group ¥ 4 Install Wizard 28 Tools ¥ @ Add FortiAnalyzer

B A FGTS5HD-001 System Router (=] Display Options

S Destination Gateway Priority
¥ Static Route (10)
o 1 10.100.0.0/255.255.255.0 10.0.0.254 @ port1 10 0
o 2 10.101.0.0/255.255.255.0 10.0.0.254 @ port1 10 0
o 3 10.102.0.0/255.255.255.0 10.0.0.254 @ port1 10 0
o 4 10.103.0.0/255.255.255.0 10.0.0.254 @ port1 10 0
g s 10.104.0.0/255.255.255.0 10.0.0.254 @ port1 10 0
o 6 10.105.0.0/255.255.255.0 10.0.0.254 @ port1 10 0
o 7 10.106.0.0/255.255.255.0 10.0.0.254 @ port1 10 0
o 8 10.107.0.0/255.255.255.0 10.0.0.254 @ port1 10 0
a 9 10.108.0.0/255.255.255.0 10.0.0.245 @ port1 10 0
C@roTsHD00L 0O 10 10.109.0.0/255.255.255.0 10.0.0.254 @ port1 10 0
. @ FW502R0000000001 v Static Route IPvé (0)

FRTINET

+ Create New >  [# Edit Fi Delete 7% Column Settings v
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Onucanue doyHkummn API

« CnpaBoyHoe pykoBoacTBO AocTynHO Ha pecypce FNDN (fndn.fortinet.net) - FortiAPI

FortiManager

Search APIs

FortiManager 6.2.0 GA
= Device Manager Database

» dvmdb/_meta_fields
« dvmdb/adom

= dvmdb/device

» dvmdb/group

» dvmdb/revision

= dvmdb/script

= dvmdb/workflow

» dvmdb/workspace

+ Task Database

+ CDBv6.2

+ CDB v6.0

+CDBv5.6

+CDBv5.4

+ CLI Configuration

+ System Commands

+ Device Manager Command
+ Configuration Auxiliary

+ Security Console Command

F:=RTINET

£

FORTIMANAGER - DVMDE/ADOM

ForthanagerJSON APl Documentation

Base URL: yourFMGip/jscnrpe ]

® FortiAPI Forum

Jdvmdb/adom ADOM table, most attributes are read-only and can only be changed internally. N

Jdvmdb/adom (get)

m /dvmdb/adom (add)

Parameters

Name

bndv % required

(body)

Description

Example Value | Model

{
"method™: "get",
"params": [

{

"expand member™: "string",
"fields": [
[
"desc"

]

© Fortinet Inc. All Rights Reserved.
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NUHcTpymeHbI conpstkeHus (Fabric Connectors)

Hosble Fabric Connectors

SDN (12) v
L] L] L aWS
s NSX
ACI AWS NSX-V

SSO/Identity (9) v

w_

FortiClient
EMS

AD Polling

&t

FortiNAC

Thread Feeds (4) v

- ' WWW
v 1
~ ! A r 4
FortiGuard IP Address Domain
Category Name
SOAR (3)

now S G

ServiceNow Webhook EMS

FRTINET

Malware
Hash

FortiNAC

FortiOS

vmware

ESXi

arvba

ClearPass

Horizon

NSX

NSX-T

D O

AliCloud

Kubernetes GCP

g Nl

vCenter

© Fortinet Inc. All Rights Reserved.
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3adyem HyXHbl Fabric Connectors

Jlydue ocBegoMNeHHOCTb => Bhille 3P PEKTUBHOCTDL

s

o —

— m'g —

— 7

M oL—=CJ

v S5 Lf[]|]N
=_=;=
—;
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3ayeM HyXHbIl Fabric Connectors — npumep (1)

» Cosgaém punbsTp Ans noncka KOHTEMHEPOB Mo aTtpmbyTam

Filter Generator

Filter Logic
A +
| 3]
K8S_MNodeName (1) -

K85_Label kubernetes.iofarch K85_Label kubernetes.i

K8S_Label.beta.kubernetes.iofarch (1)
K85_Label.beta.kubernetes.io/arch=amda4

K85 Label.beta.kubernetes.iofos (1)
K85_Label.beta.kubernetes.io/os=linux

K8S_Label.kubernetes.io/arch (1)

-
(V72 o N TR DR S W D S IR— |

e, Filter Generator

Filter Logic

K85_NodeName=ubuntu v +

K8S_NodeName K8S_Label.beta.kubernetes.iofarch

K8S_Label.beta.kubernetes.iofos K8S_Label.kubernetes.io/arch KB85_Label.kubernetes.io/hostname KB85_Label.kubernetes.io/
ubuntu amdé4

linux amdé4 ubuntu linux

FRTINET
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3adyem HyXHbl Fabric Connectors — npumep (2)

=-= Policy & Objects ~  Policy Packages Object Configurations

& ADOM Revisions £ Tools +

@ Zone/Interface > -+ Create New ~ [# Edit @4 Delete ¥§ Column Settings~ £ Mare
E Firewall Objects Y1 O Name Type Details
Addresses O = KUBERMETES-typl8 Firewall Address Fabric Connector Address:(myK8DemoHost)

Wildcard FQDN Addresses

@ Dashboard

W

® View | Search | Q |
% Security Fabric > Address # KUBERNETES-typ18
D Mame From To Source . lile
i FortiView > Type Fabric Connector Address
& Network N 1 myvéHost O any Oany Rall SDN Connector € myK8DemoHost BY'S
B myTestvéHQ Filter K85_ModeMame=ubuntu
£ System > 3@ myvéhost2
0 % poi ] Interface O any
\/ P‘cllcy& Ob]ECtS v 2 mW4HGSt1 D any D any E O001HOST1 Resolved To 172.17.17.50 BYS
EGT Consolidated Policy W 3 all References 1
Authentication Rules 1071741825  myBlock1-BlockConsolidated O any O any 004HOST4Z - Bys

3 al

IPv4 DoS Paolicy
IPv6 Do$ Policy 4 k8Policy Oany Oany

e always
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UHTerpauusa FortiManager u FortiAnalyzer ¢ ServiceNow

gl @

A(_Ition on FortiManager FortiAnalyzer
FortiManager

ServiceNow

ServiceNow ServiceNow
FortiAnalyzer Workflow
App Actions

Network

Incident
App

: [punoxeHunsa ServiceNow Apps ans :
: FortiManager & FortiAnalyzer no3sonstoT Run script on
i MHTerpupoBaTtbces ¢ IT Service FortiManager
: Management 1 pellaTb BO3HMKaOLLME '
: 33714/ B pamMKax CYLLIeCTBYHOLLNX

. OTNa)KEHHbIX NPOLECCOB

.............................................................................................................................
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OcTtanucb Bonpochl?

cis se@fortinet.com
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