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BLI130BbI ANA YPOBHA AoCTyna

Konun4yecTtBo be3onacHocTb YnpaBneHue
YCTPOUCTB

=

TRAFFIC JAM

CHwmxaeTcs CnoXXHOCTb NpU UHTErpaumm ¢ YBenm4mBaeTcsa BpeMs
NPON3BOANTENBHOCTb yCTpOMCTBaMmn 6e3onacHocTu Ha pelleHne
NHUMOEHTOB
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Be3onacHasa npoBoaHan n 6ecnpoBoagHadA CeTb B
Kamnyce wnu coumnuane ?

3awuTta oT
BHELLUHWMX Yyrpo3

RN

JAVAVANYY,

CermeHTauusa u

3awmTta JIBC KOHTpOTb

poctyna B JIBC

3alULLEHHbIN 3alnLLEHHbIN
NPOBOAHOMN becnpoBogHON
poctyn B JIBC poctyn B JIBC
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TpaaUVOHHBLIN Noaxopn 3alWmnThl
Ha ypoBHe goctyna = CrnoXXHOCTb

CNOXHOCTb - 3TO Bpar 3aKka34vuka

* MHOXeCTBO TOYEYHbIX peLUeHni

* MHoxecTBO nnatdopm

* MHOXeCTBO KOHCOMNen ynpasneHnd

° OTcyTCTBMG BCTpO@HHOVI KOHCUCTEHTHOCTHU
NONMMNTUK N CETEBOU HYaCTH

* PasnnyHble LuKnbl 0OHOBNEHUN

-

» MeaneHHasa n HeogHO3Ha4YHas peakumsa Ha
MHUMAOEHTbI 6e3onacHoOCTn

* [1OoCTOSIHHbIE CIMOXXHOCTWU B NOAAEpPXKKe

e [lOCTOSAHHbIE CITO)KHOCTU B KOHOUITYPUPOBaAHUM

F=RTINET

Management

Switching

Web
Filtering

Application

Control
VPN B

Advanced
Threat
Protection

Antivirus
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<. Fortinet
7 Security
Fabric

Security driven nogxop, K 3aLuTte ypoBHSA AOCTyna

FortiGate 3amMeHseT BCce
annflauHCbl U KOHTPONUpyeT
ypOBeHb AOCTyna:

e FortiLink

* [lopTbl KOMMYTaTOPOB ABMSETCA
pacwmpeHnem NGFW

 FortiLink wireless (CAPWAP)

« SSIDs aBnATCA paclunpeHnamm
(nornyeckumm noptamm) NGFW

Management

FortiGa*l
8 FortiLink

 HeT HMKakKux nuueH3nm Ha
NoA4KMHYeHne Todek gocTyna u
KOMMYyTaTopOB !

FortiAPs
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Fortinet
Security
Fabric

KomnnekcHas

Ob6ecne4veHne NOHOM BUOMMOCTH
NOBEPXHOCTU UM POBOU aTtaku Ang
nyywero ynpasneHus puckamu Vb

UHTerpupoBaHHas

YMeHbLLUEHnEe CINOXHOCTU
COMPOBOXOEHUS MHOXEeCTBa
pPa3HOPOAHbIX NPOAYKTOB

ABTOMaTU3NpPOBaAHHas

YBenuyeHne CKopocTUu ynpaBneHus
N OTKNNKa

FERTINET

YnpaBneHue
dabpukon

CeTteBoW 3 OTKpbITas
aocTyn aKocuctema
BesonacHble O6nauHas
WLAN/LAN MHdpacTpykTypa
.
KoHeuHble 4
y3nbl e ® MpunoxeHus

YnpaBneHue Ub
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Personality, 600-900 .
Threat Segmentation
Protection
Performance

and IPS
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Fortinet
Security
Fabric

PacLwumpeHune Security Fabric oo ypoBHA gocTtyna =
[lpocToTa ynpaesneHus n BUAUMOCTb

-:E FortiGate 600D fortigate-primary > 1 ®~ Qa
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| LtV No Access Device
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S VPN >
& User & Device > nd - =
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Q
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YpoBeHb gocTyna Fortinet

BonbLUMHCTBY NPOAYKTOB YPOBHS AOCTyNa He XBaTaeT

NHTEerpaumm c pelieHnsaMmmn 6e3onacHoCTn 1
ynpaeneHus. 3awmuTHole pyHKkumn FortiGate moryt
ObITb paclUMpEHbI Ha CeTb A4oCTyna

@) . X

FortiGate FortiAP FortiSwitch

Fortinet

* Pacwmpsier 6e3onacHOCTb 40 YPOBHA OOCTyNa
* YnpoulaeT noscegHeBHbIE onepauun
 PeweHne SD-Branch

FERTINET

Security
Fabric
Secure
WLAN/LAN
© Fortinet Inc. All Rights Reserved. 11



<. Fortinet
7 Security
Fabric

Secure Access Solution

Management and Analytics

FortiGate

FortiManager

FortiPresence FortiWLM

Campus

SD-Branch

Teleworker
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Fortinet
Security
Fabric

Security-driven Networking
PeweHue Integrated Wireless

FortiGate — a1o koHTponnep BJIBC !

FortiAP — nogaepXmMBaemMoe ceEMENCTBO
TOYEK JocTyna

EovHoe ynpasneHne ceteBon
O©e3onacHocTbio 1 BJ1IBC

[TnoTHas nHTerpauusi ¢ Apyrumu
KoMnoHeHTamu Fortinet Security Fabric

FortiGate
Controller (HA)
~

HeTt nuueH3nn Ha nogkntodeHmne Wi-Fi
Toyek gocTyna (basoBbln OyHKUMOHAN
FortiOS)

Moonepxka go 8192 Wi-Fi Touek
goctyna FortiAP B 3aBUCMMOCTU OT
mogenun FortiGate

=== Management
—— Data

Management
Pane
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FortiGate/FortiWiFi 40F-3G4G

3046

F:ERTINET

|ll FortiGate 40F-3G4G
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New Sessions/Sec
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FERTINET

5 Gbps

Firewall throughput

700,000

Concurrent Sessions

310 Mbps

SSL Inspection Throughput

1 Gbps

IPS Throughput

800 Mbps

NGFW Throughput

600 Mbps

Threat Protection Throughput

‘ S0C4 ‘Desktup\ ‘ I\guﬁ?:au \ ‘ “"?;gl" \

Fortinet
Security
Fabric

1 x GE RJ45 WAN Port

1 x GE RJ45 FortiLink Port

3 x GE RJ45 Ports

WiFi Variant: 802.11a/b/g/n/ac W2

DO

Small Business / Remote Office
NGFW / Secure SD-WAN
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FortiGate/FortiwWiFi 60/61F

F::RTINET

|ll FortiGate 60F
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ER
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Firewall throughput

700,000

Concurrent Sessions
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SSL Inspection Throughput

FERTINET

1.4
® Gbps

IPS Throughput

b) 1. Gbps

NGFW Throughput

700 Mbps

Threat Protection Throughput

‘ ‘ \ ‘ \ ‘ a/blg/n \
: S0C4 Desktop 128GB Jac

2 X GE RJ45 WAN Ports
1 x GE RJ45 DMZ Port
7 X GE RJ45 Ports

@O

Fortinet
Security
Fabric

Small Business / Remote Office

NGFW / Secure SD-WAN

© Fortinet Inc. All Rights Reserved.
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<. Fortinet
- Security
» Fabric

Security-driven Networking
PeweHune Cloud Wireless

* FortiAP Cloud — obna4Hoe ynpaeneHue
FortiAP / FortiAP-S (6e3 FortiGate)

* JlnueH3nsa Ha nogknodveHue K FortiAP
Cloud y>xe Bknto4YeHa B NOCTaBKy
FortiAP

S

« OTaenbHOe ceMencTBO TOYEK JoCcTyna
FAP-S ¢ nogaep»kou cepBucoB
FortiGuard Ha 6opTy (IPS, AV, AntiBot,
AppControl, Web Filtering)

Fortinet Smart Remote Solution
1. Initial WiFi Connection

Credential Lookup 2. Lookup user

Authentication 3. Auth via Captive Portal, 802.1X, PSK

IPS, AV, Botnet 4. Scan with IPS, AV and botnet engine

URL Filter, App Control 5. Allow/block URLs and apps

ContinJé to Wire 6. Only clean traffic continues to wire

F:=:RTINET © Fortinet Inc. All Rights Reserved. 17



Fortinet
Security
Fabric

Security-driven Networking

FortiGate Cloud - obnayHoe ynpaBneHue gna FortiGate + FortiAP + FortiSwitch

FortiGate Cloud with FortiDeploy

Cloud-Managed
Security Solution

* Control security, applications,
users and devices

FortiDeploy One-Touch

Provisioning

* Minimal device setup at each
branch or remote site

FortiGate Cloud

s Scale from small sites to et
enterprise scale deployments ;

* Rapidly roll out full wireless
and security infrastructure

....... : FortiDeploy

FortiGate
(Firewall)

o

&) @) Fontiap
Device Device
Provisioning Provisioning
Location #1 Location #2

F:2:RTINET © Fortinet Inc. All Rights Reserved. 18



Security-driven Networking

Busyanusauusa nornvyeckou n omsndveckon tononorum JIBC

== FortiGate VM64-KVM  atom-et-kvm01~

Favorites | |Q Search
@& Dashboard >
¥ Security Fabric o -

Physical Topology
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Ll Log & Report >

€ Monitor >
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Device Traffic | @ now~ A NoCriticalRisk | 4 @

Sort By: |By‘tes (Sent/Received) '|

s FortiView > |
& Network > ° °
£ System > ((.)) - ((.))
B Policy & Objects > MESH-Root-AP_2 MESH-Leaf-AP_5
@ Security Profiles > (( ))o

et
O VPN > =

PS421E3X16000203
& User & Device >
= WiFi & Switch Controller > ((.))o
=

F:=RTINET
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[NMo3uumoHupoBaHue cemeucTB 6ecnpPoBOOHbLIX

Touek gocrtyna FortiAP

FAP-U

Universal

@ Controller

9 } Integrated

FERTINET

FAP

9 } Integrated

s Fortinet
W Security
» Fabric

FAP-S

Smart

93 Integrated
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Fortinet
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Fabric

FortiAP Family

FAP-421/423E

@oz.nac w2
N

@oz.nac W2 FAP-321E

802.11ac FAP-320/321C
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st Fortinet
W Security
Fabric

FortiAP Family Overview

S-Series

@oz.nacwz FAP-S221/223E
N

FERTINET



Fortinet
Security
Fabric

FortiAP Family Overview

U-Series

FAP-U431/433F

o
©
©
x
@
=t
L.
|_

02.11ac W2
=~ FAP-U422EV FAP-U421/423EV

cW2

SESIIE WY

FAP-U321/323EV

Dual Radio

02.11ac W2

S

— FAP-U24JEV FAP-U221/223EV
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Security-driven
Networking
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FORTILINK — FORTISWITCH YTPABJIEHVE KOMMYTATOPAMN N3 FORTIGATE

KITFOYEBbIE NPEMMYLLEECTBA

/ERO-TOUCH - BE3OMNACHOEWU MHTEIMPALIUA |
PROVISIONING ~ LIEHTPANU3OBAHHOE KOMMYTATOPOBC
ABTOMATU3ALIUS - YNPABNEHUE @ SECURITY FABRIC
YCTAHOBKA MY = KOH®UIMYPALIMEM
HACTPOUKU
/A
NN
NN
NN
/
= [pocToe pa3sepTbiBaHne = FortiGate aBnsieTca = OBHapykeHne
OOMbLLOIo KonmyecTea ~ eOVHOW TOYKOM  MOAKMoYaeMbIX
KOMMYTaTOpPOB - ynpaeneHus | YCTPOUCTB
= | leHTpann3oBaHHOE = | |leHTpann3oBaHHOE - " LUenTpanusosaHHas
yrpaBrieHne ~ ynpasnexnve VLAN u  ayTeHTUdMKaLms

APYTVIX OyHKLNV = KapaHTVH Ha nopTy

= ABTOOBHapYXeHne n
MPOBWKUHMHIA

HaCTPOIKa KOMMYTaTOPOB - = [IMHaMun4eckoe

HasHadyeHue VLAN

F::=:RTINET = [lornpoBaHue npoLeccoB

Fortinet
— Security
Fabric

BOMbLLION
MOLENbLHbIN PAL

FORTISWITCH
STACK

7

= BonbLuasa nuHenka
FortiSwitch n FortiGate
Mozerien ons otpacrien:

= Ctek FortiSwitch
.~ KOMMYTaTOpOB
ynpaensiembix FortiGate

~ (Single nnn H-AA-A) | » PuTeiin
= MCLAG gns kommyTtaumm » SMB
. be3 nertenb U 3 » Enterprise kKomnaHuit

OTKa30yCTOMYMBOCTM Ha » [laTa-LieHTpoB

YPOBHE KOMMYTAaTopoB » [POMBILLINIEHHOrO CeKTopa

© Fortinet Inc. All Rights Reserved. 25



Fortinet
Security
Fabric

[MopTdonmno kommyTtaTopoB FortiSwitch

FSW-248E-FPOE FSW-448D/E-FPOE \\Q/ FSW-548D-FPOE

FSW-248D/E-POE FSW-448D/E-POE
@ FSW-248D @ FSW-448D/E

@ FSW-548D

FSW-124E-FPOE FSW-224D-FPOE FSW-424D-FPOE @ FSW-524D-FPOE

FSW-124E-POE FSW-224E-POE FSW-424D-POE
FSW-124E "\Q/ FSW-224E \ﬁ/ FSW-424D @ ESW-524D

@ FSW-108E-FPOE

FSW-108E-POE

FSW-108E
100 Series 200 Series 400 Series 500 Series 1000/3000 Series

2 EI5 S [l + 4x GE SFP uplink + 2x10 GE SFP+ uplink pEASRie S SFP+. Uil Data Center Switches
(except FS-124E/-POE/-FPOE) 2x 40 GE stacking

F:=:RTINET © Fortinet Inc. All Rights R
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Fortinet
Security
Fabric

Security-driven Networking
YnpaeneHue JIBC n BJIBC yxe nHterpnposaHo B8 NGFW !

lNMpocToTa ynpaBneHus

FortiGate NGFW

* ABTOMaTM4ecKad HaCTpoMuKa YCTPOMCTB OOCTyna FemTInET r— s L sanooes
(FortiSwitch, FortiAP) e . B B ’! MR SE BF = s
*  BwuammocTb, obecneyeHne 6e30nacHOCTU U aHanUTUKa FortiSwitch 8 FortiLink

A4 NpoBOoAHOINO U 6eCI'IpOBO,D,HOFO AOCTyna i

* [unbkas apxuTekTypa, MOXeT MacwTabmnpoBaTbCs (40 256
kommyTaTopoB FortiSwitch, go 8192 Touek goctyna

FortiAP) —
BesonacHocTb B RETTTE TTSEEY SETTEE EEETT
* [lopTel MC3 1 KOMMyTaTopa paBHO3HAYHbI C TOYKU 3pEHUM

6esonacHocTu, SSIDs Takke NpuBsidaHbl K NONUTUKaAM

MC3 c? ) % FortiLink
* [nobarnbHble NONUTMKM BE30MNAacCHOCTU 40 YPOBHSA NopTa u G

SSID / | \

YmeHbweHune TCO

* NGFW FortiGate ¢ nogaoepxkon SD-WAN, Secure Access
(FortiSwitch, FortiAP) noa ynpasneHnem FortiManager e S S
SIBNAETCS OCHOBHOM YacTbio peweHna SD-Branch FortiAP

F::=:RTINET © Fortinet Inc. All Rights Reserved. 27



Security-driven Networking
FortiLink — Basic Topology Unit

FartiLink-MCLAG

FS-224D-FPOE
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& Wil Mage
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Security Prodi Grouzs
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Fortiswhan VLANs
Forttswisch Porty
Fuetiwiich Security Pelcies
W Log & Report

© Mankor

© por12) © poris
© portt

R STM0FIKAN00ES
© pt2). @ pond

© portt

Commtnd

& Favortes P CresteNew 2 T Asfnah s
@ Duntboard

S Security Fasric L 3 8 FGI00EAI6008478

™ Fortiview ? B ek

o Network ’

O Syviem e 8 SZ2406 16001718 £} S124DPIX15000380

B Pobey & Omjpucts

1 $1240P1X15000118

Comrmrted

..............

=RTINET

Switch-Controller View

Security Fabric View
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st Fortinet
W Security

Security-driven Networking - secun
KamnycHaga cetb FortiSwitch nog ynpasneHuem FortiGate (MCLAG + Stacklng)

FORTIGATE

FATINET | S /!

F:=:RTINET © Fortinet Inc. All Rights Reserved. 29



%t Fortinet
@ Security

Security-driven Networking @ - secur
KamnycHaga cetb FortiSwitch nog ynpaeneHunem FortiGate (Multi Tier MCLAG)

TOR

Closet
Floor
Building

F:=:RTINET © Fortinet Inc. All Rights Reserved. 30



KamnycHas ceTb

« MCO3 FortiGate BbINOMHAT QYHKLNM
BHYTPEHHEW CEerMeHTauUumn, a Takke
ynpaBndaioT ypoBHEM OOCTYNa B CBOEU
30He

« IlononHutenbHble FortiGates
pasmewatorca B LIOL B ponu DCFW

 FortiManager / FortiAnalyzer
NCNOSb3YTCSH KakK UHCTPYMEHT
NOC/SOC anga ueHTpann3oBaHHOIO
yrnpaerieHUsa Bcen MHPPaACTPYKTYpOU

FERTINET

<. Fortinet
7 Security
Fabric

Floor 2

Datacenter

Floor 1

FortiLink

© Fortinet Inc. All Rights Reserved. 31



KamnycHas ceTb

* LleHTpann3oBaHHbLIN KOHTPOSb YPOBHS
gocTtyna obecneymBaeT KracTep
FortiGate

» [lononHutenoHble FortiGate moryT
ObITb YCTAHOBNEHLI AN BHYTPEHHEN
cermeHTauunm

F:=RTINET

<. Fortinet
7 Security
Fabric

Floor 2

Floor 1

--------- FortiLink

© Fortinet Inc. All Rights Reserved. 32



" Fortinet
7 Security
Fabric

ABTOMaTU4YE€CKUN KapaHTUH NPn OOHapyXeHnn
CKOMMPOMETUPOBAHHOIO YCTPOMUCTBA

« Security driven networking B 4enUCTBUM

* YCTPOMCTBO onpeaeneHo Kak .
CKOMIMPOMETMPOBAHHOE C NMOMOLLbIO 3NIEMEHTOB

Security Fabric ¢ nomowbto FortiGuard 10C “(VV“‘),

* FortiAPs vnu FortiSwitches moryt aBTomaTnyecku \

A
—

(BIO]\V/ [SINN =25 FortiGate 300E  Demo-1SFW-PRI

& Dashboard > | & |Qsearch D|STB A HR_ACC_SW
HOCTyr ¥4 Security Fabric ~ ) -

e ry Ha Active-Passive
no CeT Logical Topology DUH:CIK].-.,»R. ugw ((.))
Security Rating =
® M AC I— Automat i m \ SALES_AP
Settings

Quarar cucomios

b FortiView
BO3MO) ;oo ((0))=I

£# System —L
anayc:.- e ot FIN_AP

& Security Profiles

0O VPN

& User & Device

= WiFi & Switch Controller

lml Log & Report > = ((. )) J

& Monitor ((_’) I — =

sz e ENG_AP

S (O)
Security Fabric; FTNT-DEMO e

EeEE=8d9
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MukpocermeHTauusa B KaMnyCHOU CeTH

Y10 3710

* MWUKPO UNn BHYTPEHHSAS
cerMmeHTauus
KOHTpONupyeT
KOMMYHUKaLUN Mexay
ycTpoucTtBamu B OQHOM
N TOM Xe L2 goMmeHe

* MexceTeBoun aKpaH
BUOUT BCe YCTPOWUCTBA
NOOKMOYEHHbIE K HEMY
HanpPsMyo N K nopTam
KOMMYTaTopoB O0CTyna

FERTINET

Kak paboTtaet

* Tpadounk HanpaengaeTcs
Ha BbllLleCTosLLEee
obopynoBaHue,
KOTOpOe OTBeYaeT 3a
KOHTPOSb U MHCNEKLUNIO
CeTeBoro Tpaguka

* BblwecTosuwee
YCTPOMCTBO — 3TO
FortiGate

<. Fortinet
7 Security
Fabric

[MpeumyliecTBa

° yﬂy‘-ILLIeHI/Ie BUWONMOCTN

(Bugmm Becb Tpadmk
MeXay XocTamu)

YrnydlieHne KOHTPOJSS
(KoHTponunpyem goctyn
0N BCcero Tpaduka mexay
XOCTaMWu)

YnydiwieHne ceteBoun
besonacHocTu ([Mposoaum
NHCNEKUNIo Tpaduka
MeXay XocTamu),
KOHTENHepmsaums
CKOMMPOMETNPOBAHHOIO
y3fia Ha ypoBHe rnopta
aoctyna

© Fortinet Inc. All Rights Reserved. 34



s Fortinet
W Security
Fabric

BapVIaHTbI pearindaulmmn MMKpocermeHTauumuu

Feature

Intra Switch Policy

_ NAT Virtual Wire Policy
Standalone FortiGate
- Enforced by default
Virtual Wire Policy
Managed FortiSwitch NAT or TP Access VLAN
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MukpocermeHTauusa B Transparent Mode

port2
02:09:0F:00:02:01

FortiGate

port3 N N
02:09:0F:00:03:01

port4

port5

02:09:0F:00:04:01 02:09:0F:00:05:01

Tpadbux B L2 momeHe
KOHTPOJIMPYETCHA HABHO
noJgmrTukamm MC3, 110
YMOJIUAHUI Tpadmk
IporaeTc4d.
MukpocerMeHTauMsa OOCTYIIHa
B Transparent Mode by

design.

ethl
10.1.0.1/24
02:09:0F:00:02:02

F=RTINET

78

2

==l

ethl
10.1.0.2/24
02:09:0F:00:03:02

ethl
10.1.0.3/24
02:09:0F:00:04:02

(=

ethl
10.1.0.4/24
02:09:0F:00:05:02

© Fortinet Inc. All Rights Reserved.
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MukpocermeHTauma B NAT / Route Mode (+ FortiSwitch)

FortiSwitch

FortiGate
NAT mode

lan3
10.10.0.1/24
90:6C:AC:95:CC:F2

port6
10.10.0.6/24

L2 Tpadbuk Mexmy
y3JIlaMU IOOJIXKEeH OBIThb
FortiGate SAMISEE
NAT mode FortiSwitch

porth

. ] ports 0.10.0
@I 08:5B:0E:33:EF:
e e

i =

" ] X ] porto 10.10.0.6/24

- NEN - €

_________________________

CeTeBolM Tpaduk Mexmy y3Jamu

npoBepdeTca noamrmkamm MCO Ha
FortiGate
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Fabric

[penmyLlecTBa MUKPOCErMeHTauMu B npeaenax
LUMpPOKOBeLLaTeNbHOro JOMeHa

« brniokupytotca intra-host BzanmonencTeums
B O4HOM LLMPOKOBELLAaTENbHOM JOMEHE
(Access VLAN, Block Intra-SSID)

 CKOMNpoMeTUpOBaHHbIE XOCTbl He ObITb
MCNonb30BaHbl ANA MHPMUNPOBAHUA N aTaK Ha
OCTallbHble XOCTbl B C€TU

« [lononHuTtenbHas 6e30nacHOCTb Ha YpPOBHE
gocTyna:
* HeT npsamMon KOMMYHUKaLMK MexXay XocTamu
« XOCTbl MMEIT AOCTYN TONbLKO K FortiGate

* FortiGate nmeeT BO3MOXHOCTb aBTOMaTUYECKU
NOMECTUTb B KAPAHTUH CKOMMNPOMETUPOBAHHbIN
XOCT Ha YpOBHe nopTta 4ocTyna KommMmyTaTtopa
nndo 6ecnpoBogHOW TOYKM AOCTYynNa

© Fortinet Inc. All Rights Reserved. 38
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Security-driven Networking
YBenu4yeHue konuyectea nogaepxmsaemblx FortiSwitch n FortiAP (FOS 6.4)

Max. FortiSwitch 6.2 6.4
FG-200E Series 32 64
FG-300E, 400E, 500E Series 48 72
FG-600E Series 64 96
FortiGate 1100E, 1800F, 2000E, 2200E, 2500E Series 128 196
Max. FortiAP 6.2 6.4
FG-40F Series 10 16
FG-60F Series 30 64
FG-200E Series 128 256
FG-3960E, 3980E 4,096 8,192

@]
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Security-driven Networking
Bbi3oBbl B obecnevyeHunmn besonacHoctu JIBC

dakT Ne1 PakT Ne2 dakTt Ne3
PacTerT: e [Tnockun amnsaunH JIBC u « CermeHTauum Ha ypoBHe
6a3oBble Mepbl 3aLUNUTbI VLAN HegocTtaTovHO Ond
(VLAN, ACL L3/L4) BegyT K 3alUMThl OT CIOXHbIX aTtak
* Konwnuectso yrpos NIEerkoCTW pacrnpocTpaHeHns
» CroXxHble aTakn ycrnewHo
aTakn BHYTPU CETU y
npeogonesatoT L3 ycTpoucTea
_ « OTCcyTCTBME BUONMOCTU Ha \K/?_'\X\I/{Iymmpb')’ coeanrAroline
* CBsi3aHHbIN yLLepb YPOBHE MPUIIOKEHWIA,
Nooo3pUTENLHOW akTuBHOCTK, | | « Mogenb cermeHTauum Ha
Yyrpo3 1 noTokoB Tpaduka ypoBHe VLAN nmeer
BHYTPU CETU orpaHuyeHus B
MacluTabupyemocTtm (0o 4K
VLAN)
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Security-driven Networking
UTo 31O Takoe u 3a4yeM HyxeH Internal Segmentation Firewall (ISFW) ?

ISFW
3agayum 3aKka3uuka

* BHyTpeHHtoto JIBC Heobxoanmo
3aWMTUTb OT NPOABUHYTLIX Yrpo3
« CnabbIn KOHTPOSb 3a
notokamu Tpaduka B JIBC
* [opusoHTanbHoEe
nepemMeLleHne 3noBpeaHoro
ace VPN [1O n ceTeBbIX aTak
« MCDO BHelHero nepnmeTpa He
pabotatoT ¢ JIBC (ckopocTtu B
v LAN B 10X Bbille 4em B WAN)
Vanagement « [oporo
« CIIOXHO BO BHEOPEHUN
G e « Managa noptoBast EMKOCTb

Reporting

FortiGate
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Security-driven Networking o

3agayn gns Internal Segmentation Firewall (ISFW)

KOHTpOsb goCcTyna K KpUTUYECKUM
pecypcam Kak MOXXHO brimxe K
Nnosrib3oBaTeso
*  MpeHTndukayuma nonb3osarend,
YCTPOWUCTBA U MPUSIOXeHUS
» WHTerpauums c Directory Services
(AD, LDAP...)
« unHamunyeckmn mannuHr
nonb3oBatens K nonutnke MC3

ISFW

Data Center

FortiGate
DC IPS
IPsec VPN

« bapbep ansa pacnpocTtpaHeHns yrpos
BHYTPU CETU
- « OrpaHun4yeHne noteHumansHoro yuiepba
Ry BHYTPUY CeTH
* YnydlweHve BUAMMOCTU Yrpos,
e obHapy>xeHue 1 nukengaumnsa obpeluen s
repee 6esonacHocTH

Internal
Segments

FortiGate
ISFW

© Fortinet Inc. All Rights Reserved.
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CpaBHeHue pexnmoB pa3BepTbiBaHua NGFW
(ISFW ¢ NGFW, DCFW, DEFW, CCFW)

Pexunm

NGFW

DCFW

DEFW

CCFW

pa3BepTbiBaHUA

HasHaueHue

PacnonoxeHue

Pexum paboTtbl

TpeboBaHus Hardware

KoMnoHeHTbI
6e3onacHoCTHU

[pyrve xapakrepucTuku

F:=ERTINET

BugumocTs 1 3awmta ang
BHYTPEHHMX CErMEHTOB
JIBC

YpoBeHb gocTtyna

[Mpo3payHbIn pexnm

Bbicokas nnoTHOCTb
nopToB; BcTpoeHHas
KOMMyTaLus

(User-based) MC3, IPS,
AV |/ ATP, Application
Control

BbicTpoe
pasBepTbiBaHue,

MUHUMYM OeACTBUN ANnd
\Qchmrypau,mm /

BugumocTsb 1 3awmra ot
BHELLHMX Yrpo3

BHelwwHun nepumetp

NAT/MapLupyTusaTop

GE and 10GE nopTtbl

(User-based) MC3, VPN,
IPS, AV /ATP, Application
Control, Web Filtering,
SSL Inspection u T.4.

NHTterpauus ¢ Advanced
Threat Protection
(Sandbox)

Bbicokas
NPOn3BOAUTENBHOCTb,
HU3kas 3agepxka MCO

YpoBeHb sigpa / Lnto3

Lon
NAT/MapLpyTtumsatop

GE/10 GE/40GE/100GE -
BbICOKas MMOTHOCTb
nopToB, annapaTHas
akcenepauus

MC3, IPS, DDoS
protection

Bblcokast 4OCTYMHOCTb

BuagumocTb 1 3awmuTa ot
BHELLHWNX Yrpo3 n
aKTUBHOCTHU
nonb3oBaTeneun

BHewwHnn nepnmetp

NAT/MapwpyTtusaTtop

Bbicokasi nnotHocTb GE
NOpPTOB, BCTPOEHHbIE
BO3MOXXHOCTH
©ecnpoBoOAHOro AocTtyna
n PoE

(User-based) MC3, VPN,
IPS, AV / ATP, Application
Control, Web Filtering.
SSL Inspection u T.4.

LLInpokne BO3MOXHOCTH
noaknoveHnsa kK WAN
(Hanpumep 3G/4G LTE)

CeTteBag be3onacHoOCTb
ANs NOCTaBLUMKOB yCIyr
(Service Providers)

Bapbupyetcs

NAT/MapupyTtursaTtop

GE/10 GE/40GE/100GE -
BbICOKas NMOTHOCTb
nopToB, annapaTHasi
akcenepauus

S/Gi MC3, CGN, LTE &
mobile security

Bbicokast 4OCTYMHOCTb
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Security-driven Networking
[Tpenmyiectea ISFW FortiGate

CeTeBasi cermeHTaumsa End to end

paHynsipHble BO3MOXXHOCTU KOHTPONS U BUAMMOCTH

* WHTerpaumna c Security Fabric ang sawurtel B
peanbHOM BPEMEHU U BOCCTAHOBMNEHNSA BHYTPU CETU

MHorocnonHas 3awurta

 Jluaupytouine BO3MOXHOCTM 3allUThbl Ha
MHOXXECTBEHHbIX YPOBHSIX:

NGFW, IPS, ATP (sandboxing), anti-malware
* North-South and East-West protection

Fortinet Security Processors

» Cepaue NGFW c nogaep:kkon annapaTtHou
akcenepauuu 0b6paboTkm ceteBoro Tpaguka u
MHCNeKUUn

« PaboTa B npo3pa4yHOM PeXmUMe C YrbTPaHU3IKUM
YPOBHEM 3a4E€PXKKA MEXCETEBOIO IKpaHMPOBAHUSA

FERTINET

ISFW

[lpeaHa3HaveHune ISFW B pasgeneHum v sawunTte
BHYTpeHHuX cermeHToB JIBC B kamnyce, LIOL, HQ

b

=
0 Edge Firewall

o=

Employee1 Employee2 Employee3 Employeed CEO

L3 Routers

© Fortinet Inc. All Rights Reserved.
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Security-driven Networking
Bo3amoxxHocTu FortiGate B ponu ISFW onst KaMnycHbIX ceTeN

« User / Device / Application Aware nonmTnkn MexceTeBoro 3KkpaHnpoBaHUA
* WHTerpauusa ¢ RADIUS / LDAP / AD gna ayteHTUpUKaunm n ynpasneHus
* [lonHbIn kKOMNNEKT cepBucoB besonacHocTn ans ISFW — AV, IPS, Application Control

« AnnapartHas akcenepauusa obpaboTkmn ceTeBoro Tpadunka u MHCNEKLUN ans
obecrnevyeHns BbICOKOW MPON3BOANTENTBHOCTU U HU3KNX 3adepXKeK BaxHbIX Ans ISFW

« Bbicokas nnotHocTb noptoB 10GE / 25GE / 40GE /100 GE ana nogkntoyeHuns
MHOXXEeCTBa KOMMYTaTOPOB O0CTYyNa

* Lnpokunin Belbop yCTPONCTB AN ceTen nobdoro pasmepa

* MacwTtabnpyemble BO3MOXHOCTM yrpaBrieHnsa ¢ nomoLlbio FortiManager /
FortiAnalyzer, FortiAuthenticator. lpoctas nHterpauusa B Fortinet Security Fabric

F::RTINET © Fortinet Inc. All Rights Reserved. 46



<. Fortinet
7 Security
Fabric

IBOJIOLIMA NMPOLIECCOpPOB
Fortinet Security Processing Units (SPU)

cpre | ! " f cp7 | i I cps | i i - I cp9

amn f a=n | i i i i i i ! [ 2=
T L] e | : : : : : : : : =
NP2 N Y : : : : : : ! ! NP7

SoC1 | ! | soc2 | ! i ! . soc3 | | | Soc4

2006 | 2007 | 2008 | 2009 ! 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016.. | 2019 | 2020
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Security
Processing
Unit




NP7 - Security Processing Unit

9

NA

NP6

FERTINET

2M CPS

NP7

SESSIY Policy & Nat
Engine Engine IPsec/ L3
Tunnel Engine

DDoS
Meter Engine

QoS Engine

L2 Tunnel and

Switch Engine
Interface

100G/50G/40G/25G
interfaces

© FqitinetNn®. All' Righe Reseryed.
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NP7 - Security Processing Unit

10 Gbps

NP6

FERTINET

200 Gbps

NP7

Session

Engine IPsec/ L3
Tunnel Engine

DDoS
Meter Engine

QoS Engine

L2 Tunnel and

Switch Engine
Interface

100G/50G/40G/25G
interfaces

© FqitinetNn®. All' Righe Reseryed.
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FortiGate 1800F

e
nr
=3
53
(T, ]

Fabric

NP7 !

[Mpumep NGFW / ISFW Ha SPU FortiASIC

HW accelerated

Connections/sec

Zero CPU
Forwarding

Elephant Flows

Threat Protect

SSL Inspection

51
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Zer0-TruSt = S
Network Access -~

Maclutabupyemas naeHTUuKkaams u
ayTeHTU(MKaLWs nonb3oBaTtenien n yCTpOUCTB B
JIBC. ObecneyeHne koHTpons goctyna B JIBC.
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Zero-Trust Network Access
LleHTpann3oBaHHOe ynpaBneHne ayteHTudukaymen n gocTyrnom

FO rt I A u t h e n t I C at O r LleHTpanun3oBaHHasa ayTeHTU(pUKauma

ldentity and Access Management * EpuHas Touka ldentity management gns FortiGates,
Switches, Wireless, and Cloud yny4dwaet ynpasneHue
6e30MnacHOCTbIO U COKpaLlaeT BpeMA AN peLUeHns
3afa4y ayTeHTUdukauum.

YnpouweHue npoueanypbl Bxoga (SSO)

¢ dyHKUMOHanNbHOCTL Single Sign-on AN NokanbHbIX U
obnayvHbIX CepBUCOB YMNPOLLAET XN3Hb
nosib3oBaTesiiM, B TO XXe Bpems yrnydwaer
H6e3onacHoOCTb

LleHTpanu3sauunsa aByxcgakropHon ayteHTUdpUKauum (2FA)

* YnpaerieHne TokeHamu ang MmHoxecTBa FortiGate nnn
OPYrnx ceTeBbIX YCTPOUCTB OOCTyna

anaBnel-wle rocreBbiMm AOCTYNOM Ans nonb3oBartesien u

YCTPOUCTB
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Zero-Trust Network Access .
[1ByxdpakTopHaa ayTeHTUUKaLMa Ona KaMnycHbIX CETEN U ceTen ounmanos

FortiToken MHOXeCcTBO BapMaHTOB UCMONb30BaHUSA
Identity and Access Management TOKEeHOB AJiA pa3HbIX cueHapues
ncnoNnib3oBaHuUA

* [NpunoxeHue FortiToken Mobile app u
NporpaMMHbIN TOKEH ynpoLlaeT
9 ncrnonb3oBaHue 2FA ang nonb3oBaTens o

3 5462 ypoBHs “click to accept”

0 « AnnapaTtHble TOKeHbl Ang NoobbIX cryyaes
NCMonb30BaHUS

* [IpocTble BapnaHTbl pa3BepTbiBAHUS

 [locTosAHHOE nuueHa3npoBaHme, oTCyTcTeume

ByayLMX 3aTpaT Ha NoKanbHO yrpaBnseMble
F::RTINET FOI’tITO ken . © Fortinet Inc. All Rights Reserved. 54
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Zero-Trust Network Access
ObnayvHbIN cepBUC yNpaBieHna TOKeHaMM

Fo rtiTO ken Cl oUu d Bce uTo HYXXHO AnA 2FA B OKpy>XeHUU

FortiGate
Identity and Access Management
KntoyeBble BO3MOXXHOCTMU:.

* YnpasneHune 2FA n3 obnaka (MpoOBMXKXEHWHT U
OT3bIB TOKEHOB)

* [1punoxeHune FortiToken Mobile app u
NporpaMmmMHbIN TOKEH ynpoLlaeT
ncnonb3oBaHue 2FA onga nonb3oBaTens Ao
ypoBHs “click to accept”

Two-Factor that’s Easy to * He TpebyeTca gononHuTesnbHoe
Manage and Easy to Use o6opynosaHus 1 MO B JIBC

« Jlerko maclitTabupyeTcs no mepe pocra.
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Zero-Trust Network Access
FortiSwitch NAC — BcTtpoeHHbIt NAC B FortiGate

@ NAC Settings

Onboarding VLAN | @ nacportlé v ‘
« ba3soBble cpeacrTsa KOHTpONA A4OCTyna B Bounceport © ©
J-IBC (NAC) Ha FortISWitCh y)Ke iﬁDaShboard ’ et NACPO"CV Use NAC policies on FortiSwitch ports AII
BCTpoeHbl B FortiGate (FortiSwitch NAC, * Ze““r'“:ab”‘: 1 Name i f0,Vian1000 FS108D3W15000170 Al x
. >
FortiOS 6.4). s Settwor @, Fortiswiches [O Al x Iporzn|
ystem + -
¢ & Policy & Objects > | Description | T e © Select FortiSwitch
«  OYHKUMOHaNbHOCTb He NULIEH3UpYeTCs & Securiy Profies ,
O VPN » If device matches all of the following patterns:
» [Joctyn B JIBC ocywecTBnseTcs & User&Authentication > | Category User F-““’““Wl‘-“’"“”"
cornacHo nonutrkam NAC (NAC policy) | = wiFiaswitchcontrolier || MACaddress B et Rl e ML Gampertis
B Fortlos Managed FortiAPs Hardware vendor (B @ port2 NAC @ Edge Port & nac.portlé & qtn.port1é
WiFi Clients Device family » @ Spanning Tree Protocol
* [lonutukn NAC gnsa rpynn Wiri Maps vee =
9 9 SSIDs Operating system @O | Linux®
noJsib3oBarerien Uiin yctpoucrtTe U
FortiAP Profiles ser 1 J
o . . WIDS Profiles
» Hactponku FortiSwitch NAC gomxHbl oLk Intertace Then:
6b|Tb I'IpOBe,EI,eHbI ,D,O HaCTpOMKM Managed FortiSwitch o Ass-ignVLANl ‘ O Apply PortSpeciﬁcSettTngs.
nonuTk NAC: Forsncn v e asoeice || ™ g oot cos e
FortiSwitch Ports -
VLAN | @ vian_Linux - |

* Py4HOM BapmaHT KOHJUrypaumm

FortSwtch NAC Dlil:ies e mratrcaction ICET™ © Block
° C I'IOMOLLI,bI-O HOMOLU,HMKa (NAC E{;:it(;ng;ﬂtchSecunty -

Wizard) Ll Log & Report 3

Cancel
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Zero-Trust Network Access

PeweHne FortiNAC gnsa kamnycHbIX U ouinanbHbIX ceTen

OGecneuynBaeT BUAMMOCTb NOSib30OBaTeNen n YCTPOUCTB B CETU U
aBTOMaTU3UpPYeT OTBETHYIO peaKLuUuo Ha BO3HMKaKoLWUe yrposbl

VineHTnepukaLmsi 1 npocpannmHr MpocdunupoBaHue Ans Bcex YCTPOUCTB

YCTPOUCTB
YnpoLleHne rocteBoro gocryna c = @ - -
NOMOLLIbIO NMopTana CaMOCTOATENbHOWN
1. Printer 2. MAC 3. FortiNAC 4. FortiNAC
perncTpaunmn B CETH connected notification trap Profiles Informs Fabric to
to network triggers device as allow
FortiNAC printer Printer-type
[MocTosiHHOE yrnpaslieHne puckamm access to

network
M3onsauma yrpo3 B ceT Ha ypoBHe AaocTtyna / ycTpoucTBa
MwuKkpocermeHTaumns KOHEYHbIX Y3108

.“f\\‘ <> r\
ABTOMaTN4YeCKOE pearmpoBaHue Ha \ = \@/ = =

onpeneneHHbIe PUCKA 1. User brings 2. FGT sends 3. FortiNAC 4. Virus
. infected laptop event quarantines the contained
OpKeCTpaLI,I/IFI 0514 YCTPOUCTB to to FortiNAC laptop at switch

work at access layer node

CTOPOHHUX Npon3BOaANTENEN
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Fabric Management Center
KomnoHeHTbl Fabric Management Center

FortiManager

X¥ &

YnpouieHue LleHTpanusauus

pa3BepTbiBaHUA ynpaBneHms

CeTeBas

FortiAnalyzer

m
"

aBTOMaTun3auua

FortiManager &

OTyeTHOCTL Ans FortiAnalyzer

COOTBEeTCTBUA
TpeboBaHMAM

AHanuTtuka
Security Fabric

25K+ B> 7 e | Gartner
Customers e

F=RTINET

Fabric Management
.Center
......

.
.
)
.
L)
-
L}
[
> L
. °
. v
. °
. °
. L 4
A
° .
., i ®
Yan, an®

4 <

Virtual Machine Cloud

o

Security-as-a-Service

Appliance
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Fabric Management Center
FortiManager — ueHTpanu3osaHHoe ynpasneHue FortiSwitch (Managed Mode)

Device Manager Policy & Objects AP Manager

System Settings

F:2:RTINET © Fortinet Inc. All Rights Reserved.
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Fabric Management Center
FortiManager — ueHTpanu3oBaHHoe ynpasneHune FortiSwitch (Managed Mode)

ABTOpM3aLIMs KOMMYTaATOPOB, nepesarpyska u obHoBneHue MO, WabnoHbl KOHMUrypaLuun KOMMyTaTopoB

’ admin v

FortiSwitch Manager v Managed Switches Monitor FortiSwitch Templates ADOM:root (3 @D Q1

& Install Wizard
& & All_FortiGate
4 FG100D3G15804763
17 Managed FortiSwitch £ 17 Oniine [ 0 Offiine £ 0 Unauthorized
18 Assign Template : Morev 8 Column Settings ~ Q
o # FortiGate FortiSwitch Name  Serial Number Platform Connected Via OS Version Template Join Time Comments
o1 FG100D3G15804763[root] FS1D243214000285 FortiSwitch-1024D 169.2541.4  F51D24-v6.0.1-build036,180727 (GA) Tue Sep 4 18:43:50 2018
o2 FG100D3G15804763[root] &3 FS1D243Z14000301  FortiSwitch-1024D 169.2541.2  F51D24-v6.0.1-build036,180727 (GA) Tue Sep 4 18:43:50 2018
0 3 FG100D3G15804763(root] S108EFAN17000370 FortiSwitch-108E-FPOE  20.254.0.101  S10BEF-v6.0.1-build036,180727 (GA) Wed Sep 5 17:17:28 2018
0 4 FG100D3G15804763[root] E3 S10BEN4N17000487 FortiSwitch-108E 169.254.1.16 S10BEN-v4.0.1-build036,180727 (GA) Wed Sep 5 16:56:34 2018
O s FG100D3G15804763(root] B S108EP5918000293 FortiSwitch-108E-POE  169.254.1.10  S10BEP-v6.0.1-build036,180727 (GA) Wed Sep 5 16:51:39 2018
B s FG100D3G15804763[root] FortiSwitch-124D-POE  169.254.1.9  5124DP-v3.6.8-build424,180904 (GA) Thu Sep & 10:03:20 2018
o7 FG100D3G15804763(root] &3 # edit 00522 FortiSwitch-124D-POE  169.254.1.3  S5124DP-v3.6.8-build424,180904 (GA) Thu Sep 6 10:03:28 2018
O s FG100D3G15804763[ro0t] B Delete 00532 FortiSwitch-124D-POE  169.254.1.7  S124DP-v3.6.8-build424,180904 (GA) Thu Sep 6 10:03:12 2018
o9 FG100D3G15804763(root] &4 20100 FortiSwitch-124E-FPOE  169.254.1.15 S124EF-v4.0.1-build036,180727 (GA) Wed Sep 5 16:16:31 2018
O 10 FG100D3G15804763(root] B 5 Assign Template  )0106  FortiSwitch-124E-FPOE  20.254.0.100  S124EF-v4.0.1-build036,180727 (GA) Wed Sep 5 17:18:18 2018
0 11 FG100D3G15804763root] B3 90207 FortiSwitch-224D-FPOE 169.2541.5  S224DF-v6.0.1-build036,180727 (GA) Tue Sep 4 18:45:27 2018
0 12 FG100D3G15804763(root] &3 & Authorize J0218 FortiSwitch-224D-FPOE  169.254.1.8  5224DF-v6.0.1-build036,180727 (GA) Wed Sep 5 10:18:20 2018
0 13 FG100D3G15804763[root] [ ® Deauthorize 00224 FortiSwitch-224D-FPOE 169.254.1.6  S224DF-v6.0.1-build036,180727 (GA) Tue Sep 4 18:45:22 2018
0 14 FG100D3G15804763[root] &3 3¢ Restart 30134  FortiSwitch-224E 169.254.1.14  5224EN-v4.0.1-build036,180727 (GA) Wed Sep 5 16:13:57 2018
0 15 FG100D3G15804763(root] £ & Upgrade 10118  FortiSwitch-224E-POE  169.254.1.12  S224EP-v6.0.1-build036,180727 (GA) Wed Sep 5 16:14:09 2018
O 16 FG100D3G15804763[root] £ 2 Refresh D0351 FortiSwitch-424D-POE  169.254.1.13  S424DP-v6.0.1-build034,180727 (GA) Wed Sep 5 16:35:37 2018
0 17 FG100D3G15804763(root] B3 00388 FortiSwitch-424D-POE  169.254.1.11  S424DP-v6.0.1-bulld036,180727 (GA) Wed Sep 5 16:14:26 2018
>_ Connect to CLI
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Fabric Management Center

FortiManager — ueHTpanu3osaHHoe ynpasneHue FortiSwitch (Managed Mode)

 LlabnoHbl kKoHpUrypaummn ans Hactpounkn FortiSwitch ns FortiManager (VLAN / Port, STP, 802.1x,
LoopGuard, DHCP n IGMP Snooping, LLDP n QoS Profile, PoOE)

« Zero Touch Provisioning (ZTP) gna FortiSwitch, umnopt KoHpurypaumn FortiSwitch ¢ FortiGate

S ar FortiSwitch Manager ~ Managed Switches Monitor FortiSwitch Templates

8  FortiSwitch Manager v Managed Switches Monitor FortiSwitch Templates

& Install Wizard
[TV o ottt
& FortiSwitch VLANs Template Name |!‘ Ins.ta" Wizard
D FortiSwitch Security Policles | . 0/255 .
conmen == Create New [# Edit
- FortSach 108E POE B O FortiSwitch VLANs 0 Name Description
E3 FortiSwitch Security Policies No entry found.
Switch VLAN Assignments
+ AddPort + Create Tunk [ Edit B Delete FortiSwitch LLDP Profiles
Mative VLAN Allowed VLAN Security Policy POE DHCP Blocking IGMP Snoo
ﬂ___- FortiSwitch QoS v
locking >
Edge Port > .
IGMP Snooping > QOS POIICY
Loop Guard >
POE > QoS Egress Queue Policy
STP BPDU Guard >
STP Root Guard > QoS IP precedence/DSCP
5TP >
QoS 802.1p
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Fabric Management Center
FortiManager - ynpasrneHne n MOHUTOPUHI becnpoBoaHon cetn B Real Time

o= nitor e L 2 i :

B FortiAP Group ~ & Install Wizard 03 Central Management § M CI-I OJ-I b30 Ba H M e

Al Scarch “ Spectrum Analysis - FP221ETF18099Z87 x § F t- M g

na - § O r I an a e r

AP capabilities will be limited during spectrum analysis. § M 0 n ito r for R e aI -

8 # FortioS-VMé4 (2)
)All FortiAPs

. day):

O = FP223E5518014569 192.168.10.3

Analysis .« Tonumanune RT
:  Bandwidth
— % | Usage

* [loHnmaHune
i Real-time SLA
Insights

-20 dBm

-« MOHMTOPUHT
TOYEeK gOoCcTyna u
100daim KOMMYTaTOpOB

------------------------------------------------------------------
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Fabric Management Center
FortiAnalyzer — obasaTtenbHbI KOMNOHEHT Security Fabric

)KypHaﬂVIPOBaHVIe, OTYHEeTHOCTb U aHAJIUTUKa C MHOXXeCTBa

ycTpoucTB Fortinet

LleHTpann3oBaHHbIN MOUCK U

f'/" OTYETHOCTb

MOHUTOPWHT B pearnibHOM BpeMeH!
@ UMW UCTOPUYECKUIA MOHUTOPUHT
CETEBOW aKTUBHOCTHU

CkaHnpoBaHue XXypHanos

XX/ 6e30nacHOCTM C UCMONb30BaHNEM
aaHHbIX FortiGuard 10C Intelligence
mg-o AN NPOTUBOCTOSAHUA KOMMITEKCHbIM
oo yrposam

JlerkoBecHoe ynpaBrieHne cobbITUAMMN

beclwoBHaga nHterpauma ¢ Fortinet
Security Fabric

FERTINET

FortiAnalyzer

Centralized Logging
and Reporting
i Headquarters
Remote Office/ | Data Center
Branch Office FortiGate <P r

FortiGate Physical or virtual ...';.

Physical or virtual ™3

FortiManager
Centralized Device and
Policy Management

Remote Office/
”¢ Branch Office {

FortiGate
Physical or virtual ™
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Fabric Management Center
FortiAnalyzer — oba3aTernbHbIM KOMMNOHEHT Security Fabric

@ Dashboard >
I Nx Security Fabric v

Physical Topology

Logical Topology

Security Rating

Automation

Settings w

Fabric Connectors
i FortiView »
b Network >
& System >
B Policy & Objects »
@& Security Profiles >
O VPN >
& User & Device >
= WiFi & Switch Controller >
Ll | og & Report >
€ Monitor >

Q

F=RTINET

= FortiOS VM64-HV  FortiOSVM64-HV

Ll

Security Fabric Settings

FortiAnalyzer Logging

IP address

Logging to ADOM
Storage usage

Analytics usage
Archive usage

Upload option €
551 encrypt log transmission o
Allow access to FortiGate REST APl (B

® Cloud Logging

(® Central Management

(@ Sandbox Inspection

ra
b S

@~ L@ : admin ~

A Microsoft Azure Marketplace (' s
& Google Cloud Platform Marketplace (&'

Guides

& Introduction to FortiAnalyzer &

& Configure FortiAnalyzer in AWS (&'

FortiSandbox

=72 FortiGate VM64-KVM

aharris-doc

00 @ anaris~

@ Dashboard

10.10.10.9
Test Connectivity
root
728.00KiB/
(Number of days stored: 0/60)

208.00KiB/
(Number of days stored: 0/365)

$ Security Fabric

Physical Topology

Logical Topology
Security Rating

> & |[Qsearch

| =TT NoAccess Device | Device Traffic~ || © now

] (]

Branch_Office 01

Automation Internet ~ frationed |
BEEIRNGEE Every Minute | Every ! settings |
Fabric Connectors r.@
&« FortiView > Y
4‘ Network N Enterprise_Second_Floor
letworl
& System > D
B Policy & Objects > 2 A
& Security Profiles >
O VPN > - A ¢
& User &Device > o o
= WIFi &Switch Controller >
il Log &Report > © B
€ Monitor > =ha 00.0¢
Enterprise_First_Floor ane
029500
-‘ l:l @a
o E 43 B
FortiMail £-
208709

Security Fabric: fabric

Prasd?

» FortiAnalyzer aktnsupyet Topology View B
FortiGate
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Fabric Management Center

FortiAnalyzer ngeHTndunumpyeT ceTeBbl€ PUCKU U PUCKM BE30MaCHOCTU B
peanbHOM BPpEMEHMU

& PR S 5.?';‘0".. N
= P \ S
21 ' \ -
O l".'!. B N 0099
KnouyeBble BO3MOXHOCTU

\ \_OF &
i'il‘:l'ly Q9 eo
illlb':‘.\ —_— ,_-:og —
|I I’-,\ ::..» »\\ oL -
* Network Health Visibility —— °
- . I}v o
Realtime SLA Reporting s
Historic SLA Reporting I
Application Usage Reports &
Dashboards Forti View Log View Fabric View SOC ECE'SI:R:: Reports

Adaptive Response Handlers

1 [

| = @) |=| |&] |¥] @] (@]
k ‘ ‘ Party

& ¢ (B (A B L] |Gl (B =] ™
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Fabric Management Center
ABTOMaTM3auUuns pearmpoBaHna Ha MHUMOEHTbI be3o0nacHOCTHU

&

Incid

Automation

FGT

er

New Automation Stitch Sa5 Incidents & Events v
Name - 3 Event Monitor
& All Events
Status A
By Endpoint
FortiGate

® By Threat

| M System Events

1 £2 Event Handler List

\ & Subnet List
@ Incidents
| @l Al Incidents
15 Incident Settings

FortiAnalyzer rtiGate Event Handlers
Event Handler

Event handler name | Default-Botnet:

Event severity (B |

2

Event tag » |
Incident
Action f
(/]
> ] (
CLI Script Emai’

dstintfrole==wan and (logid==0211008192 OR

Generic Text Filter
] logid==0211008194) and direction=="incoming'

Generate alert when at least 1 matches occurred over a period of 6

minutes
Event Message @ Malware $groupby2 provided on WAN blocked
Event Status Mitigated
([ Allow FortiAnalyzer to choose
Event Severity Medium
Tags * Malware | * To WAN || * Download | | * Attacker
Additional Info

(OUse system default = Incidents & Events v

@ Use custom message =
File${flename) from UR S

(Policy ID:${policyid)\$(j

€3 All Events

Add Filter

%
87/1023

B Al Devices~ @ Last 7 Days...» . Expand All

O Show Acknowledged

8@ - (FYadminv

& Refresh ~

~
21 @ >~ (9¥adminv

& % B~

18 By Endpoint
Notifications ® By Threat
(Jsend Alert through
U I System Events
(Jsend Alert Email
= Event Handler List

[Jsend SNMP{v1/v2) Tr
& Subnet List

@ Incidents
@ All Incidents
% Incident Settings

FortiGate Event Handlers

ed

> §70152
> GRiley M l?j Comment
fo View

>JoAyala P

>eazare20

@ Acknowledge

@ Raise Incident

> 84737920

> recruteme

[) Manager Action

> Glen Morg

] intaRi )
Sityncomy e point=Riley Mcmahon Desktop'
@ Search™Ehdpoint!=Riley Mcmahon Desktop"

First Occurrence ¥ Last Update Additional Info

6 hours ago 8 minutes ago

@ Search "Group=187.188.83.52"

> Caden Dol

> Kerry Bates L..
> 4 FranAllen....
> Mirai(1)
> Chris Brock L...
> ledyazilim.co...
> Glen Mcpher...
> 4 Robin Sha...
> 4L EliLoveP..
> § Haiden W...
> 4 Ryan Rosa...

@ Search "Group!=187.188.83.52"

© Web Filter
© Web Filter
®IPS

© Web Filter
© Web Filter
© Web Filter
© Web Filter

6 hours ago 7 minutes ago Traffic to C&C:7...

7 hours ago 7 minutes ago —

7 hours ago 7 minutes ago 5

7 hours ago 7 minutes ago o

7 hours ago 7 minutes ago -

7 hours ago 7 minutes ago s

7 hours ago 8 minutes ago S

7 hours ago 8 minutes ago =

7 hours ago 8 minutes ago -
e 1" 8 minutes ago -
75 7 hours ago 8 minutes ago &
5 Medium 3 hours ago 9 minutes ago Domain:FortiCli...
42 [High 5 hours ago 9 minutes ago Traffic to Botne...
113 [High' 7 hours ago 9 minutes ago -
44 Critical 7 hours ago 11 minutes ago -
136 7 hours ago 11 minutes ago -
4 Medium 5 hours ago 22 minutes ago Domain:FortiCli...
1 Medium 32 minutes ago 32 minutes ago Domain:FortiCli...
2 Medium 3 hours ago 37 minutes ago Domain:FortiCli...
2 Medium 2 hours ago 38 minutes ago Domain:FortiCli...
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Traffic to C&C:1...

Handler Tags

Default-Compr...
Default-Compr...

Default-Risky-D...

Default-Risky-D...
Default-Risky-D...
Default-Risky-D...
Default-Risky-D...
Default-Risky-D...
Default-Risky-D... = Risky = URL
Default-Botnet-... Botnet  IP
Default-Risky-D... ~Risky = URL
Default-Risky-D... = Risky | URL
Default-Risky-D... Risky = URL

Default-Risky-D... Risky | URL
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Security Rating

HA: Master  interim build1

@ Dashboard » | Security Rating
%% Security Fabric [ 1 I Security Control Results Severity of Failed Security Contraols Dievice Types score -H15.8
Physical Topology W Unlicensed M High O FortiGate Ran:  3hour(s) and & minute(s) azo
- I H Passed SomTmmeAERsemomo e
—— B Fale - I
Settings [1]
Fabric Connactors
I Fortiview b -
EXN -
+ Metwork >
wireles x| Q FNEEEEN O Failed | [2) Export -
& System ¥ | S| | | sl P | |
B Policy & Objects > Compliance Security Contral Devices Priority Result Security Control Details
@ security Profiles i [0 Audit Logging & Monitoring (AL) €D
o 5elect a Security Control to see
S ven N FSEP ALOG 1 Secure Wireless Monitoring &, NGFW-PRI details.
‘ User & Device e All discovered APs should be classified as rogue, accepted or suppressed.
F WIFi & Switch Controller H
il | oz & Report ¥
& ranitor 4l [C] metwork Design & Policies (MD)
FSBP NDOZ2.2 Secure Wireless Connections & NGFW-PRI
All wirgless networks should be sscured. 5. ISFVW PRI
=h DCFW
& ISFW-FIMN
2]
Rogue AP Detection ) NGFW-PRI
From the wireless AP profile, ensurea WIDS profileis enabled with at lesst Rogue AP | 85 1P PRI
detection enzbled. - -
5 DCFW
& ISFW-FIN
(2]
FSBP ND02 1 Secure Wireless Connections - Insecure Protocols &5 NGFW-PRI
‘Wireless networks should not permit insscure protocols such a5 WEP or other less 5 ISFW PRI
secure algorithms - -
& DCFW
= ISFW-FIN
3]
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