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Tpeb6oBaHus kK Wi-Fi

= [1lpegocTaBneHne goctyna K cetu Internet gna rocten KoHgepeHUnn
= ObecnevnTb NOSIHOE NOKPLITME 30HbLI NPOBEAEHUSA KOHdepEHL N

= ObecneunTb 6ECLIOBHLIN POYMUHI OS11 BCEX KITMEHTOB B paMKaxX 30HbI
NOKPbITUS
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CocTaB peLueHUA n cTaTUCTUKA
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[MTnaH nomMmeweHus

Cxema b6aHkeTHoro 3ana Crystal BallRoom
LWar cetkn 1 meTp.

BHumaHue! Bce pasmepbl OpMEHTVPOBOYHEIE.
[ins NnpoekTMpoBaHWs Aekopauui

1 pasMeLlLeHuns "BnpuTbIk"

HeobxoanmMbl Gonee ToYHbIE U3MEpeHUs.
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Touka goctyna Fortinet AP832i
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Ctatucrtuka un pesynbsrarhl

= OOLee yncno nocetutenen KkoHdepeHuum: 500 yenosek
* BbIfI0 0OAHOBPEMEHHO NOAKMNOYEHO K ceTu B cpeaHemM 200 KrnMeHToB
= Kanan goctyna B VIHTepHeT: 200MbuT/C

= N3mepeHunsa npoussogutenbHocTn (knueHT Macbook Air, 802.11ac, 2ss) :
» Download 152M6wuT/c,
» Upload 192MouT/c

= YacToTHbIe KaHarbl, 3agencTesoBaHHbIe B pamkax BJIBC:
» 2 KaHana 5GHz, wupuHa kaxgoro 40MHz: 36+40 n 44+48
» 2 kKaHana 2.4GHz, wnpwuna kaxgoro 20MHz: 1 n 11

= KnneHTbl pacnpegensnucek no gmanasoHam 5/2.4GHz B cooTHoweHun 65/35
= KnueHTbl paBHOMEPHO pacnpenenanuce Nno KaHanam B paMmkax O4HOro ananasoHa

= KadecTBeHHasi paboTa cepBuca y Bcex aboOHEHTOB
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Fortinet Security Day 2018: cocTtaB ob6opyaoBaHus

* 18 Touek goctyna AP832i (802.11ac MIMO 3x3:3ss)

*  KoHTtponnep FWC-500D

*  Kommytatop FSW-424D-FPoE

* FortiGate 300D UTM

Cuctema ynpasneHusa Fortinet Wireless LAN Manager (FWM-VM)
Cuctema cbopa noros FortiAnalyzer VM
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Fortinet Security Day 2018

= F:iERTINET  FortiWLC 8.4-2build-1] FortiWLC-500D 141402 Fwcsoopetoto7.110 fp Q. A admin
& Monitor Access Points (18 entries) @
% Conturaton pon momm  mawwow o
> System Config APID AP Name = MAC Address Uptime Operational Availability Runtime Image = Connectivity AP IP Address APModel APGroup | Feature Operating
State Status Version Layer forl3 Name Group Mode
> Security Name
>  Wireless Q
> Wired rany 1-AP1 00:0cceé:1f:db:80 | 00d:04h:27m:23s | Enabled Online 8.4-2build-1 L3 10.10.100.41 AP832i - - Normal
re
& | 18 1-AP2 00:0c:eé:1f:da:8c 00d:03h:55m:47s = Enabled Online 8.4-2build-1 L3 10.10.100.44 AP832i - - Normal
> Policies
& 19 1-AP3 00:0c:eé:1f:d9:5¢ 00d:03h:52m:44s = Enabled Online 8.4-2build-1 L3 10.10.100.45 AP832i - - Normal
v Devices
& 20 1-AP4 00:0ceé:1f:d9:18 = 00d:04h:42m:02s = Enabled Online 8.4-2build-1 L3 10.10.100.14 AP832i - - Normal
System Settings
& 21 1-APS 00:0ce6:1f:db:82 00d:04h:00m:39s | Enabled Online 8.4-2build-1 L3 10.10.100.42 AP832i - - Normal
Controller
& 22 1-AP6 00:0c:eé:1f:d9:10 = 00d:03h:19m:31s | Enabled Online 8.4-2build-1 L3 10.10.100.21 AP832i - - Normal
_ & 23 1-AP7 00:0ce6:31:51:98 = 00d:04h:34m:45s | Enabled Online 8.4-2build-1 L3 10.10.100.19 AP832i - - Normal
AP Replacement
& 24 1-AP8 00:0c:e6:31:5f:6¢c 00d:03h:04m:12s = Enabled Online 8.4-2build-1 L3 10.10.100.29 AP832i - - Normal
AP Packet Capture . . ;
& 25 1-AP9 00:0ce6:31:51:64 | 00d:03h:29m:06s | Enabled Online 8.4-2build-1 L3 10.10.100.24 AP832i - - Normal
AP Redirect
& | 26 2-AP1 00:0ce6:31:5f:74 | 00d:04h:22m:28s = Enabled Online 8.4-2build-1 L3 10.10.100.18 AP832i - - Normal
Antennas \ . .
& 27 2-AP2 00:0ce6:31:5f:7c 00d:03h:37m:21s = Enabled Online 8.4-2build-1 L3 10.10.100.36 APB32i - - Normal
Device Fingerprint P 28 2-AP3 00:0ce6:31:5f:68 | 00d:03h:52m:32s | Enabled Online 8.4-2build-1 L3 1010.100.12 | AP832i | - - Normal
Location Services & 29 2-AP4 00:0c:e6:20:02:16 | 00d:04h:41m:51s | Enabled Online 8.4-2build-1 L3 101010015 | AP832i | - . Normal
Beacon Services & 30 2-AP5 00:0ce6:20:02:26 = 00d:04h:00m:44s | Enabled Online 8.4-2build-1 L3 10.10.100.11 AP832i - - Normal
> Access Control & 31 2-AP6 00:0c:e6:20:02:0e = 00d:03h:25m:37s | Enabled Online 8.4-2build-1 L3 10.10.100.10 AP832i - - Normal
@ Maintenance & 32 2-AP7 00:0ce6:20:02:38 = 00d:04h:18m:13s | Enabled Online 8.4-2build-1 L3 10.10.100.16 AP832i - - Normal
&5 Wizards
ALARMS @0 o ROGUE fo LI ACCESSPOINTS R 1a R0 sTaTions E 195 To ESS T o 2 UPTIME @ 004:04h:55m:40s sysTeM @ 1x
amn
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Fortinet Security Day 2018

= FZERTINET  FortiWLC 8.4-2build-1| FortiWLC-500D 141245 Fwcsoobe10.107.110 fp Q[ e
£) Monitor System Dashboard [GraphHelp] @ & AutoRefresh: 50secs | &
v Dashboard m Service Control Application

System TRENDING DRAG AND SELECT AN AREA ON CHART TO ZOOM-IN. DOUBLE CLICK TO ZOOM-OUT. ¥

Radio THROUGHPUT STATION

Station 60

Voice € 400

8

WIPS 20

> Fault Dashboard 0 0
10:00 11:00 12:00 13:00 14:00 10:00 11:00 12:00 13:00 14:00
> Spectrum Manager
> Diagnostics DISTRIBUTION v
ALARMS BY SEVERITY (0) STATIONS BY SSID (195) STATIONS BY RF BAND (195) STATIONS BY OS TYPE (195)

> Global Statistics

> Devices
> Statistics
>  QoS/Voice ' ' l‘
> Topology
% Configuration I ESS1 M ESS2 unknown [ 11a 0 SamsungGalaxyS8 I Applei0S10.x/11.x
0 11bgn M 11an ™ GoogleAndroidMarshmallow 7 GoogleAndroidJellyBean
M 11ac Others

() Maintenance
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Fortinet Security Day 2018

Try Speedtest’ for macOS o

g .‘ F\;G::UK[;“pmSEtore
Free, quick, easy to use

©® CKAYATb Mbp (*) 3ArPY3UTb Mbp

156.39

’ 192.84”5o

JSC Mastertel ~ = Megafon
@
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Fortinet Security Day 2018: coceaHue cetu

® @ NetSpot - Discover and analyze wireless networks around you
. SURVEY 2 EXPORT | @ USERGUIDE  Y¥ASKAQUESTION  k UPGRADE NOW
SSID ~ BSSID Channel Band Security Vendor Mode Level (SNR) Signal Signal % Avg Max Noise Noise % Last seen

- ?_,, almitech 70:4C:A5:B0:56:D1 157 5GHz |WPA2 Personal |70:4C:A5 -81 4s ago
[ ] % Bogdanov_phone A2:D7:95:5F:89:94 6 2.4GHz |'WPAZ2 Personal |A2:D7:95 b/g/n [} -65 35% -69 -65 -78 -96 4% 4s ago
[] = crystal_Ballroom 80:2A:A8:C3:55:64 8 2.4GHz Open Ubiquiti bjg/n (rrrrrrl -62 38% -65 -62 -65 -96 4% 4s ago
[ ] = crystal_Ballroom 80:2A:A8:C3:54:60 5 2.4GHz Open Ubiquiti b/g/n ] -70 30% -70 -64 -77 -96 4% 4s ago
[ ] = crystal_Ballroom 80:2A:A8:C3:53:48 a 2.4GHz Open Ubiquiti bjg/n 2z =71 29% -74 -68 -80 -96 4% 4s ago
[] = crystal_Ballroom 80:2A:A8:C3:53:08 8 2.4GHz Open Ubiquiti bjg/n ] =77 23% -79 =77 -83 -96 4% 4s ago
[] %, DIRECT-Oc-HP Crystal 96:53:30:17:1C:0C 9 2.4GHz | WPA2 Personal | 96:53:30 gin = -78 22% -78 -78 -78 -96 4% 4s ago
[ ] %, ENCORE 56:D9:E7:AD:52:75 3 2.4GHz | WPA2 Personal |56:D9:E7 b/g/n o] -65 35% -65 -65 -B5 -96 4% 4s ago
[] % FoneServ B0:2A:AB8:C3:55:65 8 2.4GHz WPA/WPAZ Pe... | Ubiquiti bjg/n [rrrrry -63 37% -85 -63 -66 -96 4% 4s ago
[] %, FoneServ 80:2A:A8:C3:54:61 5 2.4GHz | WPA/WPAZ2 Pe...  Ubiquiti b/g/n (] -73 27% -78 -73 -85 -96 4% 4s ago
[ ] %, FoneServ 80:2A:A8:C3:53:49 9 2.4GHz | WPA/WPA2 Pe... Ubiquiti b/g/n 7z -73 27% -77 -71 -84 -96 4% 4s ago
(] & FoneServ B0:2A:A ) 36 WPA/WPAZ Per... | Ubiquiti ac

%, FORTINET 00:0C:E6:02:F5:CC 1" 2.4GHz | WPA2 Personal | Meru gin [} -53 47% -56 -51 -59 =101 0% 4s ago
%, FORTINET 00:0C:E6:02:1E:E2 44,+1 5GHz |WPA2 Personal |Meru ac >~} -54 4B6% -54 -51 -56 -96 4% 4s ago
%, FORTINET 00:0C:E6:02:E3:EC 36,+1 5GHz |WPA2Z Personal | Meru ac o) -56 LAY -54 -50 -62 -96 4% 4s ago
% FORTINET 00:0C:E6:02:C9:11 1 2.4GHz | WPA2 Personal | Meru n [y -60 40% -55 -51 -60 =101 0% 4s ago
[] % ©6.5895 B4:F1:DA:EB:14:8B 1 2.4GHz 'WPA2 Personal |B4:F1:DA b/g/n rrrrr) -B61 39% -59 -54 -64 -101 0% 4s ago
[] % id-net! 3A:D5:47:06:26:0C 13 2.4GHz |WPA2 Personal | 3A:D5:47 n = -75 25% -75 -75 -75 -96 4% 4s ago
[] = INOI_R7 A0:4C:5B:80:11:02 1 2.4GHz | WPAZ2 Personal Shenzhen b/g/n [} -69 3% -69 -68 -69 =101 0% 4s ago
[ ] % Liquid Cube CC:2D:EO:F5:2D:7D 1 2.4GHz | WPA/WPA2 En... | CC:2D:EO blg — | -25 75% -37 -25 -39 -101 0% 4s ago
[ ] = MyASUS_8982 18:31:BF:DA:BB:50 1 2.4GHz | WPA2 Personal | 18:31:BF ac (orrrrra] -70 30% -70 -70 -70 =101 0% 4s ago
[] 5, Optus 4G WiFi E589 C447 C8:D1:5E:52:C4:47 2 2.4GHz | WPA/WPA2 Pe.. HUAWEI b/g/n == -68 32% -67 -62 -69 -96 4% 4s ago
[ ] %, Sberbank FB8:35:DD:16:58:A8 1 2.4GHz | WPA2 Personal | Gemtek b/g/n ] -71 29% -71 -71 -71 -101 0% 4s ago
[ ] % Technical FO:9F:C2:F4:3E:6F 1 2.4GHz | WPA/WPAZ2 Pe... | Ubiquiti b/g/n = -76 24% -76 -76 -76 -93 7% 4s ago
[] % Technical F2:9F:C2:F5:3E:6F 149 5GHz WPA/WPA2 Pe.. F2:9F:C2 ac = -82 18% -82 -82 -82 -96 4% 4s ago
[ ] % =zvukopro5 28:CF:E9:84:31:ED 44,+1 5GHz |WPA2 Personal |Apple a/n (=] -73 27% -73 -69 -77 -96 4% 4s ago
[ ] % zvukovpro 28:CF:E9:84:31:EC " 2.4GHz WPAZ2 Personal Apple bjg/n (7= -76 24% -74 -72 -76 -96 4% 4s ago

[

F:RTINET



Fortinet Security Day 2018: 3amepbl aHanM3aTopom cnekrTpa

3 AirMagnet Spectrum XT - Li'veEa#hre ' )
gelwed [ @ @@ S0 000G e 00
. Spectrum - WiFi Summary c Spectrogram ~ 24 GHz ~ % B4 |2 @ | Spectrogram ~ 5GHzlower ~ s #H 12 @

Channel Summary ] + View Type: Max View Type: Max
| Ch.. = |Cument |Avg | Max | DutyCycle = -oozen DT PN -50:em
[=) Band: 24GHz E 12:45:31 = 0% : =.

1 -93 93 54  BAIE% 2 2 R $y-

2 -93 93 54  BASI% = = 124602 e 5

3 9 e s pmeem 5 5 F S 5

4 B O o SO & & 12463 e ov

5 -94 89 63  B547% 5 e

6 -93 89 63  o497% 36 40 prs 43 5, 56 &0

7 -84 -89 63  9583% Channel

o oF an oo an a1, e — - — -
T T Real Time FFT ~ 5GHzLlower ~ 5 M |2 @ | Real TimeFFT ~ 24GHz ~ 5 2 @

Show active only v [ IMax-Hold I Max I Avg [ IMax-Hold I Max I Avg
=489 |ntedference
@ Auto detected FFT Pattems (count: 9)

=€) Bluetooth = E
€) Bluetooth (Id 1)2.4 GHz) =3 =1
] (5]
& g
Channel
Non-WiFi Interfer (1) | AP(17) f Bluetooth(0) | Spectrum Density ~ 5 GHzLlower ~ |+ B4 |2 @ | SpectrumDensity ~ 24GHz ~ s B 12 @
Channel _~ | AP |[] Station | [£] Phone | - oo I B 2e.i7 el e
1 3 0 0
2 1 2 _ _
3 1 5 5
- -
5 1 0 = =
= Q
6 3 3 3
. - o o
Channel Devices | RF Pattem
|
[l (I3
Dynamic WiFi data collected from Windows Wireless Configuration. Local Host ksl Ext. Antenna r@ @
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Fortinet Security Day 2018: pacnpeaeneHue no KaHanam u
AvnanasoHam

Channel Summary 0 Last Updated At 20 Sep 2018 15:40:50 Auto Refresh: 42 Secs C

2.4 GHz STATION COUNT (57) 2.4 GHz CHANNEL UTILIZATION (%) 5 GHz STATION COUNT (130) 5 GHz CHANNEL UTILIZATION (%)

1T TN 36 a4 36 W44
ESS Access Points
ESS * | CONTROLLER NAME AP COUNT CHANNEL # STATIONS THROUGHPUT(Kbps)
ESS2 10.10.7.110 9 11,44 91 10239
ESS1 10.10.7.110 9 1,36 97 17968
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Fortinet Security Day 2018: BbifiBfeHHbIe yrpo3bl

® Threats v
Threat Score -} Critical High Medium Low
Top Threats 6,000 -
Threat Map 5,000 4
Compromised Hosts 4,000 1
3,000 4
FortiSandbox Detection
2,000 4
= Traffic ? 1,000
i Applications & Websites > 0+ i - - . —_ ' r o .
Sep200900 Sep2009:20 Sep2009:40 Sep2010:00 Sep2010:20 Sep2010:40  Sep2011:00 Sep 20 11:20 Sep 20 11:40 Sep201200 Sep201220 Sep2
& VPN >
, # Threat Category CVEID Threat Level Threat Score{ Blocked/® Incidents( Bk
¥ WiFi Allowed) Allowed)
® System > 11 EICAR_TEST_FILE Malware Critical 50 1
= Endpoints »|2 Blocked Connection Blocked by Firewall Pelicy High 186,120 6,204
Attempts
mail.ade-sclutions.com Spam URLs High 1,410 1 47 I
mopub-win-us- Malicious Websites High 450 1 15 v
east.bkswin.com
5 img.isr-htb.pw Spam URLs High 360 1 12 I
6 cooster.ru Malicious Websites High 180 1 6 t
7 cft.net Spam URLs High 180 1 6 t
8 t5.market.xiaomi.com Malicious Websites High 60 1 2 |
9 clk.hopemobi.net Phishing High 60 i 2 i
10 f7.market.xiaomi.com Malicious Websites High 60 1 2 t
11 s1.mobion.biz Spam URLs High 60 ! 2 t
12 c.trekrrocks Phishing High 30 ! 1 t
13 2018_09_19-17_05_SYSTE... Malware High 30 1
14 risr-hth.ow Snam URLs High a0 I 1 1
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Fortinet Security Day 2018: npunoxeHus (B TOM yucrne
NOTeHUManbLHO OnacHbIe)

® Threats v
Sessions Block - Allowed
Top Threats 250,000
Threat Map 200,000
Compromised Hosts 150,000 4
FortiSandbox Detection 100,000 ¥/\
2 Traffic v| 500001 _,/ /\/
Top Sources 04— . 7 . " . y i i i '
Sep2009:00 Sep2009:20 Sep2009:40  Sep 20 10:00 Sep 20 10:20  Sep 20 10:40 Sep 20 11:00 Sep 20 11:20 Sep 20 11:40 Sep2012:00 Sep2012:20 Sep20 12:40
Top Destinations
# Application Category Risk # of Clients Sessions( Blocked/ ™ Bytes( Sent/®™ Received)
Top Countries Allowed)
Policy Hits 1 SOCKS5 Proxy 24 8,691 ' 11.1MB/1150MB |
8! Applications & Websites v|2 Proxy.HTTP Proxy 7 96 118.8 KB/364.3KB |
3 Opera VPN Proxy 1 57 ' 915.1KB/13.1MB |
4 Proxy.Websites Proxy Critical 5 37 | 49.4 KB/167.7 KB ]
Top Cloud Applications . -
5 7] \VPN.Master Proxy 1 24 5.9 KB/97.7 KB '
Top Web Sies 6  [windscribe Proxy 1 12 1.5 KB/6.8 KB '
Top Browsing Users 7 = Tor Proxy 1 9 ' 1.1 MB/2.3 MB '
& VPN >|8  BSurfEasyVPN Proxy 3 8 ! 2.3KB/4.9 KB )
2 WiFi >|9 DTunnelBear Proxy 1 2 966.0 B/184.0 B !
@ System »|10  ®TouchVPN Proxy 1 1 ' 376.9 KB/1.9 MB )
® £ ,|11  ®PureVPN Proxy 1 1 ' 7.9 KB/335.3KB '
ndpoints
@ 12 $¥BitTorrent P2P High 4 167 27.2 KB/427.3 KB ]
13 “WTeamViewer Remote.Access High < 46 ] 3.4MB/30.2 MB ]
14 #CiscoVPN.Client Proxy High 3 10 1.1 KB/456.0B I
1! 4 RDP Remote.Access Hieh a3 a3 1 1.5 MB/17.0 MB 1
£= Total logs stored for analytics: 1 day 14 hours. More Show | 100 «~  Total 212

ERTINET



Fortinet Security Day 2018: ctatuctuka no nonb3oBaTensam
N noceleHHbIM MU pecypcam

® Threats v
Top Threats
Threat Map
Compromised Hosts

FortiSandbox Detection

Top Sources
Top Destinations
Top Countries
Policy Hits
i Applications & Websites v
Top Applications

Top Cloud Applications

#

o AW N e

Blocked Aliowed

A e NG

Sessions
5,000
4,000
3,000
2,000
1,000 4
0+ — 1 T U
Sep 20 09:00 Sep 20 09:20 Sep 20 09:40 Sep 20 10:00 Sep 20 10:20
Category Browsing Time
Information Technology 03h 24m 39s ]
Search Engines and Portals 03h 24m 38s ]
Business 03h 24m 34s ]
Social Networking 03h 24m 29s ]
Web-based Email 03h 24m 37s ]
Advertising Os ]
Top Destinations
# Source
Top Countries
1 192.168.48.10
Policy Hits 2 1921685228
i Applications & Websites V|3 192.168.48.3
Top Applications 4 1921685216
5 192.168.50.19
Top Cloud Applications
é 192.168.50.10
Top Web Sites 7 192.168.54.14
Top Browsing Users 8 192.168.52.32
& VPN > |9 192.168.54.27
10 192.168.48.11
= WiFi >
11 192.168.52.36
® System >l12 1921684813
@ Endpoints > 13 192.168.54.21
14 192.168.48.9
15 192.168.50.30
16 192.168.50.11

i
Sep 20 10:40

i
Sep 20 11:00

Threat Score{ Blocked/ ™
Allowed)

990 L
770
390 ]
5 ]
0
0

Group

i
Sep 20 11:20

i i
Sep 20 11:40 Sep 20 12:00

¥ Sessions{ Blocked/ » Allowed)

54,970
22,657
12,675
10,143
6,355
5,568

# Sites Visited
66

84

65

109

128

i i
Sep2012:20  Sep 20 12:40

Bytes( Sent/® Received)

1.8 GB/7.4 GB L
560.1 MB/804.8MB B

128.5MB/9248MB B

436.1MB/13GB  ® /W/\
41.5MB/1659MB 1
19.9 MB/133.9 MB ' ;ep'zo 12:20 Sep'20 12:40 ‘

Y Browsing Time Bytes( Sent/® Received)
03h 14m 34s I 4.2 MB/12.4 MB |
03h 12m 07s . 56.2 MB/60.3 MB )
03h 08m 57s I 9.3 MB/22.8 MB |
03h 08m 28s . 30.6 MB/78.6 MB B
02h 58m 36s . 17.8 MB/246.3 MB -
02h 51m 22s s 10.7 MB/219.8 MB -
02h 48m 36s s 58.8 MB/76.0 MB |
02h 47m 55s s 2.8MB/13.9 MB '
02h 47m 15s . 59.2MB/887.6 MB ]
02h 45m 53s I 6.2MB/105.7 MB [ ]
02h 42m 35s I 42.2 MB/285.2 MB .
02h 42m 19s I 90.8 MB/153.0 MB B
02h 39m 52s I 6.0 MB/47.4 MB ]
02h 36m 22s L] 8.7 MB/78.5 MB ]
02h 33m 50s I 85.6 MB/353.8 MB |
02h 32m 53s I 3.2 MB/63.7 MB [

RTINET



MoaenbHbIN psAn KOHTPONNEepPoOB U TOYEK
pocTyna
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KoHTponnepsbl! Fortinet

[ESXi, Hyper-V, KVM]

[ESXi, Hyper-V, KVM] s : A |

FWC-3000D
e l *3855 T maaasas 3000 Touyek AOoCTyna
[ESXi, Hyper-V, Kvm] CMNNEI | e | e | EEEE 30K knneHTOB
e FWC-1000D
e ——— e 1000 Touek gocTyna
[ESXL Hyper-V, KVM] 10K KnueHTOoB
e - FWC-500D
[ l PUNNEN. 500 Toyek goctyna
ESXi, Hyper-V, KVM 10 GbE
o FWC-200D 6,250 KnneHToB
s 200 To4ek gocTyna
2,500 knneHTOB
FWC-50D

50 To4yek goctyna

1,250 knneHTOB v He HyXXHbl MULEH3UN Ha TOYKMN ans HoBbIXx FWC
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Touku goctyna 802.11ac wave2

2X2:2 3x3:3

Bluetooth Bluetooth’

V — \yg

40
Bluetooth
FAP-U221EV FAP-U321EV
FAP-U24JEV FAP-U223EV FAP-U323EV
Wall Jack

4x4:4

40

Bluetooth

e

FAP-U421EV
FAP-U423EV

Outdoor

FAP-U422EV
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[Mpumepbl Apyrux peanm3oBaHHbIX
NPOEKTOB
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