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O yem nounaeTt peyb...

v' COBpPEMEHHbI YPOBEHb AOCTYMNa — CIOXHOCTU U PELLIEHUS

v' [poBOAHOM YpOBEHb A0CTYyna

O KommyTaTopbl YpOBHS OOCTYNa 1 KOHTPONNEP KOMMYTaTOpPOB B ONepaunoHHOW CUCTEME
FortiOS

v BbecnposogHon goctyn (Wi-Fi)

A FortiGate B ponn koHTpornsiepa 6ecnpoBOaHbIX TOYEK

O Pexnmbl pabotel BJ1BC:
« Tunnel mode
« Local Bridge mode
» Local Standalone mode

O MNocTpoeHne BbICOKONPON3BOANTENBHLIX BECNPOBOAHbLIX CETEN HA Base KOHTponnepa

FortiWwLC
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“Bawa cemb 6e30nacHa HACMOAbKO, HACKO/IbKO
6e3onacHo sawe camoe cnaboe 36eHo0 ”




KomMmyTaTOpbl YPOBHA AOCTYNa W
KOHTpoOnnep KOMMyTaTOpPOB

B onepauunoHHoun cucteme FortiOS



BLI30BbLI ANA ypoOBHA AoCTyna

KonnyecrtBo be3onacHoCTb
YCTPOUCTB

30 Mnpa yCTPOUCTB K Yrpo3bl CTAHOBATCA
2020 bonee
NPOABUHYTLIMM

F=RTINET

YnpaBreHune

Boapacrator
3aTpaTthbl Ha
nepcoHan
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BLI30BbLI ANA YPOBHA AOoCTyna

KonunyecTtBo be3onacHocTb YnpaBreHune

|

YCTPOUCTB

o=

TRAFFIC JAM

o

CHuXxaeTcqa CnoXHOCTb NpPU NHTerpaumm YBenuumnBaeTcs
Nnpon3BOoOAUTENbHOCTb C ycTponcTtBammu BpeMs Ha pelueHue
0e30nacHoOCTU MHUMWOEHTOB

F:=RTINET © Fortinet Inc. All Rights Reserved.



Fortinet
Security
Fabric

KomnnekcHas

Obecne4yeHmne norHon BUANMOCTH
NOBEPXHOCTU LMPPOBON aTaku A1
nyywero ynpasneHnus puckamu b

UHTerpupoBaHHas

YMeHbLUEeHNE CIOXXHOCTU
CONPOBOXOEHUSA MHOXECTBA
pa3HOPOAHbIX NPOAYKTOB

ABTOMaTU3NpPOBaHHasA

YBennyeHne cKopocTu ynpaBneHus
N OTKNNKa

F=RTINET

YnpaBneHue
c¢abpukon

CeteBoit OTKpbITas
JocTyn aKkocuctema
Be3onacHble O6navHasn
WLAN/LAN nmHdpacTpykTypa
N
KoHeuHble A
y3nsl S, ® MpunoxeHus

YnpaeneHue Ub



be3onacHOCTb YPOBHA AOCTYyMNa KOMMaHUu

FortiSwitch

lNMpocToe ynpaBneHune

NHTerpauus ¢ FortiGate cosgaet
eanHbin npocton GUI nHtepdenc ans
ynpaBrieHns1 6€30NacHOCTbIO U
O0CTYNnom

F=RTINET

UHTerpupoBaHHasa 6e30nNacHOCTb

WHTerpauus c FortiGate nenaet u3
kommyTaTtopa NGFW akpaH mMupoBoro
YPOBHS.

NHTerpauus ¢ Fortinet Security Fabric
pacLumpsieT BO3MOXHOCTU 40 COBOKYMHOMO
Habopa yHKUMn Bcen dbabpurkm
BGesonacHOCTM NOKpLIBasi BCe BUAbI Yrpo3

/NN, FORTINET

\/th/\ ey

MacwTtabupyemocTb

BonbLlwaga nuHenka obopynoBaHus.
CteknpoBaHue 60nbLIOro KonmyecTea
KOMMYyTaTopoB. AnnapaTHas akcenepauus
FortiGate n FortiSwitch kommyTaunoHHbIe
MaTpuubl 6e3 nepenognuckn. M'mbkocTb
npu yctaHoBke. LleHTpannsoBaHHoOe
ynpasneHne. MCLAG ans cosgaHus
€NHOro Waccu N3 KOMMYyTaTOpPOB.
BcTpoeHHasa 6e3onacHOCTb.

© Fortinet Inc. All Rights Reserved. 8



BapuaHTbl pa3BepTbiBaHua FortiSwitch

FortiLink

Ynpasnsietca ¢ FortiGate. Paclwumperue
Security Fabric Ha kommyTaTopbI.

Hanbonee pacnpocTtpaHeHHass Mogernb
pa3BepTbIBaHUS

FortiLink

F=RTINET

Stand Alone

CTtaHgapTHast Moaenb pa3BepTbiBaHUS
PacnpocTtpaHeHa B cpegax 6e3 FortiGate

GUI

-

-
’_ ] | ||
&
KomaHnpgHas '
CTpoOKa

© Fortinet Inc. All Rights Reserved. 9




Pa3BepTbiBaHMEe 1 ynpaBneHue cetbto ¢ Fortilink

FortiGate

="= FortiGate 300E Demo-ISFW-PRI @~ 0+ @ demo~

Favorites > o ‘Q Search NoAccess Device = DeviceTrafic @ now~ A0 & (5
@ Dashboard >

: e Sort By: | Bytes (Sent/Received) v ‘
XX Security Fabric v ? = -

FGT2KE3916900421 } Deno-ISFW-PRI oISTB8 FAC ACC SW ITACC SW

Physical Topology *

Logical Topology . oot cwecrsmonmn

Security Rating

Automation

Settings

FO rtl SWltCh Fabric Connectors

|8 FortiView saLes Acc.w DemoISWSALES stoaeF 3910000016

FP221ETFIR025895.

< Network ssecn
£ System
B Policy & Objects

(O]

FP221ETF18025895

@ Security Profiles oiTBA HRACC SW
7((.))=-—/—
0 VPN saves AP
& User & Device S(: 2
8 = WiFi & Switch Controller | > G (O)

[l Log & Report

I FortiAP & Monter

AN 4 (5 G5 b ¢S b G U Uh U Uh U '
c J 4D (BN (3D (3D I N GND GND UND U U € 2
g e e Rl e e P R Y e —
£ X X X A % S

y |
F:=:RTINET © Fortinet Inc. All Rights Reserved.
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FORTILINK — FORTISWITCH YTIPABJIEHVE KOMMYTATOPAMN N3 FORTIGATE

KIMKOYEBDBIE NMPEUMYLLIEECTBA

ZERO-TOUCH | BE3OINACHOE U | MHTEIMPALINA |
PROVISIONING  LEHTPANTM3OBAHHOE KOMMYTATOPOBC
ABTOMATU3ALIUS YMNPABJIEHUNE 5 SECURITY FABRIC
YCTAHOBKMK ~ KOH®UIYPALIIEW
HACTPOUKU 1
pA
N\
NN
NN
/
= [pocToe pa3sepTbiBaHNe = FortiGate siBnsietcs = O6HapyxeHne
©O0nbLLUOro KonmM4yecTea . €OWUHOW TOYKOM ~ MOAKIroYaeMbIX
KOMMYTatopoB - YNpaBreHus : YCTPOWUCTB
= L|eHTpan13oBaHHoe - = LleHTpann3oBaHHoe - = LieHTpann3oBaHHas
yripasreHve ~ ynpasnenve VLAN u - ayTeHTudMKaLms
= ABTOOBHapY)eHNE 1 APYrUX (hyHKLWIA = KapaHT1H Ha nopTy
HacTpoiika kommyTaTopos = NPOBVKIHMHIG - = [InHaMnyeckoe
|  HasHaueHue VLAN

F::RTINET = [lornpoBaHune npoLieccos

BONbLLON

FORTISWITCH )|
MOAEJIbHbIU PAL

STACK

<

= Bonbluas nuHenka

{({({({‘

= Ctek FortiSwitch

KOMMYTaTOpOB FortiSwitch n FortiGate
ynpaensiemblx FortiGate Mogenen ansi otpacrneu:

~ (Single v H-A,A-A) i » PuTeiin

- *MCLAG ans kommyTaumm » SMB

. ©e3netenb n : » Enterprise komnaxun
OTKa30yCTOMYMBOCTU Ha » [laTa-LieHTpoB
YpOBHE KOMMYTAaTtopoB » MpOMBbILLINEHHOTO ceKkTopa

© Fortinet Inc. All Rights Reserved. 11



FortiLink no3BonseT peann3oBaTb 6e30nacHbIN AOCTYN
FortiLink npoTokon nossonsatownm FortiGate ynpaenaTb 4OCTYNOM K CETEBOM cpeae

MpocToTa FortiGate NGFW

* [nbkas apxuTekTypa, macwtabnposaHune B g ’
COOTBETCTBIMN C TPEGOBAHNAMY a1 | -1

* [po3payHoCTb BCEro YTO NPOMCXOAMT, aHaNUTyKa, FortiSwitch @ ) FortiLink
NHTerpauns c wireless, n 6e3onacHoOCTb y

Be3onacHocTb

* [loptel NGFW n kommyTaTopa npenocrtaBnstoT asssssssssss sassns ssaaas o
OOMHaKOBbIN ypoBeHb BesonacHocTu, SSID m- T ——
HanpsIMyto cBa3aH ¢ nonuTtmkamu NGFW /‘\

* [nobanbHble NoNUTUKKM besonacHoCTH o ) Q) FortiLink
NPUMEHSIIOTCA K MPOBOAHOW 1 BecnpoBogHOU cpeae / G \

Hu3kaa ctommocTb BnageHus I

* Ynpasnehwe goctynom Bkniodaet sb-Branch.He
TpebyeT NUUEH3NPOBaHUS. FortiAP

F::RTINET 12



----------

FortiSwitch Access Switch Family

KommyTaTopbl
HavaribHOro
YPOBHHA

100 Cepusa

KommyTtartopsl
Ha4asibHOro ypoBHS

OT1 8 0o 48 rmrabuTHbIX
Ethernet nopToB,
POE/POE+ kommyTaTopsbl

[leckTonHble unn ang
YCTaHOBKWN B CTOUKY

(2-4) TvrabutHbix Ethernet
SFP uplink nopTa

R =!!
M y_N |

F=RTINET

KommyTaTopbl

CpeAHero ypoBHS

200 Cepus

= KomMmmyTaTtopbl cpegHero

YPOBHS

= Ot 24 no 48 rmrabuTHbIX

Ethernet nopta c POE+

= [Ing yCTaHOBKM B CTOVKY

= (4) l'vrabuTtHbix Ethernet

SFP uplink nopTa

— FRT I ADEw

t e -----5;=5=

[lpoaBUHYTLIE
KOMMYyTaTOpPbl

400 Cepus

= Enterprise kommyTaTopbl

= OT1 24 no 48 rmrabuTHbIX
Ethernet nopta c POE+

» Bblcokas nponyckHas
CrMOCOBHOCTb.

= [lo (4) 10 M'MrabuTHbIX
Ethernet SFP nopta

FortiSwitch 424D-FPOE

FortiSwitch 448D-FPOE

YpoBeHb
arperauumm

500 Cepuga

KommyTaTtopsbl arperaumm

Ot 24 po 48 rmrabuTHbIX
Ethernet noptoB ¢ POE+

= [1o (4) 10 M'MrabunTHbIX

Ethernet nnu (2) x 40
[MrabutHbix Ethernet SFP
uplink noptos

FortiSwitch 524D-FPOE

-~

et =l S T o e 1 S

FortiSwitch 548D-FPOE
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B pesynkrarte

Konun4yecTBo be3onacHocTb YnpaBreHune
YCTPOUCTB

Security
Operations

FortiSwitch — Fortinet Security EonHaga KoHconb angd
MacLwTabupyemoe Fabric BbigBNsAeT u ynpasneHusa MC3,
peLleHne BGroKnpyeT yrpo3bl KOMMYyTaTopamu u

cetamm Wi-Fi

F:=:RTINET © Fortinet Inc. All Rights Reserved. 14



Security Driven Networking

« Security Driven Networking
oobeagnHAEeT 0e30nNacHOCTb U
ceTeBble PYHKLUK

« CeTeBOUM YpOBEHb OOCTYMNa
CO30aeTcHd CO BCTPOEHHbIMU
doyHKUMSMN 6e30MacHOCTU

 [logobHas apxutektypa bonee
9dopeKkTMBHaA B YaCcTu 3aLLUUThLI U
OLOHOBPEMEHHO — NPOCTad B
noBCe4HEBHOW aKCnnyaTaunm

F=RTINET

© Fortinet Inc. All Rights Reserved.
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Security Driven Networking

« Security Driven Networking
obbeanHAeT 6e30MacHOCTL U
ceTeBble PYHKLUK

« CeTeBOUM YpOBEHb OOCTYMNa
CO30a€eTCHd CO BCTPOEHHbLIMU
doyHKUMSMN 6e30MacHOCTU

 [logobHas apxutektypa bonee
9dopeKkTMBHaA B YaCcTu 3aLLUUThLI U
OLOHOBPEMEHHO — NPOCTad B
noBCe4HEBHOW aKCnnyaTaunm

F=RTINET

S

D —

\\-_/
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PaclumpeHue Security Fabric oo ypoBHsA goctyna

: chinsz ~
] No Access Device = Device Traffic = @ now~ A NoCritical Risk & ‘@

Sort By: l Bytes (Sent/Received) "

== FortiGate 600D fortigate-primary

@ Dashboard N [QSearch

NX Security Fabric

Physical Topology

Logical Topology ‘ ; Mi - - ((o)) -

Security Rating fortigate-primary AGGREGATION2 IDF4-1 conference room 2
Internet ~
Automation
Settings (1)
pallarreal-pc
Fabric Connectors
&037MB
& FortiView >
& Network >
¥ System > (('))
meetingroom 1
B Policy & Objects >
@& Security Profiles > — I —
1DF2-4 IDF2-3
0 VPN >
& User & Device > = —
MDF1-1 MDF1-2

= WiFi & Switch Controller > |
Ll Log & Report >
€ Monitor >

P D D
b = = ==

AGGREGATIONZ IDF2-1 IDF2-2
Security Fabric: swat |
i @ g&
Q
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YpoBeHb goctyna Fortinet

BonbLUIMHCTBY NPOAYKTOB YPOBHSA OOCTYNa He xBaTtaeT
NHTEerpaumm c peLieHnsamm 6e3onacHoCcTu u
ynpasneHus. 3awuTtHole yHKumn FortiGate moryT
ObITb pacluMpeHbl Ha CeTb AoCTyna

©F P

FortiGate FortiAP FortiSwitch

* Pacwumpser 6e3onacHoCTb 40 YPOBHA OOCTynNa
* YrnpollaeTt noscegHEBHbIE onepauunm
 PeweHne SD-Branch

F=RTINET

WLAN/LAN

© Fortinet Inc. All Rights Reserved.
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Secure Access Solution

Management and Analytics

FortiGate — @ .. 1 FortiManager
FortiPresence ] CEEEEEN FortiWLM
Campus
SD-Branch
Teleworker

F:=:RTINET © Fortinet Inc. All Rights Reserved. 19



CueHapun npmMmeHeHus



KamnycHas ceTb

« MCO FortiGate BbINONHAT PYHKUNN
BHYTPEHHEN CErMEHTaLUUN, a Takke
ynpaensoT YPOBHEM OOCTyNa B CBOEN
30He

« NononHutenbHble FortiGates
pasmewlatotcs B LIOL B ponn DCFW

» FortiManager / FortiAnalyzer
NCNONb3YTCS KaK UHCTPYMEHT
NOC/SOC anga ueHTpann3oBaHHOIO
yrnpaBrieHns Bcen UHPPacTpyKTypou

F=RTINET

Floor 2

Floor 1

© Fortinet Inc. All Rights Reserved.

FortiLink
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KamnycHas ceTb

e LleHTpann3oBaHHbLIN KOHTPOMb YPOBHS
OocTtyna obecnednBaeT KracTep
FortiGate

« [NononHutenbHble FortiGate moryT
ObITb YCTaHOBMNEHbI A5 BHYTPEHHEN
cermeHTaumu

F=RTINET

Floor 2

Floor 1

© Fortinet Inc. All Rights Reserved.

FortiLink
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BesonacHbI 4OCTYN — NHTENSEKTYarbHbIN
KOHTPOJSIb Ha YPOBHE OOCTyna

MHTenneKT Ha ypoOBHe KOHTpONA AocTyna
NpenmylwecTBa OoT MUHTErpaLumn

BugmumocTtb bonblue (MHenekumns SSL/TLS, é :E
SSH). 1.1

1\
FortiSwitch n FortiAP nHterpvpoBaHb! B n 51\ [ Simsmees)
FortiGate kak pacwupeHna NGFW - )
©e3onacHoCTb

YHuKarnbHaa apxutektypa ngeanbHo noaxoaut
ana SD-dwunnana, deployments - ynpaeneH

NGFW, EMS,

NAC, FortiDeceptor,
FAC, SIEM,

FAZ, FortiWeb,

FSA, FortiMail u 7.5
F::RTINET

Network Access



MHTennekT Ha ypoBHe KOHTpONA AocTyna
NMpumep: FortiNAC :

Data-Center

FortiNAC 3awmnTbl Ha ypOBHe YCTPOUCTB

)

I NOC/SOC

FortiManager Centralized
FortiNAC

« ObHapyxeHune, knaccndumkaumus, KOHTPOJIb,
npocnnnpoBaHne, oLEHKa COCTOSIHUA NMpu BXoae
YCTPOWUCTB B CETb

= MPLS
= |nternet

L
=
—
1

* YBenuyeHne BMOMMoCcTn 1 obHa pPpyXeHne T i
aHoManui

« FortiGate kak ceHcop, He HYXXHbl JOMN. YCTPOUCTBA

Network Access

SD-BRANCH

F:RTINET



«YpaneHka» - HoBasl pearnbHOCTb

Remote AP 2l
NOC/SOC

 MoxeT ncnonb3oBartbcsa ndaga
FortiAP

» Wallplate mogenu ¢ gononHUTensHoOm
HaCTOSIbHOW NOACTaBKOW yO06HbI,
Korga TpedyroTca OONOSTHUTENbHbIE
NopTbl HA cTosMe

» LleHTpanu3oBaHHOE ynpaBneHme
yepes FortiGate

* FortiDeploy onga zero touch

« Split tunnel gnga otaenenusa
HeKkoprnopaTMBHOIro Tpaduka

F:=:RTINET © Fortinet Inc. All Rights Reserved. 25



YHUpMUMpoBaHHbLIU YPOBEHbL AOCTYyNa C
pacLUMpeHHbIMU PYHKUMAMN 6e30nacHOCTH

ewesd

MHoXecTBO Moaeneun

Next Generation Firewall
KoHnTtponnep WLAN

KoHTponnep koMmyTaTtopoB

F=RTINET

Bonee 20 mopenen

= 802.11ac n Wi-Fi 6

= BCTpoeHHbIe nin BHellHUNe
AdAHTEHHbI

NHuTerpaumsa c FortiGate
(FortiLink)

Indoor/Outdoor/HacTteHHOro
MCNONHeHund

Bonee 20 mopenen
= Edge kommyTartopsbl
* ToR kommyTaTOpbI

NuTerpaumsa c FortiGate
(FortiLink)

L2/L3 + Advanced Services

© Fortinet Inc. All Rights Reserved.
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becnpoBogHble peweHusa Fortinet

Integrated (FortiGate) Controller (FortiWwWLC) Cloud

m SRR (”) FortiCloud E

F::ﬂz"'!" . 'é}:'...'}:'.-...'}......:'.':.:....&. )
L o — T T T - . B [y p - 2o oe o ne Voo as ‘uo.-‘-‘-u:'.o.oo.-.c:n'n"o.u
o mEaE  N e I T i G o e O
N\  e— /

FortiAP AP FortiAP

\ ‘

-= FOrtiAP-U

F:=:RTINET © Fortinet Inc. All Rights Reserved. 27



Tunnel Mode
CueHapum npuMeHeHUs

Security

SIS,
SO

FortiSwitch o)))
POE
Integrated
Wireless LAN
Controller

D

F=RTINET

FortiGate
NGFW/UTM

FortiAuthenticator

Integrated Wireless
LAN Controller

Security

SO,
Qe

FortiGate or
Third-Party
Router

FortiSwitch
POE

© Fortinet Inc. All Rights Reserved.

FortiAuthenticator

If Split Tunneling
is enabled

Wireless Plane
CAPWAP RFC 5415

[ ] Data
I Control

28



Local Bridge Mode

CueHapuv NpUMeHeHUS

Security

SH

D@
@@

FortiGate
NGFW/UTM

FortiSwitch
POE
Integrated
Wireless LAN
Controller

ﬁ@j

Access
@ Points

F=RTINET

.))) FortiAuthenticator

Integrated Wireless
LAN Controller

FortiGate or
Third-Party
Router

FortiSwitch
POE

Security

@@'

Access

Points

© Fortinet Inc. All Rights Reserved.

Wireless Plane
CAPWAP RFC 5415

[ ] Data
I Control
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Local Standalone
CueHapum npuMeHeHUs

Wireless LAN
Controller

3

@ FortiG;N‘

Third-Party
Router

:g,;fg ;

FortiSwitch FortiAuthenticator

v
Access
@ Points
N—"

8@,
Glo)
G

F=RTINET

© Fortinet Inc. All Rights Reserved.

Wireless Plane
CAPWAP RFC 5415

] Data
I Control

Internedo



Local Standalone
Configuration

@ Dashboard

NX Security Fabric
& FortiView

+ Network

£ System

B Policy & Objects
& Security Profiles
0 VPN

& User & Device

Managed FortiAPs
WiFi Maps

SSID

FortiAP Profiles
WIDS Profiles

Security Profile Groups

= WiFi & Switch Controller

Edit Interface

Interface Name  SSID1

Alias b

Type WiIFi SSID
Traffic Mode €@ J% Bridge

Tags

© Add Tag Category
WiFi Settings
SSID ’ Remote ‘
Security Mode [ WPA?2 Personal v }
Pre-sharedKey 0 ecccccsccsscee ‘ @
Local Standalone €@ | @)

Local Authentication €

Client Limit per Radio »

ERTINET

© Fortinet Inc. All Rights Reserved.
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lNopnepxumBaemMble pyHKUUU B 3aBUCUMOCTU OT UCMOSb3yeMOoro
pexxuma (ans sepcum 6.0.4)

Feature Tunnel | Local Bridge | Local Standalone
Authentication
Captive Portal Yes No No
MAC-Auth Captive portal bypass Yes No No
RADIUS Authentication Yes Yes Yes
RADIUS Accounting Yes Yes Yes
RADIUS CoA Yes Yes Yes
RADIUS Dynamic VLAN Yes Yes Yes
RADIUS User Group Yes Yes Yes
Wireless
Probe response suppression Yes Yes Yes
Band steering Yes Yes Yes
Data rates customization Yes Yes Yes
Channel Utilization Yes Yes Yes
802.11kvr Yes Yes No
Multiple PSK Yes Yes Yes
Broadcast suppression Yes Yes Yes
Opportunistic Key Caching Yes Yes Yes
Quality of Service Yes Yes Yes
Deployments
Point-to-Point Mesh Yes Yes Yes
Lan Isolation N/A N/A Yes(1) (1) Only available when

Local-standalone-nat N/A N/A Yes local-standalone-nat is enabled
Local-standalone-nat bypass N/A N/A Yes
Bridge Lan to SSID Yes Yes Yes
Split tunneling Yes N/A N/A
High Availability (1+1) Yes Yes N/A
VLAN Pooling - AP Group based Yes Yes No
VLAN Pooling (Hash & RR ) Yes No No

Security
Client Quarantine Yes No No
F:=RTINET UTM On FAP No Yes Yes All Rights Reserved. 32




FortiOS Wireless Controller
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Create SSID

== FortiGate 300E Demo-ISFW-PRI ~ HA:Master Q_ ~

Favorites
@ Dashboard
NX Security Fabric
& FortiView
+ Network
£ System
B Policy & Objects
& Security Profiles
0 VPN
& User & Device

I = WiFi & Switch Controller

Managed FortiAPs
WiFi Maps

<

SSID *

FortiAP Profiles
WIDS Profiles
FortiLink Interface

Managed FortiSwitch

Create New SSID

Name

Alias

Type = WiFi SSID

Trafficmode @ EQROULEN =% Bridge &8 Mesh

Address

IP/Netmask

| 0.0.0.0/0.0.00

Create address object matching subnet @©

Name
Destination

Secondary IP address

Administrative access

Ipva  OJHTTPS
(J FMG-Access

OJF™M

(® DHCP Server

0.0.0.0/0.0.0.0
®

HTTP ©
(O ssH

(J RADIUS Accounting

(JPING
(J SNMP

Security Fabric
Connection @

FortiGate
=5 Demo-ISFW-PRI

(® Documentation

& OnlineHelp &'
@& Video Tutorials ('

F

FortiSwitch VLANs
FortiSwitch Ports Network
FortiSwitch Security Device detection @ @
Policies
Lnl Log & Report >
= LOg & Repo WiFi Settings
€ Monitor > ' ]
c]IN | fartinat I
==RTINET © Fortinet Inc. All Rights Reserved.
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AP Profile

=" = FortiGate 300E Demo-ISFW-PRI ~

Favorites >
@ Dashboard >
NX Security Fabric (1 %
& FortiView >
“ Network >
£+ System >
B Policy & Objects >
& Security Profiles >
S0 VPN >
& User & Device >

<

I = WiFi & Switch Controller
Managed FortiAPs

WiFi Maps

SSID

| FortiAP Profiles *
WIDS Profiles

FortiLink Interface
Managed FortiSwitch
FortiSwitch VLANs
FortiSwitch Ports

FortiSwitch Security
Policies

Ll Log & Report >

€ Monitor >

New FortiAP Profile

Name

Comments

Platform

Country /Region €@
AP login password €

Administrative access

Radio 1

Mode
WIDS profile

| Write acomment... 4 o255

| FAP221E v |

Use default (United States) JJoe1a%
Set WEEVCAVIGENWECGE Set Empty

Radio resource provision (B

Client load balancing
Band

Channel width

Short Guard Interval
Channels

TX power control

TX power

SSIDs @

(O HTTPS () SSH () SNMP
Disabled Dedicated Monitor
@ )
(J Frequency Handoff (J AP Handoff
2.4GHz | 802.11n/g v
20MHz
(@ )
1 6 11

5 100%

Pl Manual

Monitor channel utilization @

Radio 2

HA:Master Q ~ £

FortiGate

=5 Demo-ISFW-PRI

® Documentation

& OnlineHelp &'
@ Video Tutorials ('

Cancel

F=RTINET

© Fortinet Inc. All Rights Reserved.
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Managed APs

=" = FortiGate 300E Demo-ISFW-PRI ~ HA:Master Q~ 2 @~ LA~ @ admin~
Favorites ) Status Health Model
@ Dashboard > S

v

NX Security Fabric

M Disconnected OFair O FAPU431F
M Online /

e FortiView > /
& Network > ( )
£ System > \ /
B Policy & Objects >
@& Security Profiles > p—
0 VPN > # Edit @ Delete | & Refresh | | | Search Q|  Managed® AP~ | Demo-ISFW-PRI -
& User &Device ? Access Point Status SSIDs Channel Health Clients OS Version LLDP FortiAP|
= WiFi & Switch Controller v N
“® FIN_AP1 © Disconnected €¥) (+) DemoLab WiFi_Corp (WlanCorp)  €E 0 0 No LLDP neighbors found. FAPL
aged FortiAP | #% DemoLab_WiFi_Guest (WlanGuest) €& 0
WiFi Maps N/A
SSID
FortiAP Profiles
WIDS Profiles N/A
FortiLink Interface . - .
“" ENG_AP1 © Disconnected GE) (+) Demolab_WiFi_Corp (WlanCorp)  GE) 0 0 No LLDP neighbors found. FAPL
Managed FortiSwitch 2% Demolab_WiFi_Guest (WlanGuest) €& 0
FortiSwitch VLANs (@) Demolab_WiFi_Staff (WlanStaff) N/A
FortiSwitch Ports €D ) DemoLab_WiFi_Corp (WlanCorp)
FortiSwitch Securi =% Demolab_WiFi_Guest (WlanGuest)
Pglritc'ie";'“h el (@) DemoLab_WiFi_Staff (WlanStaff)
N/A
Ll Log & Report >
€ Monitor S “» SALES_AP1 ® Online C® () DemoLab_WiFi_Corp (WlanCorp) G 161 Fair 4 PU431F-v6.0-build0019  No LLDP neighbors found. FAPL
2% DemoLab_WiFi_Guest (WlanGuest) €3 6
lta) MArnal Al VAT CHAfF AN AnCHAFF NIL/A v
4 »
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AP Details (w/ Spectrum

@ Dashboard

NX Security Fabric
& FortiView

« Network

£ System

B Policy & Objects
@& Security Profiles
0 VPN

& User & Device

= WiFi & Switch Controller

Managed FortiAPs
WiFi Maps

SSID

FortiAP Profiles

WIDS Profiles
Ll Log & Report
€& Monitor

# Edit

FP421E-Spectrum

Status

Online

(

nanne

Summary of FP221E3X17000066

Radios = Clients Logs CLIAccess ESEaidinpayElEH

Signal Interference

dBm
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MAP

=" = FortiGate 300E Demo-ISFW-PRI ~

HA:Master Q ~

Favorites
@ Dashboard
NX Security Fabric
& FortiView
& Network
£ System
B Policy & Objects
@ Security Profiles
0 VPN
& User & Device

Managed FortiAPs

I = WiFi & Switch Controller

d AP(s Q <

Both Bands~

=

\~

= = N
SALES.AP1
0

SSID
FortiAP Profiles
WIDS Profiles

FortiLink Interface

FortiSwitch VLANs
FortiSwitch Ports

Policies
Ll Log & Report

€ Monitor

1
g
D

v
N

v
N

- P FIN_AP1
F")_T‘A 'S g
_ | ]

Managed FortiSwitch

]
&

et
ot
i

K

FortiSwitch Security

ENG_AFT

Client Count~ | | LAB v

+ ¢ T
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Wi-Fi Overview

E:E FortiGate 300E Demo-ISFW-PRI ~ HA:Master Q~ £ 54~ >. 1 @~ A~ ‘ admin ~
@ Dashboard > Active Clients Both~ L[J i~  APStatus M B <
'\‘/. . .
X Security Fabric > B SALES AP1 B Uptime > 24 hours
& FortiView > Rebooted within 24 hours
Il Down/Missing
 Network >
£+ System >
B Policy & Objects >
@& Security Profiles >
0O VPN >
& User & Device >
= WiFi &Switch >
"~ Controller
sl Log & Report N Channel Utilization @ Both~  MostUtilized L3 i~ Client Count lhourv Bothv {3 i+
. 5
IG Monitor v M) < 50% W 2.4GHz
Routing Monitor a4 5GHz
DHCP Monitor SALES AP12 ,
SD-WAN Monitor
FortiGuard Quota 2
IPsec Monitor SALES AP11 :|
1
SSL-VPN Monitor
Firewall User Monitor 0
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100% 14:00 14:05 14:10 14:15 14:20 14:25 14:30 14:35 14:40
Quarantine Monitor
FortiClient Monitor Top Wireless Interference ©@ Both [J i~ ||LoginFailures HEHE B
WiFi Client Monitor Time (UTC) | SSID e User APName | AP Group
. Name/MAC
Rogue AP Monitor
| WiFi Health Monitor el No matching entries found .
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Security Rating

E:E FortiGate 2000E NGFW-PRI ~

@ Dashboard
NX Security Fabric

Physical Topology

Security Rating

Security Control Results

Settings

Fabric Connectors
& FortiView
4 Network
£ System
M Policy & Objects
@ Security Profiles
2 vpN
& User & Device
= WiFi & Switch Controller
W Log & Report

€& Monitor

>

B Unlicensed
B Passed
W Failed

| wirelessl

xla)

Compliance ¢

[E Audit Logging & Monitoring (AL) €9
FSBPAL06.1

[E] Network Design & Policies (ND)

FSBP NDO2.2

FSBP NDO1.3

FSBP NDO2.1

Security Control ©

Secure Wireless Monitoring

All discovered APs should be classified as rogue, accepted or suppressed.

Secure Wireless Connections
All wireless networks should be secured.

Rogue AP Detection

From the wireless AP profile, ensure 3 WIDS profile is enabled with at least Rogue AP

detection enabled.

Secure Wireless Connections - Insecure Protocols
Wireless networks should not permit insecure protocols such as WEP or other less

secure algorithms

Severity of Failed Security Controls
W High

% NGFW-PRI
ISFW_PRI
) DCFW

5 ISFW-FIN
(3]

5 NGFW-PRI
5 ISFW_PRI
5 DCFW
 ISFW-FIN

&), NGFW-PRI
ISFW_PRI
&, DCFW

5 ISFW-FIN
(3]

Devices ©

HA: Master

interim build1528 ~

Device Types

\ O FortiGate

O Failed | 3 Export~ | O &

g
H

Priority Result ©

Q-

&~ >~ I ® Qa

‘ Score '6 15-8

Ran: 3 hour(s) and 6 minute(s) ago

: demo ~

XX Al

Security Control Details

Select a Security Control to see
details.
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UHTepdencsi (B Tom yncne SSIDs)

7r Favorites >
@ Dashboard >
NX Security Fabric >
& FortiView >

4 Network

Interfaces

="= FortiGate 300E Demo-ISFW-PRI ~ HA:Master Q-

1 ®~ A~ :admin'

B>

v

>
4

v

|

-

[

.2 FortiGate 300E HA 1 15
B P P O (W R W ([ ( [ (S (e [
"I o] O (] ] ] (T [ ([ () (W) (W)

2 16

# Edit @ Delete Search ’ Q ‘ ™ GroupBy Type~ | = Demo-ISFW-PRI -

DNS ‘ Name ¢ Type = ‘ Members = IP/Netmask = Transceiver(s) = Administrative Access < DHCP Clients < ‘ DHCP

Packet Capture Je 802.3ad Aggregate €8

SD-WAN Physical Interface @

SD-WAN Rules o3 Software Switch @

Performance SLA Il Virtual Wire Pair @

Static Routes E < WIFi SSID o

FEIETINEES = Demolab_WiFi_Corp (WlanCorp) & WiFi SSID 10.89.101.99/255.255.255.0 PING

RIP HTTPS

OSPF SSH

SNMP

BGP (43

i s % DemoLab_WiFi_Guest (WianGuest) % WiFi SSID 0.0.0.0/0.0.0.0

FortiExtender % Demolab_WiFi Staff (WlanStaff) = WiFi SSID 10.89.102.99/255.255.255.0 10.89.102.1-
¥ System > 10.89.102.1(
B Policy & Objects >
@& Security Profiles >
S VPN >
& User & Device >
= WiFi &Switch R

Controller

v 4 >
ERTINET © Fortinet Inc. All Rights Reserved. 41



Favorites
@ Dashboard

NX Security Fabric

Physical Topology

Logical Topology
Security Rating
Automation
Settings
Fabric Connectors
I FortiView
« Network
£ System
B Policy & Objects
& Security Profiles
0 VPN
& User & Device
= WiFi & Switch Controller
Ll Log & Report
€ Monitor

& G

Internet ~

Security Fabric: Fortié.2

= €

B

Device Trafficy @ now~ A No Critical Risk e @

Sort By: ‘Bytes (Sent/Received)

128 O o

-

T/ )8 gl ()
SD-BranchSME S426EFTF19000047 PU431F5E19000727

SD-WAN o

dmz (( S ))

Corp (wan1)

wan2 PU431F5E19003917

FEXT-202E

(<°>)°= (<->)o

MESH-Root-AP_2 MESH-Leaf-AP_S

e
PS421E3X16000203

()e

PU423E3X16005152

)

FC24JE4N17003745
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Integrated wireless Quarantine

A

A\~ -4

WLAN Station trying to
access malicious site

p 0
FAZ l1oC engine
computing logs

Traffic detected
(or blocked)
by FGT UTM

Detection
Engine

FortiAnalyzer

loC detected by FAZ _ .
Event sent to FGT Station quarantine
IP Ban

Or Disable SSID
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[locTpoeHue
BbICOKOMNMPOU3BOAUTENbHbIX

becnpoBOOHbLIX CeTew

Ha 6a3e kKoHTponnepa FortiWwLC



KoHTponnepbl Fortinet

[ESXi, Hyper-V, KVM]

— - - —w

FWC-200D
200 To4ek gocTyna

- T8 TS -

2500 knmneHTOB
FWC-50D

50 Tovek goctyna
1500 knueHTOB

F=RTINET

[ESXi, Hyper-V, KVM]

[ESXi, Hyper-V, KVM]
S FWC-3000D

— 4 3000 To4ek gocTyna

------- 45K KNueHToB

[ESXi, Hyper-V, KVM]

FWC-1000D
1000 Touvek goctyna

20K knueHTOB

FWC-500D

500 Toyek gocTtyna
10 GbE

7500 knueHToOB

v He Hy)XHbl MMLEH3UN Ha TOYKKN ans HoBbIX FWC
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B 4yemM OCHOBHbIe CITOXXHOCTU NpW

CTPOUTENbLCTBE COBPEMEHHbIX
BJIBC?



OO6bI4HbLIV ohunc

= 200 pabo4ynx mect

ICTBA Y KaXKaoro

~

= B cpegHem no 2-3 Wi-Fi yctpo

NCTB

= Wtoro: 500 Wi-Fi yctpo

= CKOSbKO NoTpedyeTcs To4ek?

= 10 (40-

)

50 knueHToB Ha T

47
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OO6bI4yHOE NaHnpoBaHme

= CocegHue TOYKM OOCTyrna Ha
pa3HbIX KaHanax

* [logoBHOE OKpYXEHME MOXKET
NPUBECTMU K YPEIMEPHOMY
POYMUHTIY

= Mano AOCTYMNHbIX KaHal10B U
CJ10XKHO NX Nepencriosib30Bg

<

hH I

T/
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OO6bI4yHOE NaHnpoBaHme

» KapTuHKa — 31O Teopus (TouYKa
He orpaHun4MBaeTcd paguycom 5
METPOB

= PeanbHas 30Ha MHTeEPd:
OJHOWN TOYKU

PRIights Reserved.
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Opyroun noaxopn..

* [lepBbi HABOpP TOYEK
peanuayet Vcells B 2.4 GHz
(20MHz) n 5GHz (40 MHz)

= Bropou Habop gaet eule 2
Vcells B ananasoHe 5 GHz

* HuKakoro poymuHra Het
He TpebyeTcs)

Fz:=:RTINE"Y © Fortinet Inc. All Rights Reserved.




Virtual Cell — Buptyanusauua Wi-Fi cetn

« Kaxxgasa Touka gocrtyna rpynmbl
paboTaeT Ha O4HOM N TOM Xe MYNETWORK
KaHane

» Wcnonb3yetca oanH m 10T Xe BSSID

* Wi-Fi ceTb onga knmneHTa
npencraengeT ogHy TOYKY 4OCTyna
C OYEHb OBLLUNPHBLIM NOKPLITUEM

* [1pn nepemMeLleHnmn KINMEHT He
COBepLUAET pOyMUHra (OH TakK
oymaer)

 Jlerko go6aBUTb NOKPLITUS UMK
eMKOCTU (YBESNIMYNB KOSINYECTBO
TOYEK B 30HE)

« PelleHne cooTBETCTBYET CTaHOapTy
802.11

FortiwLC

=:5
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Virtual Cell — npouecc poyMuHra

« Korga KnnmeHT nepemeLllaeTcs...

OH BMOMUT TONBLKO OOHY «TOYKY
OocTyna»

KoHTponnep otcnexmnsaetr SNR
KIneHTa

.. M Korga 3Tto HeobxoamMmo,
NepektoYaeT ero Ha CoCeHo
TOYKY JOCTyNa B paMKax TOro e
veell

KnneHT npogoskaet paboTty u He
OCBEOMIIEH, YTO TENEpPb OH
paboTaet mn3n4eCcKn ¢ Opyrou
TOYKOM JocCTyna

F=RTINET

tiWLC
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Virtual Cell — Buptyanusauua Wi-Fi cetu

@ @ NetSpot - Discover and analyze wireless networks around you
€3 DISCOVER Q SURVEY 2% EXPORT | @ USER GUIDE < ASK A QUESTION % UPGRADE NOW
SSID BSSID Channel v Band Security Vendor Mode Level (SNR) Signal Signal... Avg Max Min Noise Nois... Last seen
(] % SECURITYDAY |00:0C:E6:02:8A:4F 149,41 |  5GHz WPA2 Personal Meru ac - -62 38%  -57 -48 -62 -77 23% now
() % SECURITYDAY  [00:0C:E6:02:DC:0C 1 | |2.4GHz wPA2Personal |Meru g/n @z -51 49%  -51 -47 -61 -77 23%  now
= F:Z:ERTINET.  FortiWLC 8.4-4build-8 | FortiWLC-200D-VM 12:37:35 Fwc200DvMe192168.1110 fp Q[ admin v
i) Monitor ESS-AP Configuration (6 entries) @

Configuration ESS Profile ESS-AP Table Security Profiles Hotspot Profiles

d

> Security ESS Profile APID AP Name Interface Channel Operating AdminState | Max Calls BSSID Owner
Index Channel
Vv Wireless
Q
Radio
2 | ESS 5 AP-2 2 149 149 Up 0 00:0c:e6:02:8a:4f controller
ARRP
2 | ESS 6 AP-1 2 149 149 Up 0 00:0c:e6:02:8a:4f controller
Hotspot 2.0 S ESs 7 AP-3 2 149 149 Up 0 00:0c:e6:02:82:4f || controller
_ 2 | ESS 5 AP-2 1 1 1 Up 0 00:0c:e6:02:dc:0c controller
Load Balance 2 | ESS 6 AP-1 1 1 1 Up 0 00:0c:e6:02:dc:0c controller
Mesh 24 | ESS 7 AP-3 1 1 1 Up 0 00:0c:e6:02:dc:0c controller

Fz=RTINET © Fortinet Inc. All Rights Reserved.



Paznunuua mexay MCA u vCell

KnneHTbl caMun peLuatoT, Koraa CoBepLUnTb KoHTponnep ynpasnsieT npueMoM 1 nepeaadei

nepeknioyeHne

K CeTb KOHTpONUpyeT (=onpenender) MOMEHT
TINEHTEl KOHKYPUPYIOT 3a AOCTYN K CPEAE POYMUHIa AN18 KaXaoro knmeHTa (6es ero yyactus)

CeTb onpenenseT OOCTynN K cpeae

F:=RTINET © Fortinet Inc. All Rights Reserved. 54



Toukun poctyna 802.11ax (Wi-Fi6)

CERTIFIED

802.11ax | Tri-Radio 5 GHz + 5 GHz + 2.4 GHz or 5 GHz + 2.4 GHz + scanning | 10 Antennas

4x4 MIMO | Up to 4,804 Mbps + 4,804 Mbps + 300 Mbps

F=RTINET

55



g» =

ar ;
,;all%!y__ﬁﬁ'!'

T

Mﬁﬂl’m"”’f’lﬂmﬁwm

: j,‘.'ii'iéijﬁig




F  RTINET



