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The Pentagon Modernizes Wired and
Wireless Connectivity, Across All
Classification Levels, with Aruba
Infrastructure

26 xoBTHA 2020 p., 14:00 GMT+2

The Pentagon Modernizes Wired and Wireless Connectivity, Across A1l

SHARE THIS ARTICLE Classification Levels, with Aruba Infrastructure
IiSham Upgraded Networks Will Support Tens of Thousands of Devices Daily at United
States Department of Defense’s 6.5 Million Square-foot Headquarters
W Tweet
. Business Wire
IN Post
SANTA CLARA, Calif. -- October 26, 2020
¥4 Email

Aruba, a Hewlett Packard Enterprise company (NYSE: HPE), today announced that
the Pentagon, headquarters of the United States Department of Defense (DoD),
is modernizinag its classified and unclassified networks to support over tens




1) [AnA 3aKa34ynKoB, KOTOPbIE PACCMATPUBAIOT NAaHbl N0 MUrpaummn B ObnauHyto namn MmbpnaHyo HPPaACTPYKTYpPY
- Aruba EdgeConnect SD-WAN pelweHue

2) [ns 3aka3umKoB, KOTOPbIM MHTEpPECEH BONPOC 3PEKTUBHOIO NOAKNHOUYEHUA YaAANEHHbIX COTPYAHMKOB U pUIManoB
- Aruba SD-Brunch peweHnue (SD-Brunch = SD-LAN + SD-WAN)

3) [na 3aKa3uMKOoB, KOTOPbIE AyMAlOT Haf, BHEAPEHNEM CUCTEMbI KOHTPONA A0CTyna K IT pecypcam Ha ocHoBe
LEHTPANN30BaHbIX YHUPUUNPOBAHHbBIX NMONNTUK KaK ANA NoNb30oBaTeneun Tak u gna loT

- Aruba ClearPass
4) [nA 3akasuyMKoB, KOTOPble AYMAOT HaJ, OOHOB/IEHMEM CBOEM NMPOBOAHOM MHPPACTPYKTYPLI

- Hosoe (7-moe) nokoneHune Kommyrtatopos Aruba Ha ocHoBe 06n1a4uHO onepauoHHOM cuctembl Aruba OS CX,
cuctembl Tenemetpun Network Analytics Engine (NAE) u cuctembl aBTomatusauum KoHpurypmposaHua NetEdit

5) [na 3aKa3umMKoB, KOTOpble BHeAPAOT B opuce n dunmnanax mobuabHbie paboune mecra

- MoctpoeHue ctabunbHoin, 6e3onacHoi n macwtabupyemon WiFi cetu Ha ocHose WiFi6 nWiFi6e TexHonoruum +
HaBurauusa, reonokauuma u 10T

6) [na 3aKka3unKoB, KOTOPbIM HEOHXOAMMO NOCTPOUTL COBPEMEHHDIW pacnpeaeneHHbl [laTaueHTp ¢ pasnnyHbIMu
NOKaUMAMKM U aBTOMATM3aLMEN YNpaBAeHUs ceTeBo MHPpacTpyKTypon AL,

- ApXuUTeKTypa nocTtpoeHuna cetesoi MHPpacTpykTypbl LLOA ¢ cuctemon KOHPUrypupoBaHUA U opKectpupoBaHusa Aruba
Fabric Composer.



Aruba WLAN
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A Complete Enterprise AP Platform Portfolio

Campus Access Points Hospitality and Remote Access Points Outdoor Access Points
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Aruba AP-635. 802.11ax 6GHz (WIiFI 6E certified)

Band

6 GHz

5 GHz

24 GHz

Total
arvba

Channel Size Maximum throughput
160 MHz 2.4 Gbps
80 MHz 1.2 Gbps
20 MHz 287 Mbps
3.9 Gbps

KEY FEATURES

» Unlocks the 6 GHz band to more than double the

available capacity

- Comprehensive tri-band coverage across 2.4 GHz,

R8L32A Aruba AP-635 (WW) Campus AP

5 GHz, and 6 GHz to deliver 3.9 Gbps maximum
aggregate data rate

- Up to seven 160 MHz channels in 6 GHz support

low-latency, bandwidth-hungry applications like
high-definition video and augmented reality/virtual
reality applications

- Unique ultra-triband filtering enables 5 GHz and 6 GHz

to operate without restrictions or interference

- High availability with 2.5 Gbps dual ethernets port

for hitless failover of ethernet and power



ARUBA ACCESS POINT
PORTFOLIO
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550 Series 530 Series 510 Series 500 Series 500H Series 518 Series 570 Series 570EX Series
Extreme Density Very High Density High Density Mid Density Hospitality/Remote Ruggedized Outdoor Hazardous Location
Wi-Fi 6 Wi-Fi 6 Wi-Fi 6 Wi-Fi 6 Wi-Fi 6 Wi-Fi 6 Wi-Fi 6 Wi-Fi 6
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340/330/320/318/310/300 Series 303H/203R/203H Series 370/360 Series 370EX Series 387 Series
Very High to Mid Density Wi-Fi 5 Mid Density Wi-Fi 5 Very High to Mid Density Hazardous Point to Point
Indoor Ceiling/Wall Mount/Ruggedized Wall, Hospitality and Remote

Omni/Directional Location

802.11ad



OcHoBHbIe npuHuunbl Aruba WiFi - 4S

Simple (INpocTo)
Secured (besonacHo)
Stable (CtabunbHO)

Scalable (MacwTtabnpyemo)

S =
-



OcHoBHbIe npuHuunbl Aruba WiFi — Simple (MpocTo)

Aruba WiFi TpaanumoHHbIn WiFi
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OcHoBHble npuHuunbl Aruba WiFi — Simple (MpocTo)

Aruba WiFi TpaanumoHHbIn WiFi

AIRWAVE nnu ARUBA A.L.E.

NETWORK
MANAGEMEMT CEMTRAL
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BapwuaHT noctpoeHusa Aruba Wik ceteu

»

Aruba Instant AP (I1AP) Aruba Controller Based AP (CAP)
WiFi Controller
E&E;%:T nnu E::#::L ﬁ.“ el al ol al un |:j
— —

Slave IAPs Master IAP

el
> O

IAP Cluster with Virtual WiFi Controller CAPs

aruvba
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Aruba VisualRF

« | Network > POC-lab > Poc- Building > Floor 1| Map List | locrc 10

Properties View Edit
-~
9 Total, 0 Down, 20 Rogues
17
Floor 1 |
1 |
S . (I Measure
Height 54145 .
Grdsize [ 7.0x7.0 it
v
| Save || Cancel

aruba

a Hewlett Packard
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KinbkicTb BiaBigyBavis
Baranom 3 Mapkinry 3 Bynuui
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MacBook Pro

2019 2019 2019 2019 2019 2020 2020 2020 March 2020 April 2020 May

Kidare cesne; August  September  October  November December January  February
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Aruba cepBucbl No HaBuraumm Ha ocHoBe BLE

Meridian-

Powered Mobile

App
White-label or

custom app w/ SDK

Aruba Beacons
Blue dot directions
and notfications
based on real-time
position

aruba

Aruba AP w/

integrated Beacon
Communicates with Aruba

Beacons and Meridian
Platiorm

‘] 97 feet  °

= .

2 o

Meridian Platform
Location-based and personalized
confent for apps
Monifor and manage beacon batiery
level, operating mode / firmware

KapTa nomelueHus

[Nonck HeobxoanMbIX
o0bekToB/TOBaApPOB

[Mpoknagka MapLpyTOB OT TEKYLLIErO
MECTOMONOXEHUS.

OTnpaBka peknamHbIX coobLLEHNN
(proximity marketing)

NHTerpauus ¢ MoOOUNbHbIMM
NPUNOXEHNAMM

15



Aruba cepBuUcCbl MO onpeaeneHn0 MecToNnoNoXeHus

Aruba Tags Staff Mobile
Configuration App App View

single or group

Quick search for
of assets

" D

Add photo, asset
name, optional ID

— \

’
Enter label of
like assets to

[MpoBogHoOM Internet | cosste s

Visual map of
where items are

16



OcHoBHble npuHuunbl Aruba WiFi — Secured (be3onacHo)

Aruba WiFi

AIRWAVE NN ARUBA

CLEARPASS

ACCESS

METWORK
MAMAGEMEMT CENTRAL MAMAGEMENT

—

CLEARPASS
DEVICE INSIGHT

—

L O

aruvba

a Hewlett Packard
Enterprise company

TpaanumoHHbIn WiFi
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AppRF

€
S

Skype
for Business

Medium priority



AP K

matwor ka

Help Log out admin

Monitoring
Performance
Usage
Secunty

> AppRF
Potential Issues
WLANS
Access Points
Clients
AirGroup

Woice/UCC

Monitoring

Configuration

Diagnostics

Maintenance

AppRF Summary

| Application = Facebook {(Z0% of total traffic, 70350 Mbps)

Application Groups

st L -8 Throttle Application Facebook LANS

Applications

Facebook

Details

Chart Table

B remove filter on Facebook

Facebook users

Bandwidth contract for Facebools:

Upstream limit:

|5_| Mbps :I

Downstrearm lirnit:

~ Zhow bandwidth contract table

[ 1] 4 ] [l:anr.el]

Destinations

Aruba

Guest users

Chart Table

Details

Block

Etherzphere

Throttle QoS

Chart Table

Details

Chart Table

Details

Last updated: 10:23:05




RAPIDS & WIPS

aruvba

a Hewlett Packard
Enterprise company

AlIRWAVE

NETWORK
MAMAGEMENT




Aruba VPN

Branch
Office

Controller
| N A
L) =

L [

Activate

L

QX
©

VIA

VPN

|AP Cluster

s
Headquarter
/R /R
Mobility Mobility
Controller Controller
/VPN

OLQO00LOO
OO00C000

Campus Aps (CAP)



OcHoBHbIe npuHuunbl Aruba WiFi — Stable (CtabunbHo)

Aruba WiFi TpaanumoHHbIn WiFi
| | e .
— — éa;? i r|/||||||.......... .:h
\——/
()
S|
\————/
Client "\ ®
ARM Match = |
\——/

aruvba

a Hewlett Packard
Enterprise company



OcHoBHble npuHuunnbl Aruba WiFi — Scalable (Macwtabupyemo)

Aruba WiFi TpaanumoHHbIn WiFi

AlIRWAVE Unmn ARUBA — —

NETWORK
MANAGEMEMT CENTRAL

— —
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aruvba
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OcHoBHbIe npuHuunbl Aruba WiFi — 4S

Aruba WiFi TpaanunoHHbIin WiFi
AIRWAVE ARUBA CLEARPASS ALE
M:r::-.:ﬁf:ml’ CENTRAL Mm“aézﬁfm () ( ﬁ
— — — — %O§ ' Mt

\—/

)

| —> =

<<:9 ? | amae
\——/

[ * ] Zigbee] (@)

' =) X

- >

@D@D@ DPI] WIPS] °

sl (o] [r2se] [ouesd

aruvba
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Aruba WiFi — IAP nnu CAP

Aruba WiFi - IAP

AIRWAVE

METWORK
MAMNAGEMEMNT

—

U O O

ARUBA
CENTRAL

—

CONTROLLER

Ha 99%

Aruba WiFi - CAP

AIRWAVE ARUBA
rﬂ:r-f:-.:jfi?:m CENTRAL
Wee LIC AP
VIRTUAL o0 ® LIC PEF
LIC RF Protect
"VPASTER' H:H:HHIHHH'."."'.".".iill
(VIRTUAL oo
MOBILITY (]"l“"-l-'-l--l I-h ("ll“-lnl-l-lnnl -.h

L O O

arvba Mo dyHkumonany |IAP = CAP

a Hewlett Packard
Enterprise company



Aruba WiFi — yto Takoe Mobility Master (Mobility Conductor)

wwwwwwwwwwww

[E— e T L
N Aruba Mobility e ’
Master-VA

Mobility Master (Mobility Conductor) BbinonHsaeT ponb «KoHTponnepa KoHTponnepoB) ons
obecrneyeHUs1 BbICOKOU MacLiTabupyeMoCcT U OTKa30yCTONYNBOCTM.

YnpaenseTt KoHTponnepamu 7200 n 7000 cepun (Knactep MOXeT COCTOATbL U3 NMOObLIX
donanyecknx n BUpTyaribHbIX KOHTPOSS1IepOB)

NMoopepxuaet oo 100K nonb3oBaTteneun, 10K Touek poctyna n o 1K KoHTponnepoB B
KnacTtepe.

aruba

a Hewlett Packard
Enterprise company



Aruba WiFi — yto Takoe Mobility Master (Mobility Conductor)

a Hewlett Packard
Enterprise company

Aruba Mobility
Master-VA

55 : O

Centralised Management Quick Failover Real Time Upgrade

Air Multi
Match one

Dynamic Segmentation

Aruba Mobility
Master - HW



Al-powered RF controls with AirMatch

£ | Network > Default Campus > 1341 > Floor2.215| 4| Map List | (D '8

e ¥ < \''n o
(O] | L
: |1 ¥
1_mcel 14| D91 341.meel 0186/161(9/16) |

« Tpebyetca Mobility Master n AOS8 G ~: ' o i A ggz-*Ly—rJE—v—F

m:mm_omnsmnﬂ
'

« ABTOMaTM4eckas, LeHTpanM3oBaHHas HacTponka

PY: MowHocTb, KaHansbl, LLnpnHa KaHanos

*  Wcnonbayetca ans 4OCTUXEeHNA JONroCTPOYHOM

CTabUNbHOCTU U npon3BoaANTESNTIbHOCTU CETU

2.4 GHz Channels
nocpeactsom N n malwmHHoro obyyeHus
1 2 3 4 5 8 9 10 13 14
* HacTtponkn PY obHoBRAKOTCA Kaxable 24 yaca no 5 GHz Channels
yMOJ'ILIaHVII-O, L‘laCTOTa O6HOBneHMl‘/’I MO)KGT 6b|Tb 36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 140 144 149 153 157 161 165 169
EIRP (dBm)

nameHeHa T nepcoHanom

0 3 1 9 12 15 18 21 24 27

aruba

a Hewlett Packard

Enterprise com pany 28



.\\ | \\
AN |/

MU'tip|e tenants on the same access point with MultiZone "

Network A Network B

Aruba 7200
Mobility Controller

Aruba 7200
Mobility Controllers

«  Tpebyetca Mobility Master n AOS8

e eEmmREE. EEE .
[ ssssnnne snsmnnnn : * e snmn
ETTTTTTTRCITTII TNy § CECTOTLTTTY *  SSIDS TEpMUHMPYIOTCA Ha pasnnUyHbIX
snevenne vesnnwew| B e esamnw
| emsennnn shnEnnew emmsneen SesseEE
L T

KOHTpoOsiepax ¢ uenbto obecneveHus
doM3n4eckoro pasgeneHmst NoTokoB Tpaduka

«  OddekTnBHoe ncnonbsosaHne WiFi
PEeCypCcOoB N CHUXeHME obLen

CTOMMOCTUTOYEK OO0CTYNna

aruba

a Hewlett Packard

Enterprise com pany 29



NMpumep MultiZone

Mobility Master

T

Fast Food I
Restaurant

Restaurant
———
Clothing7 Jewel
P ewelry

Store Cafe Shore

SSID 1 |

SSID 2 :

Shoe Stationery
SSID 3 Store Shop
Music
Shop

Bakery SSID 5
SSID 6

Mo tre

7005

aruba 1=  TyHHenb mexay To4dkon [loctyna n KoHTponnepom

nnnnnnnnnnnnnnnnn

Mobility Controller



BapwuaHT noctpoeHusa Aruba Wik ceteu

»

Aruba Instant AP (I1AP)

AOS10

Under controlled availability

/ 1\
B

IAP Cluster with Virtual WiFi Controller CAPS

Slave IAPs / / \ Master IAP

IAP Cluster with Virtual WiFi Controller C APS

aruvba
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Aruba WLAN ceTb ¢ UHTErpupoBaHHbIM I0T

[MpunoxeHwus

Southbound API l l Northbound API

HTTP POST otgert HTTP POST sanpoc
Otset B Header B doopmate JSON ¢ [aHHble B Header B dpopmarte JSON

Anu nn
O6MeH aaHHbIMU B homaTe Protocol [ —— O6meH gaHHbIMK B pomaTte Protocol
Buffer gl e AT S Buffer

WLAN

OaTtyukum (Things)






cape

Experience WiF Network nternal External
® Conference Room ® Stark Guest WiFi ® DHCP ® 3rd Floor Printer ® Dropbox

® Main Office ® Stark Secure ® DNS ® AWS Server ® Facebook
® Boardroom ® Captive Portal ® Gmail

® New York Office ® Microsoft Exchange ® Google Apps

® Lobby ® Salesforce ® YouTube
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Aruba OS CX Switch Series
Edge to Data Center



Aruba CX Switching

Aruba CX 10000

T P P — |

Data Center

® Aruba Cx 8300 Aruba CX 8400

£

u

End-to-End Portfolio for the Enterprise
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AOS-CX:

BUILT ON CLOUD-
NATIVE PRINCIPLES

Modularity Programmability

Faster innovation
with independent

Simplified
operations

100% REST APIs

processes through automation

State Database

- . Microservices
Resiliency Elasticity | Architecture

Stable and reliable One operating model

microservices

from edge access
to data center

design




AOS-CX KEY FEATURES

DRIVERS: SHRINKING MAINTENANCE WINDOWS, SECURITY, WI-FI 6

VexXLive Dynamic VXLAN with
Upgrades Segmentation MP-BGP EVPN

Office 365 u
—Je

nOtmalware
\ b|z
AirGroup m

T
B
z

D_ua! control and data planes Industry-standard segmgntation
with improved performance to - that scales and provides
bring live upgrades to Always—o n Secure, unified access consistent architecture across
modular access PoE across wired and wireless for campus and data center
users and IoT, enabled by
olicy-based automation
O@I o
P =%
|2zzzzzmemzzazzznnnzne |
Enable APs, healthcare devices, Simplified routing
sensors, and loT devices to segmentation used across
keep power during upgrades distributed VXLAN

aruba o

Hewlett Packard

a
Enerprise com pany 38



The AOS-CX Difference: Optimized for Operator Experience

Unique Tools and Capabilities for the Next Generation

Fully Programable Network Analytics Engine (NAE):
Network Operating System Closed-loop, trigger-based automation
Aruba =
3'd Party Mobile
Tools First
Platform I R

NetEdit: Modernizing Configuration Aruba CX mobile app: Transforming Bring-up




Under the hood — Aruba ASICs .
Faster Flexible
Innovation \ Programmability
Tight integration between Dynamic programming of

hardware and software network resources for
gets new capabilities to use case optimization

market faster

Years of IP Generation Architecture

(CX 6000)

nnnnnnnnnnnnnnnnn
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FOR THE ENTERPRISE

NEW PLATFORMS COMPLETE END-TO-END SWITCHING PORTFOLIO

Data Center

— 3

Deep buffers
Large tables

Modular
High-density access

CX 6200 . CX6300 CX 6400 Core and Agg

Top of Rack

frm—— Stackable
Access and A CX 83XX Small Core
: CX 6100 ag Camous Aoy

. CX 6000 Diverse closet scale




Simplify Operations with a Unified Infrastructure

Unique architecture provides management flexibility with same switch

On-prem
wired + wireless access
network management

Cloud-based Web interface for
wired + wireless access single switch network
network management management

for AOS-CX



Save time with ZTP for Simple And Fast Installs N

NO ON-SITE EXPERT NEEDED

Secure connection
(HTTPS)

1=

I Central or Activate sends
configuration details to switch

Network configured

: AMAS AAAARARA AARR
Plug in Aruba |ewees sesssses -.q'}[--ugou

Switch & running

nnnnnnnnnnnnnnnnn



AOS-CX 10.3 Software Value without Licensing

Complexity
Category Features
Layer 1 * 1/10/25/40/100G Transceivers, Bluetooth Dongle Support, Support for 1G SFP and 1G Base-T (limited to 32) Transceivers on the
8325
Layer 2/Bridging STP, STP features — Root Guard, Loop Guard etc., MSTP, RSTP, RPVST+, Loop Protect, LAG/MC-LAG, LACP, MVRP, LLDP,

support over OOBM, Unidirectional Link detection (UDLD), Ethernet Ring Protection Switching (ERPS), VLAN Translation, Data Center
Bridging (DCB) — ETS, PFC, QCN, DCBx

Layer 3/Routing OSPFv2/iv3, MP-BGP, BGP EVPN, VRRPv3, Policy Based Routing (PBR), Bidirectional Forwarding Detection (BFD) for all routing
protocols, IPv4 & IPv6 Static Routing

High Availability In-Chassis HA , VSX — Virtual Switching Extension (Chassis), VSX Live Upgrade, VSX Configuration Synchronization, OS
Resiliency — Time-Series Database, VSX enhancements including interoperability with RPVST+, VSX graceful upgrade for routing
features, LACP Fallback with VSX LAG, VSX Sync enhancements

Multicast IGMPv3, MLDv2, PIM-SMv4 & v6, Multicast Source Discovery Protocol - MSDP

Security Local AAA, Remote AAA with TACACS+ & RADIUS, PKI, IPv4/IPv6 ACL, VLAN ACL, Control Plane ACL, Object Group ACL, RBAC,
IPv4/IPv6ACL, BPDU Filtering, BPDU Throttle, Time-Based ACL with NAE, AAA Channels, PIM-SM RP ACL

QoS Strict Priority Scheduling, DWRR Scheduling, Map to output queue by 802.1p, DSCP, IP precedence, Classifier-based QoS,
Committed Information Rate (CIR) — Ingress/Egress, CoPP, Traffic Policing, Port & Remote Mirroring, Global Port Mirror (8400),
Shaping, Egress Queue Shaping, Trust (802.1p, DSCP)

Management & Usability/ | DHCP v4/v6 Server, DHCP Relay, DNS v4/v6, Syslog v4/v6, NTP Server, RMON/SFTP/SSH, SNMP, Local/Remote Mirroring, IP SLA,

Operator Experience Web GUI, sFlow, Analytics, Dynamic action/remediation, REST API programmability, NetEdit - Config automation, Config
verification, Config validation, Airwave and Central Support, Network Analytics Engine (NAE), NAE Script Upgrade
Segmentation L2 VXLAN, L3 VXLAN** VRF-Lite, L3 GRE, v6-over-v4 Tunnels, BGP over GRE

VXLAN + MP-BGP EVPN and Data

VMware NSX Integration* Fourth Major AOS-CX Release

Center Bridging*

*Font Color =Orange = 10.3 features *Supported only on 8325 in 10.3
Bold Orange = 10.3 DC features, Bold =10.2 and earlier Features applicable to DC
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Virtual Switching Extension (VSX)

 Multi Chassis Link Aggregation

Redundancy in both hardware and software

High Availability during upgrades

Flexibility for network designs

Operational simplicity with VSX Sync

Enterprise company



Switch Virtualization Comparison

Chassis 1 Chassis 2

: Management : : Management :

| Control - Control : _ )

: _ _ : Chassis 1 Chassis 2

! Routing =» Routing ; | _

i ! : ! : Management i

| i | : Contol |

e Etnemetlinks 5 { RE i Routing |

: | Ethernet Links :

Shared : @ : .

( S Shared -~ .
VSX

(vPC / MLAG)

(VSS / IRF / Virtual Chassis)

(*) configurable levels of synchronization
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LIVE UPGRADES WITH VSX

VSX Reliability without Compromise
Orchestrated Upgrades
Delivers on the promise of ISSU
No maintenance windows mandated
Gradual and planned traffic re-balancing

Dual Control-Plane = Software Redundancy

SWITCH “A” SWITCH “B”



Network Analytics Engine (NAE)

& Hewlett Packard 50
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NAE WITH EMBEDDED ANALYTICS

It's like having a 24/7 network technician as part of

the network’
Complete teleme
for all system
changes information
tomated service Can capture info f
pact and root
use analysis

g | neighbor
igent monitoring £ Notification wit
ts ‘always on’ R . automatic diagno

levant historical
a correlated with

.configuration

Infrastructure




~
.
. -

INTELLIGENT EMBEDDED DISTRIBUTED PRE-PROCESSING

WITH ARUBA NETWORK ANALYTICS ENGINE (NAE) :

Other Monitoring Approaches Aruba CX Approach

Probes and Show Telemetry Third-Party - Aruba NetEdit
Commands Streaming Monitoring Tools -

ﬁ @ :j r7YCX Core
|— ==

Needle in the Latency and large, | Manual correlation T " et
haystack unfiltered data sets | and limited BT - &e “as

actionable insights CX Access CX Access CX Access

NAE integrated everywhere in network

e : Real-time Automated
Difficult to Delays in data Resource ' g 24/7 network
recreate and/or processing and intensive with network-wide monitoring for technician built-in

: Y : visibility with rapid detection :
identify issues analysis longer MTTR e TorRE e || G eeEe to every switch

Connectivity.
Monitor Script "and

Intro to the . NAE ServiceNow IPSLA with CoPP 3.0 Script with
Network Analytics NAE Overview Configuration Thresholds ICMP and SSH Traffic Programmable Actions

Engine

] 5:33

Change Monitor Flooding in NAE

6:05 The Aruba Bots s: oF: 6:55 The Aruba Bots  7:.00

nnnnnnnnnnnnnnnnn


https://www.youtube.com/watch?v=_QxwUiXkJpA
https://www.youtube.com/watch?v=FwTQ103G4Ck
https://www.youtube.com/watch?v=mkd9MuFxT7g
https://www.youtube.com/watch?v=2N5yR7ZNne8
https://www.youtube.com/watch?v=WVJ4eh9FQT8
https://www.youtube.com/watch?v=GB0Nb2LQ6Yw

Aruba NAE Addresses Wide Range of Use Cases

System Network
Health Health
* Monitor « Monitor
system network
statistics statistics to
assist with
ISSUes
* Track the
state to collect
Insight on

change

Security

Analytics

* Analyze
network traffic
learn about
anomalies

* Discover
anomalies in
application
performance,
cloud or on-
prem.

Network

Optimization

* Dynamically
insert policies
for
optimization.

* Redirect traffic



BRINGS ANALYTICS TO LIFE

ITSM integrated change mgmit.
with ServiceNow / TopDesk

Predictive Fault Finder for General
Network Health

Transceiver Diagnostics for Health
and Failure Root Cause

oo
oo
Do
oo
oo

Proactive Email notifications for ==1°kal VSX Health Monitor to Highlight VolP monitor based on IPSLA

]
critical events and errors =021 VSX Stability cslnlee]  transactions
Auto-config archiving with TFTP |||' Monitor and Change Route when MAC and ARP Count Analytics to
config updates Q Failure Detected ] F’] 22l Ensure Proper Device Load

Deep R&D engagements with numerous customers, delivering customer focused solutions
NAE Scripts Published on Aruba Solutions Exchange (ASE)



https://ase.arubanetworks.com/solutions?page=1&page_size=20&products=19&order=-modified

S~ | /

=

AN

AVAILABLE AOS-CX INTEGRAFIONS

Compliance report

Python SDK Ansible NAPALM StackStorm
— Available functions — CX Modules — Available functions — Sensors/Actions
. ACL e ACLS « Get Facts * Interface Admin Status
- BGP « L2 Interfaces « Getinterfaces  Link Status
DHCP L3 Interfaces Get LLDP Websocket Port Sensor
EVPN Static Routes Get BGP
OSPF VLANS Get ENV
Interface VRFs Get ARP
Lag DNS Get NTP
LLDP Banner Get mac table
MAC Firmware Upgrade Get route
Loop protect Config backup & restore Get SNMP
QoS Config Audit Ping
VRF Config command Traceroute
VSX Get Facts Get users
VXLAN Get optics
System Get config


https://developer.arubanetworks.com/aruba-aoscx

NETEDIT

NetEdit T B

56
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Top 10 Causes of Outages

10.Unprecedented natural disasters and ad hoc mishaps on the network such as a minor

1
2
3
4
d.
6
7
8
9

Faults, errors or discards in network devices

Device configuration chan_

Operational human errors and mismanagement orhe
Link failure caused due to fiber cable cuts

Power outages

Server hardware failure

Security attacks such as denial of service (DoS)

Failed software and firmware upgrade or patches
Incompatibility between firmware and hardware device

45%

35%

25%
20%
15%
10%

5%

Frequency of network changes that lead to an

outage or performance issue

~
e ~

s 44%

”

18%

17%

i 7%
o i i
H B | |

bl e E R BE R BE R
———— o ———— -

=204
i i

-

2%

G

\ Daily Several times Several times Several times/Once a year Once every
\ a week amonth ayear » / couple years

T - —

accidents, or even as unrelated as a rodent chewing through a network line, etc.

Never



AOS-CX:
BUILT ON CLOUD-

NATIVE PRINCIPLES || |

= Database driven 100% REST APIs
= Publish / Subscribe model State Database
v" Publish “I have changed attribute #2”
v Subscribe “let me know when there is a (v VY Slicroservices

Architecture

change on attribute #42”
= Analytics built-in

Benefits : Easy to interact with — NetEdit is extensively using those capabilities



NetEdit for Configuration, Automation and Verification .

Search Edit Validate Deploy Audit

Anomaly Predictive
Detection Assistance
Auto-Change Continuous
Verification Validation

Repetitive Task
Automation

et o HPE/Aruba Confidential
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Network Analytics Engine
The "Magic” behind the scene

Aruba

Network ==
; Analytics =
_RERINoTN. . | Aruba n
] Network |
i i
™ ‘

Analytics

Engme
N

O Monitoring and actions

o = m
; P ok

¥ eis hae =i

B L ICECEL LR B - . e
e i [

NetEdit receives
aggregates Status updates
from ALL AOS-CX switches

and

Momton ng and actions



Aruba Fabric Composer ana JaTtaueHTpa
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Software-Defined Network Automation & Orchestration

Introducing Aruba Fabric Composer

INFRASTRUCTURE & NETWORK TEAMS

« Automate fabric provisioning for faster network deployment
* Minimize repetitive tasks through workload-centric orchestration

vmware NSX

&
NUTANI> » Speed troubleshooting with visibility across physical & virtual
—
SOfmmimie D SERVER ADMINS

» Eliminate bottlenecks with real-time network provisioning
* Reduce the need for specialized training and skillsets
» Streamline ops & improve collaboration with unified toolset

VM / APPLICATION OWNERS

» Speed service & application delivery
* Ensure secure and prioritized traffic for critical workloads
» Gain visibility and control of workload performance

CONFIDENTIAL | AUTHORIZED HPE PARTNER USE ONLY



Reduce Network Provisioning Time From Days to Minutes
Legacy provisioning vs. Aruba software-defined network automation with AFC

Network Admin Server Admin VM / App owners
|

First of several CIEElE EXEE Open ticket with

: mmmg doc with initial :
meetings : Networking
configs

Get responses Configure Configure
from Net Admin Server racks Server-TOR

Test & Tweak &

Validate Optimize

Days to Weeks

arubQ | rabric Composer

Aruba NetEdit
HPE iLO Amplifier
£ Nutanix Prism

iy

Fabric Composer IT Team | (] VMware vsphere

VMware NSX-T

Configure Test,
Server racks - g Validate &
ToR optimize

GUI, workflow-based automation speeds server
connectivity in minutes vs days

CONFIDENTIAL | AUTHORIZED HPE PARTNER USE ONLY



Aruba Fabric Composer Dashboard

Dashboard View Workflow Automations and Guided Setup
Includes information about fabrics, switches, hosts, and VMs  Point and click GUI streamlines and automates away complexity
\
aruba  Frabric Composer \ Dashboard  Configurations v Visualizations v \ EI a ﬁadmur'" ? hd
SWITCHES X FABRIC INVENTORY x VMWARE INVENTORY X
Switches in Fabiic 1200  MAC Attachments 0  CDP Neighbors 12 VMware VMs Guided Setup
6 Ferform the following steps to initialize
56 LLDP Neighbors 288  FPorts 3  ESXHypendsors and configure your system.
. 0 LAGs 18 VMEKernel Adapters
6 SWITCHES
Discover new Switches
VMWARE NSX-T INVENTORY x NUTANIX INVENTORY x HPE ILO INVENTORY x
12 WMs 6  Segments 0  Nutanix Vs Servers NTF CONFIGURATION
Configure Switch NTP,
6 Transport Zones 3 Host Transport Nodes 0  AHV Hypervisors 5 e CONEIEURATION
1  Tier-0 Gateway 1  Tier-1 Gateway 0 OWMs Configure Switch DNS
— Iﬂ?ﬂ WM‘TIHG VSX CONFIGURATION
8 NVDSs 2" Configure VX Switch Pairing
@ LEAF SPINE CONFIGURATION
— % N TESRATIONS % Configure Leaf Spine Cannections,
e UNDERLAY/OVERLAY
Sabrich (£ ...... LIRS YMware vSphere {1 Configuration, vE.0.0) Configure Underiay/Guarlay
EVPN CONFIGURATION
CONNECTED Whware M5X-T (1 Configuration, v&.0.0] Configure E¥PN Instances.
HPE ILO Amplifier (1 Configuration, v6.0.00 (" = required
Network and Switch Visualization \ API level integrations with various environments

Hosts, MAC, Neighbors, Switch inventory, health status Including HPE, Aruba, VMware vSphere, ESX, NSX and Nutanix

CONFIDENTIAL | AUTHORIZED HPE PARTNER USE ONLY



THE COMPETITION VS

BUILT FOR
VENDOR LOCK-IN

Disparate Operating Models with CX portfolio end-to-end

Off-Box Analytics ; ;
in every switch

Proprietary & Inflexible with cloud-native OS

Legacy Hardware
gacy Data center class performance

Oversubscribed Distributed architecture

SUS A IISSEIRRNS for investment protection

Ongoing licensing

cer software licensing or
& subscriptions

subscription costs




Aruba Portfolio is Better Together

CLEARPASS

Authenticate
With Single Source

Enforce M s s
All Users and Devices —
Aruba Mobility
Controller

VERERE:
All Devices Together N
LN

NetEdit/AirWave Central
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SD-WAN npotue WAN

SD-WAN

- YpoBeHb aBTOMaTM3aLUnmM HAaCTPOMNKU U
ynpasfieHna —

- [lpocTtoTa macwtabnpyemocTu -

- [NpepoctaBnenmne SLA Ha ocHoBe [lpunoxxeHums

- OuHamnuyeckuin BbliDOp ANga nepegaym
NHOpMaLMKM KaHanosB C JTy4LwmMMin
nokasarensamu -

- MOHUTOPUHI COCTOSIHUSA KaHanoB B peanbHOM
BPEMEHU N Nepexo Ha anbTepHaTUBHbIE
KaHarnbl B Cnydae aurpagauum cepBUCoB -

- OKOHOMMUS 3a CYET UCMONb30BaHMA B unmanax
ogHoro yctponcTsea (3 B 1: MmapLupyTusartop,
danepson, WAN ontummsaTtop) —

- UeHa -

a Hewlett Packard
Enterprise company

TpapuumoHHbin WAN

YpoBeHb aBTOMaTU3aL MmN HAaCTPOMKN U
yrnpasneHns —

[TlpocToTa MacwTabnpyemocTu -
[MpegocTtaerieHne SLA Ha ocHoBe [1punoxeHud
OuHamunueckuin BeIGOp Ansa nepegaydn
MHdOPMaLIMKM KaHaroB C NyyLwmmMm
nokasatensmm -

MOHUTOPUHI COCTOSIHNA KaHanoB B peasibHOM
BPEMEHWN N NEPEXO Ha anbTePHATUBHLIE
KaHanbl B cnydae aurpagauum cepBucoB —

OKOHOMUSA 3a CHET UCMNOMb30BaHUA B bunuanax
ofHoro yctponctsea (3 B 1: MapLupytTnsartop,
doanepson, WAN ontummsatop) —

LleHa -



SD-Branch vs traditional policy

DISAGGREGATED
POLICY DEFINITIONS

\ROUTER: VRF, VPN, SUBNET, ACL

4

*s. FIREWALL: ZONE, TRUST, ACL

2

STATIC AND
FRAGMENTED

= COMPRESSION

|

a
|
]

|

VLAN 103

*s WAN OPT: THROTTLING,

LAN: VLAN, ACL, SUBNET

WLAN: VLAN, ACL, SUBNET

o

C

POLICY
MANAGER
CENTRALIZED
DEFINITIONS FOR
EVERY BRANCH

UNIFIED POLICY
ENFORCEMENT:
LAN, WLAN, WAN,

SECURITY

¥ SOFTWARE
} TRAFFIC DEFINED
R | -S| (G\

-’ ELIMINATE
/J VLAN SPRAWL



SD-Branch solution overview

@Aruba Central

Headend Gateway(s) Public/Private Cloud

Headend Gateway(s)
Data Center  _ N —— Data Center P

— —) r — _=Il s
l||||||||| - - m——— |-_,'l"||||||||| - llllllllll m s e S I == e,

CLEARPASS

(:Zscalef Gateway
Check Point" paloalto (] Office 365
OFTWARE TECHNOQLOGIES LTD. Go gle

£ Drophox

Internet Destination

N ) MPLS LTE MPLS LTE MPLS
ranc Branch Gateway
Branch
T (« Qull—m(@ ||
— . =
Wireless Wired




SD-Branch

v" Optimizing WAN usage
v WAN Compression
v" Split tunneling

nnnnnnnnnnnnnnnnn

] Office 365

N - |/ AN /
AN | / \
N | AN
|/ \\
. \ . / AN -
e ~— ./ _ N
DC Services
CLEARPASS E = E =
ACCESS = = = =
MAMAGENMEMT E E
— | :
. P A J

S

Direct Internet peel-off

from the branch for
Guest. SaaS, or Internet

bound traffic

T

Branch

e
Odr 1)

(o

N

N\

[

AN

e

e

‘o B

~

WAN Compression
always on for
corporate traffic.




SD-Branch

v

v
v

v Uplink aggregation (4 +1)

sssssssssssssssss

Round-robin
Session-count
Uplink-utilization




SD-Branch

v

v
v

v

v~ Context-aware Dynamic Path
Steering (DPS)

nnnnnnnnnnnnnnnnn

Jitter, MOS

Traffic shaping and queuing

4 )
. CLEARPASS
IJ Office 365 e
o J
tt
\ '\ Active monitoring
Y «  Delay/latency
\ o\ Packet Loss
\ ‘\ Throughput
N « Jitter/MOS
N
Passive monitoring
Delay/Latency Adaptive QoS

based on measured BW




SD-Branch

v User Centric Security and routing
policies

-z v 3y
e || B &
CERTIFIED T T T
EALA+ 00000 00000 00000
— CCCCC CCCCC COCCE

sssssssssssssssss



Dynamic Path Selection N e
MPLS
[ )
Delay
Internet
A R [_] < Jitter >
p | LOSS
APPLICATION _ /
AG/LTE

| )

@ O

Use AppRF application Configure path preference and Configure SLA parameters
categories, for e.g. Business fallback options per application per user & application
Critical, Voice, Best-Effort category category

a Hewlett Packard
nnnnnnnnnnnnnnnnn



Automated
Onboarding

arvba

& Hewlett Packard
Enlerprisgs comparny
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Simple Onboarding

Provisioning tools for AP/Switch/Gateway

Installer App

weses Carrier T 1:20 PM 71 100% .

Onboard (]

Site Address
2885, Lakeside Drive, Santa Clara, CA-94045

SN: CNCGHMJMYH

I— MAC: 34:FC:B9:C0:AB:D6
u 1AP-205-US
o o

SN: CNCFHMQFCV
MAC: AB:FC:B9:C0:A8:Dé
1AP-305-US

o o o o

SN: CNCFHMQFCY
MAC: 34:FC:B9:C0:AB:D6
1AP-305-US

% o O o

Add Device

i

1. Scan

2. Power-on

3. Connect

Ops Manager Dashboard

—————————————————————————————————————————————————————————————————— 1
aruvba
e
2 Devices Blocked
23 8 5 Dwvice Management License Unassgned
- 1 Invald MAC/SN
$*
t n Summary (by zip cod
InProgress (B Awaiting Completed
Sites |
Wil

CONFIDENTIAL | AUTHORIZED HPE PARTNER USE ONLY
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